
PHAP LUAT VA VAN DE BAO VE THONG TIN CA NHAN 
TREN MOI TRUONG INTERNET 

L Internet va van de bao ve thdng tin 
ca nhan 

1.1. Nguy cd thdng tin cd nhdn bi xam 
pham trong mdi trudng mang 

Ngay nay, su phat tridn ciia cdng nghe 
thdng tin, dac biet la internet da dem lai cho 
chting ta mgt phucng thirc giao tidp, giao 
dich mdi vdi tdc do nhanh, chi phi re, 
chuydn tai thdng tin da diing va khdng phii 
thudc nhidu vao khoang each. NhtJng tien ich 
khdng the phii nhan cua internet da tac ddng 
manh me tdi ddi sdng xa hgi, internet ngay 
cang trd nen phd cap, dugc nhidu ngudi, 
nhidu doanh nghiep sit dung. Tham ehl, da 
hinh thanh ban mgt nhdm ttr vdi tidn td "e" 
dd phan biet nhting khai niem tren mang vdi 
cac khai niem truydn thdng tUOng ung nhu: 
e-mail, e-commerce, e-banking, e-book, e-
money, e-market, e-shop, e-neu's... Tuy 
nhien, cting vdi su phat tridn ciia giao dich 
qua miing internet, thi nguy co xam phiun va 
lam dung thdng tin ca nhan cung ngiiy cang 
nhidu. Day la mgt trong nhtrng rao ciln 
khdng nhd ddi vdi viec daiy manh irng dung 
internet tren tat cii cac llnh vuc ciia ddi sdng 
xa hdi. Do vay, viec xay dung khung phap ly 
vd biio ve thdng tin ca nhan trong mdi trudng 
miing la van dd cd tinh cap thiet ddi vdi mdi 
qud'c gia ndu mudn tan dung tdi da cac tien 
ich CLia internet. 

C) Viet Nam, sau khi Luat Giao dich 
dien tir ra ddi vao nam 2005 ddn nay, ung 
dung giao dich dien tir trong cac co quan nha 
nudc, trong llnh vuc thuong miii, tai chinh, 
ngan himg... dang ngay cang phat tridn. Dac 
bicI, tir cudi niim 2007, nhidu doanh nghiep 
dii tridn khai va ap dung chu trinh giao dich 
thuong miii dien tir hoiin chinh Cac cdng 
doan cLia giao dich ttr quang cao, chao hang. 

' ThS. I.uiil hoc, Vicn Nliii nudc vit Phap luat 

Tran Vdn Bien 

giao ke't hgp ddng den thanh toan, giao hang, 
cham sdc khach hang, bao hanh deu cd thd 
thuc hien qua mdi trudng dien tir. Viec thu 
thap thdng tin khach hang tren mdi trudng 
miing, do dd, da trd thanh nhu cau tat ydu 
trong boat ddng san xuat, kinh doanh ciia 
doanh nghiep. Cac giao dich thuong mai 
dien tir giiia doanh nghiep vdi ca nhan, cac 
boat dgng thu thap va xir ly dtr lieu, tidp thi, 
quan tri quan he khach hang... da trd thanh 
boat ddng thudng xuyen. 

Do dac thii ciia giao dich dien tir la dugc 
thuc hien hoan toan tren mdi trudng mang, 
cac ddi tac thuc hien giao dich mua ban, 
thanh toan, nhan hang ma khdng can phai 
gap mat true tiep, nen nhu cau vd thdng tin 
ca nhan la rat Idn, bao gdm cii nhung thdng 
tin rieng tu, nhiiy cam nhai. Ben canh dd, 
nhieu cdng nghe hien dai nhu cookies, phan 
mdm gian diep, dinh vi toan cau va ciic co sd 
dtr lieu sd hda cung cho phep ciic doanh 
nghiep chuyen kinh doanh tren internet cd 
thd dd dang thu thap va xir ly thdng tin ca 
nhan phuc vu cho nhidu muc dich khac nhau. 
Cac td chtrc quiing cao true tuyen cung ludn 
day miinh hoiit dgng thu thap, thiei lap, tham 
chi kinh doanh cac hd so thdng tin ve ngudi 
tieu diing. Thdng tin ca nhan da va dang trd 
thanh thir hang hda cd gia tri ddi vdi doanh 
nghiep. Ca nhan, ngudi tieu dung khd cd thd 
hinh dung hei dugc nhtJng nguy co thdng tin 
ca nhan ciia minh bi khai thac bai hgp phap 
khi tham gia giao dich, mua ban tren mdi 
trudng miing. 

Cho den thdi gian gan day, khai niem 
bao ve thdng tin ca nhan tren mdi trudng 
dien tir van cdn la mgt van dd mdi me tai 
Viet Nam. Ngudi dan, doanh nghiep va ca 
cac CO quan quan ly nha nudc van cdn nhidu 
bd ngd vdi khai niem nay. Tuy nhien, cting 
vdi sir phat tridn miinh me ciia cdng nghe 
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thdng tin va giao dich dien tir, dac biet la sir 
xam nhap sau rdng ciia internet vao mgi mat 
ddi sdng xa hdi, nhirng tac ddng tieu cue ciia 
viec sir dung thdng tin ca nhan bat hgp phap 
da ngay cang trd nen rd rang hon. Thuc te 
nay da khien cho va'n dd biio ve thdng tin ca 
nhan trd thanh mgt chii dd Idn, thu hiit su 
quan tam rdng rai cua cac co quan quan ly 
nha nudc, doanh nghiep va cii xa hdi'. 

1.2. Mot sd hdnh vi vi pham thong tin 
cd nhdn tren mdi trudng mang 

- Thu thap, su dung trdi phep dia chi 
email 

Mgt trong nhiJng hinh thuc vi pham 
thdng tin ca nhan rat phd bien trong thdi gian 
qua la viec thu thap dia chi thu dien tir ca 
nhan trai phep dd phiic vu cho nhidu muc 
dich khac nhau, ttr quang cao true tuyen den 
ban danh sach cac dia chi nay cho ca nhan, 
td chiic cd nhu cau. Vdi cac cdng nghe hien 
dai, hien nay viec thu thap dia chi thu dien tir 
tuong ddi de dang. Viec nhidu ca nhan, 
doanh nghiep cdng khai rao ban danh sach 
hang trieu dia chi thu dien tir dang gay tac 
ddng tieu cue tdi hoiit ddng quang cao dien 
tir, gay bat Igi cho ngudi tieu dung, lam giam 
stit niem tin ciia cdng ddng khi tham gia giao 
dich dien tir. 

Bat ky ai cd sir dung hop thu dien tir cting 
ddu tung phai hue dgc vl nhtrng thu giri hang 
loat cd ngi dung quiing cao, tidp thi, chao 
hang hoac dem den nhiJng thdng tin ma phan 
Idn trong sd dd ngudi dgc khdng quan tam. Sir 
phat tan thu rac la he quii ciia viec thdng tin 
ca nhan (trong trudng hgp nay la dia chi thu 
dien ttr) bi vi pham. Nhidu ngudi khdng the 
ngd rang, chinh dia chi e-mail ma minh cung 
cap khi thuc hien giao dich dien tii mgt ngay 
nao dd se trd thanh mdn hang dugc mua di, 
ban lai. Su tran ngap thu rac chao hang, quang 
cao khdng chi gay ra su khd chiu, hue dgc 
cho chu hop thu dien tir, ma cdn anh hudng 
den hieu qua xir ly cdng viec, tac nghen 
dudng truydn, lam qua tai hop thu va nhidu 

' Bd Cdng Thuong, Bao cao Thuong mai dien tir Viet 
Nam nam 2008, tr. 59. 

khi cdn xda sach diJ lieu may tinh do nhu'ng 
thu nay cd dinh kem vuiit. 

- An cap, lira dao lay thdng tin cd nhdn 
Trong giao dich dien tu su e ngai Idn 

nha't la bi mat cac thdng tin lien quan den tai 
khoan ca nhan hoac cac thdng tin vd giao 
dich sir dung the trong qua trinh didn ra giao 
dich. Thanh toan dien tir tren mdi trudng 
internet la llnh vuc cdn kha mdi me ddi voi 
ca ngudi tieu dung va cac co quan chuc nang 
cua Viet Nam nhung da cd su phat trien 
nhanh ehdng trong nhtJng nam gan day. Lgi 
dung didu dd, nhidu ddi tugng tgi pham, 
trong dd cd ca ngudi nudc ngoai da thuc hien 
cac vu an cap, lira dao lay thdng tin tai khoan 
ciia ca nhan hoac doanh nghiep de riit tien 
hoac mua ban hang hda kidm lgi phi phap. 
Cac tep chiia dtr lieu tai khoan ciia khach 
hang thudng la nhiJng muc tieu ha'p dan ddi 
vdi tin tac khi tan cdng vao cac website. 
Ngoai ra, chiing cdn cd the dot nhap vao cac 
website thuong mai dien tir hoac lap ra cac 
website gia mao dd lira dao, lay cap cac 
thdng tin ca nhan cua khach hang nhu ten, 
dia chi, dien thoai, email. Vdi nhung thong 
tin nay, chting cd the mao danh khach hang 
thidt lap cac tai khoan tin dung mdi nham 
thuc hien nhtrng giao dich bat chinh. Day 
dang la hien tugng tgi pham kha ndi com b 
nudc ta hien nay, ddn miic cac nha cung cap 
hang hoa va dich vii true tuydn nudc ngoai 
thudng xuyen tir chdi cac giao dich cd ngudn 
gdc ttr Viet Nam ma thanh loan bang the tin 
dung do lo ngai tinh trang an cap ma sd the 
tin dung ciia cac hacker Viet Nam. Ben canh 
dd, mgt sd ddi tugng lam viec trong nganh 
ngan hang cdn la'y cap mat khau ca nhan ciia 
ngudi cd tham quydn hoac Igi dung cac ke 
hd trong quan ly dd thuc hien cac hanh vi 
pham phap, chiem doat tidn cua ngan hang. 

- Phdt tdn thdng tin cd nhdn ve bi mat 
ddi tu 

Vdi su trg giiip cua internet, hinh anh cd 
the dugc phat tan rdng vdi tdc do Idn, khdng 
chi gidi han d pham vi qud'c gia ma tren 
pham vi the gidi. Cd thd ndi chua bao gi5 
nguy CO bi xam pham vd hinh anh lai cao 
nhu hien nay. Bat CUT ai cung cd the trd thanh 
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n^n nhan bi xam pham hinh iinh. Ben canh 
^'^^ *i|dn tugng vi pham gay thiet hai vd tai 
san va tien biic cho ngudi bi hai, trong thdi 
gian vtra qua cung xuai hien nhidu vi pham 
lien quan den phat tan hinh anh, thdng tin 
ddi tu lam xdn xao du luan, anh hudng tram 
trgng tdi cugc sdng cua ca nhan va gay tac 
dgng tieu cue trong xa hdi. Viec phat tan cac 
hinh clnh, doan phim rat rieng tu ciia Hdng 
Nhung, Yen Vy, Thuy Linh rd rang da xam 
phiim nghiem trgng quyen ddi vdi bi mat ddi 
tu cua cdng dan. Cac hanh vi xam pham 
ngay cang phiic tap va tinh vi, do dugc hd trg 
bdi cac thidt bi hien dai va internet khidn cho 
viec ngan chan va truy tlm thii pham trd nen 
khd khan hon bao gid het. 

2. Cac quy dinh phap luat Viet Nam 
ve bao ve thdng tin ca nhan tren mdi 
trudng internet 

Sir phat tridn ciia cdng nghe va internet 
ddi hdi phap luat phai cd sir didu chinh dd 
dap U'ng nhtrng yeu ciiu cua mgt xa hdi hien 
dai trong dd cd van dd vd bao ve thdng tin ca 
nhan. Thdi gian giin day, d nudc ta, nhidu 
quy dinh phap luat vd biio ve thdng tin tren 
mdi trudng internet da dugc ban hanh. Ngi 
dung dieu chinh van dd biio ve thdng tin ca 
nhan trong mdi trudng internet da dugc quy 
dinh ngay cang rd hon tir cap do luat de'n cac 
van ban dudi luat. Phap luiit cting da quy 
dinh cac hinh thtrc che tai cu thd (dan su, 
hanh chinh, hinh su) ap dung ddi vdi cac 
trudng hgp vi pham thdng tin ca nhan tren 
mdi trudng mang ttiy theo mtrc do ldi va hau 
qua cua hanh vi vi pham. 

Theo Didu 31 Bd Luat Dan su 2005, ca 
nhan cd quydn ddi vdi hinh anh cua minh, 
viec sir dung hinh linh ciia cii nhan phai dugc 
ngudi dd ddng y \'a nghiem cii'in vice sir dung 
hinh iinh cua ngudi khac ma xam pham danh 
du, nh:in phiim, uy tin ciia ngudi co hinh iinh. 
So \'di Bd lual Dan su 1995, quy dinh vd 
c|uydn ciia cii nhan ddi vdi hinh anh trong Bd 
luat Dan sir 2005 da cd sir sira ddi, bd sung 
kip thdi nhiim thich irng vdi mdi trudng 
internet. Theo dd, nhtrng hanh \i phat tan 
hinh iinh (phim va anh) tren internet hoac tren 

bang dTa ed ndi dung xam pham danh diJ, 
nhan pham, uy tin ciia ngudi khac la hanh vi 
vi phiim Dieu 31 cua Bd lual Dan su 2005. 

Tuong tu nhu Dieu 31, so vdi Bd luat Dan 
su 1995, Didu 38 Bd luat Dan su 2005 cung 
da md rdng viec biio ve quydn bi mat ddi tu 
ddi vdi ca cac hinh thiic giao dich dien tir mdi 
nhu thu dien ttr, website... ben canh cac hinh 
thtic giao dich truyen thdng (thu tin, dien tin, 
dien thoai). Theo quy dinh tiii Didu 38, quydn 
bi mat ddi tu ciia ca nhan dugc tdn trgng va 
dugc phap luat bao ve; \iec thu thap, cdng bd 
thdng tin, tu lieu ve ddi tu ciia ca nhan phai 
dugc ngudi dd ddng y; thu tin, dien thoiii, 
dien tin, cac hinh thiic thdng tin dien tir khac 
cua ca nhan dugc biio dam an toan va bi mat. 
Quy dinh nay nham bao hd ve mat phap ly va 
tao didu kien thuan lgi cho cac ca nhan, td 
chtic sir diing internet va cac phuong thtrc 
giao dich dien ttr khac trong bdi canh viec sir 
dung internet ngay cang trd nen phd cap. 

Sau khi dugc ban hiinh, Luiit Giao dich 
dien ttr 2005 da chinh thiirc thiei lap nen tang 
phap ly CO biin cho viec diiy manh giao dich 
dien tir tren mdi trudng internet. Vd bao mat 
thdng tin trong giao dich dien ttr, khoan 2 
Didu 46 Luat Giao dich dien ttr 2005 quy 
dinh: "Co quan, td chiic, ca nhan khdng dugc 
sir dung, cung cap hoac tiet Id thdng tin vd bi 
milt ddi tu hoac thdng tin cua co quan, td 
chirc, ca nhan khac ma minh tidp can hoac 
kiem soat dugc trong giao dich dien tit ne'u 
khdng dugc sir ddng y ciia hg, trtr trudng hgp 
phap luat cd quy djnh khac". Khi cung cap 
dich vu chung thuc dien tir, dich vu mang 
hoac khi tidn hanh giao dich dien tir, cac td 
chirc, ca nhan cd thd tidp can dugc mgt sd 
thdng tin ve td chiic, ca nhan ma minh giao 
dich {\'i du thdng tin vd ddi tu, thdng tin vd 
tinh trang tai chinh...). Quy dinh nay dugc 
thiet ke nhiim xae dinh rd trach nhiem bao 
mat nhiJng thdng tin nay ciia ciic td chtrc, ca 
nhan dd. 

Nam 2006, Qud'c hdi ihdng qua Luat 
Cdng nghe thdng tin, quy dinh tdng thd vd 
hoiit dgng tirng dung va phat tridn cdng nghe 
thdng tin, cac bien phap bao diim va phitt 
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trien cdng nghe thdng tin, quydn va nghTa vu 
cua CO quan, td chtrc, ca nhan tham gia hoat 
ddng ling dung va phat tridn cdng nghe 
thdng tin. Luat Cdng nghe thdng tin 2006 da 
cd nhiing quy dinh rd rang, cu thd hon vd 
trach nhiem ddi vdi viec thu thap, xit ly, sir 
dung thdng tin ca nhan ciia ngudi khac tren 
mdi trudng mang. Theo dd, td chiic, ca nhan 
thu thap, xir ly va sir dung thdng tin ca nhan 
cua ngudi khac tren mdi trudng mang phai 
dugc ngudi dd ddng y, trtr trudng hgp phap 
luat cd quy dinh' khac. Td chiic, ca nhan thu 
thap, xir ly va sir dung thdng tin ca nhan ciia 
ngudi khac cd trach nhiem: 1) Thdng bao 
cho ngudi dd biet vd hinh thtrc, pham vl, dia 
diem va muc dich cua viec thu thap, xu ly va 
sir dung; 2) Sir dung dting muc dich thdng tin 
ca nhan thu thap dugc va chi luu triJ nhtrng 
thdng tin dd trong mgt khoang thdi gian nha't 
dinh theo quy dinh ciia phap luat hoac theo 
thoa thuan gitra hai ben; 3) Tien hanh cac 
bien phap quan ly, ky thuat can thiet de bao 
dam thdng tin ca nhan khdng bi mat, danh 
cap, tidt ig, thay ddi hoac pha huy; 4) Tidn 
hanh ngay cac bien phap ciin thidt khi nhan 
dugc yeu cau kiem tra lai, dinh chinh hoac 
buy bd cua chu sd htru thdng tin ca nhan, 
khdng dugc cung cap hoac sir dung thdng tin 
ca nhan lien quan cho ddn khi thdng tin dd 
dugc dinh chinh lai. 

Ngoai ra, Luat Cdng nghe thdng tin 
2006 cting quy dinh mot sd trudng hgp ngoai 
le td chtrc, ca nhan cd quydn thu thap, xir ly 
va sir dung thdng tin ca nhan ciia ngudi khac 
ma khdng can su ddng y ciia ngudi dd trong 
trudng hgp thdng tin ca nhan dd dugc sir 
dung cho muc dich: 1) Ky ke't, sira ddi hoac 
thuc hien hgp ddng sir dung thdng tin, siin 
phaim, dich vu tren mdi trudng mang; 2) Tinh 
gia, cudc sir dung thdng tin, san pham, dich 
vu tren mdi trudng mang; 3) Thuc hien nghTa 
vu khac theo quy dinh cua phap luat.^ 

Ddi vdi hoat ddng luu trtJ thdng tin ca 
nhan cLia ngudi khac tren mdi trjong mang 
ihi: Ca nhan cd quydn yeu ciiu td chtrc, ca 
nhan luu trtr thdng tin ca nhan ciia minh tren 

^ Xem: Dieu 21 Luat Cdng nghe thdng tin 2006. 

mdi trudng mang thirc hien viec kiem tra, 
dinh chinh hoac buy bd thdng tin dd. Td chtrc, 
ca nhan khdng dugc cung cap thdng tin ca 
nhan cua ngudi khac cho ben thir ba, trii 
trudng hgp phap luat cd quy dinh khac hoac 
cd su ddng y cua ngudi dd. Ca nhan cd quyen 
yeu cau bdi thudng thiet hai do hanh vi vi 
pham trong viec cung cap thdng tin ca nhan 
(Didu 22 Luat Cdng nghe thdng tin 2006). 

Vd van dd lien quan de'n viec bao dam bi 
mat ddi vdi thdng tin rieng hgp phap ciia td 
chiic, ca nhan trao ddi, truydn dua, luu trii 
tren mdi trudng mang, Dieu 72 Luat Cdng 
nghe thdng tin 2006 quy dinh: 

" 1 . Thdng tin rieng hgp phap ciia td 
chiic, ca nhan trao ddi, truydn dua, luu trii 
tren mdi trudng mang dugc bao dam bi mat 
theo quy dinh ciia phap luat. 

2. Td chiic, ca nhan khdng dugc thuc 
hien mgt trong nhiing hanh vi sau day: 

a) xam nhap, sira ddi, xda bd ndi dung 
thdng tin ciia td chtire, ca nhan khac tren moi 
trudng mang; 

b) Can trd boat dgng cung cap dich vu 
cua he thdng thdng tin; 

c) Ngan chan viec truy nhap den thong 
tin cua td chtrc, ca nhan khac tren mdi trudng 
mang, trir trudng hgp phap luat cho phep; 

d) Be khda, trdm cap, sir dung mat khau, 
khda mat ma va thdng tin cua td chtire, ca 
nhan khac tren mdi trudng mang; 

d) Hanh vi khac lam mat an toan, bi mat 
thdng tin ciia td chtire, ca nhan khac dugc 
trao ddi, truydn dua, luu trtJ tren mdi trudng 
mang". 

Ngay 10 thang 4 nam 2007, Chinh phii 
da ban hanh Nghi dinh sd 63/2007/ND-CP 
vd xir phat vi pham hanh chinh trong ITnh vuc 
cdng nghe thdng tin. Nghi dinh nay da dua 
ra hinh thiic xir phat, mure xir phat ddi vdi 
mgt sd hanh vi vi pham cac quy dinh ve thu 
thap, xu ly, sir dung, luu trtr, trao ddi, bao ve 
thdng tin ca nhan cua ngudi khac tren moi 
trudng mang. Cu the; 

- Phat canh cao hoac phiit tidn tir 
100.000 ddng den 200.000 ddng ddi vdi 
hanh vi trich dan ndi dung thdng tin sd ciia 
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to chiic, Cii nhan khac mil theo quy dinh ciia 
phiip luiit la dugc phep trich dan nhung 
khgng neu rd ngudn gdc ciia thdng tin dd. 

- Phiit tidn ttr 200.000 ddng den 500.000 
ddng ddi vdi mot trong cac hanh vi sau: 

+ Xae dinh khdng chinh xae hoiic khdng 
diiy dii danh sach chii sd huu thue chd luu trtr 
thdng tin sd theo yeu cau ctia co quan nha 
nudc cd thiim quydn; 

+ Luu trir thdng tin ca nhan ciia ngudi 
khac thu thap dugc tren mdi trudng mang 
vugt qua thdi gian quy dinh ciia phap luat 
hoiic theo thda thuan giua hai ben. 

- Phat tidn ttr 500.000 ddng den 
2.000.000 ddng ddi vdi mgt trong cac hanh 
vi sau: 

+ Trich dan ndi dung thdng tin sd cua td 
chtrc, ca nhan khac ma khdng dugc su ddng 
y CLia chii sd htru thdng tin sd dd lioiie trich 
diin triii quy dinh ciia phap luat; 

-f- Khdng chain din viec cho thue chd luu 
trtr Ihdng tin sd trong trudng hgp tu minh 
phat hien hoac dugc co quan nha nude cd 
thiim quydn thdng bao cho bidt thdng tin 
dang dugc luu trtr la irai phap luat; 

-I- Khdng cha'm dirt viec cung cii'p cho td 
chirc, ca nhan khac cdng cii tlm kidm den 
cac ngudn thdng tin so trong trudng hgp tu 
minh phat hien hoac dugc co quan nha nudc 
cd thaim quyen thdng bao cho biei ngudn 
thdng tin sd dd la trai phap luat; 

+ Thu thap, xir ly va sir dung thdng tin 
ca nhan ciia ngudi kluic tren mdi trudng 
mang mil khdng dugc su ddng y ciia ngudi 
do (trtr trudng hgp thdng tin ca nhan dd dugc 
sir dung cho muc dich: 1. Ky kei, sira ddi 
hoac thirc hien hgp ddng sir dung thgng tin, 
san phiim, dich \'u tren mdi trudng mang; 2. 
Tinh gia, cudc sir dung thdng tin, siin phaim, 
dich \'u tren mdi trudng mang; 3. Thtrc hien 
nghla vu khac theo quy dinh cua phap luat); 

+ Thu Ihap, xir ly \'a sir dung thdng tin 
ca nhan ciia ngudi khac ma khdng thdng bao 
cho ngudi dd bidt hinh thtrc, pham vi, dia 
didm Vii muc dich ciia \'icc thu thiip, xir ly, sii 
dung thdng tin dd; 

+ Sir dung thdng tin ca nhan ciia ngudi 
khac tren mdi trudng miing sai muc dich da 
thdng bao cho ngudi dd; 

+ Khdng kidm tra lai, dinh chinh hoac 
hiiy bd thdng tin ca nhan ciia ngudi khac luu 
tru tren mdi trudng mang trong qua trinh thu 
thap. xir ly, sir dung thdng tin khi co yeu cau 
cua chii sd htJu thdng tin dd; 

-I- Cung cap hoac sir dung thdng tin ca 
nhan chua dugc dinh chinh khi cd yeu cau 
dinh chinh ciia chii sd huu thdng tin dd; 

+ Cung cap hoac sir dung thdng tin ca 
nhan khi da cd yeu cau hiiy bd ciia chii sd 
htJu thdng tin dd; 

+ Khdng luu trtr nhtrng thdng tin sd ghi 
hoat ddng tren mdi trudng miing theo quy 
dinh ctia co quan nha nudc cd thiim quydn. 

- Phat tidn ttr 2.000.000 ddng den 
5.000.000 ddng ddi vdi mgt trong cac hanh 
vi sau: 

-I- Truy nhiip trai phep viio may tinh, 
mang may tinh, co sd dtr lieu; 

+ Khdng thuc hien cac bien phap can 
Ihiet dd ngan chan viec truy nhap thdng tin 
hoiic loai bd thdng tin trai phap luiit theo yeu 
cau CLia CO quan nha nudc cd thiim quyen khi 
truyen dua hoiic cho thue chd luu trtr thdng 
iin sd; 

+ Khdng thirc hien yeu cau ciia co quan 
nha nudc cd thiim quyen vd viec xae dinh 
danh sach chit sd huu thuc chd luu trtr thdng 
tin sd; 

+ Khdng diim biio bi mat thdng tin ctia td 
chtire, ca nhan thue chd luu trti' thdng tin sd; 

+ Khdng thuc hien ciic bien phap quan 
ly, ky thuiit can thiet de biio diim thdng tin ca 
nhan khdng bi mat, danh cap, tiei 16, thay 
ddi hoiic pha buy khi thu thap, xir ly va sir 
dung thdng tin ca nhan ciia ngirdi khiic tren 
mdi trudng miing; 

+ Cung Clip thdng tin ca nhan cua ngudi 
khac cho ben thti' ba tren mdi trudng mang 
trai quy dinh ciia phap luiil hoac khdng dugc 
sir ddng y ciia ngudi dd; 

-I- Ngan Ciin quydn tlm kidm, trao ddi, sir 
dung thdng tin hgp phiip tren mdi trudng 
miing; 
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+ Khdng khdi phuc thdng tin hoac kha 
nang truy nhap ddn ngudn thdng tin hgp phap 
khi dugc chii sd huu thdng tin dd yeu ciu; 

-I- Khdng tidn hanh theo ddi, giam sat 
thdng tin sd ciia td chtrc, ca nhan khac theo 
yeu ciiu ciia co quan nha nudc cd tham 
quydn; 

-I- Khdng tien hanh didu tra cac hanh vi 
vi pham phap luat xiiy ra trong qua trinh 
truydn dua hoac luu triJ thdng tin sd cua td 
chtrc, ca nhan khac theo yeu cdu ciia co quan 
nha nudc cd thaim quydn\ 

Ngay 21/7/2008, Bd Cdng Thuong da 
ban hanh Thdng tu sd 09/2008AT-BCT 
hudng din Nghi dinh Tliuong mai dien ttr vd 
cung cap thdng tin va giao ket hgp ddng tren 
website thuong miii dien ttr. Ngoai cac quy 
dinh didu chinh viec giao kdt hgp ddng tren 
website thuong mai dien tir, Thdng tu 
09/2008ArT-BCT cung dua ra mgt sd quy 
dinh chung vd nhu'ng thdng tin can dugc 
cung cap nham biio ve lgi ich tdi thieu cho 
khach hang, trong dd cd cac yeu Ciiu mil chit 
sd htru website thuong miii dien tir phiii tuan 
thii khi thu thiip va sir dung thdng tin ca nhan 
cua khiich bang. Cu the: 

- Phiii thdng bao rd rang d trang chii 
hoac cung cap ngay d trang chu mgt co chd 
dd khiich hang tiep can va tlm hidu chi tidt 
chinh sach bao ve thdng tin ca nhan tai 
website nay; 

- Viec thu thap va sir dung thdng tin ca 
nhan cua mdi khach hang phai dugc su ddng 
y cua khach hang dd trtr nhtrng trudng hgp 
phap luat cd quy dinh khac; 

- Viec xin y kien ddng y ciia khach hang 
phai dugc tidn hanh thdng qua mgt budc 
rieng dd khach hang lira chgn chap nhan 
hoac ttr chdi, khdng dugc thiet lap co che 
chgn ddng y mac dinh cho khach hang. 

Cung vdi sir phat trien nhanh ehdng cua 
lugng ngudi su dung internet d Viet Nam, 
hinh thiic quang cao qua email, bao dien ttr 
dang ngay ciing phd bien. Uu diem cua nhung 
cdng cu nay la tdc do nhanh, chi phi re, kha 

' Dieu 6 Nghi dmh sd 63/2007/ND-CP ve xir phat vi 
pham hiinh chinh trong linh vuc cdng nghe thdng tin. 

nang tucmg tac cao va dien phat tan rdng. Tuy 
nhien, viec quang cao qua thu dien tir, neu 
khdng dugc tidn hanh mgt each bai ban, se 
gay ra nhting tac dgng trai chieu nhu xam 
pham quydn rieng tu thdng tin cua ca nhan va 
lam giiim hieu suat boat ddng ciia he thdng 
mang. Thuc te' nay dat ra yeu cau vd mot 
khudn khd phap ly cho boat ddng quiing cao 
qua cac phuong tien dien tir, sao cho vtra tao 
dieu kien dd doanh nghiep tan dung cac uu 
the ciia kenh quiing cao nay, vtra bao ve 
quydn lgi chinh dang cua ngudi tieu dting 
trong viec tidp nhan quang cao chao hang. 
Xuat phat ttr thuc te dd, ngay 13/8/2008, 
Chinh phu da ban hanh Nghi dinh sd 
90/2008/ND-CP vd chd'ng thu rac trong do co 
quy dinh nguyen tac thu thap, sir dung dia ehi 
dien tir cho muc dich quang cao tai Didu 8: 

" 1 . Chi dugc thu thap dia chi dien tir cho 
muc dich quang cao khi dugc sir ddng y ciia 
ngudi sd huu dia chi dien tu dd. 

2. Phai neu rd muc dich, phiim vi sir 
dung khi tidn hanh thu thap dia chi dien ttr. 

3. Phai sir dung dia clii thu dien tir theo 
diing muc dich, pbiim vi da dugc ngudi sd 
hiiu dia chi dd cho phep". 

Trudc tinh hinh tdi pham sir dung cdng 
nghe cao cd xu hudng gia tang trong bdi canh 
internet ngay cang phd cap tai Viet Nam, vtra 
qua, ngay 19/6/2009, Qude hdi da thdng qua 
Luat Sira ddi, bd sung mgt sd didu cua Bd luat 
Hinh sir 1999 trong dd cd tap trung vao viec 
sira ddi, bd sung cac tdi pham trong ITnh vuc 
cdng nghe thdng tin nham thao gd khd khan, 
vudng mac trong thuc tidn dau tranh phong, 
chd'ng loai tdi pham nay. Vd bao ve thdng tin 
ca nhan tren mdi trudng mang, Luat da sira 
ddi, bd sung Didu 226 Bd Luat Hinh sir 1999 
thanh "Tgi dua hoac sir dung trai phep thdng 
tin tren mang may tinh, miing vidn thdng, 
mang internet" nham tao co sd phap ly cho 
viec didu tra, truy td, xet xir cac hanh vi vi 
pham phap luat vd bao ve thdng tin ca nhan 
tren mdi trudng mang. Theo dd: 

- Ngudi nao thuc hien mot trong cac hanh 
vi sau day xam pham lgi ich ciia co quan, to 
chtic, ca nhan, xam pham trat tu, an loan xa 
hdi gay hau qua nghiem trgng, ihl bi phat tien 
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ttr mudi trieu ddng den mgt tram trieu ddng, 
ciii tao khdng giam giu den ba nam hoac bi 
phat til ttr sau thang den ba nam: 

-I- Dua len miing may tinh, mang vidn 
thdng, mang internet nhtirng thdng tin trai vdi 
quy dinh ciia phiip luiil; 

+ Mua ban, trao ddi, tang cho, sira chira, 
thay ddi hoiic cdng khai hoa nhung thdng tin 
rieng hgp phap ctia co quan, td chtrc, ca nhan 
khac tren mang may tinh, mang vidn thdng, 
mang internet ma khdng dugc phep ctia chii 
sd htru thdng tin dd; 

+ Himh vi khac sir dting trai phep thdng 
tin tren mang may tinh, miing vidn thdng, 
mang internet. 

- Pham tgi thudc mgt trong cac trudng 
hgp sau day, thi bi phat tti ttr hai nam ddn 
biiy nam: 

-I- Cd td chuc; 
+ Lgi dung quydn quan tri miing may 

tinh, mang vidn thdng, mang internet; 
+ Thu lgi bai chinh ttr mgt tram trieu 

ddng trd len; 
+ Gay hiiu qua riit nghiem trgng hoac 

diic biet nghiem irgng. 

- Ngudi phiim tgi cdn cd the bi phat tidn 
ttr hai muoi trieu ddng den hai tram trieu 
ddng, ciim diim nhiem chtrc vu, cam hanh 
nghd hoac lam cdng viec nhai dinh itr mgt 
nam ddn nam nam. 

Tam ly e ngai thdng tin ca nhan bi vi 
pham dang la mgt trong nhtrng trd ngai Idn 
ddi vdi StJ phat tridn ciia giao dich dien tir 
tren mdi trudng internet, Vi vay, ben canh 
nhilng bien phap vd mat ky thuat thi viec xay 
dung va thuc thi co hieu qua cac quy dinh 
phap luat ve bao ve thdng tin ca nhan tren 
mdi trudng mang la mgt trong nhtrng giai 
phap quan trgng dd thtic daiy giao dich dien 
ttr phat trien va tao mem tin dd ca nhan. td 
chtic tan dting tai ca nhung lgi ich ma 
internet cd the mang lai. Viet Nam da cd 
nhidu nd lire dua cac quy dinh lien quan den 
bao ve thdng tin ca nhan vao cac van ban 
quy pham phap lual, vdi cac hinh thtrc xtr 
phat, che tai cu thd. Mac dti vay, thdi gian 
qua, chting ta vln chua thii'y cd su chuyen 
bien Idn trong N'iec han che cac himh vi vi 
phiim thdng tin ca nhan tren mdi Irudng 
mang, nhai la hanh vi thu thap, sir diing bat 
hgp phap dia chi email hay lay cilp thdng tin 
tai khoiin ca nhan. De diiy liii ciic hanh vi vi 
pham thdng tin ca nhan tren mdi trudng 
mang, thiei nghi can diiy manh phd bien, 
tuyen truydn phiip luat ve biio vc thdng tin ca 
nhim tren mdi trudng mang, ddng thdi tang 
cudng dau tranh, xtr ly cac hanh vi vi pham 
dd ran de cac chit the cd y dinh thuc hien cac 
hanh vi tuong tir. 
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