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Chuong I
CAI PAT THIET LAP CAU HINH CHO MAY CA

1-Gi6i thiéu mét so van dé lién quan dén co s6 ha tang khoa cong khai
1.1-C4c giao thitc quan ly co sé han tang khéa cong khai theo chuian X509
PKI dugc xay dung bao goém rit nhiéu mo hinh riéng biét va viéc quan tri cac trong
cac mo hinh dé 1a khac nhau. Management protocol duoc dua ra boi né can thiét
dé hé trg céc tuong tdc on-line gifta cac thanh phan PKI (giita CA va hé thong
client, gitta cic CA phat hanh cross-certificates).

Trude khi xac dinh ro riéng biét cac dinh dang message va cac tha tuc cho phan
mém PKI chiing ta phai di xay dung mo6 hinh PKI Management: dinh nghia céc
thuc thé trong PKI Management va tuong tic cua ching. Sau d6 ching ta di nhém
céc tinh nang nay 1am cho phu hop cic kiéu c6 thé dinh danh cta cdc thuc thé diu
cudi (end entity).

Cic thuc thé duogc dua ra trong PKI Management bao gém end entities (vi du, thuc
thé dugc dat tén trong trudng Subject cua certificate) va CA (vi du, thuc thé duoc
dat tén trong trudong Issuer cla certificate). Dudi day mot vai vi du vé cdc dinh
nghia trong PKI Management.

Subjects va End Entities

Nhu da dé cap ¢ trén thi thuat ngit "subject” dugc sit dung & day dé tham chiéu t6i
mot thuc thé duoc dat tén trong trudng Subject clia mot certificate, khi ching ta
mudn phan biét gita cic cong cu hay giita cdc phan mém dugc sir dung bdi subject
dé (vi du, mot module quan 1y certificate cuc bd) dugc goi 1a "subject equipment".
Trong trudng hop téng qudt chiing ta st dung thuat ngit "End Entity" (EE).

Tat ca cac EEs yéu cau bao mat cuc bo truy cap t6i mot s6 thong tin toi thiéu: tén
s& hitu va private key, tén cia CA duoc tin cay bdi thuc thé va public key ctia CA
(hoic fingerprint ctia public key). Noi luu trit cac thong tin nay c6 thé thay doi, su
thay déi nay tuy thuoc vao céch cai diat va tng dung (vi du, dang file nhu
cryptographic tokens), noi nay dugc goi la Personal Security Environment (PSE)
cta EE, dinh dang cuia PSE nam ngoai pham vi cia RFC nay.

Certificate Authority

Certificate Authority (CA) 1a mot "third party" thuc su hodc ciing c¢6 thé khong
phai 1a "third party" (di€u nay cho phép ching ta phan biét RootCA va Non-
RootCA), CA thudng thudc vé mot t6 chiic nao d6 nham muc dich hd tro céc EEs.
Mot 14an nita chiing ta st dung thuéat ngit CA dé chi thuc thé dugc dat tén trong
truong Issuer cua certificate, khi can phan biét cadc cong cu phan cing hoac phan
mém st dung boi CA chiing ta dua ra thuat ngit "CA equipment”. CA equipment
bao gém ca 2 thanh phan: on-line va off-line (private key ciia CA dugc coi la thanh
phan off-line).



Cdc yéu cau vé PKI Management
Bao gom 13 yéu cau sau day:

e Tuong thich véi chuan ISO 9594-8 va cc phén certificate extensions.

e Tuong thich giita cac thanh phan trong cic series.

e Don gian trong van dé cap nhat key pair ma khong anh huéng dén key pair
khac (trong hé thong).

e S dung tinh tin cay trong PKI Management protocols phai dé dang cac bai
todn di€u tiét.

e Phai tuong thich v6i cdc thuat todn ma hod (chudn cong nghiép): RSA,
DSA, SHA-1,...

e Khong loai trir viéc sinh cap khoa bdi EEs, RAs, CAs.

e Hb tro viéc cong khai céc certificates (tuy thuoc vao cac cai dat khac nhau
va cac moi truong khac nhau).

e HOo tro viéc huy bo certificate ciia EEs (CRLs).

e (6 thé slr dung da dang "transport mechanisms": mail, http, TCP/IP va ftp.

e Chi c6 CA méi c6 thé thay d6i hodc thém gid tri trudng trong certificate,
x04 hodc thay déi extension dua trén céc chinh sdch hoat dong ctia né.

e HOo tro cong viéc cap nhat CA key cho céc EEs.

e (Cac chiic nang ciia RA phu thuoc vao CA ctia n6 (cac cach cai dat va céac
moi trudong khac nhau).

e Khi EE yéu cau mot certificate bao gom c6 ca gia tri public key, thi phai ¢6
mot gia tri private key tuong tng (ky lén request - Proof of Possession of
Private Key).

1.2-Ho so chitng chi so va CRL cho co s6 ha tang khéa cong khai theo chudn
X509

X.509 v3 certificate

Nhu da biét, user c6 mot public key s€ c6 mot private key duoc s& hitu boi ding
subject (ngudi dung hoac hé thong) véi mot ky thuat ma hoa va chit ky s6 dugc su
dung. Tinh tin ciy nay dugc st dung trong cic ching chi public key (goi la
certificate), bi rang budc bai chit ky cua CA (trusted CA) v6i mot khoang thoi gian
st dung x4c dinh. Certificate c6 thé dugc phan phéi qua cdc truyén thong khong
cén su tin cay va cdc hé thong server khdc nhau va ¢ thé dugc luu trong mot kho
khong bao mat trén hé thong sir dung certificate. ANSI X9 da phét trién dinh dang
X.509 v3 dua trén viéc m& rong mot s6 truong du trir, cac truong nay bao gom:
thong tin dinh danh, thong tin vé thuoc tinh khod, thong tin vé chinh sach (policy)
hé thong CA va cac bat buoc certification path (truong basicConstraints).

Certification paths and trust

Mot user cia mot dich vu bao mat c6 mot public key (cé hiéu luc) s€ c6 mot
certificate duoc chitng nhan boi mot CA (ky 1én public key), CA ndy ciing c6 thé
duoc chiing nhan boi mot (hodac nhiéu) CA khéac. Do vay, nay sinh khai niém vé
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certification path. Trong RFC1422 da dinh nghia mot cdu tric chudi cic CAs mot
cach ctng nhéc, cau tric ndy tuong thich v6i X.509 v1, gém c6 3 kiéu CA Ia:
IPRA (Internet Policy Registration Authority), PCAs (Policy Certification
Authorities) va CAs (Certification Authorities). Ciu tric nay c6 cac han ch€ sau:
co ché top-down tic 12 tat ca céc certification paths phai bat ddu tir IPRA, quy tac
dat tén nhanh han ch€ subject ctia CA, st dung khai niém PCA tic 1a yéu cau phai
biét tiing PCAs duoc thiét l1ap trong logic kiém tra chubi certificate. V6i X.509 v3,
thi hau hét cac yéu cau trén duoc st dung trong certificate extension, ma khong
can han ché céc céu tric st dung CA. Véi cau tric nay, dua ra kién tric hét stc
mém déo cho hé thong CA.

Revocation

Khi phat hanh ra mot certificate, né da dugc dinh ra mot khoang thoi han st dung
nhat dinh. Tuy nhién, vi mot s6 1y do nao d6 ma ngudi st dung muén huy bd
certificate nay khi chua hét han st dung. X.509 dinh nghia mot phuong phap huy
bo certificate, phuong phap nay cho phép cac CAs chip nhan huy bo certificate,
dugc goi 1a mot CRL (Certificate Revocation List). Danh sach nay liét ké tat ca cac
certificate bi huy bo (theo s6 serial). Khi mdt hé thong bao mat sir dung certificate,
thi hé thong nay khong nhiing ki€m tra chit ky cua certificate va tinh hiéu luc cua
né ma con kiém tra su ¢ mit cia serial nay trong CRL d6 (tit nhién 12 CRL nay
phai duoc cap nhat trén toan bd hé thong theo mot dinh ky nao d6). Néu so serial
nay c6 trong CRL thi coi nhu certificate d6 da bi huy bo. CRL c6 thé duoc phan
phdi qua cdc truyén thong khong bao mat va cdc hé thong server (repository). Mot
han ch€ cua phuong phap CRL, d6 1a khoang thoi gian phat hanh CRL 1a khong
lien tuc. C6 thé giai quyét han ché nay bang cdc phuong phép truc tuyén (on-line
method), phuong phédp nay c6 thé dp dung trong mot s6 moi trudng. Tuy nhién, dé
st dung cac phuong phdp nay sé phai dam nhiém thém mot s6 yéu cau méi vé bao
mat ma6i.

2-Cai dat thiét lap cau hinh cho may CA
Hé thong cung cap ching chi s6 MyCA duoc xay dung trén hé diéu hanh RedHat
Linux, gobm hai mo hinh:
e MO hinh cép phat, quan 1y va huy bo ching chi, do ngudi sir dung sinh khoa
e MO0 hinh cép phat, quan 1y va huy bé chiing chi do trung tam sinh khoa (mo
hinh sinh kho4 tap trung)
Trong tai liéu nay ching toi trinh bay viéc cai dat thiét 1ap,cau hinh va khoi tao cho
may tinh thuc hién ching nang phat hanh va huy bo chiing chi s6 theo mo hinh tap
trung don tang (khong c6 cac CA cap dudi). Dé tién trong viéc trinh bay, ching toi
gia st rang mdy Database server da duoc cai dat va thiét 1ap cau hinh (cu thé duoc
trinh bay trong chuong 2)

2.1-Cai dat
boi v6i cac may duge thiét 1ap lam may CA (Certificate Authority) truée khi thuc
hién viéc cai dat can kiém tra mot s6 yéu cau vé phan mém dudi day:



Hé diéu hanh RedHat Linux 7.2
Perl phién ban 5.6.0 hoac cao hon
Apache phién ban 1.3.12 hoac cao hon

Toan bo phan mém MyCA duoc Iuu trén mot dia CD ROM. D€ cai diat may CA
ngudi thuc hién c6 thé tién hanh nhu sau:

-Copy tép MayCA.tgz tir dia CD vao may can thiét 1ap lam may CA.

-GG nén tép MayCA.tgz, bsi 1énh

tar -xvzf /duong dan/MayCA.tgz

duoc thu muc MayCA, trong d6 c6 cac thu muc: MyCA, va myca (trong thu

muc nay c6 cic thu muc con: cgi-ca, htdocs-ca, cgi-print).

-Copy thu muc myca vao thu muc /home

-Copy thu muc MyCA ra ngoai cuing cta hé thong cay thu muc

2.2-Thiét 1ap cau hinh

Cau hinh Apache server

Giao dién gilta nguoi quan tri va chuong trinh trén may CA dugc thuc hién thong
qua trinh duyét Netscape, do vay sau khi cai dat phdn mém CA dé chuong trinh
hoat dong can thiét 1ap ciu hinh cho chuong trinh CA trén Apache. Viéc thiét lap
cau hinh dé CA sir dung Apache dugc tién hanh nhu sau:

-Trong tép ciu hinh cta Apache (tép httpd.conf trong thu muc /etc/httpd/conf) can
b6 sung trang giao dién CA trong muc “VirtualHost” nhu sau:

<VirtualHost 200.1.1.2>
DocumentRoot "/home/myca/cgi-print/"
ServerName printcert
Errorlog logs/print/error log
CustomLog logs/print/access log common
ScriptAlias /cgi-bin/ "/home/myca/cgi-print/"
<Directory "/home/myca/cgi-print">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>

<VirtualHost 200.1.1.2>
DocumentRoot "/home/myca/htdocs-ca/"
ServerName rootca
Errorlog logs/ca/error log
CustomLog logs/ca/access log common
ScriptAlias /cgi-bin/ "/home/myca/cgi-ca/"
<Directory "/home/myca/cgi-ca">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>



Trong d6 trang printcert dugc sir dung dé in gidy ching nhan cap chiing chi s6 cho
ngudi sit dung, va trang rootca 1a giao dién chinh dé ngudi quan tri thuc hién viéc
phét hanh huy bd ching chi.

-Trong tép /etc/hosts bé sung thém cdc trang trén:
200.1.1.2 rootca printcert

-Can tao cdc thu muc: ca, print trong /etc/httpd/logs dé Iuu lai nhat ky, thong bdo
16i néu chuong trinh xuét hién 16i.

-Sau khi thuc hién cidu hinh xong can khoi dong lai Apache dé céc tham s6 méi
dugc bo sung ¢6 hiéu luc, bing céch thuc hién Iénh sau:
/etc/init.d/httpd restart.

Cau hinh cho MySSL va MyCA

T4t ca céc tham s6 ciu hinh cho trinh MySSL, MyCA tuong tng dugc dé trong cac
tép sau /MyCA/conf/myssl.cnf va /home/httpd/cgi-ca/ca.conf. Hau hét cac tham
so trong hai tép nay c6 thé dung chung cho toan hé thong, tuy nhién trong dé c6
nhitng tham s6 ma doi v6i mdi mdy CA (ca root hodc nonroot) cin ¢6 su thay doi
khi ching dugc thiét 1ap.

Khi mot may CA dugc thiét 1ap, can c6 mot cap khoa duoc sinh theo s6 ID da duoc
hé thong chdp nhan, khi d6 s6 ID dudi dang thap phan s€ duoc dung lam phan
chinh cta tén tép khoa ciing nhu tén tép chiing chi cia CA d6 (gia st CA dugc cap
ID 1a 01 thi khi khéi tao cho CA d6 tép khoa sé 1a 01 key, tép ching chi 1a O1.crt).
Khi d6 trong tép cau hinh ctia MySSL (myssl.cnf) va MyCA (ca.conf) can thay d6i
cac tham so sau:

-Trong tép myssl.cnf vao phan [CA-default] thay déi hai thudc tinh chitng chi va
private_key thanh:

certificate = $dir/0l.crt

private key=S$dir/private/01l.key

-Tuong tu trong tép ca.conf can thay d6i hai thugc tinh cacert va cakey va thudc

tinh chi dia chi cia may public database server:
cacert “/MyCA/Q0l.crt”
cakey “/MyCA/private/01.key”
ldapserver 200.1.1.1

2.3- Mo ta cac thu muc, tép

2.3.1-Trong thu muc /IMyCA

Trong thu muc /MyCA chita cau tric thu muc dé€ quan 1y cic yéu ciu cap chiing
chi, chiing chi va cac tép co so dit liéu cho CA bao gom mdt s6 thu muc con sau:

Tén thu muc/File Mo ta

/MyCA/certs/new Thu muc luu céc chitng chi vira dugc phat hanh




/MyCA/chain Thu muc luu tép chain.crt

/MyCA/conf Thu muc luu t€p cdu hinh cho trinh MySSL

/MyCA/crl/new Thu muc luu t¢p CRL khi CA phét hanh

/MyCA/dB Thu muc luu cac t¢p dit liéu trong d6 luu trir céc
chiing chi (CA, User).

/MyCA/inbound/certs Thu muc luu céc tép ching chi cép cho CA

/MyCA/inbound/deleted Thu muc luu cac yéu cau cua cac CA tang dudi
trong qua trinh cip ching chi cho CA tuong tng véi
tép yéu cu do tién hanh khong thanh cong.

/MyCA/inbound/processed | Thu muc luu cic tép yéu cau tuong ung véi céac
ching chi da dugc cap cho cac CA cap dudi.

/MyCA/inbound/reqs Thu muc luu cac tép yéu cau cua cac CA cap dudi.

/MyCA /private Thu muc luu tép khoa ctia CA (da duoc ma hod)

/MyCA/regs/pending Thu muc luu cac tép yéu cau

/MyCA/reqgs/processed Thu muc luu cac chiing chi da xur 1y thanh cong

/MyCA /reqs/deleted Thu muc luu cac tép yéu cau da duoc xtr 1y nhung
khong thanh cong.

/MyCA/tmp Thu muc ding dé luu céc thong tin trung gian khi
chuong trinh thuc hién.

/MyCA/stuff Thu muc luu cac tép thong tin lién quan dén qua
trinh CA phat hanh ching chi va CRL, gom nhiing
t€p sau:

index.txt Day 1a tép chita mot s6 thong tin tém luge vé cac
chiing chi da dugc phat hanh va trang thai cta né
(N€&u chiing chi nao c¢6 trang thdi 1a V (validate) thi
né dang c6 hiéu luc, ngugc néu la R (Revocation)
thi ching chi d6 da bi huy bd).

serial Noi dung cua tép nay 1a mot s6 dudi dang hexa, khi
phat hanh ra mot chiing chi s6 serial cua ching chi
do6 s€ 1a ndi dung doc ra tu tép serial.

Thu muc /MyCA/user Luu khod, chiing chi ctia nguoi sit dung (theo ting
s0 ID)

2.3.2-N¢i dung thu muc /home/mycal/
Trong thu muc nay luu toan bo céc té€p chuong trinh va céc tién ich chinh thuc hién
céc chic nang cua CA. Cu thé dudi day 1a bang liét ké danh sach cédc tép va chiic

nang cta ching.

Tén thu muc va file

\ Chirc nang

1. Thu muc /home/httpd/cgi-ca

ca Tép chuong trinh chinh d€ thuc hién céc chiic ning
dugc goi tit form chinh cia CA
ca.conf Tép cau hinh cho CA




2. Thu muc /home/httpd/cgi-ca/bin

make Tién ich dung dé tao cdc tép link

myca-sign, myca-verify, | Céc tién ich dung dé ky mot chudi dit lidu, két qua dau

myca-sv ra 1a mot tep PKCS#7, ki€ém tra chit ky trén tép
PKCS#7

myssl Tién ich thuc hién hiu hét cac chiic nang cia CA

pvkh Tién ich ding dé ma hod, giai ma tép khoa bi mat cla
CA

3. Thu muc /home/httpd/cgi-ca/cmds

genCADB Tép chuong trinh thuc hién khai tao co s dit liéu perl
cho CA.

genCRL Tép chuong trinh tao t¢p CRL

initLDAP Tép chuong trinh khdi tao entry luu CRL va chiing chi
ctia CA trén LDAP server

issueCerrtificate Tép chuong trinh phat hanh don 1é mot ching chi

revokeCertificate Tép chuong trinh thuc hién huy boé moét ching chi

SignCACerts Tép chuong trinh phat hanh cac ching chi cho cac CA
tang dudi

Signing Tép chuong trinh phat hanh cac ching chi cho ngudi
str dung.

updateCRL Tép chuong trinh cip nhat CRL sang LDAP

4. Thu muc /home/httpd/cgi-ca/Convert va /home/httpd/cgi-ca/Net

Thu muc luu cic module phuc vu cho céc chiic nang cé lién quan d€n LDAP

5. Thu muc /home/httpd/cgi-ca/MainModule

Thu muc luu cdc module thudc hé thong MyCA

6. Thu muc /home/httpd/cgi-ca/lib

Thu muc luu cdc thu vién gom cac ham dugc xay dung trén co s hai module trén

7. Thu muc /home/httpd/sheets

Thu muc luu cdc tép html thuc hién viéc hién thi céc form trong chuong trinh

8. Thu muc /home/httpd/htdocs-ca

index.html Hién thi giao dién chinh ctia CA

init.html Trang giao dién Initialzation

main.html, navbar.html va | Cac thanh phan tao nén giao dién chinh (logo, menu
top.html chinh, tiéu dé)

pwd.html Giao dién nhan mat khau

sign.html Trang giao dién phat hanh cac ching chi

IssueCRL Giao dién phit hanh CRL méi

9. Thu muc /home/httpd/htdocs-ca/images

Thu muc luu cac tép anh.

10. Thu muc /home/httpd/htdocs-ca/scripts

Thu muc luu cac tép javascript phuc vu cho viéc thi€t 1ap giao dién.




2.4 Cac chirc nang trén may CA

Trén may CA gom c6 cac chitc nang chinh sau:

e Muc Initilization:

Tén muc, chirc nang

Mo ta chirc nang chinh

1.Initilize local perl Database

Khdi tao co s& dit licu trén mdy CA dé luu céc
chiing chi da phat hanh, da huy bo

2.Generate Root CA Key Pair
and Selft Sign Certificate

Sinh cap khoa va chiing chi tu ky cho Root CA

3.Export Root CA certificate
and empty CRL to LDAP

LDAP

Tao CRL rong (chua c6 ching chi bi huy bo),
export CRL rdng va ching chi cia Root CA ra

e Muc Process Cert Request

Tén muc,chirc nang

Mo ta chirc nang chinh

Input User's Data

Nhap thong tin vé nguoi st dung dugc cap
chiing chi

Signing certificate requests gom cdc chiic n

ang sau:

1.Sign nonRoot CA request files

Phat hanh cac ching chi sit dung cho
nonRoot CA trong hé thong (trong trudng
hop hé thong 4p dung Ca nhiéu cép).

2.Sign user's request files

Phat hanh cdc ching chi cho nguoi su
dung

Create PKCS#12 Certificate

Chuyén déi dinh dang ching chi va khod
ctia nguoi sut dung sang dang PKCS12

Pending Requests List

Hién thi danh séch cc yéu ciu cip chiing
chi ctia nguoi st dung chua dugc ky.

e Muc Certificates

Tén muc, chirc nang

Mo ta chirc nang chinh

Issued Certificates

Hién thi danh sdch céc chitng chi da dugc
phét hanh

Export Certificates to LDAP

Cap nhat cac ching chi da dugc phat hanh
lén LDAP server.

e Muc CRL

Tén muc, chitc nang

Mo ta chirc nang chinh

Revoke a certificate by administrator

Thuc hién huy bé mot ching chi s6

Issue New CRL

Phét hanh CRL méi.

Udate current CRL to LDAP server

Cap nhat CRL hién hanh ra LDAP server




3-Khoi tao cho CA

Sau khi thuc hién va thiét 1ap cau hinh cho mdy CA, dé€ kich hoat giao dién cla
chuong trinh MyCA, nguoi quan tri chay trinh duyét Netscape, mo trang rootca,
giao dién chinh xuat hién nhu hinh 1

File Edit fTEW':Gﬂ::Cqmmumnng Help

¢ . Bookmarks !_u:[a;at_rnn::lﬂ_alttp:ffrnutca,f /| @7 what's Related I

Root Certificate Authority
Server

Hinh 1

Pé thuc hién khoi tao cho mdy CA chon chiic ning Root CA initilization, trén
man hinh Netscape xuat hién trang MyCA RootCA Init gom ba chitc nang nhu
hinh 2.

IyCA Boot A Tnit

This page 15 used whenyou ron BvC A for the first time

« Initialize lowoal perl Datakbase
s Generate Boot C& Eey Pair and Zelf Signed Certificate
o Export Boot CA certificate and empty CRL to ILDAR

Hinh 2



e Buwdc 1: "Initialize local perl Database"
Khoi tao co s& dit lieu dung dé luu cdc ching chi trén chinh may mdy CA, khi
chon chic niang nay cdc tép dit lieu dung dé luu trit cac chitng chi clia ngudi st
dung dugc khoi tao. Qua trinh khai tao két thic khi trén man hinh xuat hién thong

bao:

(Generate Root CA's Database

The database was successfully initialized.

Hinh 3

e Budc 2: "Generate Root CA key pair and self sign certificate"
Thuc hién sinh tép khoa va tép ching chi tu ky (self sign certificate) cho may CA.
Khi chon chitc nang nay trén man hinh xuét hién hop hoi thoai khuyén cdo nhu

hinh 4.

$—H Hetscape: Question

This action will generate key pair and self sign cetificate
for Root CA.

Do you want to continue .7

I | Canu::ell

Nguoi quan tri chon '

Hinh 4

'OK", trén man hinh xuét hlen hop hoi thoai nhu hinh 5
,{j.}-n Metscape: Prompt

Input 1D

01

0] 4 | Clearl Camﬁ]
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Hinh 5

Nguoi quan tri nhép s0 ID hé thong MyCA cap cho mdy CA dang thiét lap, roi
nhan "OK", trén man hinh xuat hién hop hoi thoal nhu’ hinh 6.
ﬁ‘-"' Hetscape: Prompt

Input E-mail address, i.e. camanager@domain.org. (optional)

RootCATanghalyahoo. com

Ok | Clearl ﬂ Canu::ell

Hinh 6

Ngudi quan tri nhap vao dia chi Email (ciing ¢6 thé dé trong), nhan "OK", trén
man hinh xuat hién hop hoi thoai nhu hinh 7.

#5-m Netscape: Prompt 0

Input Common Mame, i.e. Root CA's Mame. (Optional)

FooktCh
] | Clearl Cancell

Hinh'7

Ngudi quan tri nhap tén ctia CA (ciing c6 thé dé tréng), nhan “OK”, trén man hinh
xuat hién hop hoi thoai nhu hinh 8.

[#5-~ Netscape: Prompt

Input Cragnizational Unit Mame, e, kyUnit. (Optional)

IBEY

] | Clearl Cancell

Hinh 8

11



Ngudi quan tri nhap tén clia nganh dang duoc thiét 1ap hé thong CA (ching han
Root CA dang duoc thiét lép cho Ban Co Yéu ching han), trudng nay ciing c6 thé
bo trong, nhan “OK”, trén man hinh xuat hién hop hdi thoai nhu hinh 9.

[#5=~ Netscape: Prompt

Input Oragnization Mame (Required - ie. MyCA Group, ..
ﬁ{yﬂﬁ Group n
Ok | Clear | Cancell
1 1
Hinh 9

Trudong Organization Name bat buoc phai cé va gid tri mac dinh cua trudng nay 1a
MyCA Group, néu ngudi quan tri mudn thay doi trudng nay (hoic trudng Country)
thi khi thi€t 1ap tép cau hinh cho LDAP server cin thay doi hai trudng nay trong
thuoc tinh suffix cho tuong tng. Tt nhat 1a nguoi quan tri gilt nguyén gia tri mac
dinh, nhan “OK”, hop hoi thoai nhan truong country xuat hién véi gia tri mac dinh
cua truong nay 1a VN.

£ Netscape: Prompt

Country Mame (Required - i.e. WM, ... )

)8 | Clearl Cancell

Hinh 10

Ciing tuong tu nhu truong Organization Name, truong Country ciing 1a trudng yéu
cau phai c6, v6i gid tri mic dinh 12 “VN” ngudi quan tri c6 thé nhan “OK”, trén
man hinh xuat hién hop hdi thoai nhu hinh 11.

12



T’,: Hetscape: My CA

Input Root CA Secret Key Password

***x***q

EI Caru:ell
=

Hinh 11

Ngudi quan tri nhap mot chudi ¢6 do dai t6i thiéu 12 8 ky tu, dé 1am mam khoa khi
thuc hién ma hod tép khoa ctia CA béang thuat todn ma dong. Chd y, ngudi quan tri
can nhd ky chudi da nhap vao, vi méi khi CA can phat hanh mot ching chi hay
mot CRL mdi thi ngudi quan tri cAn nhap kho4 nay vao dé chuong trinh thuc hién
viéc giai ma tép khoa cua CA. Sau khi nhap khod, nhan “OK” qua trinh sinh t&p
khod va tép chiing chi tu ky bat ddu, qua trinh nay s& két thdc khi trén man hinh
hién thi noi dung ctia ching chi vira dugc sinh.

Following you can find the result of the generation process.

Certificate:
Data:
Yersion: 3 (0=x2)
Serial MNumber: 0 (0=z0)
Signature Algorithm: shalWithRSAEncrvpticon
Izsuer: Emaill=RootCiTangbafyvahoo.com, CHN=RootCa, OU=BCY, O=MyCZ Group
Walidity
HNot Before: Bep 5 01:22:26 2002 GMT
HNot After : Bep 2 01:22::Z6 2004 GMT
Subject: Email=RectCATangba@yahoo.com, CN=RooctCa, OU=BCY, O=MyCA Grouj
Bukject Public Key Info:
Public Key &lgorithm: rsaEncrypticon
E5a Public Key: (1023 bit)

Modulus (1023 bit):
40:00:08:00:00:20:00:0&:00:00:00:02:08:5£:21:
Bbrac:be:10:092 el gb:38:2f:d0ad: 03 :dd: dd:
BE:8c:0b:B2:0c:01:7b:de:00:dd:f3:f8:db:6b:0ea:
Oeed 2126306 A0 i ebesr 5Er95 b hrad - d Fr0h: e
Se:87:00:19:92:bd:6B:1% : feiaa:dl:la:Vd: Te: 59:
Basailaela a0 e i Bdac s g G c il i
ol m e s e e T e S e sl R e S (R R e e e e e

Hinh 12

Sau khi thuc hién qua trinh khoi tao cho Root CA, s€ xuat hién tép khoa 01.key
(trong thu muc /MyCA/private) da dugc ma hod bang thuét toan ma dong, va tép
ching chi O1.crt (trong thu muc /MyCA) néu ngudi quan tri hién thi tép nay trén
man hinh text né s€ c6 dang dudi day (dinh dang PEM):

MIICazCCAdSgAwIBAgIBADANBgkghkiGO9wOBAQUFADBOMSUwIwWYJKoZIhvcNAQKB
FhZSb290Q0FUYWSnYmFAeWFob28uY29tMO8wDQYDVQODEWZSb290Q0ExDDAKBgNV
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BASTAQOJDWTETMBEGA1UEChMKTX1DQSBHcm91cDELMAKGA1IUEBhMCVk4wHhcNMDIw
OTAIMDIWNzZE4AWhcNMDOQWOTAOMDIWNZE4WjBoMSUwIwYJKoZIhveNAQkBFhZSb290
QOFUYWS5nYmFAeWFob28uY29tMQO8wDQYDVQOQODEWZSb290Q0ExXDDAKBgNVBASTAOQJD
WTETMBEGA1UEChMKTX1DQSBHcm91cDELMAKGAIUEBhMCVk4wgZ4wDQYJKoZIhveN
AQEBBQADgYWAMIGIAOGAQAATIAADgAAOAAGABkBmaBuUwlOAs8gi6ToubbX58N3Zmf4
OKf6QVylmxKkHhNx/jZ27nYAmJEAAep4ugZz3XHebDym5Pi9vjLCEfTc7fg3796WY
glgjDgTD+tmQEAhorNOjv4E4ghWOrjgBPNAfS5cdzRpSjh+tf£ibbDCUE6RkR2SJIsC
AwWEAAaMmMMCQwDwYDVROTAQH/BAUWAWER/ zARBg1ghkgBhvhCAQEEBAMCAACWDQYJ
KoZIhvcNAQEFBQADGYEAPmMDW/gqn2T7G9mx/w2QqCWgbga+bJIsVodecnzRCrgJdoCq2
1ja5SugyDG/t8viW5sb+zBj609ayZY+CzRb7ghddy3tdoDP1Z7pSt9aSleSeWC6JIb
WC515702myromOCitcQBOGRITrLeEGYwvoZ1BCjer2/ksIlml5qyWed6d79+IgDc=

Néu chuyén déi sang dang text noi dung ctia chiing chi ¢6 dang nhu sau:
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: shalWithRSAEncryption

Issuer: Email=RootCATangba@yahoo.com, CN=RootCA, OU=BCY, O=MyCA

Group, C=VN
Validity
Not Before: Sep 5 02:07:18 2002 GMT
Not After : Sep 4 02:07:18 2004 GMT
Subject: Email=RootCATangbal@yahoo.com, CN=RootCA, OU=BCY,
O0=MyCA Group, C=VN
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1023 bit)

Modulus (1023 bit):
40:00:08:00:00:e0:00:0a:00:00:60:01:90:19:9a:
06:ec:34:02:cf:2a:8b:a4:e8:09:b6:d7:e7:c3:77:
66:67:f8:d0:a7:fa:41:5c:a5:9p:12:a4:1e:13:71:
fe:36:70:9d:80:26:24:40:00:7a:9e:2e:81:9c:f7:
5¢:77:9%90:0£:29:b9:3e:2f:6f£:8c:b0:84:7d:37:3b:
7e:0d:fb:f7:a5:98:aa:58:23:0e:a4:c3:fa:d9:90:
10:08:68:ac:dd:23:bf:81:38:aa:15:bd:ae:3a:81:
3c:d0:1f:e5:¢7:73:46:94:a3:87:eb:5f:89:b6:c3:
09:41:3a:46:44:76:48:9b

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
Netscape Cert Type:
SSL CA, S/MIME CA, Object Signing CA
Signature Algorithm: shalWithRSAEncryption
3e:60:f0:fe:a9:f6:4f:bl:bd:9%0:1f:£f0:d9:0a:82:5a:ae:60:
6b:e6:c9:bl:5a:1d:72:7c:d1:0a:08:09:f4:2a:06:96:36:b9:
4a:e8:32:0c:6f:ed:f2:£f5:b9:bl:bf:b3:06:3e:b4:f5:ac:99:
63:e0:03:45:be:ea:85:d7:72:de:d7:68:0c:£fd:59:ee:94:ad:
£5:24:05:79:27:96:0b:a2:5b:58:2e:65:e7:ba:36:9b:2a:e8:
98:e0:22:05:¢c4:01:a0:64:75:4e:b2:de:10:66:30:be:86:75:
04:28:de:af:6f:e4:00:09:b5:e6:ac:96:79:de:9d:ef:df:88:
a8:37

Noi dung ctia mot chitng chi gom hai phan nhu sau.
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-Phan data gom cac truong chinh sau:

Version: phién ban chuan X509.

Serial Number: S0 serial ctia ching chi, d6i v6i ching chi ciia Root CA (silf
sign certificate) trudng ndy bao gid cling c6 gia tri 12 0. (D€ chinh lai dac
diém nay phu thudc vao trinh myssl)

Signature Algorithm: Tén ham bam va thuat todn ky (& day la SHAIL va
RSA)

Issuer: Truong nay chia Distinguished Name (Email, CN, OU...) ctia doi
tuong ky ching chi nay, & day ta thdy ndi dung cta Issuer hoan toan giong
nodi dung trong truong Subject 1a badi vi ching chi nay duoc ky bdi chinh nd.
Validity: Truong nay chia khoang thoi gian ma ching chi nay c6 hiéu luc
Subject: Distinguished Name cua d6i tugng dugc cap chiing chi.

X509v3 extentions: phan m& rong theo chuin x509V3.

-Phan chit ky: gdm c6 thong tin vé thuat todn ham bam va thuat todn ky cing noi
dung ctia chit ky so.

Buoc 3: "Export Root CA certificate and empty CRL to LDAP"

Sau khi thuc hién sinh xong chiing chi tu ky cho CA, budc cudi cung trong qui
trinh khdi tao cho CA 1a: sinh ra mot tép “empty” CRL, day la tép CRL dau tién
khoi tao cho toan bg hé thong thuoc CA nay quan ly, gti “empty” CRL va ching
chi tu ky cua CA 1én LDAP server. Khi st dung chic nang “Export Root CA
certificate and empty CRL to LDAP”, hop hoi thoai xuat hién nhu hinh 13.

"" MHetscape: Question

Thiz action will generate empty CEL, export it and
Root Ca cedificate to LODAR server.

Do you want to continue .7

=]
(0], | Cancell

Hinh 13

Chon “OK” trén man hinh xuat hién hop hoi thoai yéu cau nhap thoi han can cap
nhat CRL ti€p theo nhu hinh 14

15



ih' Hetscape:
|

CRL alidity Period (days)

|1
)4 | Clearl Cancell

Hinh 14

Sau khi nhap thoi gian (don vi l1a ngay) nhan “OK”, trén man hinh xuat hién hop
hoi thoai yéu cdu nhap mat khau ding lam khod giai ma tép khod ctia CA xuat hién
nhu hinh 11, ngudi quan tri nhap mat khau va nhan “OK”, tién trinh thuc hién s&
két thic khi trén man hinh c6 thong bao nhu hinh 15 dudi day.

LDAP Initilization...

(Please wait untl operation completes)

Create empty CRL file ... Ok
Initializing LOAP connection ... Ok,

Adding Organization Entry ... Ok
[ oc=MyCA Group, c=V¥HN ]
Adding Foot CA certificate and empty CEL.. Ok
[ CN=RootCA, O=MyCA Group, C=VN ]

Disconnecting ... Ok

& 2002 by ByCA Group.

Hinh 15

Qua trinh khoi tao cho may may CA két thic. Sau khi qué trinh khdi tao két thic,
ngoai t&p khod da dugc ma hod va tép chiing chi cia CA nhu ching toi da trinh bay
& trén, chuong trinh con tao ra céc tép chain.crt, RootCA..crt trong /MyCA/chain dé
phuc vu cho viéc xay dung chudi ching chi trong truong hop thiét 1ap hé thong
gbm nhiéu cap CA va tép CRL 01_cacrlpem.crl (trong thu muc /MyCA/crl/new) la
tép “empty” CRL (chua hé ¢c6 mot ching chi nao bi huy bo).

16



Chuong II
LDAP VA PUBLIC DATABASE TRONG HE THONG MYCA

Trong hé thong MyCA cac CRL va cac ching chi ctia ngudi st dung da duoc cac

trung tAm ph4t hanh can duoc Iuu giit trén mot co s& dit liéu cong khai, dé nguoi s

dung ¢6 thé tai cdc ching chi hodc cap nhat CRL tir co s& dit lieu d6. Véi yéu cau

viéc cap nhat dit liéu tur cic mday server (CA server) va dugc query dit liéu tir cac
mdy client phai nhanh chéng, chinh xéc, phit hgp vdi ki€u dit liéu ¢6 cdu tric nhu
céc ching chi. D€ dat duoc muc tiéu nay hién tai c6 rit nhiéu hé quan tri co so dit
lieu c6 thé ddp ung, tuy nhién theo céc thong tin ching t6i tim hi€u thong qua céc
tai liéu cua nhitng nha khoa hoc cé kinh nghiém trong linh vuc thi€t k& cac hé
thong PKI thi LDAP hién nay dugc dung phd bién nhét trong cac hé thong PKI.

Do d6 co s& dit liéu ching t6i chon dé Iuu trit cac CTL, CRL trong hé théng MyCA

1a LDAP, LDAP database server dugc luu trén mot (hodc nhiéu) mdy server riéng.

M6i quan hé giita LDAP server v6i cac may khéc trong toan hé thoéng c6 thé phan

lam hai loai sau:

e May CA trong hé thong khi phat hanh CRL s€ cap nhat CRL nay ra LDAP
server. Khi nguoi stt dung dén trung tam nhan ching chi, dong thoi véi viéc cap
chiing chi cho nguoi sit dung, ching chi dé ciing dugc export ra LDAP tir may
CA, nguogc lai khi chiing nhan cho viéc chiing chi cua nguoi st dung da duogc
huy bo, tir may CA ngudi quan tri can truy cap t6i LDAP d€ query CRL.

e Nguoi sir dung c6 thé dung mot trang web riéng c6 thé truy nhap dén LDAP
database server bt cit ltic ndo d€ tai cac chiing chi cling nhu cap nhat cdc CRL.

Mo hinh duéi day c6 thé mo phong hai moi quan hé va trao do6i dit liéu trén:

Export CRL, CA certificate,

MyC A User certificates
CA Servers | >

query CRLs

Query CRL and certificates
MyCA

Users

17



1- LDAP
1.1- Gié6i thiéu chung vé LDAP

LDAP 1a mot giao thiic Client/Server dé truy nhap dén mot Directory Service. C6
thé xem Driectory nhu mot co sO dit liéu, tuy nhién d6i vé6i céc directory thudng
viec doc dif liéu hiéu qua hon viéc ghi dir lieu. C6 nhiéu cach khac nhau dé thiét
1ap mot Directory Service, va ciing c6 nhiéu phuong phap dé tham chi€u, query, va
truy nhap dén dit liéu trong directory. LDAP directory service dua trén mo hinh
Client/Server. Mot hodc nhiéu LDAP server luu trit dit liéu tao nén céc cay thu muc
LDAP hoac cac backend database. LDAP client két noi t6i LDAP server, dua ra
yéu ciu dé LDAP server thuc hién va tra lai két qua cho client.

Dit liéu khi Iuu trén LDAP server ¢ thé duogc luu dudi ba loai backend database
khéc nhau trén LDAP server ma ngudi st dung c6 thé lua chon: LDBM, SHELL,
PSSWD. Déi véi hé thong MyCA chiing ta chi quan tam dén loai thit nhat.

D€ truy xudt (tao, stra ddi, b6 sung, ...) d6i v6i mot LDBM chiing ta st dung cac
trinh tién ich nhu ldapmodify, ldapreplace, v6i dit liéu dau vao luu trong céac tép
LDIF (LDAP Interchange Format), hoic ciing c6 thé nhap truc ti€p thong qua cac
tham s@ cta cac lénh.

1.2-Cai dat va thiét 1ap cau hinh cho LDAP server
1.2.1 Cai dat LDAP server

Doi v6i cac mdy server cia hé thong MyCA chay trén phién ban RedHat Linux
7.2, khi thiét lap mot mdy lam LDAP server dé luu trit cac CTL va cdc CRL can
cai dat cac packege sau:

openLDAP-2.0.11-13

openLDAP-servers-2.0.11-13
openLDAP-devel-2.0.11-13

Sau khi LDAP server dugc cai dat, trong thu muc /etc xuat hién thu muc openldap
trong d6 can chi y cac tép sau:

-Tép thiét 1ap cdu hinh cho LDAP server /etc/openldap/slapd.conf (Stand-alone
LDAP Deamon).

-C4c tép qui dinh tén cdc thudc tinh, ki€u dit liéu ctia cdc thudc tinh, ... dugc luu
trén LDAP server trong thu muc /etc/openldap/schema.

1.2.2-Tép cdu hinh LDAP server

Tép thiét 14p cac tham so6 cau hinh cho LDAP server la tép slapd.conf (Stand-alone
LDAP Daemon). Sau khi cai dat (theo dudng dan mac dinh) tép nay dugc dat trong
Jetc/openldap/slapd.conf, ndi dung gom cac phan chinh sau:

<Global config options>
Database <backend 1 type>
<config options specific to backend 1>
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Database <backend 2 type>
<config options specific to backend 2>

Global options dung dé thiét 1ap céc lua chon cau hinh chung cho LDAP server
(cho tat ca cac loai backend database):

+defaultaccesss quyén truy nhap mac dinh (read, write)

+Includefile thiét 1ap cac option cho cac objectclass, attributes

+schemacheck thiét 1ap (on) hodc huy bd (off) viéc kiém tra schem (mic
dinh la off)

+sizelimit chi ra khong gian nhé duge dung luu trit dit liéu.

Backend database options (cé cac options chi dung cho LDBM)
+database <type> (¢ day dung Idbm)
+rootdn (root distinguished name)

+rootpw<password>

+suffix <dn suffix> (chi ra céc dn c6 hau t6 nhu dn suffix s& chuyén qua
database)

+cachesize

+directorry <batch> (noi luu dit liéu)

D¢ start, stop hodc biét thong tin vé trang thai cia LDAP server sir dung tép script
Idap. Vi du dé start LDAP server stt dung lénh:
/etc/rc.d/init.d/ldap start

2- Cai dat va thiét lap cau hinh cho Public Database Server.
2.1-Cai dat Public Database Server

Yéu cau:

MySSL phién ban 0.9 hoac cao hon.

Perl phién ban 5.6.0 hoac cao hon.

Apache phién ban 1.3.12 hoac cao hon.

Cac module LDAP da trinh bay & trén.

Cai dat:
Bo cai dat Public Database Server luu trong dia CD MyCA, dé cai dit nguoi thuc
hién cac 1énh sau:

-Cai dat Apache server trén may LDAP server (d6i v6i Linux 7.2 khi thuc
hién cai dat hé diéu hanh Apache server da duoc cai dat luon)

-Cho CD MyCA vao 6 CD Rom.

-Thyc hién Iénh: mount /mnt/cdrom.

-Copy tép Database.tgz vao mdy can cai dat va thuc hién 1énh g& nén:

tar -xvzf Database.tgz, dugc thu muc Database trong dé c¢6 cic thu muc con
1a cgi-database va htdocs-database.
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-Tao thu muc httpd trong thu muc /home va copy hai thu muc trén vao thu
muc vira tao.

2.2-Thiét l1ap cau hinh Public Database Server.
2.2.1-Thiét lip cdu hinh LDAP server.
D€ thiét 1ap c4u hinh LDAP str dung cho MyCA can chinh stta cdc muc sau trong
tép slapd.conf:
-Cac thuoc tinh cta di liéu can luu:

database 1ldbm

suffix "o=MyCA Group, c=VN"

rootdn "cn=root, o=MyCA Group, c=VN"
rootpw passwd

directory /ldap-db

Trén day 1a nhitng thuoc tinh thiét lap cho LDAP Server, dé CA server, RAOs
server va ngudi sit dung thong qua trang publicdatabase c6 thé két n6i va doc ghi
d liéu vao LDAP trong céac tép thi€t 1ap ciu hinh cho CA server va RAOs server
(ca.conf va secure.cnf) can thiét 1ap cac thudc tinh tuong Gng véi cic thuoc tinh
trén. Cu thé trong tép ca.conf va secure.cnf can bd sung noi dung nhu sau:

## LDAP Section:
## =============
ldapserver 200.1.1.1
ldapport 389
ldaplimit 100
basedn "o=MyCA Group, c=VN"
ldaproot "cn=root, o=MyCA Group, c=VN"
ldappwd '"passwd"
ldapbasedir "/ldap-db"
##End LDAP section

Vi tit ca cac thudc tinh céu hinh trén, LDAP server cho phép Iuu cac CRL va cac
chiing chi do hé théng MyCA cép. Tuy nhién di€u nay chi ding khi cdc truong
trong chuing chi dugc nhap vao dudi dang ti€éng Anh (vi du cac truong ho tén, qué
quan, ...). Néu muon st dung tiéng Viét cho cac truong nay, riéng viéc luu trit vao
LDAP ciing di 12 mot van dé phiic tap chua néi dén chuyén c6 thé dua ra giai phdp
tim ki€m theo giao dién ti€éng Viét. Hién tai chiing t6i thuc hién theo giai phap nhu
sau: Chap nhan viéc tim kiém theo mot truong nao day khong lién quan dén ti€ng
Viét ma vin dam bdo duoc tinh duy nhat doi véi ting ching chi (cu thé & day
ching t6i dung truong Email ciia nguoi st dung), khi d6 chiing ta chi can thuc hién
lam sao Iuu duoc cac ching chi c6 st dung ti€ng Viét va khi query cac ching chi
d6 vé van gilt nguyén dinh dang tiéng Viét 1a dugc.

Trong tép /home/httpd/cgi-database/database.conf can stta muc ldapserver trong
phan LDAP section thanh dia chi IP cia may LDAP server. Vi du & day may
LDAP server c6 dia chi IP 1a 200.1.1.1 thi can stra thanh:

ldapserver 200.1.1.1

20



2.2.2-Thiét ldp cdu hinh trang publicdatabase trén Apache
Sau khi cai dat xong nguoi thuc hién can thuc hién viéc thiét 1ap cau hinh thong
qua mot vai thao tc sau.

-Trong tép cau hinh ctia Apache server cin bd sung trang publicdatabase

nhu sau:
<VirtualHost 200.1.1.1>
DocumentRoot "/home/httpd/htdocs-database/"
ServerName publicdatabase
Errorlog logs/database/error log
CustomLog logs/database/access log common
ScriptAlias /cgi-bin/ "/home/httpd/cgi-database/"
<Directory "/home/httpd/cgi-database">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>

Sau khi thi€t 1ap c&u hinh xong can tao cac thu muc sau:
- /ldap-db dé LDAP server luu dit liéu.
-Tao thu muc database trong thu muc /etc/httpd/logs

Khoi dong lai LDAP dé cac thuoc tinh vira duoc ciu hinh c6 hiéu luc boi 1énh:
/etc/init.d/ldap restart

2.3-Mo ta cac tép thu muc trén Public Database Server
Sau khi cai dat xong trén may Public Database server xuat hién hai thu muc:
/home/httpd/cgi-database va /home/httpd/htdocs-database v6i cic tép va thu muc
chinh sau:

e Trong thu muc /home/httpd/cgi-database:

Tén tép, thu muc Chiic nang

Thu muc Convert Module chuyén déi dit liéu thanh dang chuin ANSI

Thu muc lib Cac thu vién st dung cho LDAP

Thu muc MailModule | Cic module gdbm cac ham xur Iy cho MyCA

Thu muc Net Cac module xay dung trudc bao gom cac ham lam viéc
v6i LDAP

Tép database.cnf Tép cau hinh cho Public Database Server

Tép Search Chuong trinh phuc vu viéc tim kiém (theo Email) va tai

chiing chi tir Database server vé cho nguoi st dung
dung Linux

Tép SearchlE Chuong trinh phuc vu viéc tim kiém (theo Email) va tai
chiing chi tir Database server vé cho nguoi st dung
dung Windows

Tép SearchCAlinux Chuong trinh tim ki€m (theo tén ctia CA) va tai cac

chimg chi cua CA vé cho ngudi st dung dung Linux

Tép SearchCAwindows | Chuong trinh tim ki€ém (theo tén cua CA) va tai cac
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chiing chi cua CA vé cho ngudi st dung ding Windows

Tép SearchCRLApa Chuong trinh tim kiém (theo tén CAphat hanh) va tai
CRL vé cho nguoi st dung diing Apache

Tép SearchCRLNet Chuong trinh tim kiém (theo tén CAphat hanh) va tai
CRL vé cho nguoi st dung dung Netscape

Tép SearchCRLwin Chuong trinh tim ki€m (theo tén CAphat hanh) va tai

CRL vé cho nguoi sit dung dung IE, IIS

e Trong thu muc /home/httpd/htdocs-database:

Tén tép, thu muc

Chiic nang

Tép Index.html

Giao dién chinh cua trang publicdatabase

Tép getcacert.html

Giao dién cua trang "Get CA certficates"

Tép getcacertlinux.html

Giao dién tim ki€m, tai chiing chi cia CA cho nguoi st
dung dung Linux

Tep
getcacertwindows.html

Giao dién tim ki€m, tai chiing chi ctia CA cho nguoi st
dung dung Windows

Tép getusercert.html

Giao dién cua trang "Get a certificate"

Tép getcertlinux.html | Giao dién tim ki€m, tai ching chi tir database server vé
cho ngudi sit dung dung Windows

Tép Giao dién tim ki€m, tai ching chi tir database server vé

getcertwindows.html cho ngudi sit dung dung Windows

Tép getcrl.html Giao dién trang "Dowload CRL Page"

Tép Giao dién tim kiém va tai CRL tir database server vé

getcrlforapache.html cho ngudi str dung dung dé thiét 1ap Apache

Tép getcrlfornet.html Giao dién tim ki€m va cap nhat CRL tir database server
cho ngudi st dung dung trinh duyét Netscape

Tép getcrlforwin.html | Giao dién tim ki€m va tai CRL tixr database server vé

cho nguoi st dung dung dé cai dat cho IE & IIS

2.4-Cac chirc nang trén trang publicdatabase

Du6i day 1a bang cac chiic nang chinh cta trang publicdatabase

Tén muc, chitc nang

| Mo ta chitc nang chinh

Chiic nang "Download CA certificates chain from LDAP" gébm ¢6 hai muc sau:

1."Get CA certificate for IE &

IIS"

Nguoi stt dung dung chic ning dé tim kiém
va tai chiing chi cua Root CA tur database
server vé€ cho nguoi s dung dung Windows.
(Trong truong hgp CA nhiéu cap tim kiém
theo tén ciia CA bac thap nhit trong cic CA
c6 cdc ching chi trong chudi cdc ching chi
can tim).

2. "Get CA certificate for Apache

& Netscape"

Ngudi s dung dung chitc ning dé tim ki€m
va tai ching chi ciia Root CA tir database
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server vé cho ngudi st dung dung Netscape
va Apache trén moi truong Linux. (Trong
truong hgp CA nhiéu cép tim ki€m theo tén
cia CA bac thap nhit trong cic CA cé cic
chiing chi trong chudi cdc ching chi can
tim).

Chitc nang "Download Certificate from LDAP" gébm 2 muc sau:

1."Get Certificate for Netscape
Browser, Apache server"

Ngudi sir dung dung chitc ning dé tim kiém
(theo Email duoc dang ky trong chiing chi
can tim) va tai chung chi tir database server
v€ cho nguoi stt dung diing Linux

2."Get Certificate for IE & IIS"

Ngudi st dung dung chitc ning dé tim kiém
(theo Email dugc dang ky trong ching chi
can tim) va tai chung chi tir database server
v€ cho nguoi stt dung duing Windows

Chiic nang "Update CRLs" goém c6

ba muc sau:

1. "Update current CRLs for
Netscape"

Ngudi st dung dung chitc ning dé tim ki€m
(theo tén ctia CA phat hanh ra CRL can tim)
va cap nhat CRL dé cho Netscape trén Linux

2."Get current CRLs for Apache
Server"

Nguoi stt dung dung chic ning dé tim kiém
(theo tén ctia CA phat hanh ra CRL can tim)
va tai CRL d6 vé cho nguoi sit dung dung dé
thi€t 1ap cau hinh cho Apache trén Linux

3."Get current CRLs for IE & IIS"

Ngudi sit dung dung chitc ning dé tim kiém
(theo tén ctia CA phat hanh ra CRL can tim)
va tai CRL d6 vé cho nguoi sit dung dung dé
cai dat cho IE va IIS trén Windows.

3-Str dung cac chirc nang cua trang giao dién Public Database Server
Dé cap nhat CRL, tai cac CTL cua ngudi khac (d€ st dung cho muc dich bao mat
Mail ching han), hodc tai chubi cic chitng chi clia cic CA, ngudi sit dung c6 thé

dung trang publicdatabase.

Dé truy cap duoc t6i publicdatabase ngudi st dung can thiét 1ap cau hinh trén mdy

ctia minh nhu sau:

-boi vé6i trudng hop ngudi st dung ding moi trudng Linux cin bé sung

thém dong:

200.1.1.1 publicdatabase

vao tép /etc/hosts

-Doi v6i nguoi stir dung dung moi truong Windows can bo sung dong :
200.1.1.1 publicdatabase

vao tép c:\Windows\hosts
Trong d6 200.1.1.1 1a dia chi IP cla

may Public Database Server.
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Khi truy cap t6i trang http://publicdatabase, giao dién chinh cua trang
publicdatabase xuat hién nhu hinh 1

Download CA certificates chain from LDALP

[For nonFoot CAL, TWeh serwver & browsers]

Download Certificate from LDAFP

[For nonRoot CL, Web serwvers & Weh browsers]

Tpdate CELS
[CREL=z Update Page]

Hinh 1

3.1-Tai cac chiing chi cua CA tir Public Database Server

Viéc tai chudi cac ching chi ctia cac CA (CA certificates chain), phuc vu cho viéc
thiét 1ap cdu hinh Apache server dé€ xdc thuc cac Web browser, hodc trong trudng
hop nguoi st dung céc trinh duyét lam mat tép RootCA.crt da duogc cap.

Dé thuc hién chon chic nang "Dowload CA certificates chain from LDAP", khi
dé6 trén man hinh xuat hién giao dién nhu hinh 2.

Get CA Certificates

Get CA certificates chain for Windows's TTaers
[Download CA Certficates chan for Windows's Tsers]

iTet CA certificates chain for Lim's Tsers
[Dowload Ch certificates chain for Linuzx's Users]

Hinh 2

Trén d6 ¢6 hai su lua chon tuong ting v6i hai moi trudng ma ngudi st dung c6 thé
dang dung ("Get CA certificates chain for Linux's users" cho moi trudng Linux va
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"Get CA certificates chain for Windows's Users" cho moi truong Windows). Khi
chon mot trong hai chitic nang nay trén man hinh xuat hién form nhu hinh 3.

Public Database
Server

INSTRUCTIONS:

Please enter CA's Commontlame and press the 'Continue’ buttom.

CA's CommonName:
[PoctCAzE0g

Continue...

Hinh 3.
Nguoi sit dung nhap tén CA da cap ching chi cho ngudi st dung vao muc "CA's
CommonName", roi chon "Continue...". Trén man hinh xuat hién hop hoi thoai

nhu hinh 4.

File Download |

Yau have chosen to download a file from this location.

SearchCAWindows356f0dec from publicdatabase

YWhat would vau like to do with this file?

™ Open thiz file from itz curent lozation

(] I Cancel More Info
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6 day chung toi trinh bay cho nguoi st dung dung Windows, do6i véi truong hop
nguoi st dung dung moi truong Linux hoan toan tuwong tu. Nguoi st dung chon
"OK", trén man hinh xuat hién hop hoi thoai yéu ciu nguoi st dung chon tén va
duong dan tép luu cac chung chi cua CA.

Save As
Save jn: i{‘:‘ﬂ ghaw32 j .:l-—fj

File name: Icachain.crt | Save I
S ave as type: I D ocurnent j Cancsl |

Hinh5.

2

Sau khi chon duong dan va tén tép nguoi st dung chon "Save", qua trinh tai va luu
tép chiing chi cia CA vao mdy cua ngudi stt dung duogc tién hanh.

3.2-Tai chiing chi cua nguoi khac tir Public Database Server

Nguoi st dung chon chiic nang "Download certificate from LDAP" khi mud6n tai
mot chiing chi clia mot nguoi khéc tir Public Database Server vé st dung (ching
han st dung cho muc dich bao mat Mail). Khi chon chiic nang nay trén man hinh
xudt hién giao dién nhu hinh 6.

(set a Certificate

Cret certificate for Tinue's TTsers
[Download certificate from LDAT for Limn's users]

et certificate for Windows's TTsers
[Dowload certificate from LDAT for Windows's users)

Hinh 6
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Tuong tu nhu truong hop nguodi st dung mudn tai cac ching chi cia CA, & day
ciing ¢6 hai su lua chon danh cho hai moi trudng ma ngudi sit dung c6 thé ding.
Khi chon mot trong hai lra chon nay trén man hinh xuat hién form nhu hinh 7.

Public Database
Server

INSTRUCTIONS:

Please enter E-Mail Address and press the 'Continue’ buttormn,

E-Nail address:
[Thuchw@yahoo.com|

Hinh 52
Nguoi stt dung nhap dia chi E-mail cua nguoi c6 ching chi can tai vé vao muc "E-
Mail address", r6i nhan "Continue". Trén man hinh 1an luot xuat hién cac hop hoi
thoai nhu hinh 4, 5 nguoi st dung thuc hién tuong tu nhu doi véi truong hop luu
tép cac ching chi cua CA.

3.3-Cap nhat CRLs

Cong viéc cap nhat CRL phai duogc thuc hién thudng xuyén trén toan hé thong (ké
ca nguoi st dung). Cong viéc nay rat quan trong, néu ban khong cap nhat CRL
thudng xuyén thi c¢6 thé ban phai 1am viéc v6i mot doi tac dung ching chi da da bi
huy bd, dieu nay sé bat 1oi cho ban (hoic véi ca doi tac da huy ching chi).

Dé thuc hién viéc cap nhat CRLs ngudi st dung chon chitc niang "Update CRLs'",
khi d6 trén man hinh xuat hién giao dién nhu hinh dudi.

Dowload CRL Page

date current CRLS
[Upd ate current CRL L': for Netsc ape]

Setcunent CREs for & pache Server

[Duwnluad the current CRI..a for & pache server]

Qe euret RLs for

[Ciownload the eurrem CRL: For E. IIEJ

Hinh 8
27



bén day chung ta phai lya chon mot trong 3 chiic nang, viéc lua chon tuy thudc
vao hé thong cua ban. Trong muc nay ching toi di trinh bay chi ti€t cach cap nhat
CRL cua ting hé¢ thong: Netscape Browser, Apache Server, IE va IIS.

3.3.1 Cdp nhdt CRL cho trinh duyét Netscape

Dé cap nhat CRL cho Netscape Browser ching ta phai chon chiic nang thit nhat
Update curren CRLs for Netscape, trén man hinh xuat hién hop thoai yéu cau
nhap Common Name cta CA phat hanh ra CRL ma nguoi st dung cin cap nhat.

d Uatabhase Sene 1= 1]k
File Edit “iew Go Communicator Help
i Back Forward  Reload Horne Search  Metscape Frint SECurity

¢~ Bookmarks 4 Location: http://publicdatabase/getor 1fc /1 &7 What's Related

i # Red Hat Network [ Support [ Shop [ Products [ Training

A
Public Database Server

INSTRUCTIHING:

Flease enter Ca's CammanMame and press the 'Continue’ buttom.

CA's CommonMName:

Rootc

Cnntinue...l B

Y
& | | A % &P 2 \a|||
Hinh 9

Sau khi nhap Common Name cua CA (& day la RootCA), chon Continue..., Qua
trinh tai va cap nhat CRLs cho Netscape se tu dong duoc tién hanh. D€ kiém tra,
ban vao hop Security cua trinh duyét, xuat hién hop thoai:
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b HE'I.IQ. L) Infa E'Ilﬂ'}']_fﬁﬂn

P e Thig page was not encrypted. This means it was possible for other people 1o
Mavigator ¥iew this page when it was loaded. It also means that you cannot check the identity of
the web site” For complete details an all the files an this page, click Cpen Page info

Messenger
Java/TavaS cript
s Qpen Fage InﬁaI
Certificates
Yours
People
Verification
Wb Sites
: = Mlake sure that this is the site you think it is. This page cames fram the site:
digners raseryer

Hinh 10

Chon Signers trong muc Certificates, xuat hién hop thoai dua ra danh sach tat ca
cac CA ban dang st dung:

-~ Netscape: <2>

Certificate S ioners” Certificates

S ecurity Info These certificates dentify the certificate simners that you accept:
Passwords
Mavigator Fa Eaecom (3ub., Am. Bankers A15n0.) Root L& | Y
Messeriger TRddTrust Extermal Enit 5 _ __________ Edit
i AddTrust Mon- alidated Services Root L
Java/JavaScrint addTrust Public Services Root
Certificates AddTrust Qualified Certificates Root Verify
vaurs American Express CA
B 1 American Express Glabal Ca,
People Baltimare CyberTrust Code Signing Root [———
‘Web Sites Baltimore CyberTrust Mobile Commernce Root Delete |
TS Baltimore CyberTrust Root
Slghers BankEngine Ca
E{ﬂ!&ﬂlﬂ EelSign Object Publishing CA
Lornes BelSign Secure Server CA
CertEngine CA 7

To ¥iew or edit Certificate Revocation Lists press YViewdEdie CRL s,

ViewrEdit CRL'sl

Hinh 11
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Trong hop thoai nay, chon tén CA phat hanh ra CRL ching ta vira cap nhat roi
chon hop View/Edit CRL's, xuét hién hop thoai hién thi danh sdch cdc CRLs (iing
v6i CA da phat hanh) da cap nhat vao Netscape:

11~ Netscape: Wiew/Edit CRL's

100 RootCAR

Hinh 12

Trong hop thoai trén danh sach cac CRL (trong muc CRL List) da cap nhéat chi cé
CRL phét hanh ctia RootCA. Dé hién thi thong tin cdc chiing chi da huy b6 do mot
CA nao d6 phat hanh thi ban chon CA d6 va chon hop More Info..., & day chon
RootCA, khi d6 xuét hién hop thoai:
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{)-~ Netscape: CRL

1e:2d:84Wed Sep 11,2002

Hinh 13

Giai thich:

Netscape cap nhat CRL qua trang http://publicdatabase.

Cap nhat lan cu6i cung vao thi tu ngay 11 thang 9 nam 2002.

Cap nhat lan ti€p theo muon nhat vao thit tu ngay 18 thang 9 nam 2002
(duoc thiét lap 6 CA trong truong CRL Validity Period (days) cua muc
Issue New CRL).

CRL duogc phat hanh boi RootCA.

Danh sich céac ching chi da huy bd do CA d6 phat hanh, & day chi ¢6 1
chitng chi bi huy bo véi s6 ID 1a 1e8484 (2000004) dang hexa.

Sau khi da cap nhat CRL thi nhiing chiing chi trong danh sach da huy bo s& khong
thé thuc hién két n6i bao mat vé6i hé thong clia ban nita va nguoc lai.

3.3.2- Cap nhdt CRL cho Apache Server
Pé Cap nhat CRL cho Apache Server ngudi quan tri Apache chon chifc ning thi 2
Get current CRLs for Apache Server, xuit hién hop thoai yéu cau vao Common

Name ctia CA can cip nhat CRL (CA cua d6i tac), 6 day chiing t6i chon RootCA.
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e Bublic Databace Serve DG

File Edit “iew Go Communicator Help
O | &4 2 m S
i Back Forward  Reload Home Search  Metscape Frint Sect

m" Bookmarks .4!3. Location: fhttp://publicdatabase/ getc: ,.|F| @' What's Related

T 4 Red Hat Network (5 Support . Shop ] Products 5 Training

i
Public Database Server
INSTRUCTIONG:
Flzase enter CA's CommanMame and press the 'Continue' buttom.
CA's CommonlVame:
[Footoa
| Chnﬂnue_1

i

7

o s e 9P @ 2

Hinh 14

Chon "Continue..." trén man hinh xuét hién hop thoai yéu cau chi ra duong dan va
tén tép luu CRL can tai ve:
#3-~ Save As... (type application/octetstream)

Filter

fhome/ Tiendog/ *. ?-'

Directories Files

Leedit = ﬂ
Lkde . pemn

P o1 [ J

CDROM ri

£= — |~

Selection

fhome/ Tiendog/ rootcacrl.ocrl

Ol | Filter | 'Cancell

Hinh 15
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Trong hop thoai trén luu CRL vao tép cd tén rootcacrl.crl dat trong thu muc
/home/Tiendq.

3.3.3 Cdp nhdt CRL cho trinh duyét Internet Explorer

Dé Cap nhat CRL cho IE Get _current CRLs for IE& IIS, khi chon chitc ning
nay trén man hinh trinh duyét IE xuét hién form nhu hinh 3. Nguoi sit dung nhap
tén cua CA phat hanh ra CRL cén tai vé vao muc CA's CommonName, r6i nhan
"Continue...", khi d6 trén man hinh 1an lugt xuat hién cac hop hoi thoai nhu hinh 4,
hinh 5, Nguoi st dung chon tén tép luvu CRL khi tai vé (6 day chiing toi chon luon
tén 12 RootCA2509.crl), va thuc hién viéc tai CRL vé twong tu nhu viéc tai CA
certificate chung toi da trinh bay & trén.

Sau khi da tai CRL vé nguoi st dung can cap nhat CRL d6 cho trinh duyét IE va
IIS. Trong muc nay chiing toi chi trinh bay viéc cap nhat CRL cho trinh duyét IE
con viéc cap nhat CRL cho IIS chung to1 s€ trih bay trong muc sau. C4c budc cap
nhat duoc tién hanh nhu sau:

-M& Windows Explorer, chon tén tép luu CRL vira tai vé€, nhan nit phai chuot.

J Fil=:  Edit “iew Go Favortes  Toolz  He *
e . o5 | ¥
Back o and Up i Cut
| Address [0 C\ghw3z =]
Folders = | B
@ Deskiop |- -
: I— Inztall CRL
B My C |
7 é 3?: il Add o Zip
Bes i Addto RootCAZ509.2ip
‘—1— SendTo *
m-E3 Cut
B Copy
-
H% Create Shortcut
B Delete \
—— R ename
| | rI
Install CRL Properties 1
Hinh 16

-Trén menu popup chon muc "Install CRL", trén man hinh xuat hién hop hoi thoai
nhu hinh 17.
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CelEHE EZdanager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helpz bo copy certificates, certificate trust lists,
and certificate revocation lizts from pour dizk ta the
certificate store.

What iz a certificate?

2 certificate iz a confirmation af pour identity izzued by a
certification authority, Certificates contain information uzed
to protect data, or ko eztablizh secure network
connections.

What iz a certificate store?

A certificate store iz a spstem area where certificates.
certificate trust liste, and certificate revocation liztz are
ztored.

Click Mest to continue or Cancel to exit.

Cancel ;

-Nguoi st dung chon "Next", trén man hinh xuét hién hop hoi thoai nhu hinh 18.

Ces M= danager Import Wizard ;

Select a Certificate Store

Certificate stores are system areas where certificates are stored.

Select the certificate stare for the new certificates.

¥ it tomatically select the certificate store bazed on the pe of certificate

™ Place all certificates into the following store

[Eertificate store:

Browse)..

¢ Back i Hewut » i Cancel ;

Hinh 18

-Nguoi sit dung chon "Next", trén man hinh xuét hién hop hoi thoai nhu hinh 19.
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Cels BME L= danager Import Wizard

Select a Certificate Store
Certificate stares are system areas where certificates are stared.

Select the certificate store for the new certificates.

" Automatically select the certificate store bazed on the wpe of certificate

™ Flace all certificates into the following store

[Certificate store:

Browse,

¢ Back i Mest = i Cancel

Hinh 19

-Nguoi st dung chon "Next", qua trinh cai dat CRL cho IE két thic khi trén man
hinh hop hoi thoai thong bdo nhu hinh 20.

Cel tMEll=danager Import Wizard i

Qﬁ} The import was successiul.

Hinh20

3.3.4-Cadp nhdt CRL cho 1IS
Dé cap nhat CRL cho IIS, ngudi quan tri chay tién ich MyCATool trén Start menu
theo duong dan nhu hinh dudi day:

[_: AcCcessories 3 :i_ Routing and Remote Access
B Administrative Tools *|ifi MyCATools

i Documents L4 [_‘j Startup 3 % Services
% @ Internet Explorer gﬂ Telnet Server Administration |
Settings L4 =
[} Microsoft Office Tools * & wins
| ! ] Search 9 Microsoft Access *'/’5 Active Directory Domains and Truskts
== - P B S U TR = R [

Hinh 21
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Sau khi chay MyCATool, man hinh Console xuét hién nhu hinh 22, dé cap nhat
CRL do Root CA nguoi quan tri chon muc Trusted Root Certification Authorities",
nhan chudt phai, chon All Tasks/import..., qua trinh thuc hién viéc cap nhat CRL
twong tu nhu khi cai dat ching chi, chi chi ¥ rang khi hop hoi thoai yéu c4u chon
tép can cai dat, ngudi thuc hién can chon loai tép ¢6 phan ma rong 1a ".crl".

21
Loak jn: Iﬁ kuCert j = IfT‘ '
@user
File name: I j Open
A Files of type: Certificate Rewvocation List [*.crl) Cancel |
g4

Hinh 22

-Sau khi thuc hién viéc cap nhat CRL, néu chon "Trusted Root Certification

Authorities"/"Certificates Revocation List", s€ thdy CRL vira dugc cap nhat trong
danh sach.

'i'{ﬁ MyCATools - [Console Root',Certificates {Local Computer):, Trusted Ro: - |D|ﬂ
|J:%] Console  Window Help “ = | |_|- 2] ﬁl|
|J Action ¥Yiew Favorites |J & = | | [ =] | | = |
Tree IFavuritesl Issued By ~ | Effective Date
[_] Console Root ¥N, MyCA Group, pvkh, RootC... 2171172002
E@ Certificates {Local Computer)

=[] Personal
‘-] certificates
[Z1 Trusted Root Certification Authotities

T ——"—

[ Certificates

[Z1 Enterprise Trust

[Z1 Intermediate Certification Authorities
[Z1 REQUEST

-2 SPC

4] | i

Hinh 23
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Chuong I11
QUI TRINH PHAT HANH CHUNG CHI SO

Phan mém cép ching chi sd chay trén moi truong Linux 7.2, giao dién thuc hién
céc thao tdc cap ching chi dugc thuc hién thong qua trinh duyét Web, cu thé trong
tai liéu nay chiing toi st dung giao dién cua trinh duyét Netscape.

Giao dién chinh cia phan mém cung cép chiing chi s6 nhu hinh 1.

File Edit View Go Communicator Help

i €7 Bookmarks & !.l:@l_:Eif}hﬂ::I[Ettp:,-’,-’rnl:ut-:a,-" 7 @7 What's Related I

Root Certificate Authority
Server

A %5 e B N2

Hinh 1.
Dé sinh mot chiing chi s6 cho mot ngudi sir dung, ching ta chi can thuc hién ba
chiic nang trén giao dién chinh ctia phdn mém, d6 la: Input User's Data, Sign
Certificate Requests va Generate PKCS12 Certificate. Dudi day lan luot 1a cac
budc thuc hién viéc cap mot ching chi so.

1. Buéc 1: Nhap thong tin vé nguoi duoc cap (Input User's Data)

Khi chon chitc nang nay trén man hinh xuat hién giao dién nhu hinh 2.
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Full Name |ng.].1en Van Anty

ID Card Number | 12348

ID Card Issued Date | 1-12-1390

Date of Birth | 1-2-198¢

Office |m

Email I anhoedEypahioo . con

Certificate Type User Certdficate & |

PIN Izzuunznz
Arrent I
Hinh 2

Lrity Warning

The information you submit is insecure and could be observed by
a third paty while in transit. If you are submitting passwords,
credit card numbers, or ather information you would like to keep
private, it would be safer for you to cancel the submission.

[T Show this &lert Mext Time

Continue Submission Cancel Submission

Nguoi thuc hién 1an lugt nhap cdc thong tin ctia nguoi duoc cip ching chi vao cac
muc trén giao dién.
-Ho va tén (Fullname)
-S6 chiing minh nhan dan (ID Card Number)
-Ngay cap ching minh (ID Card Issued Date)
-Ngay thang nam sinh (Date of Birth)
-Phong ban (Office)
-bia chi Email (Email)
-Chiic nang cua chiing chi duoc cép (Certificate Type), d6i véi ting dung
Mail kiéu chitng chi bao gio ciing phai chon 12 "User Certificate".
-S6 PIN, s6 PIN s€ tu dong dugc tang 1én khi thong tin mot nguoi dugc chap

Sau khi nhap day du cac thong tin trén, nguoi thuc hién chon nit 1énh "Accept”.
Khi d6 trén man hinh xuat hién hop hoi thoai nhu hinh 3

Hinh 3
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Chuong trinh s€ tu dong sinh yéu cau cap ching chi so6 (Certificate Request) véi
cac thong tin trén. Qua trinh sinh yéu cau két thdc khi trén man hinh xuat hién
thong bao nhu hinh 4.

Operation Input Data

Deseription: Generare Koy ond Request file
Jor PIN: 2000202 Newne: Nouyen Vor And,

Succeszfully

Hinh 4

Sau khi thuc hién xong budc 1, trong thu muc /MyCA/user s€ xuat hién thém thu
muc mang tén la s6 ID clia ngudi st dung, trong d6 c6 luu tép khod bi mat va tép
yéu cau cdp chiing chi ciia nguoi sit dung dudi dinh dang PKCS#10

Vi du dinh dang tép khoa bi méat ctia nguoi st dung:

————— BEGIN RSA PRIVATE KEY-—----
MIICWgIBAAKBQEAAAL2/IIyjw/DAAOnaBlaeiWRUShyYgwylsGPxC6tgqOBJaHyxo
DA160WTKgBOhJb6gLVTMrGB1F7CikN8Ut5ymS3+N11FfRMNTAGKIWbGGY zppT3z/
62pJdObH3Eju/HYAkauMySo6MZiyu2BuH7riRL18x9iTn180ugqOal+nbAgMBAAEC
gYAicl3zwwl35SUvTYiwVYMX2BjHAdMhDQlsHzoDcNGBGR149/zTX+Ykad6+Wz2F
ADRanSns/ITDFWZc0gL7ryDsC+0SJZeMfCR8pQ7s5k5LEYymMUAWE jUFuwzstcmdbK
mztiVwxjVordhfUlnukj0ZgFLMY72zZ2ek52gDb2f1DFX10QJBAIAAAL2 /QAAAAARAA
ASxwanoUTHEoOmcc/yhXCDtcsWFCbL5aVEMIkSc30AE92ADMQ2nKHcB300CYgkW5
eLMfc00CQQCAAACOVWAAAAAAAACNQS5991rVIWWOGY4tjYIMNIEJhIM3ikprYRS1£S
Y3RUxyW783hRTrGLBzk8VGVInJccw+3HAkAePUHt 9EktNtLILTcZxx6B51YBzx2t
vI5HK/mX/VkOwDtt525PSePyvkuPj4uA+ugnEUl1d2KuGtt 9mkv5F4 9pAkBNT 7M1
6Fp3pYhadoXtYUrUFvswiw+36ExXRP3P38w4ZEh2sVYVirAeha7C4BBEmM1IME3VDCo
adSJe/AxpgMfvLEBAKkB4RpdFbJREFkX10zJRSbWPyWc37Gh5axkKQHwWIOYbgwaFc
SIaD+vA2CUCpxdczfOBae4GgNRZAFWOsPgb6JIb7

Vi du dinh dang tép yéu cau cuia nguoi st dung dudi dang text
Certificate Request:
Data:

Version: 0 (0x0)

Subject: Email=thuchv@yahoo.com, CN=Hoang Van Thic-2000001-
123456789-123456789-12-12-1990, ST=Thanh Hod, OU=MyCA User, O=MyCA
Group, C=VN

Subject Public Key Info:

Public Key Algorithm: rsaEncryption
RSA Public Key: (1023 bit)
Modulus (1023 bit):
40:00:00:bd:bf:a0:8c:a4:81:00:20:01:c2:32:09:



d0:84:56:5e:df:d0:9¢c:33:e3:1e:07:80:4d:60:9a:
87:33:85:¢c6:3c:5e:47:22:d1:5e:76:62:9a:£6:50:
ae:a8:a3:51:e7:ff:c6:5f:cl:aa:88:da:06:42:0f:
df:a0:de:e4:00:15:30:27:54:2d:07:ee:ed:80:el:
61:3d:e7:16:af:a7:£fd:d5:2d:3f:40:34:8e:c5:c8:
ed4:3e:¢c6:1d:99:88:20:f2:¢c5:84:26:92:9f:a4:62:
67:cb:9a:16:£5:78:9¢c:9f£:82:9c:£ff:37:0d:ce:ce:
af:89:fb:7a:07:31:89:c5
Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: shalWithRSAEncryption
0a:27:1d:84:a0:52:54:67:cf:70:e1:08:54:9%9e:6c:cf:92:59:
4b:cf:5d:61:£f0:£8:7f:86:7d:ad:cc:15:4e:e7:d0:1c:00:e8:
ac:da:85:56:2d:b6:£3:3d:07:£3:£f3:2e:70:37:90:63:55:12:
ce:be:2f:1e:d4:95:02:f1:£9:70:5d:26:22:37:¢c2:7¢c:78:91:
48:09:2a:9e:f5:46:de:ed:a7:f1:82:41:ee:a7:06a:51:4c:31:
16:55:b6:3f:2d:f1:04:eb:b0:2a:c3:6e:64:f3:6a:ef:4e:da:
49:fd:3e:2b:3a:58:44:48:ac:ed:9d:a2:81:48:96:a3:c6:54:
dc:da
————— BEGIN CERTIFICATE REQUEST----—- FMMRZVtj8t8QTrsCrDbmTzaud02kn9Pis6
WERIrO2dooFI1lgPGVNza

2. Budc 2: Ky yéu cau cap chirng chi sé (Sign Certificate Requests)
Khi chon chitc nang nay trén man hinh xuat hién giao dién nhu hinh 5

A

IwC A Signing Page

This page iz nsed to sign Boot RAZFRAD, nonFoot CA, User request files

8 sign I 1
® Sign nonPoot CA request f£i
W Sign Wser's request files;

Hinh 5
Nguoi thuc hién chon chic nang "Sign User's Request Files", khi d6 trén man hinh
xudt hién hop hoi thoai nhu hinh 6.
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| Metscape: Question

Thiz action to check and sign
user's reguest file in pending directary.

Are you sure you want continue ¥

O, | Cancell

Hinh 6

Nguoi quan tri chon "OK", trén man hinh xuat hién hop hoi thoai nhu hinh 7.

#°=m Netscape: MyCA

- |DN=TIES
Input Root CA Secret Key Password

P
ﬂl Ca.ncell

Hinh 7 |

Ngudi st dung nhap mat khau ding dé giai ma khoa bi mat ciia CA (mat khau nay
duoc dat khi thuc hién thiét 1ap hé thong), roi chon "OK". Qua trinh phat hanh
chiing chi s6 cho nguoi st dung sé duoc thuc hién .

Signing Request Certificate

{Please wait untl operation cormplefes)

Signing Request file MyCAdreqapending/2000202 regq... Okl

Frocess: 1 request
Sucessfull:1 request

Failed: 0 request

2002 by WS A Group.
Hinh 8
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Trong vi du trén ngudi dugc cap chiing chi s6 ¢6 s6 PIN 1a 2000202. Qua trinh
phét hanh ching chi thanh cong khi ¢6 thong bao "Ok!" (nhu & hinh 8), viéc phat
hanh la khong thanh cong néu thay bai thong bdo "Ok!" chuong trinh thong bao
"Failed!".

3. Buéc 3: Chuyén doi dinh dang cua chitng chi (Generate PKCS12
Certificate)

Sau khi da phat hanh chiing chi s6, d€ cai dat duoc chitng chi cho ting dung Mail
hoic luu vao thiét bi IKey, thi ching chi s6 can duoc chuyén déi dinh dang thanh
dang PKCSI12, d€ thuc hién st dung chitc nang "Generate PKCS12 Certificate", khi
do6 trénn man hinh xuat hién giao dién nhu hinh 9.

Thisz page is nsed to convert User's PRCS10 cerficate to PRCS12 file

® Generate User's PECSIZ files

Hinh 9.

Nguoi thuc hién chon "Generate User's PKCS12 files", trén man hinh xuat hién
hopp hoi thoai nhu hmh 10

This action will generate PKCE1E cedificate file
for far user.

Do you want to continue 'u

Ok | Cancel |

Hinh 10

Nguoi thue hién chon "OK", trén man hinh xuat hién hop hoi thoai nhu hinh 11.
$""‘ Hetscape: Prompt = S

Input 1D

I 2500007

] | Clearl Canu::ell

Hinh 11
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Nguoi thuc hién nhap s6 PIN cua ngudi duoc cap ching chi roi chon "OK", trén
man hinh xuat hién hop hoi thoai nhu hinh 12.

- Netscape: MyCA

Enter PK{S512 Export Password

I *******-&.I

El Ca:ncell

Hinh 12

Ngudi quéan tri nhap mat khau ma hoa khoa bi mat trong tép pkcs#12 réi chon
"OK", qud trinh chuyén déi dugc thuc hién nhu thong bdo trén man hinh.

Please wait while creating ...

CHREATE R& CERTITICATE IN FORMAT PHCE12 SUCCESSFULL..

Save o File MyCAusen2000202/2000202.p1 2

& 2002 by MyCA Group.

Hinh 13
Qua trinh sinh ching chi két thic.

4. Buéc 4: Cap chitng chi cho nguoi dung

Ban chat ctia bu6c nay 1a copy chiing chi vao dia mém cho ngudi sit dung. D€ thuc

hién m& man hinh commandline, chuyén thu muc hién hanh thanh /MyCA/user,
nhu hinh 14
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| root@localhost:

File Edit Settings Help
[root@localhost user]é |

Hinh 14

Cho dia mém vao 6 va thuc hién 1énh "./copyUserCert" nhu hinh 15

1o otiElocalbiost;

File Edit Settings Help

E MuCAT# oo user
uzer 4 nc

[root@localhost user]# | /fcplzerCert il

Hinh 15

Nguoi thuc hién nhap s6 PIN cta ngudi sit dung can copy ching chi s6 nhu hinh

16.
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File Edit Setlings Help

Hinh 16

Qua trinh copy ching chi s6 ctia ngudi st dung va chiing chi cua CA 1én dia mém
duoc thuc hién va thong bdo nhu trén hinh 17.

File Edit Settings Help

t MyCAJ# co I_ ér:
user ] # nc

Hinh 17
Qua trinh cép ching chi s6 két thic. Nguoi st dung duoc cap mot dia mém trén do6

c6 ching chi s6 ctia ho dudi dinh dang PKCS12 va ching chi cua CA. Nguoi st
dung s€ thuc hién cai dat cac chiing chi nay cho ting dung Mail.
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5- Budc 5: Cap nhat chimg chi vira phat hanh 1én LDAP server
Dé thuc hién, ngudi quan tri chon chiic nang "Export Certificates to LDAP server",
khi d6 trén man hinh xuat hién thong bao nhu hinh 18.

LDAP Certificates Importing

{Please wait untl eperation completes)

Initializing LD AP connectian ... Ok.

Adding Certificates:
ddded Email=thuchw@yahoo.com, CH=Hoang Yan Thuc-2000201 122441195801 -2-1576
fdded Email=anhr@yahoo.com, CH=Mguyen Yan Anh-2000202-12345-1-12-1990-1-2-18¢

Discannecting ... Ok

& 2002 by MyCA Group.
Hinh 18

Ngoai cac chic nang trén, trén giao dién chinh con hai chic nang nita nhung day
chi 1a céc chitc nang phu khong can quan tam.

-Chiic ning "Pending Requests List": hién thi c4c yéu cau chua dugc ky. Khi chon
chic nang nay trén man hinh xuat hién danh sich cic request chua duoc ky nhu
hinh 19.

Pending Hequestis L=

Fallowing yau can see all requests will be check and sign by CA. This list has been
updated on FriJdan 121:14:48 ICT 1999

Requested by ID Nwmhey
Hoang Wan Thoe 2000201
Menyen Van Anh 2000202

@ 2003 by SecurimpGEnaup & MyCA,
Hinh 19

-Chtc nang "Issue Certificate": hién thi danh sach céc ching chi da cap nhu hinh
20
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Issned Certificates List

Last Update at: Fri Jan 1 21:13: 56 ICT 1999

Name Emmail
Hosng Van Thuc thochwigEhahoo. com
Negnyen Van Anh antbuos Ehrabon, com

Serial
1ER548
1EB34A

& 2003 by SecurityGronp & LyCh.

Hinh 20

6- Budc 6: In néi dung chiing chi

St dung trang http://printcert khi d6 trén man hinh Netscape xuét hién giao dién

nhu hinh 21.
ape: Registration Autho E(=1iES
File Edit “iew Go Communicator Help
T | 4 2 o S\l
Back Forward  Reload Haome Search  Metscape Prir
' §” Buookmarks 4 Location: Ihttp:f/printcert/ ,‘| €E1" What's Related
A
ogipigrmight By MylAy G
@
Rl ik B e e e R e

Ewie il Bica fie

. i % 02 3 N2

Hinh 21

Nhép chuot vao "Print Certificate", trén man hinh xuat hién form nhu hinh 22.
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Print Certificate

INSTRUCTIONS:

ID:

Pleaze enter ID and press the 'Continue’ buttom.

2500001]

Continue... |

Hinh 22

,| " Bookmarks 4 Location: F_http://printcertf inputID. d &7 What's Related

1

Nguoi thuc hién go s6 PIN ctia chiing chi can in, roi nhan "Continue...", trén man

hinh xuat hién ndi dung can in nhu hinh 23.
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Gify Chiing Nhén Chiing Chi S6

Cfip cho ﬂﬁng chi: userl
Email: uzerl@pvkh com
S0 ching minh nhan din: 18726
Ngay thang ndm sinh: 1/3/1970
Pron vi cong tac: Ha No
Tén CA: RootCa
Phwong phap ky: shal WithRSAEncrymption % |
Ehoa ciong khai coa CA la
A0:00:02:00:00;e0:00:0:00:00:60:00:4a:00:ab:0f0e 28 d1:04:32:1 4532261 . de: W858 kA7
dheeE 5013390064367 19:060:aa a4, d0ET 08 50 40:0fde 786531 a2 08 a0l . dd: Fa;
fd:d5 B0 eh: 2115 65 043 e BE 53501 2 T Y0 dafd b TETEEE 3 ebe A a0 3 d:03;
fd:ei b2 0926 e 504 00 :dedd 0l dE el efiel 3ad2 BdES 273560871847 68 £d:1 743
ci3f5eR0de 522
Ching chi cioa dong chi co higu hee tie: 274829 g, ngay 572003
. dén: 2748 29 gio, ngay 472005

Mii dung ching chi cia dong chi la:

Ehoa ciong khai { 1022 hits):
AR foed2fa® 724437 1 o200 Th: 7002 B0 bk 5h:el 1731 faed el d8: 30710408
SedladEfdedT 225160723069 24515504 Fd0d:dh: 1 923208818 db:0e:c0:05:30:92;
adBof30d:deA0:f7 20 a3 07 adde 407249 he: 5o eal Ob05: ddidd o3 b0 5 Y a:00: die:
Sfdadalaaffd 1315055473 1 hEd 49605 fd 30 5016 ad09: 9 efaT 43 cdiad ed: d2ad;
FaAi0elef522:4aEh

Chik ky 50 cua chimg chi:
2045 8aib b2 dedbEb dalal died TR ab b ¥ Se e FEBeaned: 16:de 200471 a1 B;
clicodd ba 2 dl 1 b 58 0dae97 . 70:a% eeBe 38 o 0e0d bl 1 h:da:92:1 148 0o 540249 36:
2608 2047 Tofe T bhEe 30 ha 5T 0a48 747051 ekl 2001 348 a:e3: 5947 03.70:d5 b E
30 2cef3dET 0 ed A0 B0 bE 211 dd O ad be 05 ce:d: 24040300 4 20 84 5d:f 0o ch:
bhchi a5 ds 2h9ETh

Ngéty 9 thang 7 ndm 2003

Nawoi s dung chitmg chi Ngwdi dai dién bén cip ching chi
Hinh 23

Vao menu File cta trinh duyét Netscape, chon chitc nang Print dé in noi dung cta
chiing chi cap cho nguoi st dung.

49



Chuong IV ,
QUI TRINH HUY BO CHUNG CHI SO

1-Qui trinh huy bo chiing chi

1.1-Huy bo mét chiing chi

Chon chiic nang "Revoke a certificate by Administrator” trén giao dién chinh cua
CA, khi d6 trén man hinh xuat hién giao dién nhu hinh 1.

Thiz acton will revoke a Certificate

InputiD: [T

Contdne

Hinh 1

Nguoi quan tri thuc hién go ID cua ching chi can huy bd vao muc "Input ID", roi
chon "Continue". Trén man hinh xuét hién hop hoi thoai nhu hinh 2

This action revoke a cerdificate!

8] | Cancel |

Hinh 2
Nguoi quan tri chon "OK", trén man hinh xuat hién hop hoi thoai nhu hinh 3

st B R < 2

Input Root CA Secret Key Password

e
ﬂl Ca.ncell

Hinh 3

50



Ngudi quéan tri nhap mat khau duge str dung dé 1am kho4 giai ma kho4 bi mat ciia
CA, sau d6 chon "OK", qua trinh huy bd chiing chi c6 ID duoc nhap & trén dugc
thuc hién.

Revoke Certificate

(Please wrait untl operation complefes)

Revoke Cerificate 1E8548 . Ok,

@ 2002 by MyCA Grovp.
Hinh 4

1.2-Phat hanh CRL va cap nhat lén LDAP

Trén may CA nguoi quan tri chon muc Issue New CRL, xuét hién hop thoai nhu
hinh 5.

Issue CRL
This actinnwill issue axww Cenificate Revocation List. To issue anew CRL you'llneed to provide awalid G4 password,
I7
CRL Extensions | b o |

Leoze vnar CEL |

CRL Validity Period {days)

Hinh 5

Ngam dinh hiéu luc cha danh sdch cac ching chi huy bo s& 1a 7 ngay (c6 thé thay
déi), chon Issue new CRL, xudt hién canh bdo ban s& phai dua danh sdch nay
cong khai trén toan hé thong CA, tic la dua ra may LDAP server sau khi phat
hanh, nhu hinh 6 duéi day.

#5-m Netscape: Question -

This action generate a new CRL, you will
have to export it to LDAR server.

Are you sure you want continue ?

B34 | Cancell

Hinh 6
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Chon OK dé tiép tuc, xuat hién hop thoai nhu hinh 7 yéu cdu vao mat khiu cta
CA:

.J = Netsn::ape: MFCA A L R P e e

Input Root CA Secret Key Password

EEEEELLE

k| Canel|
] I
Hinh 7
Chon OK, dé thuc hién cong viéc phat hanh danh sdch céc chiing chi huy bo nhu
hinh 8 dudi day.
Generating Certificate Revocation List ... Ok,
BeeepkadiFaiesa e Hewsteeadd Foons tldseh  GoiRledes
Version 1 (0%x03
Signature Algorithm: shalWithRSAE
lssuer: ASEmail=ReootCATangbad@vyahoo
Last Update: Sep 11 0&:42:57 2002
Next Update: Sep 18 08:42:5687 2002
Revoked Certificates:
Serial HWumber: 1E&4814
fRevocation Date: Sep 11 0&:42:14
Signature Algorithm: shalWithRSAEnRcry

P B RN o - | e, TR S (- PR B - e e PRCRI DSl 1y L
O S i R (R N I e 6 i - [ e MR o S Y
e A R R B S e S P e B e e U
29: 0306093 :b2:783:02:060:00:11:5b:
3e:cbhb:fe:77:d4:d9:83a:b4:84:18:586:
ST e e B ] SR S i e 0 A D R R G e
T AR R ol FC LT SR s OO« U I S o M AT ST e o T e
oo:féa

Saving CRL to PER farmat ... Ok,

Hinh 8
Cong viéc cudi cung ma ngudi quan tri CA phai thuc hién d6 la dua danh sach nay
cong khai trén toan hé thong, chon muc Update current CRL to LDAP server,
néu thanh cong s€ xuat hién thong bao nhu hinh 9 duéi day.
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LDAP Updating Curent CRL

(Please wait until operation completes)

Initializing LOAP connection ... Ok,

Update CEL file ... Ok
[ CN=RootCA, O=MWMyCA Group, C=V¥N ]

Disconnecting ... Ok )

4 2002 by MyrC A Gronm.

Hinh 9

Sau budc nay thi ching chi ctia cac nguoi st dung ¢ yéu cau huy bd da duoc phat
hanh va dua 1én LDAP Server. Tat ca cac may trén hé thong CA phai cap nhat
danh sach nay vao hé théng ctia minh thong qua trang publicdatabase dat trén
may LDAP (viéc cap nhat CRL cho ngudi st dung trén cac moi truong lam viéc
khic nhau ching to6i da trinh bay trong chuong 2).

2-Cap chirng nhan huy boé chiing chi cho nguoi sir dung
2.1-Tai CRL tir LDAP server vé may CA
Dé tai CRL hién tai tir LDAP server, phuc vu cho viéc in chitng nhan huy bo, ngudi
quan tri trén may Ca thuc hién:
Trong tép /etc/hosts bo sung dong:
200.1.1.1 publicdatabase
(Trong d6 dia chi IP 200.1.1.1 1a dia chi cia mdy LDAP server)
Mo trang http://publicdatabase, giao dién trang nay xuat hién nhu hinh 10
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.~ Bookmarks A Location: [http: //publicdatabase/ f| &7 What's Related

i Red Hat Metwork [ Support [ Shop [ Products 4 Training

Copyright By MyCA Group

Download C& certificates chain from
LOAP
[For nonBoot C&, Web zerver &
browzersa]

Download Certificate from LDAP
[For nonBoot CA, Web =erversz & Web
browgersz]

Update CELgz
[CELz Update Page]

i e 9 P B N2

F

Hinh 10
St dung chiic nang "Update CRLs", trén man hinh xuét hién giao dién nhu hinh 11

| 4 Red Hat Metwork ] Support [ Shop [ Products (4 Training

Dowload CRL Page

Copyright By MyCa Group -2002

Update current CRLs for Netscape
[Update current CRLs for Netscape]

Get current CRI s for Apache Server
[Download the current CRLs for Apache server]

Get current CRI s for IE & 11S |
[Download the current CRLs for IE, I15]
= | sk i 2@ ED) N
Hinh 11
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Chon "Get Current CRLs for Apache Server”, trén man hinh xuét hién giao dién
nhu hinh 12

T‘ 4 Red Hat Network [ Support [ Shop [ Products [ Training

Public Database Server

INSTRUCTIONS:

Please enter CA's CommonName and press the 'Continue’ buttom.

CA's CommonName:

EootCA

Continue... I

I | | A s 2P B3 N2
Hinh 12

Nguoi quan tri g6 tén cia CA vao muc "CA's Common Name", r6i chon
"Continue...", trén man hinh xuat hién hop hoi thoai nhu hinh 13

ity W arning

The information you submit is insecure and could be observed by
a third party while in transit. If You are submitling passwords,
credit card numbers, or other information you would like to keep
private, it would be safer for you fo cancel the submission.

7 Show this alert Mext Time

Continue Submissian Cancel Submissian

Hinh 13

Nguoi quan tri chon "Continue Submission", trén man hinh xuét hién hop hoi thoai
nhu hinh 14
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Filter

SMyCA /St i+ %

Directories Files

2000201, req
2000202, req

chain. crl

Selection

Ifﬂyﬂﬁftmpfchain.crl

DKl Filterl Cancell

Hinh 14

Nguoi quan tri chon noi luu tép CRL dugc tai vé theo duong dan
/MyCA/tmp/chain.crl va chon OK.
Qua trinh tai t¢p CRL két thic,

2.2-In chitng nhan huy bo cho nguoi str dung

Dé thuc hién viéc in ching nhan ching chi s6 ctia mot ngudi sit dung nao day da bi
huy bo, nguoi quan tri thuc hién cac budc dudi day:

Mo trang http://printcert, trén man hinh xuét hién hop hoi thoai nhu hinh 15

56



‘ 47 Red Hat Network [ Support [ Shop ([ Products [ Training

Print page

Erint Certificate

| et e 2l

Copyright By MyCA Group

= [

Hinh 15

-

] e Tl 2P B3 N2

Nguoi quan tri chon chiic nang "Print CRL", trén man hinh xuét hién giao dién nhu

hinh 16.

i 4 Bed Hat Metwork [ Support ([ Shop (§ Products [ Training

Print CR for User

INSTRUCTIONS:

Please enter ID and press the "Continue’ buttom.

ID:

Continue... |

= |

Hinh 16

N =
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Nguoi quan tri nhap s6 ID cua ching chi da bi huy bé vao muc "ID" r6i chon
"Continue", trén man hinh xuat hién form hién thi noi dung gidy chiing nhan huy
bd ching chi nhu hinh 17.

Py A Group Cdng hoa x8 hdi chi nghia Yigt Mam
Bidc [&p - tyr do - hanh phic

Sd: 2000002

Giay Ching Nhan Chirng Chi S
P34 Hét HIEI.I Lyc

Cap cho dmg (bl Dinh Quoc Tien
So nlﬂrng nhin dam: 123456789
tﬁ mam simh: 2304071977
v thwang tr: Viet Tri - Pho Tho
Teu tochive CA : RootCa

Klmra mng H k;.r shal'v‘l.-'lthRS.ﬁ.Encrj.rptmn

40:00:08:00:00:e0:00:02:00:00060:0 1:90: 1% Qdec: 3402 cf 2a:8baded b3 bédT e ic 37T
GecaT e d0 ey fad ]l acadSb: 1 2ad: le: 1371 fer 387 beod B0 26: 284000 T a:Se: A8 1190
A FReb0f 2% b Je 2R 6F Be b0 BT d: 37 3b: Te:0d:fbfFas3:98aa:38: 23:0ead e 3:Fa:d®o0:
10:08:68:ac:dd:23:bF81: 38:aa: 15:bd:ae: 3a:8 1 JodD: 1Pese T 7346042 18T e b ST 8 b 3
0%41: 3a:de:d94: 7 é48:%h

Clung chicea dng (Bl od higw hye tir: 740635 A2
h,[,c f#ﬂ‘i.‘iimﬁim et /B

Cliny chi d4 hét higw hype tir: 7433577 gidy, nuay S02002

M4i dung chirng chi cia dng () B
o cang bihad {1023 hits):

40:00:00:bd:bf 20! 8c a3 300 1de 88 3a: d 3 1T 84d T 222 T 3570 be 3 3 Pl 8F P o d T e
349 A2 AT Ba0a: 2h 2a S 16T Jocadar a% 3ed:d 12 1:bFe0:74:0%:4a: Te el b0:97: 3 3:
di: e 358 af00:70:8 1:dd 6764 3885 3842 Seda a3 70T 8 3 12 Bde de 3d 0 113785 e 3a:
TadarraT2da: 3% bede 00 féea T30 3:d0: 22 11:18:3a:13:37:00:42:70: 300888507 a1 e f:5d:
el s T adb 3

Chir Ly 54 chimg nhin chiimg chi hét hidw hye B
Wb 1T IfeS T 1023 1d 18 el e Sie 367 28 2 5 be 4 30 6ic.3:dd dd: 57 e 3o Y0 d a
23T e 3@ 3he 35T 1o 103 3 ghda: 1 & o fhrad e Pdad 1R 7 14075 9E
Sf2EE 143 bad0:e) 2e ] Jigdic A T A T de e RTe: 1 gal: 1738477 5600 6

HiesbTarddTaladéesacseb:bd: 3dec:Didéicded:ab:0a:ad 4 cede 303 15 1"
fia: h‘?cbﬂ:ud? fhadd2

: ) Nedy 9 g & ndm 2002
Mawdi s dymea chima chi ol 31 diEn hén cap chimg chi

Hinh 17
Van ban trén dugc in ra it nhat 1a 2 ban, nguoi st dungr va nguoi dai dién xac nhan

phai thuc hién ky vao bién ban dé. Dén day két thic viéc huy bo mot ching chi
(nguoi st dung hét trach nhiém ddi véi ching chi do).
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