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DANH SACH CAC CAN BO VA SINH VIEN THAM GIA THU'C HIEN PE TAI

A. DANH SACH CAC CAN BO THAM GIA TRUC TIEP

N o Ok WODN -~

. PGS.TS Nguyén Thi Hoang Lan Khoa CNTT, DHBK HN, chd nhiém dé tai

. TS Nguyén Linh Giang Khoa CNTT, BHBK HN
. TS Ha Quéc Trung Khoa CNTT, BHBK HN
. ThS Banh Quynh Mai Khoa CNTT, BHBK HN
. ThS Nguyén Anh Hoan Khoa CNTT, BHBK HN
. TS Ngé Hoéng Son Khoa CNTT, BHBK HN
. KS Nguyén Thij Hién Khoa CNTT, BHBK HN

B. DANH SACH CAC CAN BO THAM GIA TU VAN

1. PGS.TS bang Van Chuyét Khoa CNTT, BDHBK HN
2. ThS Db Van Uy Khoa CNTT, PHBK HN
3. ThS Ngb Minh Diing Vién Khoa hoc hinh sy, B6 Céng An

C. DANH SACH CAC SINH VIEN THAM GIA THU'C HIEN PE TAI

. Cac sinh vién dai hoc

Tém tat cdc phién ban da thiét ké trién khai theo tién dé

Phién ban hé théng BioPKI Ver.1 (thang 6 dén 12- 2006)

Nghién ctru va thlr nghiém cac thuat toan: Thu nhan van tay, trich chon dac trwng, sinh
khoa sinh trac va thdm dinh xac thwc van tay

Nghién ctru cac huéng tiép can hé théng BioPKI

Xay dyng phuong an va méi trung phdn mém hé thdng BioPKI dwa trén bo thw vien mé
OpenSSL va ngdn nglr C++

Danh sach nhém sinh vién tét nghiép 6-2006 da tham gia dé tai:

1. L& Anh Tuén TTM - K46

2. Ngb Trong Cénh TTM — K46

3. Nguyén Sinh Chung Tin Phap — K46
4. Nguyén Van Hanh KSCLC — K46

Phién ban hé théng BK-BioPKI Ver.2 (thang 1-2007 dén 6-2007)

Phan tich thiét k& cac mé dun co s& ha tang hé théng PKI: CA, RA User

Tiép tuc nghién clru va th&r nghiém céac thuat toan sinh trac hoc van tay

Xay dwng va thiét ké phan mém phan hé sinh trdc hoc (Biometric) bao gébm: Ky ma sinh
tréc va thdm dinh van tay trong hé théng BK-BioPKI



Danh sdch nhém sinh vién tét nghiép 6-2007 da tham gia dé tai:

1. Nguyén Thac Hiéu TTM - K47

2. Nguyén Quang Thu TTM - K47

3. Pham Quang Thinh TTM - K47

4. Nguyén Hoang Anh Tin Phap - K47
5. Pham Sy Lam KSCLC - K47
6. Téng Manh Cuéng TTM - K47

e Phién ban hé théng BK-BioPKI Ver. 3.1 va phién ban Ver.4 tich hop hé théng
(thang 7-2007 dén 6-2008)

- Phan tich thiét ké& phat trién va lap trinh toan bd Protoptye co s& ha tang hé thdng BK-
BioPKI trong méi trwdng mang PTN

- Phan tich thiét k& phat trién phan hé sinh trdc Biometric v&i 2 médun va ther nghiém vao
&ng dung hé théng Ver.4

- Phan tich thiét ké tich hop phan hé sinh tréc vao toan bd hé théng BK-BioPKI phién ban
Ver.4

- Xay dwng mo hinh kich ban 3 (rng dung trong hé BK-BioPKI Ver. 4

Danh sach nhém sinh vién tét nghiép 6-2008 da tham gia thiét ké phat trién hé théng
BioPKI va tham gia viét bao cao téng hop dé tai:
. Lé Tién Diing (trwéng nhém) TTM - K48

—_—

2. BUi Thanh Pat TTM - K48

3. Nguyé&n Thi Thu Hang KSTN - K48

4. Tran Hai Anh Tin Phap - K48
5. Dwong Van bé Tin Phap - K48
6. Hoang Tran Buc TTM - K48

7. Ngé Tién Diing TTM - K48

8. Tran Nguyén Ngoc TTM - K48

9. Vi Ngoc Ha TTM - K48

2. Cac hoc vién cao hoc di tét nghiép thac si theo hwéng dé tai

1. Tran Tuén Vinh khoa 2003-2005 da bao vé 2006
2. Nguyén Anh Tai khoa 2004-2006 da bao vé 2007
3. Vi Thanh Théng khoa 2005-2007 da bao vé 2007
4. Lé Quang Tung khoa 2006-2008 da bao vé 11- 2008
5. L& Tran Vi Anh kh6a 2006-2008 da bao vé 11- 2008
6. Ha Tién Diing khoa 2006-2008 da bao vé 11- 2008



Phanl. THONG TIN CHUNG VE DE TAI

1. Tén dé tai

Hé théng an ninh théng tin dwa trén sinh trac hoc Bio-PKI
(Bio-PKI Based Information Security System)

Ma sé: 12/ 2006/ HD-NDT

2. Chu nhiém dé tai: PGS. TS Nguyén Thj Hoang Lan
Hoc ham, hoc vi, chuyén mén: PGS.TS nganh Céng nghé Théng tin
Chtrc danh: Pho Truwédng khoa Céng nghé Thong tin, Dai hoc Bach Khoa Ha Nobi
Dién thoai co quan : (84. 4) 38.68.25.96
Dién thoai nha riéng : (84. 4) 38.32.89.25
Email: lannth@it-hut.edu.vn

3. Co quan chu tri
Pai hoc Bach Khoa Ha Néi, Khoa Céng nghé Thong tin
S6 1 dwong Dai Cb Viét, Ha Noi

4. Ho va tén Cha nhiém phia déi tac nwéc ngoai:
TS. Ong Thian Song
Chirc danh: Giam déc diéu hanh Trung tdm nghién ciru Sinh tréc hoc (CBB)
Trwong Pai hoc Pa phuong tién Malaysia (MMU)
Tel: +606-252.33.43
Fax: +606-231.88.40
Emal: tsong@mmu.edu.vn

5. Co’ quan déi tac nwéc ngoai: Trwdng Dai hoc Pa phuong tién Malaysia
(Malaysia Multimedia University -MMU),
Trung tdm nghién ciru Sinh trdc hoc va Sinh —Tin hoc (Center of Biometrics and
Bioinformatics — CBB)
Khoa Khoa hoc va Cong nghé théng tin (Faculty of Information Science and
Technology - FIST)
Malaysia Multimedia University (MMU),
Jalan Ayer Keroh Lama, 75450 Melaka Malaysia
http:///www.mmu.edu.my

6. Thei gian thwe hién dé tai: Tl 6/2006 dén 6/2008

7. Tong kinh phi thwc hién dé tai: 800.000.000 VNP



Tbng kinh phi da cap 2006: 450.000.000 VND
Téng kinh phi da cip 2007: 350.000.000 VND
Dé tai da nhan dwoc cép da kinh phi dén 6/2008.

8. Muc tiéu caa Nhiém vu

Hé thdng an ninh thdng tin (Bio-PKI Based Information Security System) két hop cac
d4u hiéu dac trwng sinh trac hoc van tay con nguoi vao ha tang co s& bao mat khéa cong
khai PKI la hwéng nghién ciru méi cho phép mang lai nhitng wu diém hon céc hé thdng khéa
cong khai hién c6 vé do an toan bao mat, vé tinh xac thwe thdm dinh trong céc giao dich, cac
dich vu dién tr qua mang may tinh.

Muc tiéu cia Nhiém vu dé tai theo nghj dinh thw hop tdc véi Malaysia chd yéu bao
goém:

e Nghién clru d& xuat phwong an két hop cac dic trung ctia van tay véi ma bao mat
khéa cong PKI tao khéa ma sinh trac hoc hé BioPKI.

e Xay dung thir nghiém ha tAng co sé& hé théng an ninh théng tin Bio-PKI (protoptype).
Thiét ké va xay dung thlr nghiém phadn mém hé théng an ninh théng tin dwa trén ma
sinh tréc hoc Bio-PKI nham hwéng téi rng dung trong xac thuwe, thdm dinh sinh trac
hoc va kiém soat truy cap dung trong cac linh virc an ninh, thwong mai dién tdr, ngan
hang, giao dich dién ttr, chinh phu dién tt....

e Tich hop cac két qua nghién clru cla 2 phia Viét Nam va Malaysia, thtr nghiém phat
trién (rng dung hé thdng Bio-PKI.

9. Yéu cau khoa hoc déi v&i san pham tao ra (két qua dang Ill)
e Tén san pham:

Hé théng an ninh théng tin dwa trén ma sinh trac hoc Bio-PKI (goi tat 1a Hé thong an
ninh théng tin Bio-PKI), bao gém:

- Két qua gidi phap tich hop d&c trwng van tay véi ma bao mat trong hé PKI thanh hé
BioPKI.

- Két qua thir nghiém Prototype vé ha tang hé thdng BioPKI dé thdm dinh van tay trong hé
BioPKI.

- Ké&t qua phdn mém may tinh cho hé thdng BioPKI, phan hé sinh trac bao gém: phan mém
phan hé ma héa khéa sinh trac hoc van tay BioPKI va phan mém xac thuc thdm dinh van
tay.

- Ba&o céo phan tich hé thdng va huéng xay dwng ¢ng dung trong xac thwe thadm dinh van
tay va diéu khién truy nhap trong hé BioPKI. Bao céo tbng hop dé tai.

e  Cdc san pham khéc:
- Dao tao thac si, ky sw
- Cac bai bao khoa hoc



Phan Il. BAO CAO NGHIEN CUPU TONG HOP

Chwong 1.
KHAO SAT VE GIAO DICH PIEN TU, CAC YEU CAU AN
NINH THONG TIN. XAC DINH NHIEM VU CUA BE TAI

1.1. Khai quat chung

Nhirng ndm cudi ctia thé ki XX va dau thé ki XXI chirng kién sw I&n manh vwot bac cla
mang Internet c& vé quy mé va chat lwong. Internet dwoc (rng dung roéng rai & moi nganh
nghé, linh vuc kinh t&, xa hoi va an ninh. Tinh phd bién réng rai khién Internet da va dang la
nén tang co s& cho céac giao dich thwong mai toan ciu va cac ng dung cda giao dich dién
tr tao thanh mot hinh thirc “xa hdi do” v&i cac dac trwng riéng biét. Trong moi tredng xa hoi
that, méi quan hé gitra cac ddi tac thwerng dwoc xac dinh rd rang bdi qua trinh gép g&, ky két
thwong dién ra moét cach truc tiép, khong hoéc it théng qua phwong tién truyén thdng trung
gian. Cac t6 chrc chinh phu, doanh nghiép va cac ca nhan khi tham gia giao dich dién ti
ludn ddi hdi khéng nhirtng phai bao vé toan ven théng tin lwu chuyén trén Internet ma con
phai cho ho cdm gi4c tin cay giébng nhw khi giao dich trén gidy t&. Ho mudn nhitng nguoi
tham gia dung la nhirng ngudi dwoc yéu cau, va moi ca nhan phai chiu trach nhiém vé hanh
vi lién quan ctia minh trong giao dich khi cé sw cb xay ra. Tuy nhién, méi trwéng mang khéng
phai ludn an toan. D&c trung cla Internet la tinh “d0” va tinh tw do, moi nguwdi déu cé thé
tham gia va it dé lai dau vét ca nhan ctia minh. Viéc xac thwe méi ca nhan qua mang thudng
la khé kh&n nén nguy co xay ra gid mao dinh danh, bi Ira dao trwc tuyén 13 rat cao. Day la
vira la diém manh va ciing 1a diém yéu cla giao dich dién tir qua mang Internet. Nhirng nam
gan day cac hinh thirc pham tdi trong méi trwérng mang va céng nghé cao tang nhanh chéng
cung voi sy phat trién clia cong nghé. Mac du cac dac diém trén, tinh tién loi, phd dung va
hiéu qua cla cong nghé cao dang lam thay déi cudc séng va cac giao dich dién tlr thwong
mai dién tlr ngay cang phat trién nhanh chéng trén pham vi thé giéi. Vi thé nhu cau xay dung
mot hé thdng bdo mat an toan théng tin, ddm bao giao tiép gira nhirng ngwei dung mét cach
an toan, cé dinh danh va chéng phl nhan tré nén hét sirc cap thiét trong pham vi méi quéc
gia cling nhw pham vi toan cau.

Hién nay van dé nghién ctu cac gidi phap nham da&m bao an toan théng tin, bdo mat
dir liéu trong céac giao dich dién t& qua méi trwéng mang ludn la van dé thoi sw dwoc tat ca
cac quéc gia va cac td chirc quéc té quan tdm ca vé phuwong dién phap ly va phwong dién ky
thuat va cong nghé. Giai phap an ninh dua trén cac dau hiéu sinh trdc hoc 1a mét trong cac
hwéng nghién clru méi dang dwoc thé gi¢i quan tdm phat trién va ap dung. Trén thuc té
cling da c6 cac san phdm quang céo trong cac giao dich dién tl& nhw thé ngan hang sinh trac
hoc, thé mua hang, thé an ninh, hd chiéu sinh tréc hoc ..., tuy nhién hién nay van chwa cé cac
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san phdm thwong mai duoc trién khai rong rai cé hiéu qua cao trén thyc t&, hon niva viéc
nghién ctru lién quan dén sinh trdc hoc con ngudi ludn la van dé nhay cdm cé déc thu cla
tirng quéc gia. B&i vay gidi phap nay van ludn dwoc dac biét quan tdm nghién clru va phat
trién.

Dé tai nghién ctvu “Hé théng an ninh théng tin dwa trén ma sinh trac hoc Bio-PKI (Bio-
PKI InfoSec System)” theo nghi dinh thw hop tac voi Malaysia do phia Malaysia dé nghi,
dwoc thye hién trén co s& hop tac nghién clru gitba trweong Dai hoc Da phwong tién Malaysia
(MMU) va trwéng Dai hoc Bach Khoa Ha Noi (HUT). Malaysia 1a mét nwéc phat trién trong
khu vic Bong Nam A, cé diéu kién dia ly va mai trwong twong ddi gan véi Viet Nam, Dai hoc
Pa phuong tién Malaysia (MMU) 1a trwdng c6 uy tin cla Malaysia va cé diéu kién co s& vat
chét kha hién dai. Hop tac v&i Malaysia la trong diéu kién hién nay 1a phu hop véi diéu kién
nuwdc ta, cho phép ching ta co thé tiép can & mirc d6 phu moét mat véi nén cong nghé cao,
mat khac tiép can vé trinh dd nghién cru khoa hoc dé hoa nhap khu vuc va tién téi hda nhap
v&i thé gidi.

1.2. Khao sat vé thwong mai dién tir, giao dich dién tir trén thé gi®i
1.2.1. Giao dich thwong mai dién tw

Ngay nay, cuing véi cac (rng dung cong nghé thong tin, hinh thirc thwong mai truyén
thdng dang dan thay déi sang mét hinh thirc khac, doé 1a thwong mai dién tlr. Thwong mai
dién tlr bt dau xuat hién tir nhitng nam 1970 v&i sw ra doi cla hoat dong chuyén nhuong
quy dién t&r gilra cac ngan hang théng qua cac mang an toan tw nhan. Thap ky 1980, bién
gi¢i thwong mai dién tir mé rong dén cac hoat dong trao doéi ndi bd div liéu dién tor va thw
vién dién t&r. Cac dich vu trwc tuyén bat du xuét hién vao gitra nhirng nam 1980. Chi dén
thap ky 1990, thwong mai dién t&r méi chuyén tir cac hé thdng cuc bdé sang mang toan cau
Internet. Hang loat cac tén tudi I&n (Amazon.com, Yahoo!, eBay.com, NTTDoMoCo, Dell,
Electrolux, WallMart ...) @ khang dinh va gép phan vao suw ting trwdng nhanh chéng gia tri
giao dich thdng qua thwong mai dién tir.

Ngay nay ngudi ta hiéu khai niém thuwong mai dién t& thong thwong la tat ca cac
phuwong phap tién hanh kinh doanh va cac quy trinh quan tri théng qua cac kénh dién t&r ma
trong do Internet (hay it nhat la cac ky thuat va giao thirc dwoc siv dung trong Internet) déng
mot vai trd co ban va cong nghé théng tin dwoc coi la diéu kién tién quyét. Thong thwong co
3 dbi twong chinh tham gia vao hoat dong thwong mai dién t& la: Nguwoi tiéu dung — C
(Consumer) gi vai trd quyét dinh sw thanh céng cla thwong mai dién t&; Doanh nghiép — B
(Business) déng vai trd la dong lwc phat trién thwong mai dién t& va Chinh phd - G
(Government) gitr vai trd dinh hwdng, diéu tiét va quan ly cac hoat ddng thwong mai dién ti.

Céac hinh thirc hoat déng cla giao dich thwong mai dién td:

- Thw dién t&r (e-mail): cac td chirc, ca nhan cé thé gvi thw cho nhau mét cach tryc
tuyén thdng qua mang. Pay la hinh thirc phd bién nhét va dé thwc hién nhét, hdu nhu moi
ngwdi & moi lra tudi déu cé thé siv dung.
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- Thanh toan dién t& (e-payment): 1a viéc thanh toan tién théng qua hé théng mang
(chang han nhu: tra lwong bang cach chuyén tién truc tiép vao tai khoan, tra tién mua hang
bang thé tin dung, thé mua hang...). Ngoai ra, thanh toan dién t& con ap dung trong cac dich
vu nhw: trao doi di liéu dién tr tai chinh (FEDI) phuc vu cho viéc thanh toan dién t& gitra cac
cobng ty giao dich v&i nhau bang dién tl; tién mat Internet (Internet Cash) 1a tién mat duwoc
mua tlr mét noi phat hanh (ngan hang hoac té chirc tin dung) réi dwoc chuyén déi sang cac
ddng tién khac théong qua Internet; ti tién dién ti& (electronic purse) 1a noi dé tién mat
Internet, cha yéu la thé théng minh smart card, tién dwoc tra cho bt ky ai doc dwoc thé; giao
dich ngan hang s hoa (digital banking), giao dich chirng khoan sb hoa (digital securities
trading) phuc vu cho cac hoat ddng thanh toan gitra ngan hang v&i khach hang, git’a ngan
hang v&i cac dai ly thanh toan, gitra hé thdng ngan hang nay véi hé théng ngan hang khac
hay thanh toan trong noéi bd mét hé théng ngan hang.

- Trao dbi di¥ lieu dién t&» (EDI) 1a viéc chuyén giao théng tin tir may tinh dién tl nay
sang may tinh dién t& khac bang phwong tién dién t&, c6 st dung moét tiéu chuan da dwoc
thda thuan dé clu trac théng tin, cdng viéc trao ddi thwdng 1a giao dich két néi, dat hang giao
dich gtri hang hoac thanh toan.

- Truyén tai ndi dung: tin tirc, phim anh, chwong trinh phat thanh, truyén hinh, chuong
trinh phdn mém, vé may bay, vé xem phim, hop ddng bao hiém ... dwoc sb hoa va truyén gl
theo mang.

- Mua ban hang hoa hivu hinh: hang hoa hiru hinh I tat ca cac loai hang hoa ma con
nguwoi st dung dwoc chao ban va dwgc chon mua théng qua mang nhw: 6 t6, xe may, thwc
pham, vat dung, thubc, quan 4o ... Nguwdi mua xem hang, chon hang hoa va nha cung cép
trén mang, sau d6 xac nhan mua va tra tién béng thanh toan dién t&r. Ngwoi ban sau khi nhan
duwoc xac nhan mua va tién dién t& clia ngudi mua sé glri hang hoa theo dwdng truyén thdng
dén tay ngudi mua.

Céc hinh thirc hoat dong clia thwong mai dién t& van dang ngay mot mé rong va co
nhiéu sang tao. Ngay nay, rat nhiéu nganh cong nghiép ciing nhw cac linh virc xa hdi khac
nhau ciing tham gia vao thj trwdng thwong mai dién t&. Va nhw vay, lgi ich ma thuwong mai
dién t& dem lai cho cudc sdng clia con ngudi hién dai cling ngay mét mé réng hon, nang cao
hon.

1.2.2. Tinh hinh &ng dung thwong mai dién ti trén trén thé giéi

Cung voi sy phat trién manh mé cla Internet toan cau thi cac dich vu (rng dung giao
dich dién t cling phat trién mot cach nhanh chéng, dac biét Ia cac dich vy thwong mai dién
tlr. C6 nhiéu cac thdng ké khac nhau vé doanh sb thwong mai dién tlr va nhirng théng ké ay
c6 sw khac biét dang ké. Theo sb liéu tinh toan cta Forrester Research - mét cong ty nghién
cu Internet & Massachusetts, My - doanh sé thwong mai dién ti trén toan thé gidi khong
ngtrng tang nhanh: nam 1997 dat 36 ty USD, nam 2000 dat hon 700 ty USD va nam 2002
dat khoang 2.293,5 ty USD .... Theo mot théng ké gan day nhéat cla Miniwatts Marketing
Group thi tinh dén hét thang 3 nam 2008, My van la qubc gia ding dau thé gisi vé sb luong
ngudi st dung Internet (trén 218 triéu ngudi), chiém 71,9% dan sé trong nwéc va 15,5%
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nguoi dung thé gidi, tbc d6 tdng trwdng giai doan 2000-2008 [a 128,9%. Xép th 2 sau My la
Trung Quéc chiém 14,9% ngudi dung thé gidi, tbc do tang trwdng giai doan 2000-2008 Ia
833,3%. Nhat Ban dirng th 3 trong bang x&p hang, Han Quéc ding thr 9 va Viét Nam ding
th&r 17 sau Indonesia.

Sw phat trién cla thwong mai dién t& dwong nhw khéng cé gi¢i han mac du gap kha nhiéu
tr& ngai. Cu thé 1a trong nhirng ndm qua, tuy cé thdi gian cac cong ty thwong mai dién tir gap
phai khong it kho khan, song ty 18 tang viéc lam trong cac cong ty nay (khoang 10%) van tang
nhanh hon ty 1& ting viéc lam cla toan bd nén kinh té. Nhirng cdéng viéc lién quan dén mang
Internet cling tang khodng 30%. Theo két qua diéu tra cia Coéng ty Tinh bao kinh té (EIU)
thudc tap chi The Economist, trién vong phat trién thwong mai dién t& trén thé gi¢i rat twoi
sang, dac biét 1a khu vwc Chau A. Thwong mai dién t& cang Iic cang phat trién trén thé gici
va doanh thu do thwong mai dién t& mang lai ciing tang gan gap déi méi nam, do la ly do
nhiéu nwdc dang rao riét khuyén khich, thic ddy va xay dwng co s& cho viéc phat trién
thwong mai dién t&r. V& mét phap ly, hién nay trén thé gi¢i hdu hét cac nuwéc ng dung
thwong mai dién tir déu da xay dwng cho minh nhirng dao luat va quy dinh riéng nham bao
vé quyén loi cho nhitng ngudi tham gia vao thi trwdng nay ciing nhw dé& 6n dinh xa hoi va
phat trién kinh té.

1.3. Tinh hinh phat trién cac giao dich dién tir & Viét Nam va co’ s& phap ly
1.3.1. Tinh hinh phét trién cdc giao dich dién tu & Viét Nam

Trong bang xép hang ctia Miniwatts Marketing Group, tinh dén hét thang 3 nam 2008,
Viét Nam ding thir 17 trong top cac qudc gia c6 nhiéu ngudi st dung Internet nhat thé gidi.
Tinh dén hét nam 2007, Viét Nam chang ta hién c6 sb nguoi sir dung Internet nhidu thir nam
& khu vuc Chau A, sau Trung Québc, Nhat Ban, An Do, Han Québc va Indonexia. V&i tbc do
phat trién manh mé nhw vay nén cac rng dung cla Internet, dac biét la cac dich vu thuong
mai dién t& dwoc tiép nhan moét cach nhanh chéng. Thwong mai dién tlr da bat xuét hién tai
Viét Nam t&r nhirng nam 90 va dén nadm 2006 1a nam cé y nghia dac biét déi voi thwong mai
dién tlr Viét Nam. D6 1a nam dau tién thwong mai dién t&r dwoc phap luat thira nhan chinh
thire khi Luat Giao dich dién tt, Luat Thwong mai (stra dbi), Bo luat Dan sy (stra d6i) va Nghi
dinh Thwong mai dién t& cé hiéu lwc. Nam 2006 ciing la nam dau tién trién khai K& hoach
tbng thé phat trién thwong mai dién t& giai doan 2006-2010 theo Quyét dinh sb 222/2005
/QD-TTg ngay 15 thang 9 nam 2005 cua Thu twéng Chinh phd.

Theo két qua khao sat diéu tra ciia B6 Cong thwong nam 2007 vé mirc do s&n sang trng
dung thwong mai dién t& trong cac doanh nghiép thudc cac nganh nghé khac nhau cla Viét
Nam cho thdy trung binh méi doanh nghiép c6 22.9 may tinh (nam 2006 la 17.6), 89% doanh
nghiép c6 tr 1 dén 50 may, trong d6 nganh ngan hang, tai chinh, tw van, bat dong san va
dich vu cdng nghé théng tin - thwong mai dién tlr cé ty 18 trang bi may tinh cao nhat. Bén
canh d6, tinh hinh dao tao cdong nghé thong tin va thwong mai dién t&r ciling cé sy bién
chuyén nhanh chéng va cang ngay cang dwoc quan tdm dau tw hon. Nam 2004, chi phi cho
dao tao chi chiém binh quan 12,3% téng sb chi phi cdng nghé théng tin cta doanh nghiép thi
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nadm 2007, con s6 nay da tang Ién dén 20,5%. Hon niva, trong sb cac doanh nghiép dwoc
khado sat thi c6 dén 97% doanh nghiép da két ndi Internet. Diéu nay cho thdy doé s&n sang
cho thwong mai dién t& ctia cac doanh nghiép la rat cao. Két qua diéu tra trong 2 nam 2006
va 2007 cho thdy rng dung thwong mai dién t&r ctia doanh nghiép ngay cang mé rong trén
moi cAp do va phat trién nhanh & nhirng (rng dung c6 d6 phirc tap cao. Ty |é doanh nghiép
c6 website ndm 2007 1a 38%, ty |é tham gia san giao dich la 10%, ty & két néi co s& dir liéu
véi dbi tac la 15% va cé dén 80% doanh nghiép dwoc khao sat co st dung hinh thirc (rng
dung thwong mai dién tor phd bién 1a e-mail trong dé cé 65% doanh nghiép nhan dat hang
qua thw dién tl. Trong cac doanh nghiép hién nay, ty 1& can bd chuyén trach vé thwong mai
dién tr cling gia tang rd rét véi mire trung binh la 2.7 ngwoi trong mét doanh nghiép, tang
g4p d6i so v&i con sb 1.5 clia nam 2006.

Trong nadm 2006 danh d&u sw hoi nhap kinh té qudc té sau séc va toan dién cla Viét
Nam. Viét Nam d& tr& thanh thanh vién chinh thirc thir 150 cta T chire Thuwong mai Thé
gi¢i (WTO). Viét Nam ciing da thuc hién tt vai trd nwéc chii nha ctia Dién dan Hop tac kinh
t& Chau A Thai Binh Dwong (APEC), thé hién cam két tiép tuc mé clra nén kinh té v&i thé
gi¢i. Tién trinh hdi nhap kinh té québc té doi héi cac doanh nghiép phai quan tam thuc sw dén
viéc nang cao kha nang canh tranh. Trong béi cadnh d6, thwong mai dién t& 1a mét céng cu
quan trong duoc nhiéu doanh nghiép quan tam (rng dung. Sw quan tdm cla doanh nghiép
déi voi thwong mai dién t& dwoc thé hién qua cac hoat dong giao dich mua ban tai cac san
thwong mai dién t&r (e-Marketplace), dich vy kinh doanh tryc tuyén, sb lvgng cac website
doanh nghiép ... Péng ddo doanh nghiép da nhan thay nhirng loi ich thiét thuc cta thuwong
mai dién tr thdng qua viéc cat gidm dwoc chi phi giao dich, tim dwoc nhiéu ban hang mai tw
thi trwéng trong nwédc va nwdc ngoai, sé lwong khach hang giao dich qua thw dién tl nhiéu
hon. Nhiéu doanh nghiép da ky duwoc hop dong véi cac déi tac théng qua san giao dich
thwong mai dién tcr.

Trén thuc té thanh toan dién tk lién tuc la tré ngai I&n ddi véi sy phat trién cta thuwong
mai dién t& trong giai doan tr nam 2005 t&i 2007. Tuy nhién, nam 2007 da danh diu sw phat
trién nhanh chéng cla linh vre nay. O tAm chinh sach vi mé, ddu ndm 2007 Chinh phi d& ra
mot van ban quan trong lién quan t&i thanh toan dién t& da cé hiéu lwc, d6 1a Quyét dinh sb
291/2006/QD-TTg ngay 29 thang 12 ndm 2006 clGa Thi twéng Chinh phi phé duyét Bé an
thanh toan khéng dung tién mat giai doan 2006-2010 va dinh hwéng dén ndm 2020. Hién
nay hé théng cac ngan hang thanh vién ctia Smartlink va Banknetvn chiém khodng 90% thi
phan thé c& nwédc va dang lién két véi nhau dé tivng buéc thdng nhét toan thi trwong thé.
Céc ngan hang thwong mai da xay duwng 16 trinh dé& chuyén dan tir cdng nghé str dung thé tir
sang c6ng nghé chip dién tlr. Hau hét cac nghiép vu tr Ngan hang Nha nwéc téi cac ngan
hang thwong mai va céc t chirc tin dung da dwoc (’ng dung céng nghé théng tin.

1.3.2. Hé théng phap ly cho thwong mai dién tir cua Viét Nam

Luat giao dich dién t&r dwgc ban hanh nam 2005 vung vé&i Nghi dinh sb 57/2006/ND-CP
vé Thuwong mai dién tl 1a nghi dinh dau tién hwéng dan Luat giao dich dién t&, dwoc ban
hanh vao ngay 9/6/2006. Tiép theo la luat Céng nghé théng tin dwoc ra doi nam 2006, d6 |a
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co s& phap Iy quan trong tao ra méi trwdng phap ly cho thwong mai dién t&r phat trién. Tiép
theo cac luat da c6 mét loat cac van ban quy pham phap luat hwéng dan 2 luat nay duoc ban
hanh trong ndm 2007. Ngay trong ndm 2007 Chinh phd da ban hanh lién tiép cac nghj dinh
quan trong, 4o la:

- Nghi dinh s 26/2007/ND-CP quy dinh chi tiét thi hanh Luat Giao dich dién t&r vé Chir ky sb
va Dich vu chirng thue chir ky sé,

- Nghi dinh sb 27/2007/ND-CP vé& Giao dich dién t&r trong hoat déng tai chinh,
- Nghi dinh sb 35/2007/ND-CP vé& Giao dich dién t&r trong hoat déng ngan hang,

- Nghi dinh sb 63/2007/ND-CP quy dinh x& phat vi pham hanh chinh trong linh vuc coéng
nghé théng tin,

- Nghi dinh sb 64/2007/NDP-CP vé (rng dung céng nghé théng tin trong hoat déng cia co
quan nha nuwéc.

1.3.3. Mét sé van dé cua giao dich thwong mai dién ti & Viét Nam

Bén canh nhirng thanh céng va thuan lgi cla sy phat trién nhanh chong, thwong mai
dién t&r cha Viét Nam ciing dang phai déi mét véi mot sé van dé Ién lam can tré sy phat trién
va mé rong thi trudng, hop tac qubc té. Trong cac van dé do, van dé an toan théng tin, an
ninh mang, t6i pham lién quan dén thwong mai dién t& dang la nhirng van dé cap bach can
gidi quyét. Nhirng hanh vi loi dung cong nghé dé pham téi ngay mét gia tang; tinh trang dot
nhap tai khoan, trdm thong tin thé thanh toan da gay anh hwéng khoéng nhd dén cac hoat
dong thwong mai dién t& lanh manh. Trén thwc t& hinh thirc thanh toan dién t& hay giao dich
dién tr & Viét Nam cho dén nay hau nhw van chwa thwc sy dap (r‘ng dwoc nhu ciu cla
nguoi dung do cac van dé luat phap, vé ngan hang va cac nha cung cap dich vu thanh toan
trung gian. Do vay, ngudi mua hang trén mang cubi ciing van phai thanh toan béng tién mét
ho&c chuyén khodn cho nha cung cap qua 1 thiét bi trung gian khac ma khéng cé thé thanh
toan truc tiép trén website ban hang. Chinh diéu nay da gay can tré khong it dén cac hoat
dong trwc tuyén, gia tdng chi phi va tén hai kinh té ctia ngwdi tham gia.

1.4. Nhu cau vé an toan bao mat théng tin trong giao dich dién to

Loi ich ctia thwong mai dién t&r va giao dich dién tlr dbi véi nén kinh té qudc dan ciing
nhuv sy phat trién vé mat cbng nghé va thj tredng toan cau la vo cung to I&n. Tuy nhién, song
hanh cung véi nhitng thuan lgi bao gio cling ndy sinh va tén tai khé khan. Van dé dang lo
ngai nhat hién nay ma tat ca cac quéc gia déu phai dbi mat d6 la sy tAn cong, pha hoai cla
mot sb phan tlr xa hoi, gdy anh hudng khdong nhé dén nén kinh té. Mot van dé birc xic duoc
d&t ra la nghién ctvu phat tién cac giai phap an toan thong tin cho thwong mai dién ti va giao
dich dién tir qua mang. Van d& dam bao an ninh qudc gia trong thoi dai toan cau hoa vé
théng tin da tré thanh moét thach thirc I6n ngay ca véi cac qubc gia cé6 mot nén cong nghé
thong tin hung manh.
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Tai Ha Noi, cudi thang 3/2008 vira qua da dién ra Hoi thao “Thé gi&i an ninh bao mat —
Security World 2008”. Nhirng bao céo, tham luan tai Hoi thdo déu cho thay van @& an ninh
cac website, dac biét website clia cac cong ty chirng khoan la nhitng méi quan ngai I&n trong
nadm 2007. V&i nhivng dién bién xay ra, an ninh mang Viét Nam nam 2007 thyc sy la mét
nam bét 6n va dwoc coi la ndm “bdo dong dd”. Hang nghin virus méi xuét hién, nhirng cudc
tdn cong cd chi dich cua gidi hacker vao cac website clia cac co' quan, td chirc va doanh
nghiép ... da gay ra nhirng hau qua nhét dinh cho cac don vi nay. Nhiéu hoat déng pham
phap, Igi dung Internet lam méi trwdng hoat déng, tinh trang phat tan thw rac, virus ... tang
theo cép sé nhan.

1.5. Khai quat vé cac giai phap cong nghé bao mat an toan théng tin va an ninh
mang

Van dé bao mat an toan théng tin va an ninh mang luén la bai toan khé thach thirc cac
quéc gia trén pham vi toan cau. Hién c6 nhiéu gidi phap, nhiéu san phdm céng nghé da duoc
nghién clru va (rng dung, tuy nhién van nay van luén la van dé thoi sy va thach thée. Trong
phan dwéi day sé diém qua cac gidi phap cong nghé vé [inh vwc nay trén co s& dé cac
chwong sau sé tap trung trinh bay gidi phap nghién ctvu clia dé tai, dwoc dat trong blre tranh
toan canh chung clia céac giai phap céng nghé.

1.5.1. Cac cbéng nghé mat ma

Coéng nghé mat ma 1a nén tang cla tat ca cac cong nghé bao vé thdng tin. Cong nghé
nay cung cap 5 dich vu co ban: ddm béo bi mat, toan ven di liéu, chirng thuc théng diép,
ching thue ngwdi dung va chéng chdi bd. Dbi véi mat ma khoa ddi xirng, viéc nghién clru
dwoc thye hién trong Iinh vywc cdng nghé ng dung mat ma khoi. Mat ma khoa cong khai,
RSA va ECC déu dwoc phat trién ddng thoi. Tuy nhién rat nhiéu nghién clru clia RSA va
ECC dwoc thwe hién nham gidi quyét nhirng yéu td sai sét dé tdng ndng suét tinh toan. Dac
biét, mot sb nghién cru nhw: thuat toan modular, thuat toan trwdng hiru han, va thuat toan
dwong cong elip da duwgc thwe hién. Ngoai ra, cac nghién ctru cling dwoc thye hién mét cach
ddng bo vé mat giao thirc thiét lap khod, chwong trinh (rng dung mat ma, va céng nghé phan
tich d6 bén virng trong linh vc khoa dbi xirng.

1.5.2.  Cac céng nghé chirng thuc

Céc cong nghé chirng thuc dwoc chia thanh 2 nhém 1a cdng nghé ha tang khoéa cong
khai PKI (Public Key Infratruction) va céng nghé PMI. Céng nghé PKI dua trén nén tang hé
mat ma khoa cdng khai cling v&i cac chinh sach, cac kién truc hé théng va co ché sir dung
cac khoa cong khai va tinh toan ven cla chirng chi sé tao thanh co s& ha tAng an toan cho
cac giao dich dién tlr trén mang. Hién nay ha tdng PKI da va dang duwoc ¢ng dung rong rai
trén thé gi¢i. Cac cong nghé hé thdng PKI dwa trén hé ma khoa cong khai ciing dang dwoc
phat trién cung véi cac san phadm dwoc lién két véi linh vwe dich vu (rng dung nham tang
cwong chire nang VA (Validation Authority), chirc nang khéi phuc khoa, tang cwdng st dung
thé théng minh va chap nhan céac dich vu bdo mat, chdp nhan phwong thirc mat ma dudng
cong elip trong thuat toan chi ky s, tich hop cong nghé khéng day vao cac san pham chirng
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thwe, xay dwng hé théng PKI toan cau. Bén canh céng nghé PKI, cong nghé PMI dwoc dung
trong viéc quan ly cac quyén ctia ngwdi st dung. PMI ¢ thé dwoc phan thanh 2 loai: EAM
(Extranet Access Management) va 3A (Authentication/ Authorization/ Administration).

1.5.3. Céng nghé sinh trac hoc

Sinh tréc hoc la dd do cac d&c diém vé hanh vi (chir ky, dang di, théi quen gd phim...)
ho&c cac thudc tinh vat ly mang tinh duy nhét clia co thé con nguwoi (van tay, giong noi,
khudn mat, méng mat, ADN...). Céng nghé sinh trdc hoc dwoc dung dé do cac dic diém vat
ly va dac diém hanh vi cGia con ngwdi bang cac thiét bi tw dong va str dung cong cu do lwong
dé xac dinh cac ca nhan, phan chiéu théng tin nhan dwoc tr mot phan cla co thé hodc tw
cac dac diém hanh vi ca nhan. Céng nghé nay cé moét loi thé 1a khéng cé rii ro khi cho thué
(nhwong) mat khau hoac thé ID cho ngwdi khac, hodc lam mét, chiém doat hay sao chép
chung. V& mét cdng nghé hién tai, mat (face), van tay va mdng mét (iris) da dwoc dua vao st
dung, mét sb cdng nghé sinh trdc khac nhw: gan (vein) mu ban tay, DNA, dang diéu (gait),
chiéu cao, keystroke va mau tai (ear pattern) cling dang dwoc thic day phat trién. Hudng
hién nay la két hop cdng nghé da sinh trac (multi biometrics) v&i cac cdng nghé don sinh trac
(single biometrics) va viéc két hop cong nghé vao thé théng minh ciing dang dwoc phat trién.
Cac van dé vé tiéu chuan hoa qua trinh xt ly, van chuyén, va lwu trir thdng tin sinh tréc hoc
van dang dwoc thao luan.

Hwéng nghién ctru tich hop phwong phap thdm dinh xac thuwc sinh trdc hoc vao ha
tang khoa cong khai PKI tao thanh hé BioPKI cho phép xac thuc, thdm dinh ngwdi ding khi
st dung khoa bi mat trong hoat déng ctia hé théng PKI. Day 1a mét trong cac giai phap dang
dwoc quan tdm nghién ctru nhdm dam bao sw anh hwéng 1an nhau thdng qua cac tiéu
chuén, tw dong khoa va chirng thwc ngudi quan ly hop &, dé dang ap dung cac chirc ndng
quan trong clia chirng chi trong cac hé théng.

1.5.4. Céng nghé bao vé hé théng va mang

Cong nghé bao vé hé thdng va mang dwoc dung dé bao vé may tinh va thong tin cla
cac t6 chirc hodc ca nhan nhdm chéng lai cac hanh déng trai phép nhu: gid mao, thay thé,
tiét 16, xam nhap vao nhirng théng tin dwoc truyén di qua mang truyén théng nhw internet.
Cac linh viec chinh clia cong nghé nay la bao mat may tinh va may cha, firewall, phat hién
xam nhap, phat hién va quan ly xam nhap. Viéc phat trién cong nghé nay bao gébm phat hién
vi rit, cac tép di¥ liéu ca nhan, PC firewall, kiém soat truy nhap dich vu, kiém soat truy nhap
server, cong nghé mat ma, bao mat hé diéu hanh, cac cbng cu phéan tich nhwoc diém, server
firewall va tich hop cac gidi phap bdo mat. Céng nghé bdo mat may tinh 1a mét van dé nong
bdng va dwgrc quan tdm mot cach dac biét. Cong nghé bao mat server cling dang dwgc phat
trién nhdm bu dap nhirng thiéu sét cia SSH, 6n dinh bao mat DHMS va cai tién nhwoc diém
ddi pho véi xam nhap. Trong linh vre cdng nghé chéng xam nhap, IDWG (Intrusion Detection
Exchange Format) va INCH clia IETF phat trién cac tiéu chuén trao dbi théng tin trong viéc
phat hién xam nhap va cac cong cu tinh toan rdi ro; bén canh dé con phat trién tiéu chuan
bao mat ctia SHSLOG.
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1.5.5. Céng nghé bao vé mang

Cong nghé bao vé mang la céng nghé cai tién tinh 6n dinh cha hé théng mang nham
chéng lai cac hanh déng trai phép nhw: gid mao, thay thé, tiét 16, xam nhap vao nhirng théng
tin dwoc truyén di qua mdi trwdng mang nhw internet. Cac linh viec cdng nghé chinh 1a: céng
nghé bado mat IP (IPSec) - I kién tric bdo mat clia tAng mang; bado mat tang truyén dir liéu
(TLS security) - la kién truc bao mat cho tang truyén di liéu Multicast, kién tric bado mat cho
cac dich vy khéng day, kién trtic cho cbng nghé phat hién va ngan chan xadm nhap, kién truc
quan ly bado mat két hop, va kién tric bdo mat mang thé hé mai (next-generation network).
Théng thwéong, giao thirc HTTPS (HTTP/TLS) dwoc s& dung dé& ddm bao an toan cho cac
dich vu web thédng qua cac cong nghé trén. Céac trinh duyét web ciing hd tro SSL v2.0, SSL
v3.0 va TLS v1.0 va gan day 1a truyén ID va mat khdu dwgc ma hoa. Ciing nhu cac cong
nghé &ng dung khac, OpenSSL, Plannet SSL va PowerTCP SSL thwéng sén sang cung cap
dudng truyén ma hoa qua Internet va Intranet, SecureNetterm hé tro TLS va ws-ftp (cung
cép cac dich vu ftp an toan). Giao thirc bdo mat IPSec - 14 cong nghé cbt 16i trong viéc xay
dwng VPN - dwgc van hanh & ca 2 phwong thirc: transport mode va tunnel mode. Tuy nhién,
tunnel mode chi yéu dwoc dung dé duy tri tinh bi mat cGa cac ludng truyén goi dir liéu.

1.6. Xac dinh nhiém vu cuta dé tai

Hé théng an ninh théng tin (Bio-PKI Based Information Security System) két hop cac
d4u hiéu dac trung sinh trdc hoc van tay con nguwdi vao ma bao mat véi khoa cong khai PKI,
la hwéng nghién ciu méi cho phép mang lai nhitng wu diém hon cac hé théng ma khéa
cong khai hién c6 vé dd an toan bao mat, vé tinh xac thwe thdm dinh trong céc giao dich, cac
dich vu dién tr qua mang may tinh.

Muc tiéu clia nhiém vu hop tac v&i Malaysia theo nghi dinh thw chu yéu bao gém:

- Nghién ctru dé& xuat phwong an két hop cac déc trwng cla van tay véi ma bao mat khéa
cobng PKI tao ma sinh trac hoc Bio-PKI.

- Xay dyng thir nghiém ha tang co s& hé théng an ninh théng tin Bio-PKI (protoptype). Thiét
ké va xay dwng thir nghiém phan mém hé théng an ninh théng tin dwa trén ma sinh trac hoc
Bio-PKI nhdm hwéng téi (ring dung trong cong tac xac thuc, thdm dinh sinh trac hoc va kiém
soat truy cap dung trong cac linh vwc an ninh, thwong mai dién tlr, ngan hang, giao dich dién
ttr, chinh pha dién tir.

Két qua nghién ctvu phdi hop ctia 2 phia Viét Nam va Malaysia dé thtr nghiém phat trién trng
dung hé théng Bio-PKI.
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Chwong 2.
SINH TRAC HOC VA HE THONG AN NINH BAO MAT THONG
TIN DU'A TREN SINH TRAC HOC

2.1. Téng quan vé sinh trac hoc

Thuat ng sinh trédc hoc (Biometric) dwoc dung ghép theo tiéng Hy Lap tir 2 twr: Bio
(thudc vé thuc thé sinh vat séng) va metriko (k§ thuat d6 do, do lwdng), thuat nglr nay da
dwoc hinh thanh trong qua trinh phat trién loai ngudi va duoc biét dén tir lau dé thé hién cac
d&c trng vé thé chét hay vé hanh vi cta tirng ca thé con ngudi. Co nhiéu loai dac trwng sinh
trdc hoc: van tay (Fingerprint), Idng ban tay (Palm print), dang hinh hoc ban tay (Hand
geometry), chi ky viét tay (Hand written Signature), khuén mat (Face), tiéng néi (Voice), con
ngwoi mat (Iris), vdng mac (Retina), ADN... Nhirng dic trwng nay da dwoc phat hién tr rat
s&m dé nhan dang, xac thwe cha thé con ngudi va hién nay dang dwoc quan tdm nghién clru
trién ng dung trong cac linh vuc an ninh, qudc phong, thwong mai. Nhw vay sinh trdc hoc
duwoc coi la dd do cac dac diém vé hanh vi (chir ky, dang di, théi quen) hodc cac thudc tinh
vat ly mang tinh duy nhét clia co thé con ngudi cho phép nhan dién ca thé con ngudi. Cac
dac trwng sinh trac hoc cla co thé nguwdi duwgc stv dung phai dam bao cac tiéu chuan sau
day:

+ Tinh rong rai: cho biét moi nguwdi théng thweng déu cé déc trung nay, tao kha nang st
dung hé théng an ninh sinh trdc hoc cho mét sb lwong I&n ngudi.

+ Tinh phan biét: d&c trwng sinh tréc hoc gitra hai ngudi bat ky phai khac nhau, ddm bao
sw duy nhét cta chi thé.

+ Tinh &n dinh: dac trwng phai c6 tinh 6n dinh trong mét thdi gian twong déi dai.

+ Tinh d& thu thap: dé kha thi trong st dung, d&c trwng sinh trdc hoc phai d& dang thu
nhan méau khi d&ng ky, kiém tra xac thuc.

+ Tinh hiéu qua: viéc xac thyc sinh trdc phai chinh xac, nhanh chéng va tai nguyén can
st dung chap nhan dwoc.

+ Tinh chap nhan dugc: qua trinh thu thap mau sinh tréc phai dwoc sy ddng y clia ngudi
nguwdi dung.

+ Chéng giad mao: kha ndng mau sinh tréc khé bi gia mao...

C6 nhiéu dac trwng sinh hoc khac nhau dwoc siv dung. Mbi loai c6 diém manh va diém
yéu riéng. Tuy nhién khéng mét dac trung nao thda man tét day di tat ca cac yéu cau cla
mét dac trwng sinh trdc hoc néu trén, nghia la khdng c6 mét dac trwng sinh trdc hoc hoan
toan tbi wu [6]. Trong cong trinh nghién cteu [9] mot bang dwdi day da so sanh khai quéat cac
tiéu chuan danh gia twong (ng cac déc trung sinh tréc hoc:
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, Tinh | Tinh | Tih | Tih | Timh | 0|l
Pac trwng sinh trac hoc r@p.g phém Qn dé Ehu hiéy nhan gia mao
rai biét dinh thap qua duwoc :

Van ban tay M M M M M M L
Dang hinh hoc ban tay M M M H M M M
Van tay M H H M H M M
Dang di M L L H L H M
Khudén mat H L M H L H H
Nhiét Khuén mat H H L H M H L
Thoéi quen gé phim L L L M L M M
Mui H H H L L M L
Tai M M H M M H M
Véng mac H H M L H L L
Mbng mét H H H M H L L
Chi tay M H H M H M M
Giong noi M L L M L H H
Chir ky L L L H L H H
ADN H H H L H L L

Bang 2.1: So sanh cac céng nghé nhan dang sinh trac hoc

Chu y: cac ky hiéu cé y nghia nhw sau: H (cao), M (trung binh) va L (thap).

2.2. Hé théng sinh trac hoc

2.2.1. Khdi quat vé hé théng sinh trac hoc

Hé théng sinh tréc hoc (Biometric System) thwc chat la mot hé nhan dang dwa trén cac
d&c diém vé hanh vi hay thudc tinh vat ly cla ngudi cAn nhan dang [9]. Hé thdng sinh trac
hoc dwoc phan ra thanh hai loai chinh [13]:

+ Heé thdm dinh (Verification): Hé thdng thwc hién dbi sanh 1-1 gitra mau sinh trac hoc thu
nhan dwoc (Biometric sample) véi mau dang sinh trdc hoc (biometric template) da cé
trong hé théng tr trwdc. Két qua tra 1o cau hdi mau sinh tréc thu nhan co lién quan téi
mau dang sinh trdc hay khéng, théng thwéong trong hé thdm dinh két hop véi thong tin
dinh danh chi thé thyc hién chirc nang xac thwc thdm dinh sinh trac (Authentication).
Trong hé xac thuc thdm dinh doi hdi cao v& do chinh xac dé két qua tra I cau héi “sinh
trdc hoc sdng thu nhan dwoc (biometric sample) cé phai 1a sinh trdc cta chu thé da lwu
trong hé théng khong?”

+ Nhan dang (Identification, Recognition): Hé théng thwc hién chirc nang tim kiém (1-n)
tr mot co s& dir liéu dé& tim mot mau sinh trac cu thé trong cac mau khudn dang sinh tréc
thu thap tlr trwédc va sau dé thwc hién dbi sanh xdp xi d& nhan dang phan lép
(Classification) hodc nhan dang déng nhéat (Identification), vi du nhw viéc tim mau van tay
t6i pham trong hd so' cac van tay, tir d6 xac dinh danh tinh cla chd s& hivu van tay.

So dd khdi chirc ndng cla 2 loai hé théng sinh trdc dwoc minh hoa trong Hinh 2.1. Cac
thanh phan chirc ndng chd yéu ctia hé thdng sinh trac hoc [13]:

- Thu nhan (Sensor, Capture): thu nhap mau sinh trc hoc va biéu dién duéi dang sb hda.
- Xt ly va trich chon dac trwng (Feature Extraction): Thyc hién cac phép xt ly phan tich va
trich chon cac dac trung t mau sinh tréc hoc.
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- Bbi sanh (Matching): thwc hién so sanh cac dac trwng vira trich chon véi khudn mau sinh
tréc da co trudc.

- Ra quyét dinh (Decision): dwa trén két qua ddi sanh sé khang dinh danh tinh nguoi dung
(véi hé nhan dang) hoac la mét cau tra 160 dung hoac sai v& mau sinh tric hoc so V&
khuén mau sinh trac co tr trwdc (véi hé thdm dinh).

e Hoat déng cta hé théng sinh tréc bao gém 2 giai doan co ban:
- Bang ky (Enrollment): Dang ky mau sinh trac vao hé théng
- Thdm dinh hodc nhan dang (Verification/ Identification)
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Hinh 2.1. So db khéi chirc ndng cta 2 loai hé théng sinh trac.
2.2.2. Cdc dic diém cua hé théng sinh trac hoc
al Cac van dé vé thu nhan va biéu dién mau sinh tric nhw sau:

Xac thwc bdng mat khau truyén thdng dung Password khéng can s dung céc
phwong phap nhan dang mau phirc tap, ma chi can ddi sanh truc tiép mat khau. Co ché nay
cho phép xay dung hé xac thirc mat khdu dadm bao tinh chinh xac, dn dinh, hiéu qua ding
nhw thiét ké. Tuy nhién van dé khong an toan va diém yéu nhat cta hé théng la théng thwong
mat khau chi gdm 6-8 ky tw, mat khdu nay dé dang bi danh cap, bi quén hay bi mao danh, khi
xay ra mat an toan mat khau, toan bd hé théng an toan ctia hé thdng sé sup db. Déi véi sinh
trdc hoc, mau sinh tric cé tinh bén virng cao, khé gid mao dinh danh va chp phép dam bao
an toan cho hé théng. Mat khac khi thu nhan cac mau sinh tréc séng va x& ly biéu dién trich
chon d&c trwng, cac két qua nay phu thudc rat nhiéu vao yéu td nhw phwong phap lay mau,
moi trwdng ldy mau, trang thai twong tac cla nguoi ldy mau véi thiét bi va tuy theo loai sinh
tréc thu nhan [7,10].

+ Thu nhan mau sinh trc khoéng 6n dinh
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Nhw d& noéi, tin hiéu sinh trdc hoc thu nhan dwoc phu thudc vao dac trwng sinh ly,
hanh vi twong tac cla ngwdi dung... Vi du nhw véi thu nhan mau van tay tv may quét
(trwdng hop thu nhan mau dwoc coi 13 ly twdng nhat), s khac nhau vé lwc 4n cGa ngon tay
lén thiét bi quét, vi tri &n ngdn tay 1&n mat phang quét déu anh huéng téi két qua thu nhan
anh van tay. Vi cac ngén tay khong phai 1a déi twong cb dinh va qua trinh chiéu bé mat dau
ngon tay lén mat phang quét khong tuyét déi chinh xac, nén véi lwc an khac nhau, cac phan
khac nhau cla van tay sé dwoc quét nhw vi du & hinh duwéi day:

Hinh 2.2. Thu nhan mau sinh tric khéng 6n dinh

Déi v&i nhan dang khudn mat, do géc chup hinh khuén mat khéng thé tuyét déi gibng nhau &
moi 1an 1y mau, nén két qua ldy mau phu thudc vao vi tri chup hinh khuén mét. Vi thé cac
mau thu dwoc déu cé sy khac véi nhau.

+ Thay ddi clia dac trwng sinh trac

Ngoai viéc khé khan vé qua trinh thu nhan, d&c sinh trdc hoc con bi &nh hwéng bdi
ngoai cadnh bén ngoai. V&i van tay, cac hoat dong lam viéc, tai nan lao déng... déu tac doéng
t&i chat lwong hinh anh trén dau ngén tay. Két qua thu nhan con thay déi khi ngudi dung cé
deo dd trang strc, vi du nhw nhan khi nhan dang hinh dang ban tay. Nhan dang khuén mét ¢
thé gap kho khan sau mét khoang thoi gian vi do dai va kiéu téc, rau ngudi dung thay ddi,
ho&c bi tai nan anh hwéng téi khuén mat... TAt ca cac tac dong ngoai canh déu thay ddi lon
t&i két qua thu nhan mau.

+ Tac dong clia moi trwong
Cac tac dong clia mdi trwong tai thdi diém thu nhan cling anh hudng téi két qua mau
sinh tréc. Vi du nhw do6 4m, d6 sach cta da, anh huéng cta tudi tac, bénh tat vé da... anh
hwéng t&i mau van tay (Hinh 2-3).

7 . . 3
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Hinh 2.3. Anh hwéng cia méi trwéng 1én mau van tay
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Ngoai ra, cac thuat toan phan tach déc trwng sinh trac hoc t» mau thu nhan ciing khéng hoan
hao va cé mot do 16i nhat dinh. Két qua 1a dé déi sanh hai mau sinh tréc hoc cé gibng nhau
hay khéng la qua trinh nhan dang mau va ra quyét dinh kha phurc tap

b/ P6i sanh sinh trac hoc

Do cac nguyén nhan anh hwdng néu trén, déi sanh sinh trdc hoc khéng thé thwc hién
mot cach tuyét déi nhw véi mat khau truyén théng. Thong thuwdng, déi sanh sinh trac hoc
thwong dung cach dbi sanh twong dbi gitra hai mau, sy gidng nhau cda tirng thanh phan nhé
duwoc danh gia bang cho diém (matching score). Khi sé diém dbi sanh dd I&n vwot ngudng
dinh trwéc, co thé coi 1a hai mau sinh tréc gan twong tw nhau.

Vi du v&i nhan dang van tay, cac thanh phan nhé dwoc so sanh la diém két thuc (ridge
ending) va diém ré nhanh (ridge bifurcation), goi chung 1a diém dac trwng cuc bo (minutiae).
Céc diém nay dwoc tach ra bang thuat toan trich chon dic trwng van tay. Cac diém déc trung
cuc bo dwoc dinh vi bang ba tham sé (x, y, 8) v&i (x, y) biéu dién toa do twong déi clia diém
va 0 biéu dién hwéng cta dinh tai diém d6. Thong thwerng, mot mau van tay tét cé tr 20-70

=~

diém dac trwng cuc bo.

Hinh 2.4. Diém dic trieng cuc bo cua van tay

Qua trinh dbi sanh véi mot mau van tay khac thwe hién bang cach so sanh vi tri twong déi
gitra cac diém déc trwng cuc bd véi nhau qua thuat toan ddi sanh. Két qua thuat toan tra vé
la ty sb diém dbi sanh dwoc chap nhan (matching score):
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Hinh 2.5. Déi sanh van tay.

Két qua minh hoa trong hinh 2-5(a), hai van tay khac nhau cho ra diém dbi sanh la 4, trong
hinh 2-5(b), hai van tay gibng nhau cho ra diém déi sanh 1a 49. Gia tri toi da cta diém dbi
sanh la 100.

2.3. Panh gia hiéu nang va chat lwong hoat ddong cta hé sinh trac hoc
2.3.1. Van dé 16i trong hoat déng cta hé sinh trac

Khi hoat dong mét hé sinh trdc hoc thworng gap hai van dé vé 16i sau day:
- L&i khi déi sanh méu sinh trdc cha hai nguwdi khac nhau nhwng cho két qua la cia cung mét
nguoi. L&i nay dwoc goi la loai bd sai (false reject hay false match).
- L&i khi dbi sanh hai mau sinh tréc cha cung mét ngudi nhwng cho két qua sai, vi cho rang la
cla hai nguwdi khac nhau. L&i nay dwoc goi la chdp nhan sai (false accept hay false
nonmatch).

2.3.2. Cdc tham sé6 danh giad chat lwong.

DPé do lwerng mirc do 16i cia hé théng, cac dod do thwdng dung dugc dinh nghia nhuw sau
e FMR (False Match Rate): con goi la FAR (False Accept Ratio)- Ty sé chap nhan sai :
cho biét ti 1é tra |&i la dang dbi vai di liéu vao la sai
e FNMR (False Nonmatch Rate): con goi 1a FRR (False Rejection Ratio) - Ty sb tir chéi
sai: cho biét i & tra | a sai ddi voi di liéu vao la dung.
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Hai dd do nay c6 rang budc véi nhau: néu FMR cao thi FNMR sé gidm twong dbi va nguoc
lai. Mtrc d6 chap nhan dwoc cla FMR va FNMR tuy thudc vao tirng hé xac thyc sinh tréc cu
thé. V&i hé yéu cu tinh bado mat cao, va dat nang van dé an toan cta xac thwc hon sw tién
dung cla nguwoi dung, thi FMR sé nhd va FNMR sé cao. Ngoai hai d6 do trén, ngwoi ta con
st dung d6 do FTC (Failure To Capture - thu nhan mau théat bai) va FTE (Failure to Enroll -
chap nhan mau théat bai) dé danh gia hiéu ndng ctia hé xac thuc sinh trac hoc.

2.4. Hé théng an ninh bao mat dwa trén trac hoc

Hé sinh trdc hoc c6 nhirng wu diém ma hé bao mat thong thudng khéng cé, nghién ctru
hé théng an ninh, bdo mat sinh dwa trén sinh tric hoc (Biometric Security System) da dworc
quan tam nghién cru va &ng dung. Hwdng nghién xay dung hé théng trén co sé két hop hé
thdng sinh trdc hoc véi hé mat ma (Biometric Cryptosystem) dang la van dé thoi sy dwoc
quan tam nghién clru phat trién. Sw két hop nay nham muc tiéu nang cao tinh an toan cla hé
mat ma dya trén cac wu diém cta hé théng sinh trdc hoc. H& théng an ninh, bdo mat sinh
trdc hoc (Biometric based Security System) dwa trén sy nhan biét hodc thdm dinh cac déc
trwng vé thé chét hay vé hanh vi con nguwdi d& nhan dang, xac thuc tirng cha thé [1,3,7,8].
Cung v&i su phat trién nhanh chéng ctia CNTT va truyén théng, hé théng an ninh dwa trén
nhan dang, thdm dinh xac thuc sinh trdc hoc da va dang dwoc quan tdm nghién ctru va coé
nhiéu trién khai (rng dung trong nhitng ndm gan day trén thé gioi. Déi véi cac giao dich dién
tlr va truyén théng, day la mot trong cac hwdng tiép can mai vé an ninh théng tin va mang,
an toan di liéu. Phwong phap nay mé ra trién vong Ién vé an toan trong cac giao dich dién
ttr, chinh pha dién t, thwong mai dién t. ..

e Cac linh virc nghién ciru vé hé thdng an ninh sinh trac hoc (Biometric Security Systems)
- Céc cac nghién ciru co ban vé cac loai sinh trac hoc, vé phuong phap trich chon déc
trwng sinh tréc va vé nhan dang, thdm dinh xac thwc chi thé con nguoi.
- C4c hé nhan dang, thdm dinh xac thuc sinh trdc hoc chd thé trong hé thdng
- Hé thdng an ninh sinh trdc hoc trén co s& ha tang khéa cong khai PKI (goi la hé théng
BioPKI)
- Mat ma sinh trac hoc (Biometric Cryptography)
Trong hé mat ma théng thwong, diém yéu thwdng & qua trinh bdo vé, quan ly va phan phéi
khéa. Nguy co nay de doa cac muc tiéu vé xac thuc va chéng pht nhan. Hé sinh trac hoc
duoc ng dung gidi quyét van dé do. Hién nay cé hai huéng tiép can dé két hop sinh trac
hoc va mat ma hoc nhw sau [9]:
«  Dung sinh trdc hoc quan ly khoa (biometric-based key release)
«  Dung sinh tréc hoc dé tao khéa (biometric-based key generation).

2.4.1. Dung sinh trac hoc quan ly va bao vé khéa

Nguyén tac ctia phwong phap nay la qua trinh déi sanh sinh trdc hoc tach riéng véi qua
trinh ma hoa clia mat ma hoc. Déi sanh thwe hién theo kich ban: néu mau sinh trac déi sanh
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chép nhan duwoc so véi mau khudn dang sinh trac da lwu trir, hé sé gidi phong khoa ma tw
noi lwu trik an toan, nhw smart-card hay co s& di liéu trén may chd.

B =) Decrypﬂun%‘ ':Dﬁ

Encrypted

secret Kﬁey R:izar:?d
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. 4 Matching & & = %
o
embedded secret J .s‘ - -
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Hinh 2.6. Hai m6 hinh bao vé khéa trong hé bao mat
Hinh 2.6 minh hoa hai mé hinh bao vé khoéa trong hé bdo mat: mé hinh th& nhat (hinh a) st
dung mat khau truyén théng dé bao vé khéa ma, day 1a mé hinh bao vé khda truyén théng va
théng dung; mé hinh thir hai (hinh b) dung van tay dé bao vé khéa ma, day 1a dang két hop
sinh trac hoc vé&i mat ma hoc.

Ddc diém cua hwong tiép can nay nhw sau:
+ Can phai truy cap t&i mau khuén dang sinh tréc hoc dé thuwc hién déi sanh mau.
* Qua trinh xac thyc nguwdi dung va qua trinh gidi phéong khéa khdi noi Iwu trir hoan toan
tach r&i nhau (offline).
+ Qua trinh thdm dinh xac thyc cha thé khéng lién quan tryc tiép cac giao dich trén mang
Hwéng giai phap
- Giai phap dung sinh tréc tai cac thiét bi dau cudi (End-User dung cdng nghé nhang).
Thwong la giai phap theo cac dong thiét bi theo cong nghé nhung.
- Ky thuat chi yéu: KT nhan dang, dbi sanh thdm dinh sinh tréc hoc tir CSDL Iwu tri
tai thiét bi nhung, dat dé chinh xac cao.
- Ung dung: Thudng dung cac gidi phap khoa sinh tréc tai thiét bi ddu cudi, chat
lwong phu thudc vao dong thiét bi.

M6t sé van dé an toan véi moé hinh tiép can trén:

+ Kha nang mau khuén dang sinh trdc hoc bi méat hay s dung lai: Mau khuén dang sinh
trdc hoc dwoc dung khi xac thwe, vi thé dat ra van dé vé an toan lwu tri» mau dinh dang.
Cach gidi quyét co thé la chuyén ddi mau khudn dang sinh trdc sang mot mién biéu dién
khac: H(X) v&i X la mau khudn dang sinh trdc va H 1a ham chuyé&n dbi mét chiéu khong thé
dao nguoc, dic treng cho tirng hé mat khac nhau. Nhung cach gidi quyét nay sinh ra kho
khan khi thwc hién dbi sanh sinh trac trén mién khéng gian xt ly khac.
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+ Chdng st dung lai mau sinh trac hoc: M6t mau sinh trdc hoc thu nhan dwoc & hé mat
nay co thé bj st dung lai tai mot hé mat khac. Dé tranh nguy co trén, cé thé thiét ké sao cho
mau sinh trdc hoc chi dwoc dung cho riéng biét tirng hé mat khac nhau. Diéu nay thwc hién
khi cho thém moét vai thanh phan di liéu bd sung vao mau dinh dang, twong tw nhw trong hé
xac thwc mat ma truyén thdng. Thanh phan bd sung nay goi la salt, c¢é tinh chat d&c thu cho
tirng hé mat.

+ Tach roi gitra xac thuwc va gidi phdng khoéa: Do hai qua trinh tach r&i nhau, nén két qua
clia xac thwc cé nguy co bi tAn cong stra doi tir “sai” thanh “dung” khi truyén tai két qua, dan
t&i pha v& an toan xac thwe ctia hé théng.

2.4.2. Dung sinh trdc hoc dé sinh khéa

Nghién ctru két hop k§ thuat sinh trac véi ky thuat mat ma, mat ma sinh tréc (Biometric
Encryption) nhdm nghién ctru “tao” ra khéa ma tir mau khuén dang va mau sinh trac trong hé
thdng. Huéng tiép can “Biometric Cryptosystem” cho phép két hop chat ché sinh tréc hoc voi
mat ma hoc nham khéc phuc cac diém yéu clia phwong phap bao vé khéa va cho phép thuc
hién qua trinh thdm dinh xac thwc cha thé tich hop trwc tiép vao trong cac giao dich trén
mang. Day & hwdng nghién ctru chi yéu hién nay.

Tuy nhién phuong phap tao khéa tlr mau sinh trdc hoc gdp phai cac khé khan chinh sau
[7,9];

- Kho khan khi can phai sinh ra chudi bit chinh xac tr cac mau sinh trc thu nhan. Cac
mau sinh tréc hoc thu nhan dwoc tir qua trinh khéng 6n dinh, chiu nhiéu tac déng ctia nhirng
yéu t6 ngdu nhién khac nhau. Vé nguyén téc khong thé thu dwoc cac chubi bit ddng nhéat
tuyét ddi tr cac mau sinh trdc séng cla cung mét cha thé. Do vay chudi bit d&c trwng sinh
tréc thuwong khong dd do chinh xac dé dung lam khoéa. Day 1a khé khan chi yéu ctia phuong
phap nay.

- Van dé str dung mau sinh trac hoc v&i nhidu hé: Do kha nang chi sinh dwoc mét khéa
tir mot loai mau sinh tréc hoc, didu nay anh hwéng téi dd an toan cia cac hé mat con lai khi
mot hé mat bi tAn cong. Giadi phap ctia van dé nay la thém mot phan dir liéu déc trung co vai
trd lam tham sé cho khda sinh ra, nham tang d6 da dang cta khéa dbi véi tirng hé mat.

- Tinh toan phirc tap. Cac giai thuat tinh toan hién nay dé sinh ra khéa t&» mau sinh tric
yéu cau luong tinh toan lén.

Nhirng van dé kho néu trén 1a muc tiéu dinh hwéng nghién ciru ctia dé tai. Trong chwong nay
da trinh bay téng quan vé hé thdng sinh trdc hoc va hé théng an ninh bao mat dwa trén sinh
trdc hoc: khai niém, cac thanh phan, hoat déng; cac yéu cau dbi véi hé théng. Trong cac
chuong tiép sau sé trinh bay nghién ctru vé gidi phap két hop hé bao mat sinh trdc hoc vao
ha tAng co s& khda cong khai PKI. Chuong 4 tiép theo sé tap trung trinh bay ha tang PKI, ha
tang co so cho cac giao dich dién tl hién nay va cac van dé an toan trong hé PKI.
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Chwong 3.
CO SO HA TANG KHOA CONG KHAI PKI VA VAN BE AN
TOAN TRONG HE THONG

3.1. Hé mat ma khoa céng khai

Mat ma la mot cong cu bao gdm cac nguyén tac, phuong tién va phwong thire chuyén
ddi div lieu nham &n dau noi dung théng tin, cting cb tinh xac thyc cla théng tin, ngan chan
sy thay ddi, tinh tir chdi, va viéc sir dung trai phép théng tin. Pay la mét trong cac phuong
tién mang tinh cong nghé dwoc diung d& dam bao an toan cho di¥ liéu ctia cac hé thdng
théng tin va truyén thédng. Mat ma ciing cé thé duwoc ding dé bao vé tinh bi mat cia nhiing
dir liéu nhw tai chinh hodc ca nhan ké ca khi di¥ liéu dwoc lwu triv hay van chuyén. Ngoai ra,
né ciing cé thé dung dé kiém tra tinh toan ven cuta div liéu bang viéc phat hién dir liéu da bj
thay thé hay chwa va xac dinh nguwdi hodc thiét bi da gi né. Nhivng k¥ thuat nay la rat quan
trong ddi v&i viéc phat trién va sir dung cac mang théng tin truyén théng toan cau va nhirng
coéng nghé khac, nhw phat trién thwong mai dién te.

Mat ma bao gdbm hai quy trinh hoat déng trai ngwoc nhau: ma hoa va giadi ma. Bing
trén goc dd s dung may tinh trong viéc bdo mat thdng tin, ma hoa la qua trinh ap dung mot
thuat toan vao mot ban tin rd dé sinh ra mot ban tin ma. Ban tin ma sé xuéat hién nhw 1a
nhirng thtr v6 nghia ddi v&i moi ngwdi vo tinh ¢ dwoc nd, nhung coé thé bién déi nguoc lai
thanh ban tin ré dbi véi nhivng ngudi cé dwoc thuat toan phu hop. Qua trinh bién dbi ban tin
ma thanh ban tin ré goi la qua trinh gidi ma .

Qua trinh ma hoa thwong duoc diéu khién b&i mot “khod”, thwe chat 1a mot chudi cac
bit s6 dung dé lam cac tham sé cho thuat toan ma hoa. Qué trinh gidi ma ciing duoc diéu
khién b&i mot “khod” dé lam tham sé cho thuat toan giai ma, va cé thé 1a giébng ho&c khac véi
khoa da dung dé ma hoa [2].

Hién nay, trén thé gidi thuwdng sl dung 2 hé mat co ban la Mat ma khoa bi mat (Secret
Key Cryptography) va Mat ma khoa céng khai (Public Key Cryptography).

3.1.1. Khai quét vé hé mat ma khéa céng khai

Hé mat ma khoa cong khai, con goi 1a hé mat ma khong déi xirng (asymmetric
Cryptography), st dung hai khoa khac nhau cho qua trinh ma hoéa va giai ma: mét khoa
(khoa cong khai — public key) d& ma hoa, va khoa kia (khoa riéng — private key) dé giai ma.
Hai khoa nay cé quan hé véi nhau vé mat toan hoc, nhung tir khoa cdng khai khéng thé tim
ra dwoc khoa riéng. Trong hé méat nay, néu A mudn glri cho B mét ban tin mat, A trwéce tién
sé |4y khoa cong khai cta B tir co' s& di¥ liéu cong cong vé khoa cong khai. Sau d6 A sé st
dung khoa cong khai ctia B d& ma hoa ban tin, rdi glri cho B. Phia B sé& s&r dung khoa riéng
ctia minh dé gidi ma ban tin ma. Nhw vay la, chi B méi cé thé gidi dwoc ban tin ma ma A da
tao ra.

Hé mat nay dwoc thue hién nhd vao dac tinh rat quan trong cla cap khoa la khoéng thé
xac dinh dwoc khoa gidi ma néu chi can ct vao cac théng tin vé thuat toan va khoa ma hoa.
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Nguyén tac chi yéu clia hé ma PKI 13 dung c6 1 cdp khda cho méi giao dich khi dung moét
khoa khoéa nay dé ma hda thi sé khoa kia dung dé gidi ma va nguoc lai.

Public
T Key Digital Signature

Private  Confidentiality

Key | Key exchange
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D

[ ]
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Hinh 3.1. Hoat dong trao déi théng tin bao mat trong hé khéa khéng dbi xirng

Trong hoat ddng trao ddi thong tin bdo mat théng diép trong hé khéa khéng ddi xing,
thwdng dung khéa cong khai dé ma hoa va dung khoa riéng — khéa ca nhan dé giai ma, nhw
vay chi ngwoi ndo la chd s& hiru khéa ca nhan thi méi cé thé gidi ma dwoc ban tin da ma
héa. Khac véi hé mat ma khda déi xirng sir dung mét khdéa bi mat duy nhat dé vira ma héa
va gidi ma, phwong phap mat ma dung cap khoéa cong khai va khoa riéng d& ma hoéa va giai
ma thong tin. Cap khoa nay tuy van lién quan dén nhau theo kiéu twong (rng 1-1, nhwng néu
biét khéa nay thi khong thé suy ra khoéa kia duwoc, do d6, phwong phap ma hoéa nay cé tén
ma hoa b4t dbi xirng.

Yéu céu co’ bén véi mét hé mat ma héa céng khai [2]:

+  Khong thé tim ra dwoc khda gidi ma néu biét thuat toan va khéa ma hoa.

+ Ca 2 khéa trong cap khoéa nay déu cé thé dung dé ma hoéa, khoa con lai sé giai ma
thdng diép do khoa thir nhat ma hda. (Pay la yéu cau khéng bat budc nhwng hau hét cac
thuat toan théng dung trong cdng nghé ma hoéa cong khai déu cé dac diém nay).

e Trong cap khda nay, khoéa coéng khai dwoc cong bd réng rai, khda riéng dwoc git bi
mat cho chti nhan cla no.

Van dé& bao vé bi mat an toan khoa ca nhan ctia chd s& hiru la diém mau chét cta hé
thdng khéa cong khai.
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Hinh 3.2. So db hoat dong hé mat khéa céng khai Dam bao tinh xac thwe va tinh mat

Céng viéc ma héa va giai ma cé thé mé ta tom tat nhw sau:
«  Mbi diu cubdi trong hé théng mang sinh mét cdp khda dung cho viéc ma hoéa va giai
ma cac théng diép ma nd nhan dugec.
+  M®&i dau cudi nay céng khai héa mot khéa dung dé& ma héa clia né. Khéa con lai dwoc
d4u cudi nay gitr cho riéng minh.
«  Néu A mudn g mét théng diép cho B, A dung khéa cong khai ctia B d& ma hoa.
+  Khi nhan dwoc théng diép nay, B dung khda riéng clia minh dé giai ma. Chi B c6 khoa
riéng nay nén ngoai B ra, khong ai cé thé giai ma thong diép do.

3.1.2. Chir ky sé

Y twéng vé chiy ky dién t& cling twong tw nhw chi ky viét tay ma chung ta van dung.
N6 dung dé “ky” 1én cac théng tin can g di nhdm muc dich xac nhan tinh trung thuc cla
théng tin va clia ngudi glri tin. Ngudi nhan cé thé biét dwoc chiv ky nay cé ding hay khéng
va co phai cia ngudi glri thwe sy hay khéng. Ngoai ra, ciing nhw chi ky viét tay, chiy ky dién
tr d&c trwng cho chi nhan cla né, ké khac khong thé bét chwéc duoc.

Chi ky dién tlr dwoc biéu dién trong may tinh b&i mot xau cac s nhj phan. N6 dwoc
tao ra b&i mot tap luat, mot tap tham sb dac trng cla nguwoi ky, cung toan bd di liéu ma né
dwoc dung dé ky Ién. Cé mét thuat toan co kha nang tao ra chi¥ ky bang khéa riéng va xac
minh chi ky bang khéa céng khai twong trng. Méi nguwdi dung sé& hiru mét cap khoda riéng /
khoa cong khai. Khoa céng khai dwoc cdng bb dai chung, tuy nhién khda riéng thi chi c6 chd
nhan cta né biét. Do vay, béat ki ai cling c6 thé xac minh chir ky clia ngudi khac bang khéa
cong khai twong (rng, nhwng viéc tao ra chir ky doé thi chi ngwoi s& hiru cap khdéa nay méi
lam dwoc.

Mot ham bam dwoc dung trong qua trinh tao chir ky. Muc dich cta né la nén di liéu,
bién mét mau tin thanh méu tin tém lwgc. Sau d6, mau tin tém lwoc nay duwoc ap dung thuat
toan sinh chi ky. Chir ky dwgc chuyén di cho phia nhan cling véi di liéu da ky [2].

Phia nhan lam nhiém vu kiém tra xac minh méau tin vira nhan dwoc cung chi¥ ky di
kém bang cach dung khoéa cong khai clia ngudi nhan. Phia nhan ciing ding mét ham bam
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nhw trén dé thuwc hién trén div liéu dwoc ky, thu dwoc ban badm thir nhat. Song song véi viéc
do, né dung khoa coéng khai clia nguwdi gli, gidi ma chir ky dé thu dwoc ban div liéu bam thir
hai. Néu 2 ban bam nay giébng nhau, chi¥ ky dwoc xac thue, ngwoc lai thi khong.

Sighing a Document l— |
e ey, |
d Hash Function Hashvaa : . :
] |
V| wseppress |1
1 |

s ORE VAV Sl

Hash Value

I Hash Function

Criginal sy Ths)al
poctment \mmm| ORE WAY S | /2
} Equal?

I
I
| Hash Value

el M [y B :
A ph oy A 418 T Thos ek
BB %™ % : _f @&_ k<))

| Signature

PUblig Key

Hinh 3.3. M6 hinh st dung chir ky s6

Thuat toan vé chi ky dién t& xac minh tinh toan ven cla di liéu va nhan dang cla
nguoi ky. Thuat toan nay dwoc dung cho thw dién tir, hay moét sé hoat déng qua mang khac
nhw chuyén tién, trao dbi dir liéu, phan phdi phdn mém, lwu trir dir liéu va mot sd ng dung
khac ma trong dé co yéu cau vé an toan va toan ven di liéu.

3.2. Ha tang khéa cong khai PKI
3.2.1. Khai quét chung vé PKI

Séang kién ha tAng khoa cong khai PKI (Public Key Infrastructure, viét tat la PKI) ra doi
nam 1995, khi ma céac té chirc cdng nghiép va cac chinh phi xay dwng cac tiéu chuan chung
dwa trén phwong phap ma hoa dé hé tro mot ha téng bdo mat trén mang Internet. Tai thoi
diém do, muc tiéu dwoc dat ra 1a xay dwng mot bo tiéu chuin bao mat téng hop cuing cac
cong cu va ly thuyét cho phép ngudi str dung ciing nhw cac té chirc (doanh nghiép hoac phi
loi nhuan) cé thé tao 1ap, lwu trir va trao ddi cac théng tin mot cach an toan trong pham vi ca
nhan va céng cong. PKI ban chat la mot hé théng cong nghé vira mang tinh tiéu chuén, chinh
sach, vira mang tinh rng dung dwoc st dung dé khéi tao, lwu trir va quan ly cac chirng thuc
dién tr (digital certificate) cling nhw cadc ma khoa coéng cong va ca nhan. Hién nay cé rat
nhiéu cach dinh nghia khac nhau vé PKI tuy theo goc d6 nghién clru hodc (rng dung co' s&
ha tAng nay. Tuy nhién, mdt cach co ban nhat c6 thé dinh nghia co s& ha tang khoa coéng
khai la mot hé thdng cdng nghé, chuan, cAu tric va cac chinh sach phdi hop véi nhau nhdm
b&o dam tinh bi mat va an toan théng tin trén Internet str dung mat ma khoa céng khai [2].

Co s& ha tAng khda cong khai PKI 1& khung 1am viéc bao gdm céu tric té chirc cac
thanh phan hoat déng ca phan cing va phan mém hé thdng, cung véi cac chinh sach, cac
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tha tuc dé quan ly va phan phdi khoa, quan ly, cap phat cac chirng chi sb (digital certificate)
va chirng thuc cac chirng chi s6. Nén tdng mat ma ctia PKI chinh & hé théng mat ma khoa
cong khai. Nhw vay PKI 1a mét co s& ha tang hé théng vira mang tinh mé hinh vira mang
tinh cong nghé va cac chudn, vira 1a mé hinh kién tric viva la hé thdng cac giao dich va (rng
dung cho phép thuc hién khéi tao, lwu trir, quén ly cac chirng chi sé (Digital certificate), quéan
ly va phan phdi cac khoa coéng khai, khéa ca nhan va co ché ching thuc chiing chi sb
[11,12]. Hién nay trén thé gi¢i PKI dwoc xay dwng va trién khai thanh céac kién trac hé théng
cu thé bao gébm té chirc phan cirng, phdn mém, cac chinh sach quy tac, cac thi tuc, cac giao
dich trong hé théng va cac chuan. Cbng nghé lam nén tdng cho cac hoat déng chirng thuc la
céng nghé mat ma khoa cong khai. Cac thanh phan co ban nhét trong cong nghé mat ma
khoa cdng khai bao gdm cac thuat toan dé tao cép khoa codng khai/ khoa riéng, cac thuat toan
bao mat, co' ché ma hoa va giai ma thong tin, phwong phap tao ra chiv ky dién t& va cau truc
clia chirng chi sb.

e Cdc thanh phan chu yéu cua PKI bao gém [11]:
- CA (Certificate Authority): Bo phan thdm quyén phat hanh chirng chi va chirng thuc
- RA (Registration Authority): B6 phan thAm quyén dang ky ching chi,
- Certificate Holder- User: ngwoi sir dung trong hé thdng PKI, chi thé ching chi,
- Digital Certificate Distribution System: Hé théng phan phéi chirng chi s6, kho chira
- Relying Party: Cac thwc thé lién quan st dung chivng chi.

Cac hoat déng giao dich co s& trong hé PKI bao gdm: Tao yéu ciu chirng chi s6;
Phat hanh ching chi sb; cong bd chivng chi sé; st dung/ hiy bd chirng chi sb; chirng thuc
chirng chi sé, bdo vé khdéa ca nhan ctia nguwdi dung chirng chi sb.
So lwoc vé cong nghé va ky thuat, cé cac chudn hé théng PKI véi cac dinh dang chirng
chi s khac nhau [12]:
- Chirng thuc sb theo chudn X.509: Do nhém PKIX cia IETF xay dwng, dung giao thirc
bdo mat SSL, IPSec..., st dung cho mé hinh kién tric PKI phan cép.
- Chirng thuc s6 SPKI - Simple Public Key Infrastructure.
- Chirng thuc s6 PGP - Pretty Good Privacy: Do Phil Zimmermann thiét ké vao nam 1991,
chuan ma hoa thw dién tlr va chirng thuc chiv ky s6 béng chirng nhan PGP, sir dung mé hinh
PKI lwéi — Web of Trust.

3.2.2. Cdc mé hinh kién trac cda PKI

Vé mat ly thuyét thi cé nhiéu kiéu mé hinh PKI. M&i md hinh c6 cac thudc tinh vé to
chirc va s tin cay riéng nhw sb lwong cac CA trong mét PKI, diém tin cay cta ngwoi dung
cudi trong mét PKI, va quan hé tin cay gitra cac CA trong mét PKI c6 nhiéu CA[2,11,12] .

Tuy nhién, thyc té chi c6 mot sé mé hinh PKI sau day 1a duoc trién khai:

+ Kién tric mdt CA don - Single CA architecture
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e Kién truc cay phan cp - Hierarchical architecture

Client

P PKI
Client  Client

Client  Client
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e Kién tric méat lwdi - Mesh architecture
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Kién trdc hon hop - Hybrid architecture

Hinh 3.7. Kién truc PKI dang hén hop
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3.2.3. Kién tric cdc thanh phan trong hoat déng PKI
C6 thé thay trén hinh vé& dwdi day sw phdi hop hoat ddng clia 5 thanh phan co ban trong
kién trac cta PKI [11]:
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Hinh 3.8. Kién tric cac thanh phan PKI

e Céc thyc thé diu cubi (End Entities — EE)

Trén thyc t&, mot EE c6 thé 13 ngwoi dung cudi, hodc moét thiét bi nhw router, may
chd, mét xi ly, hay bat ki thi gi c6 thé dwoc gan la dbi twong ctia hé thdng chirng chi khoa
cbng khai. Tom lai, EE cé thé dwoc hiéu 1a khach hang cla cac dich vu PKI. Tham chi, mét
nha cung cép cac dich vy PKI cling d6i khi dwgc coi la EE, vi du mét RA c6 thé coi 1a EE cla
CA (CA va RA sé duoc gidi thich cu thé sau). Cac EE bi rang budc bdi cac chirng chi. Vi du
nhw cac server va cac nguwdi dung dau cudi phai dwoc két nap vao PKI truéc khi cé thé tham
gia nhuw mét thanh vién clia PKI.

e Bo6 phan thdm quyén phat hanh chirng chi (Certificate Authority — CA)

Cac khoa cong khai dwoc phan tan theo cac chirng chi. B&i thé, CA 1a mot phan vo
cung quan trong trong kién trac PKI vi né la don vi duy nhéat ky va phat hanh cac chirng chi
khoa cong khai (CA st dung khoa riéng clia minh dé ky cac chirng chi). Thwc chéat clia cong
viéc la lién két tén dbi twong véi khda céng khai, cdng nhan rang dbi twong do s& hivu khoa
cong khai twong &ng. CA ciing déng théi chiu trach nhiém phat hanh cac danh sach chirng
chi bi hdly (CRL) néu né khéng Gy quyén cho mét don vi chuyén trach lam viéc nay (CRL
Issuer). CA ciing thwc hién mét sb tac vu quan tri nhw dang ky cho ngwdi dung, tuy nhién
viéc nay thwdng dwoc Oy thac cho RA (Registration Authority) (RA sé dwoc giai thich rd rang
sau). Trong qua trinh hoat déng, CA con kiém nhiém ca viéc lwu va khoéi phuc khdéa mac du
cbng viéc nay cling cé thé dugc Gy thac cho mét bo phan chuyén trach.
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Trong kién tric PKI, théng thueng, cac EE dwoc dinh cau hinh véi mét hay nhiéu mbc
tin cay nao d6. Nhitng mébc nay duoc coi la diém xuat phat cho cac qua trinh xac minh tiép
theo. Chinh CA ddng vai tré lam co sé& cho sy an toan va tin cay nay.

e B0 phan thdm quyén dang ky (Registration Authority — RA)

RA 1a mot thanh phan khéng bat budc phai cé trong kién tric PKI. Tuy nhién sw xuét
hién ctia né la rat hivu ich vi sé gidm nhe sé lwgng cong viéc ma CA phai lam. Nhw ching ta
da noi & trén, RA thwdng tham gia vao qua trinh dang ki cho cac EE. Céng viéc nay bao gém
ca viéc xac minh cac théng tin ma EE dung dé dang ky véi PKI. Ngoai ra, RA con dadm nhiém
mot sb cong viéc khac, gom:

- Thiét 1ap va xac nhan théng tin ca nhan ctia mét thuc thé.

- Phat tan thong tin chia sé t¢i cac nguwdi dung, dé phuc vu viéc xac thyc trong mét tién
trinh khéi tao trwc tuyén.

- Khai tao tién trinh chirng nhan béi mot CA. Luc nay, RA déng vai trdo mét EE.
- Cung cép cac thong tin can thiét véi tw cach mét ngudi dung cubi.
- Thwe hién viéc quan ly vong doi clia cac khoa, chirng chi.

Mac du RA c6 thé ganh véac rat nhiéu cong viéc gitip CA, nhwng né khdng bao gi& dwoc giao
quyén phat hanh chivng chi khéa cong khai, day luén la doc quyén ctia CA. Tém lai, viéc xuét
hién ctia RA mang lai 2 lgi ich chinh:
- Gidm chi phi, dic biét la dbi v&i cac t6 chirc phan tan trén dién rong, co thé phan tan
cac RA dé quan ly giup CA.
- Viéc giam nhe cong viéc cho CA gitp CA c6 thé nghi ngoi nhiéu hon. Do d6 sé giam
thiéu dwoc cac co hdi tAn cong nhdm vao CA do.

e Chirng chi va hé thdng kho lwu tri» cac ching chi

Trong viéc dung khoa cong khai, chirng chi la mét van ban dién t&¢ dwoc CA ky cho
cac EE, cong nhan tinh ding dén va xac thwc cla cac théng tin ma EE dung dé giao tiép.
Kho lwu trir cac chirng chi thwdng 1a mét thu muc. Tuy nhién, trong kién tric PKI, kho nay
thwe chat 1a mdt cach ndo d6 dé lwu cac théng tin lién quan cta PKI, vi du nhw cac chirng chi
khoa cong khai, cac CRL.

Trong chuan X.500, kho Iwu trir nay 18 mét thw muc may chi ma may khach cé thé
truy cap qua giao thirc LDAP (Lightweight Directory Access Protocol), hodc Iy file trén may
chl qua giao thirc FTP (File Transfer Protocol), giao th’c HTTP (Hyper Text Transfer
Protocol).

Ngoai ra, kho nay con dap ng dwoc mot sd yéu cau tir phia hé théng may khach. Vi
du c6 thé tra 16i cho may khach vé tinh trang ctia cac chirng chi, xem chung da bi hiy chua.
Tuy nhién, lgi ich co ban clha cac kho lwu trid nay chinh 1a viéc cac EE ¢ noi dé tim cac
ching chi va cac CRL. Vi du khi A mudn giao tiép v&i B, A phai biét dwoc khoa cong khai
clia B, va khoéa d6 co6 thé tim thay trong kho lwu trir nay. Danh sach cac chirng chi bi hay
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(CRL - Certificate Revocation List) va b6 phan phat hanh (CRL Issuers). CRL chira danh
sach cac chirng chi bi hdy, kém theo chi¥ ki dién t&r d& dam bao sw toan ven va xac thuc cla
né. Chi ki trong CRL thwdng chinh 1a ctia thwe thé da ki va phat hanh cac ching chi trong
CRL nay. Cac CRL thuong duoc lwu dé co thé dé dang thwc hién xac minh cac chirng chi
khi lam viéc off-line.

Théng thwdng, CA phat hanh cac chirng chi sé nao thi s& déng thdi chiu trach nhiém
phat cac thoéng tin vé cac chirng chi bi hiy trong sé d6. Tuy nhién, CA ciing cé thé y thac
cho mét bé phén khac chuyén phat hanh cac thong tin nay, dé chinh la bé phan phat hanh
CRL (CRL Issuer). Trong trwérng hop d6, cac CRL dwoc phat hanh goi 1a cac CRL gian tiép.

3.3. Cac giao dich dién tr véi ha ting khéa coéng khai

3.3.1. Cac dich vu cuaa PKI

e Dam bao qua trinh truyén thdng an toan. Cung cip mot kénh truyén théng tin cay
gitta PKI va khach hang. Tw van khach hang cac giai phap, cling nhw thyc hién
truyén théng tin cay gitra cac khach hang. Ta c6 thé ké dén mot s cac dich vu (rng
dung PKI:

e Secure e-mail (s¢ dung giao thc, vi dy nhw Secure Multipurpose Internet Mail
Extensions Version 2, S/IMIMEv2, [RFC2311, RFC2312] hodc S/MIMEv3 [RFC2632,
RFC2633])

e Secure Web server access (st¢ dung giao thirc, vi du nhw Transport Layer Security, or
TLS, [RFC2246])

e A secure Virtual Private Network, or VPN (st dung giao thirc, vi du nhw IPsec/IKE
[RFC2401, RFC2411])

e Vi du nhw v&i secure-email, co thé thue thi béi dich vu clia PKI nhw sau: Khach hang
sé st dung go6i phdn mém di kém ctia PKI dé ma héa email réi truyén email dé qua
cac vung mang khéng an toan st dung cu phap chuan S/IMIME ma khéng con phai lo

Iéng vé “tinh toan ven”, “tinh xac thwc”, “tinh mat” ctia email do.

e Chébng phu nhan: bat ky tai liéu tai phat tan trén man “bat dau” tr mdt nha phan phdi
“hop 18” thi déu bi PKI tim ra ai 1a cha thé cta no, gitp dam bao quyén lgi clia khach
hang. Cac PKI ciing c6 thé “hop tac” véi nhau dé tao ra mot méi trwdng truyén théng
kha “ly twéng” cho khach hang.

e PKI ciing cung cép ludn ca cac dich vu vé phan quyén, déi véi mét tai liéu, cin clir vao
ndi dung chirng chi c6 thé cho biét khach hang nhirng quyén gi déi véi loai tai liéu do.

3.3.2. Xac thuwc an toan trong giao dich dién t
e Du6i géc nhin vé bao mat théng tin phai ddm béo cac yéu cau sau:

- Yéu ciu vé bao mat théng tin: trong giao dich dién tlr xuat hién rat nhiéu théng tin
riéng tw can dwoc gitr mat & teng mire dd khac nhau. D6 la cac thdng tin vé ca nhan khach
hang (danh tinh, dia chi, dia chi thw dién tt, cac théng tin vé tai khoan ngan hang...); cac
théng tin vé tai khoan cia doanh nghiép tai cac ngan hang....
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- Yé&u cAu vé tinh toan ven théng tin: théng tin giao dich dwoc ma hoa dwdi dang chubi
bit/byte va dwoc truyén qua mdi trwdng mang Internet. Nhw ching ta da biét, mang Internet
hoan toan la mot hé théng “md”, rat dé bj tAn céng va xam nhap. Céac théng tin giao dich
khéng nhirng bi 16 ma hoan toan cé thé bj thay ddi véi muc dich x4u.

- Yéu cau vé chirng thwe ngudn gbc thdng tin: cac théng tin trong giao dich dién tlr déu
c6 chi thé ctia né (khach hang, doanh nghiép, trung tam x( ly di liéu, ngan hang ...).

e Yéu cu vé chirng thuc ngudn gbc théng tin gém co 2 khia canh:
- Ai 14 chii thé cha thong tin?
- Chéng tir chéi nguén gbc thong tin?

e Cac yéu ciu vé an toan hé thdng khac: chdng tAn cong va xam nhap vao website,
trung tdm di liéu..., chdng &n cap thdng tin khach hang.

Xac thye tré thanh mét yéu cau cép thiét va téi quan trong ngay tir khi cac y twéng vé
thwong mai dién tr méi ra doi. Trong qua trinh phat trién va giadi quyét van dé xac thyc thi
chirng chi sé tao b&i ha tang khéa céng khai PKI (Public Key Infrastructure) ndi 1én nhw mot
gidi phap wu viét hang dau. Tuy nhién, mét trong nhitng van dé ndi com do |a bao vé cac
chirng chi sb va cac khoa riéng tw (khoa bi mat).

3.3.3. Pdc diém khi trién khai PKI

e Nhi¥ng loi ich c6 thé nhan thay khi trién khai PKI 1a [12]:

- Tiét kiém thoi gian lam viéc, vi du nhw thw tlr, bao céo, hop dong cé thé gt theo con
dudng dién t&r thay vi dung con dwdng vat ly nhuw truyén thdng.

- Nguwoi dung cé thé danh théi gian vao cac cong viéc phai lam tay, thay vi lun quéan véi
céac cong viéc clia co s& ha tang bao mat.

- Sw quan ly tap trung, thdng nhét s& gidm bdt lwong tai nguyén cho cdng viéc quan tri.
- Gia vat liéu th4p hon, can it khéng gian lwu trir hon, it dw thira hon.
- Giadm tbn that do méat mat thong tin.

- Khad nang tao mang riéng do (Virtual Private Network — VPN) qua mét mang cong céng
nhw Internet c6 thé lam gidm chi phi so v&i viéc thué moét duwdng day riéng.

- Cé thé tao ra loi nhuan tir viéc kinh doanh mét sb dich vu, vi du nhw viéc kiém tra tinh
hop |& ctia cac giao dich tai chinh bang chi ki dién tl va chirng chi sé.

¢ Nhuwoc diém va kho khan khi trién khai PKI

Tuy nhién bén canh cac diém manh, cling c6 mot sé diém dang can nhac khi cé y
dinh trién khai PKI:

- Hé théng phure tap, kién tric con phu thudc cac chinh sach
- Tinh phap ly ctia chirng chi sb.
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3.4. Van dé an toan trong hé théng PKI

Mac du hé théng PKI dwoc coi la gidi phap cho van dé& an ninh va xac thwc hién nay,
nhwng ban than hé théng ciing nhw co' ché, md hinh hoat déng clia né van con so hé. Cac
so h& nay khéng nhéat thiét dén tir co ché mat ma hoc, vén da dwoc cong ddng mat ma kiém
nghiém, ma dén tir nhiéu nhan t6 chd quan va khach quan khac nhau, trong dé phai ké toi
yéu tb con ngudi. Mot hé PKI vé co ban van ton tai mét sé rdi ro vé bdo mat sau: Mat khoa
ca nhan, gid mao khoa cong khai, gia mao dinh danh cha thé [3,18].

 An toan khoéa ca nhan

Trong hé thdng PKI hién nay, khéa ca nhan dwoc lwu triv trén phuong tién truyén
thédng nhw trén may tinh clia ngudi dung, hodc smartcard va phwong tién nay duwoc bao vé
truy cap bang mot mat khau dwoc bdo vé truy cap bdng mot mat khau do dai 6 dén 8 ky tu,
dod an toan ctia ngwoi dung phu thudc cd vao mat khdu nay. Co ché dam bao an toan cho
khéa ca nhan bang mat khdu khéng thé hién dwoc tinh chéng phl nhan trong mat ma hoc.
Ban than mat khau c6 nhiéu nguy co dé bj 16, hodc bi méat bdi virus, bi danh cap bdi cac
chwong trinh ma doc hai. Khi khda ca nhan d& méat sé rat nguy hiém, thi bat cir ai cling c6
thé gid mao nguoi d6 va khoéng chi la mat théng tin ma con cé thé dan dén dé vé ca hé
théng. Nhw vay do an toan bdo mat khi dung cdp khoa trong hé théng phu thudc vao mat
khau. Bao mat khéa ca nhan 1a van quan trong trong hé théng co s& ha tAng PKI va ciing la
diém yéu trong hoat dong cta cac hé PKI truyén théng.

e Gid mao khéa céng khai: Trwong hop khéa nay dwoc bao vé bang chir ky ctia CA, tic
la kiém tra dwoc bang khoa cong khai clia CA, c6 nguy co ké tAn cong thay thé khéa clia CA
trén may ngudi dung, sau do tién hanh thay thé khdéa cong khai clia ngwdi ding bang khoa
gia. Gid mao khda cong khai dan dén 16 théng tin trong hé théng.

e Dinh danh déi twong: Chirng chi sb c6 chiva tén cta dbi twong va phai co thém céac
théng tin bd sung du dé tranh trweng hop dinh danh sai do cac théng tin ca nhan cta nguoi
dung trung nhau

Trong cac nguy co vé bado mat ké trén ta thay nguy co Ién nhét trong PKI la bi mat khoa ca
nhan. Van dé nay cé thé duoc giai quyét bang mét co ché xac thwe dinh danh manh hon mat
khau truyén théng. D6 1a sinh tréc hoc. Do sinh trdc hoc mang ban chat chéng phi nhan, kha
nang gia mao, mét trém dac trwng sinh trdc hoc thdp hon nhiéu so véi mat khau, nén day |a
gidi phap twong dbi hoan thién cho van dé an toan va st dung khéa ca nhan.
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Phan lil. BAO CAO KET QUA NGHIEN CUU
CUA BE TAI

Chwong 4.
NGHIEN C(rU PHAN TiCH VA XAY DUNG MO HINH GIAI
PHAP HE THONG BioPKI

4.1. Van dé két hop sinh trac vao ha tang khéa céng khai PKI

Nhw da trinh bay & cac chwong trén, ngay nay ha tang khéa cong khai PKI 1a nén tang
cho nhiéu (rng dung bdo mat phat trién cho cac giao dich dién t&r qua mang Internet. Tuy
nhién, trong hé thdng PKI van ton tai van dé vé an toan trong viéc quan ly va bao vé khoa ca
nhan. Van dé nay da dwoc nghién clru tr lau, da c6 rat nhiéu cac giadi phap khac nhau duoc
dwa ra dé giai quyét van dé. Mét trong nhirng giai phap dang dwoc quan tdm nghién ciru la
két hop sinh trac hoc voi PKI dé tang cwéorng kha nang an toan cho hé thdng PKI nham loai
bd nguy co st dung trai phép khoa ca nhan.

Khai quat vé mot hé thdng BioPKI dwoc minh hoa trong Hinh 4.1.

Bio (Biometrics) K

+
PKI (Public Key Infrastructure) E

BioPKI |

Hinh 4.1. Hwéng tiép can hé théng BioPKI
Tuy nhién hé thdng BioPKI khéng phai chi & mét phép cong don gian gitra ha tAng khoa
cong khai PKI v&i mot hé sinh trdc hoc nao dé. Viéc nghién clru xay dwng hé théng BioPKI
can giai quyét cac van dé chi yéu sau:
e Hé théng xac thwe thdm dinh sinh trac (Biometric Verification-Authentication System)
v&i cac van dé vé dod kho tham dinh sinh trac sdng va vé cac loai sinh tric (da trinh
bay & chuong 2)
e Ha tang khoa cong khai PKI: Kién tric, chinh sach, cong nghé va cac van ky thuat (da
trinh bay & chwong 3)

e M0 hinh két hop hai hé thdng: Biometric security system va PKI system
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Hon nira, nghién clru xay dwng hé BioPKI lién quan dén nhiéu van dé tr co sé& phap ly,
chinh sach, mé hinh kién tric, mé hinh tich hgp dén phan tich thiét k& hé thdng, thiét ké cac
gidi thuat va cac giai phap ky thuat thwce thi. Cac phan tiép theo ctia chwong nay sé trinh bay
phan tich cac huwéng tiép can BioPKI trén co s& do xay dwng giai phap vé hé théng Bio-PKI.

4.2. Phan tich cac hwéng tiép can nghién clru hé théng BioPKI

Hién nay c6 3 hwéng tiép can chi yéu nghién ciru vé gidi phap hé BioPKI [3,5,7]:
- Giai phap 1: Bi sanh d&c trwng sinh trac thay mat khiu (password) xac thwc chi thé
- Gidi phap 2: Tich hop ky thuat nhan dang sinh trdc vao qua trinh ma hoa bado mat, mat
ma sinh trac bao vé khéa ca nhan
- Giai phap 3: Sinh khéa ca nhan tryc tiép tir cac dac trung sinh tréc hoc

4.2.1. Giai phap 1: déi sanh dic trwng sinh trac thay mat khau dé xac thwc chd
thé

M6 hinh nguyén tac hoat dong cta hé théng xac thuc dung thdm dinh sinh tréc van
tay thay mat khau dwoc minh hoa trong hinh 4.2.

Password emrollment _________________________ Gl G g L R .

Hazsh (Password) I_:>|

System DB

(b)
Hinh 4.2. Hé théng xac thwc mat khau va xac thwe tham dinh sinh tric van tay

Theo giai phap nay, nguwdi dung mdi khi st dung hé théng PKI can gt kém theo théng tin
sinh trac hoc dé chirng minh ban than. Hé théng PKI sé& thwe hién cac cac thid tuc xac thwe
théng thwong va thwe hién dbi sanh thong tin sinh trédc cla nguoi dung kém theo tai thoi
diém d6 vé&i mau sinh trdc da lwu trong qua trinh déng ky.

Giai phap 1 cho phép lam tang tinh tin cay cia hé théng PKI, nhwng can phai lvu y mot sé
dac diém sau:
e Hé thdm dinh xac thuc sinh trdc dwa trén ky thuat déi sanh mau théng thwdng cta ky
thuat nhan dang, dé kha thi.
e Khi cac mau sinh trac duoc lwu triv tap trung tai Server, dat ra van dé bao dam an
toan cho may chd lwu trir va qua trinh truyén cac dac trwng sinh trac tr noi lwu triv
dén noi str dung déi sanh.
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4.2.2.

Qua trinh dbi sanh dac trwng thAm dinh sinh trac tach roi qua trinh hoat dong mat ma
trong hé PKI. Két qua dbi sanh dac trwng sinh trac 1a didu kién dé hé thdng tiép tuc
thwe hién cac hoat ddng khac, hon niva cac két qua thwong duwoc glvi qua méi trudng
mang truyén théng, do vay cé ndy sinh nguy co bi tAn cong vao kénh truyén théng
nham lam sai l&ch két qua tra |oi.

Déc trwng sinh trac hoc dwoc gl tlr ngwdi ding téi may cha dé déi sanh nén cé thé
bi méat trom va dan dén tan cong gid mao.

Uu diém |a tan dung céac ky thuat vé dbi sanh sinh trdc hoc hién c6, dé thwc hién trén
thiét bi nhing. Khi két hop véi gidi phap cdng nghé nhing cé thé té chirc I tai thiét
bi nhing ca nhan, tuy nhién dé an toan bao mat con phu thuéc vao dé an toan cla
dong thiét bi lwu trir mau va giao thirc truyén théng bao mat ti noi lwu trir dén noi st
dung.

Giai phdp 2: két hop ky thuat nhan dang sinh trdc véi ky thuat mat ma,
ma héa bao mat khéa ca nhan

Theo hwéng tiép can nay, nhiéu phwong phap dang duwgc quan tdm nghién ctu, ndi bat
la phwong phap ma héa bdo mat sinh trdc BE (Biometric Encryption) [1,7]. Qua trinh ma héa
bdo mat ma sinh trac hoc la qua trinh ma hoa gén két sé PIN hay khéa ma sinh trac véi déc
trwng sinh trac sao cho sau d6 c& khéa ma va dac trwng sinh trac gbc déu khong can lwu triy
va khdi phuc chinh xac. Tuy nhién khéa sinh tréc chi dwoc tao lai dung khi mau sinh tréc hoc
sbng clia chu thé xuat hién trong qua trinh tham dinh.

So d6 khéi mé hinh hé théng dwa trén ky thuat BE dwoc trinh bay trong hinh 4.3

Key generator

Key

£ Storage

Sensor Image > : N

Binding BE

| Template

ey
Sensor Image N Key I A

retrieva

Applcation

Hinh 4.3. Hé théng BioPKI xac thwc tham dinh sinh trac theo phwong phap mat ma sinh trac

hoc (Biometric Encryption- BE)
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Day a4 hwdng nghién clru méi dang dwoc nhiéu ngudi quan tdm nghién cliru hién nay, cac

d&c diém ctia phwong phap nay nhu sau:

e Hé thdm dinh xac thuc sinh trc dwa trén khéa ma sinh trac tranh phai déi sanh mau sinh
tréc truc tiép, cho phép chap nhan dd khéng 6n dinh khi thu nhan cac d4u sinh tréc sdng
trc tuyén, gidi quyét mot van dé khé méu chét cla cac hé théng thadm dinh sinh trac.

e Luwu cac khéa ma sinh trac thay cho lwu trwc tiép cac mau sinh trac, cho phép td chirc luu
trlr phan tan va an toan

e Qua trinh dbi sanh sinh trdc dwoc tich hop vao qua trinh hoat ddng mat ma trong cac
giao dich st dung chirng chi s6 cia hé PKI. Qua trinh thAm dinh cha thé gén lién véi co
ché trao dbi khoa trong cac hoat déng giao dich lam tdng d6 an toan Iwu trir va bao vé
truy cap khoa ca nhan.

e Do kho va do phirc tap clia cac thuat toan mat ma sinh tréc (Biometric Encyption), doi hoi
nhiéu nghién ctru vé& mé hinh va thuat toan.

4.2.3. Giai phdp 3: dung sinh trdc hoc dé sinh khéa cd nhan

Y twéng chinh cla hwéng nay la khoa ca nhan dwoc sinh trwc tiép dwa trén dac trwng
sinh trdc hoc va duwoc dung dé ky cac div lieu. Wu diém I&n nhéat cia gidi phap nay la né
khong can noi dé lwu trir, do vay loai bé nguy co tAn cong khdéa ca nhan. Mat khac, hé théng
rat thuan tién khi ban than ngudi dung da “mang” theo khéa ca nhan dé sir dung & bét ky
dau, khoéng can thiét phai co dia lwu trir hodc smartcard [13]. Khoa cong khai sé dwoc sinh
twong ng v&i khoéa ca nhan nay theo thuat toan RSA.

Enrollment Template
—
Sample . Accept \ 4 Code string B .
Shape Feature rivate key
> Imiching —l coding _>genera -

lReject

Forgery

Hinh 4.4. Hé thong BioPKI dung khéa ca nhan sinh trac hoc

Trén thwc té gidi phap 3 kho kha thi, khé trién khai (rng dung va cé nhirng gi¢i han vé ly
thuyét. Binh hwéng nghién cleu vé hé théng BioPKI sé& nghién ciru hai gidi phap 1 va 2 va tap
trung nghién ctru gidi phap 2.

4.3. Pé xuat mé hinh giai phap hé théng BK-BioPKI cta dé tai
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Theo hwéng nghién ciru BioPKI [5], khung lam viéc cta hé thdng BioPKI trong méi
trwdng mang dwoc trinh bay trong hinh 4.5 dwéi day.

CA for Public Keys \

*+
Client L Server

} CSDL-CA
CSDL - BioInfor

Biometrics w Biometric key Computer Network
Devices Storage -Biometric
Extraction Verification

CA for Biometrics
Information

Hinh 4.5. Khung lam viéc ctia hé théng trong méi trwéng mang

Pé dat dwoc cac két qua nghién ciru theo cac yéu cau nhiém vu, ndi dung nghién ctru
cla nhiém vu dé tai dwoc xac dinh bao gébm tir nghién ctru vé& phuong dién ly thuyét xay
dwng mé hinh giai phap hé thdng an ninh dwa trén sinh tréc hoc van tay két hop véi ha tang
khéa coéng khai BioPKI dén nghién ctu vé phwong dién kj thuat phan tich thiét ké toan bd hé
thdng BioPKI va lwa chon giai phap cong nghé thuc thi cai dat trién khai hé thdng trong moi
trwdng mang phong thi nghiém. Trén co s& do6 xay dwng va thlr nghiém mét sé rng dung vé
chi¥ ky sb va bao mat théng diép trong hé théng BioPKI.

Dé xuat mé hinh hé thdng an ninh théng tin dwa trén sinh trdc hoc BioPKI bao gém cac thanh
phan hé théng sau:
e Hé thdéng I6i ha tang khda cong khai PKI
e Heé théng sinh trdc thdm dinh xac thuc sinh trdc van tay trwc tuyén (Fingerprint
Biometric System)
e M5 hinh tich hop hé sinh trdc vao ha tang khéa céng khai va xay dwng hé théng tich
hop BioPKI (goi t&n I BK-BioPKI)

Mb hinh mirc khung canh hé théng BK-BioPKI dwoc trinh bay trong Hinh 4.6.
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IR

CASarvar

ELELEL

Certificate n
Certificate

Certificate

FAClent Fa&Clent Fa&Chent

Hinh 4.6. Mé hinh mirc khung canh hé théng BioPKI

4.3.1. Hé théng 16i ha tang khéa céng khai PKI.

Nhw d& trinh bay & phan trén, nhiém vu chd yéu cla dé tai tap trung vao van dé tang
cuwdng bdo mat khéa ca nhan trong hoat déng hé théng PKI, dé tai lwa chon gidi phap xay
dung hé théng PKI dwa trén md hinh kién tric CA don lam hé thdng I6i dé& nghién ctu giai
phap tich hop hé théng sinh xac thyc thdm dinh sinh trac vao hé PKI dé xac thwe sinh tréc
nguwdi dung.

e Hé théng ha tAng co s& PKI cha dé tai dwoc xay dwng dam bao day du cac thanh
phan chi yéu ctia mé hinh PKI, bao gém:

- B6 phan thAm quyén xac thuc va cip ching chi (CA)

- B6 phan thdm quyén dang ky (RA)

- Hé théng phan phéi, quan ly chirng chi s6 - chirng thw sb (Certificate)

- Lwu trir chieng chi sb (CR)

- Nguwdi dung trong hé théng (user)

e Céac hoat giao dich co sé& trong hé théng PKI bao gém:

- Bang ky ngu¢i dung

- Xin cép chirng chi

- C4p phat va quan ly chirng chi sb

- Gia han hay huy bé chirng chi sb

- Thuwe hién co ché str dung chirng chi s6, xac thuc chir ky sé
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4.3.2. Hé tham dinh xdc thwec sinh trac van tay trwc tuyén

Hé théng tham dinh xac thuc sinh trdc dwa trén mé hinh co ban dwdi day:

Enroliment
+Tezate
rame - _l_ -
NAME, PIN, >
FINGERFRNT - N A r N ===
| » Juaily Crecker Y Feature Extracior L . - -
i }" v
Uses Interfa ¢
Verfication
lared —*
ety
LA, PN, . - )
INGERERNT 5 M tehes 1 . ::'_-‘: —
Feanre Sxiraciy y p— - -
, / q
One T -
rlerac J L el System D
Identification e

Hinh 4.7. M6 hinh hé théng tham dinh xac thwc sinh trac

Theo mé hinh nay hé théng sinh trdc ctia hé BioPKI dung sinh trac van tay séng dwoc lay
truc tuyén tir thiét bi scanner. Hoat déng ctia hé théng sinh trdc gdm 2 phan hé chirc nang
hoat déng bao gom:
e Pha dang ky sinh tréc (Enroliment):
- Bang ky nguwdi dung
- LAy d4u van tay sbng trwc tuyén tir thiét bi
- Xt ly &nh trich chon dac truwng
- Ma hoa
- Lwu trir dac trng
e Pha xac thyc va thdm dinh (Verification and Authentication):
- LAy d4u van tay sbng trwc tuyén tir thiét bi
- Xt ly &nh trich chon dac truwng
- B6i sanh tham dinh trwc tuyén (online) xac thwc van tay cia chi thé ngudi dung

4.3.3. M6 hinh tich hop hé sinh trdc vao ha ting khéa céng khai thanh hé BK-
BioPKI

Trén co s& nghién ctu cac hwdng tiép can BioPKI nhw da phan tich trong phan 4.2, dé
tai nghién ctu dé xuat md hinh tich hop hé théng két hop gidi phap 1 va giai phap 2. Mé hinh
mirc khung canh duorc trinh bay trong hinh 4.6, bao gém:

- Hé théng 16i PKI trén co s& kién tric CA don dwoc xay dwng trén co s& bod thw vien mé
OpenSSL va ngdn nglr C++ vé&i Windows 2003. Trung tam xac thwc CA server ddm nhiém
cac chirc ndng co ban clia CA hé PKI. Trong giai doan hién tai trong hé thdng RA c6 vai tro
quan ly ngwdi dung, lwu trik khéa ca nhan dwoc bado mat bang sinh tréc van tay. Toan bd cac
giao thirc clia cac giao dich co s& gira RA va CA duoc thiét ké va cai dat 1am co s& dé tich
hop hé sinh trac tao thanh hé BioPKI.

46



- Hé sinh thdm dinh sinh tréc van tay séng tric tuyén bao gdm 2 phan hé sinh trac: Phan hé
sinh trdc thdm dinh trwc tuyén van tay ngudi dung (theo huéng tiép can gidi phap 1, goi la
Phéan hé sinh trdc 1); Phan hé sinh trac sinh khoa sinh trac van tay dé bado mat khéa ca nhan
clia ngudi dung trong hé théng (theo hwéng tiép gidi phap 2 goi la Phan hé sinh trac 2). Hé
sinh trdc dwoc tich hop vao hé BioPKI tai may user va dwoc quan ly bdi RA va xac thuc bdi
CA, chi tiét ctia md hinh tich hop sé& dwoc trinh bay trong chwong 5 va chuong 7.

4.4. Giai phap cong nghé thiét ké va trién khai hé thong BK-BioPKI
4.4.1. Cau hinh mang hé théng va thiét bi

- CAu hinh mang cuc bd cho hé théng BK-BioPKI trong giai doan nay bao gbm mét may
Server va cac may Client (users) két nbi hoat déng trong méi trwdng mang tac nghiép tai
phong thi nghiém khoa CNTT — DHBK HN

- Thiét bi quét van tay: Scaner Futronic model 9880, Futronic's FS82 USB 2.0 Fingerprint
scanner with scanning window size is 16x24mm; Image resolution is 480x320 pixel, 500 DPI;
Raw fingerprint image file size is 150K byte; with Live Finger Detection (LFD).

- Hé théng 16i PKI duworc thiét ké trén co so bd thw vien ma ngudn mé OpenSSL, theo chuén
X5009.

- TAt ca cac may trong phong thi nghiém dwoc cai dat méi trwdng 1ap trinh Windows XP SP1,
b6 cong cu lap trinh Microsoft visual studio 2003, hé quan tri co s& di liéu MySQL.

4.4.2. Néi dung xay dwng va trién khai toan bé cdc thanh phan hé théng BK-
BioPKI

Toan bd hé théng BK-BioPKI duoc thiét ké xay dung trén cu hinh hé théng phan cirng va
lap trinh toan bd bao gém cac thanh phan hé théng:

- Hé théng phan mém co s& BK-PKI: s& trinh chi tiét trong chwong 6

- Hé théng phan mém sinh tréc Fingerprint Biometric Verification: sé& trinh chi tiét trong
chwong 5.

- Hé thdng phan mém tich hop BK-BioPKI: sé trinh chi tiét trong chwong 7

- Hé théng phan mém cac (rng dung trong hé thdng BK-BioPKI: sé& trinh bay chi tiét trong
chuong 8.

4.4.3. Phwong &n phan tich thiét ké xay dwng hé théng BK-BioPKI

e Mac du hién tai c6 cac phan mém mé vé hé PKI nhw OpenCA, trong giai doan nay dé tai
chon phuwong an: Phan tich thiét ké va xay dwng hé thdng 16i ha tang khéa cong khai PKI
theo chuén trén co s& dung bo thw vién OpenSSL trién khai cac hoat déng giao dich
trong moéi tredng mang phong tai thi nghiém. V&i phwong an nay cho phép lam chi toan
bd hé théng PKI dé thir nghiém mé hinh giai phap tich hop BioPKI.

e Phan tich thiét ké hé théng sinh trdc cla hé BioPKI
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- Dé tai da lwa chon dung sinh trac van tay sdng va xay dwng hé théng trén co s két hop 2
hwéng tiép can BioPKI: gidi phap 1 va giai phap 2 (Hé thdng sinh trac van tay gébm 2 phan hé
sinh trac 1 va phan hé sinh trdc 2 dwoc trinh bay chi tiét trong chwong 5).

- Dung thiét bi scanner USB quét van tay théng dung, gia thanh ré.

o Ngon ngir lap trinh: C++, Matlab

Céc ndi dung phan tich thiét ké xay dwng va cai dat hé thdng BK-BioPKI sé& dwoc trinh bay
chi tiét trong cac chwong 5, 6, 7 va 8 tiép theo day.
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Chwong 5.
PHAN TiCH THIET KE VA XAY DUNG PHAN MEM HE THAM
DINH XAC THUC SINH TRAC VAN TAY

5.1. Hé tham dinh sinh trac van tay trong hé thng BK-BioPKI.

Vé& mé hinh hé théng PKI cung véi co ché xac thue chirng chi s trén co s& hé mat
ma khoa cong khai v& nguyén tic va ly thuyét 1a da ddm bao an toan nh& cac phwong phap
ma hda va gidi ma cung v&i kénh truyén théng bdo mat dung giao thirc SSL. Tuy nhién, 16
héng cla trong hoat déng ctia hé théng PKI lai lién quan dén chinh yéu tb ngudi dung. That
vay ching ta co thé thy dwoc tac hai nghiém trong khi mét nguoi dung danh méat khéa ca
nhan hodc quén mat khau hoac bi 16 mat khau dé giai ma khoéa ca nhan, tr do, ngudi dung
sé& méat hét do an toan cac thong tin, di liéu d& dwoc ma hoa, hodc nguy hiém hon, néu ho bj
ké xau st dung trai phép khda ca nhan dé lam cac bat ct viéc gi han muén (s&v dung chi ky
s6), va sau d6 nguoi dung khong thé tir chdi dwoc nhirng théng tin da dwoc ky bang khéa ca
nhan cla ho da bj mét.

M6t trong cac hwdng nghién clru dé gidi quyét van dé do la xay dwng cac giai phap
an ninh thong tin dwa trén sinh trac hoc trén co s& két hop hé xac thue sinh trac vao ha tang
khéa cong khai PKI tao thanh hé BioPKI. Dé tai da nghién ctru dé xuét giai phap.

Hé tham dinh xéc thwec sinh trac van tay trong hé théng BK-BioPKI bao gom 2 phéan hé:

- Phan hé sinh trdc thAm dinh trwc tuyén van tay ngwoi dung (theo huéng tiép can giai
phap 1 vé BioPKI, goi la Phan hé sinh tréc 1).

- Phan hé sinh tréc sinh khéa sinh tréc van tay d& bao mat khéa ca nhan cia ngudi
duing trong hé théng (theo huéng tiép giai phap 2 vé BioPKI, goi la Phéan hé sinh tréc 2)

Mbi phan hé sinh trac ban than né Ia mot hé thdng thdm dinh xac thuc sinh tréc van tay séng
truc tuyén, bao gébm 2 qua trinh hoat déng chu yéu:

- Bang ky (Enroliment)

- Thadm dinh xac thuc (Verification — Authentication)

Sau day sé trinh bay d&c ta hoat dong tirng phan hé sinh trac:

e Phan hé sinh trac thAm dinh van tay nguoi dung (Phén hé sinh tréc 1): Dau vao la van
tay séng clia ngwdi dung, ngwdi dung cho van tay vao thiét bi quét van tay, anh van
tay dwoc thu nhan va x ly, sau dé dac trwng van tay cla ngwoi dung sé dwoc trich
chon. Trong qua trinh ki ma (enrollment), dac trwng van tay dwoc lwu vao co s& di
liéu. Con trong qua trinh tham dinh, dac trwng van tay sé duoc déi sanh voi dac trwng
da dwoc giai ma tir co s& div liéu, tr d6 dwa ra két qua tham dinh.

e Phan hé sinh trc sinh khoa sinh trdc van tay d& bdo mat khéa ca nhan cta ngudi
dung trong hé théng (Phén hé sinh tréc 2): Dau vao la van tay séng clia ngudi dung,
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nguoi dung dwa van tay vao thiét bi quét van tay, anh van tay dwoc thu nhan va xi ly,
sau d6 dac trwng van tay cla nguwdi dung sé dwoc trich chon. Tl dac trwng van tay,
mot tap khdéa sé dwoc sinh ra va tap khoa dwoc st dung dé ma hoa khoa ca nhan
clia ngwdi dung. Khi mudn lay khoéa ca nhan ra siv dung, ngudi dung ciing lai thuc
hién quét van tay, cac dac trwng sinh tréc trich chon dwoc sé& dwoc dung dé sinh ra
tap khoa. Tap khoa dé sé dwoc dung dé gidi ma khoéa ca nhan.

5.2. Phan tich thiét ké va xay dwng Phan hé sinh trac 1: Hé thAm dinh dic
trwng van tay séng, trwc tuyén trong hé thong BK-BioPKI
5.2.1. Phan tich thiét ké chirc ndng

Céc chirc ndng clia Phan hé sinh trac 1 dwoc biéu dién nhw sau:

Module thim dinh vén

tay s6
|
[ [ \ \ ]
A L A Trich tron dac Ma hoéa va lwu trin N .
Thu nhgg van tayf Xt ly anh van tay| trung dac treng Tham dinh
| 1
L Phén viing | | Xac dinh toa do

diém trung tam

Xac dinh hwéng

Xac dinh toa do
diem tham chieu

| Nhiphan héa

| Pbihatoads

‘- Lam manh anh

— So sanh

Hinh 5.1. Biéu dd phan cap cac chirc nang cia Phan hé sinh trac 1.

Hoat déng Phan hé sinh trdc 1 gém 2 qua trinh:

- Dang ky sinh trdc (Enrollment): Trong chirc ndng nay, ngwdi dung thuc hién qua trinh
d&ng ky vao hé théng, cung véi cac thdng tin ca nhan, van tay sd dwoc quét tric tuyén thanh
anh, qua trinh xt ly anh va trich tron dac trwng dwoc thwe hién, dac trwng van tay dwgc ma
hoa va dwoc lwu triv lai trong CSDL tai may ngwoi dung.

- Tham dinh xac thuc (Verification-Authentication) sinh trac: Nguoi stv dung thuc hién
dang nhap vao hé théng va quét van tay séng trwc tuyén dwa vao hé thdng. Céac giai doan xt
ly va trich chon dac trwng van tay dwoc thwc hién twong tw trong giai doan dang ky
(Enrollment). Viéc dbi sanh 2 tap dac trung van tay dwoc thuc hién trén co s&, mot tap duoc
trich chon tr van tay thu nhan truc tuyén clia ngudi dung, tap kia dwoc lay trong CSDL.
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K¥ ma (enrollement)

An Xk Iy anh i 3 T4 A
Thu nh:_u} anh My a ) Trich chon dac » M4 hoa d@ac
trite tuyén van tay tnmg trung

= CSDL -'::1

Thim dinh

Thu 1111:_11} anh Xik Iy dnh Trich chon dic Déi sanh Giai mi dac
truc tuyen vin tay trung trung

r
quyet dinh

Hinh 5.2. Hai qua trinh hoat dong chirc nang ctia Phan hé sinh trac 1

Phan hé sinh tréc 1 dwoc tich hop vao hé thdng BK-BioPKI & 2 tién trinh:
> Tién trinh d&ng ky ngudi dung:

Khi ngwoi ding mudn dang ky moét tai khoan trong hé théng, sau khi nhap nhirng théng
tin ca nhan can thiét, nguoi dung sé phai thuc hién qua trinh quét van tay dé hé théng cé thé
Iwu trir dwgrc cac dac trwng clia ngwoi dung do (rng voi tai khoan clia nguwdi dung vira duwoc
tao).

> Tién trinh d&ng nhap hé théng

Khi dang nhap vao hé thdng, ngwdi dung sau khi nhap username va password, sé phai
thwc hién quét van tay. Hé théng sé thuc hién qua trinh thAm dinh van tay dé dwa ra quyét
dinh c6 cho ngudi dung d&ng nhap vao hé théng hay khéng.

5.2.2. Phéan tich chirc nang va cac thuét toan

5.2.2.1. Chirc nang thu nhan anh van tay

Chtrc nang nay thwe hién thu nhan lay anh van tay séng to Thiét bi quét van tay: Scaner
Futronic model 9880, Futronic's FS82 USB 2.0 Fingerprint scanner va lwu vao may duwéi
dang file anh Bitmap. Futronic's FS80 USB2.0 Fingerprint Scanner si¢ dung céng nghé cam
bién CMOS hé théng quang hoc chinh xac dé thu nhan anh van tay, tbc dd quét cta né la
100ms. Anh bitmap van tay thu dwoc tlr may quét véi cac thong sé kj thuat cu thé nhw sau:
“scanning window size is 16x24mm; Image resolution is 480x320 pixel, 500 DPI; Raw
fingerprint image file size is 150K byte; with Live Finger Detection (LFD)”

Sau khi thiét bi dwoc kich hoat, chwong trinh sé tao ra mét tién trinh chay lién tuc kiém tra
tin hiéu thu nhan dwoc tr USB, néu tin hop 1& sé bt diu thu nhan di liéu do thiét bi tra vé
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bang cach goi cac ham API trong thw vién. Kiém tra di liéu 14y vé va dwa ra thanh dinh dang
file Bitmap hién thj 1&n man hinh. Tién trinh nay lién tuc quét di¥ liéu nhan duwgc tr USB, do
doé khi thwe hién thu mau hay thdm dinh thi phai tam dirng tién trinh d& dadm bao di liéu
khong bi sai l1éch

Hinh 5.4. Anh van tay thu dworc tir thiét bi (*.bmp)

5.2.2.2. Chlrc nang xt ly anh van tay va trich chon dac trwng

Pay 1a chirc nang quan trong nhét, né quyét dinh sw chinh xac cia chwong trinh.
Chc nang nay nhan anh van tay tir dau vao va cé nhiém vu xi ly dé& co thé trich chon dwoc
dac trung. Toan bd cdng cu phan mém x& ly anh van tay ctia chirc nang dwoc phan tich thiét
ké va lap trinh cai d&t bang ngdn ngir C++ trong méi trwdng Windows 2003. Trong phan dwdi
day sé trinh bay chi tiét vé phan tich va xay dwng bd céng cu phdn mém x{ ly anh van tay.
Khéi chirc nang xtr ly 4nh van tay gém céc chirc nang [10,15]:
e Phan vung anh van tay: phan ra vung quan tam va vung khéng quan tam trong xt ly
e Xé&c dinh hwéng cho méi diém anh: tinh hwéng cho méi diém anh sau dé tinh hwéng
cho khéi chiva diém anh va dat lai hwéng méi diém anh thanh hwéng clia khdi.
¢ Nhj phan hoa dwa theo hwédng thu duworc.
e Lam manh anh nhi phan
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a) Phan vung anh

Giai doan nay thuc hién viéc phan ving anh van tay sao cho cé thé loai di nhirng ving
khéng quan tam. Chwong trinh st dung moét thuat toan kha hiéu qua. Y twéng phan ving
nhw sau:

> Chia anh thanh céac khdi diém anh (bigPoint). Khdi nay co kich thwdc 3x3 véi anh
kich thwéc nhé va 7x7 v&i &nh kich thwéc I1én.

> Xét xem médi khéi diém anh cé thudc vung quan tam hay khéng theo diéu kién:
néu khéi 3x3 thi nd sé& thudc viing quan tdm néu c6 it nhat 1 diém anh trong khéi
la den. Néu khéi 7x7 phai cé it nhat 6 diém anh 1a diém den 15%).

> Viéc xét cac khdi diém anh dwoc xuét phat tlr tam clGa anh (phan 16n ciing 1a tam
clia vung chira van), loang ra bién cta ving dé dé danh dau nhirng diém thuodc
vung chira van.
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Hinh 5.5. Anh van tay ban dau va anh da phan vung

b) Xac dinh hwéng cuia cac diém anh.

C6 nhiéu phwong phap tinh hwéng cta diém anh. Mét trong sb nhirng phwong phap
quen thuéc hay dwoc st dung la phwong phap cua Lin Hong [20] dwa trén tinh cac dao ham
gradient bac mét theo hai hwéng ngang, doc cla anh. Tuy nhién phwong phap nay c6 khéi
lwgng tinh toan kha Ion. O day ap dung mét phwong phap dwoc d& nghi trong bai bao [14]
cho phép wéc lwong hwéng don gian véi khdi lwong tinh toan nhé hon nhiéu ma dé chinh
xac cling twong dwong. Chwong trinh thyc hién thuat toan nay st dung cac trinh bay nhw
hinh vé sau, vi tri mot diém anh dwoc wéc lwong roi vao mot trong 8 hwdng chia béi cac
dwdng thdng cach déu nhau mét goc 22.50
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Hinh 5.6. Hwéng cua cédc diém anh

Tha tuc xéc dinh huéng cda diém anh:

void SetOrient()

{
Orient[0].dong=0;Orient[0].cot=1;
Orient[1].dong=-1;Orient[1].cot=1;
Orient[2].dong=-1;0rient[2].cot=0;
Orient[3].dong=-1;0rient[3].cot=-1;
Orient[4].dong=0;Orient[4].cot=-1;
Orient[5].dong=1;0rient[5].cot=-1;
Orient[6].dong=1;Orient[6].cot=0;
Orient[7].dong=1;Orient[7].cot=1;

Mot diém anh cé thé ndm trén mot dwong van, hodc nam trén moét ranh nao dé. Do
vay, ta quy wéc hwéng cia diém anh 1a huwéng cla duwdng van (néu né ndm trén dwéong van)
hodc huéng cta ranh trong trwéng hop nguoc lai. D& xac dinh hwéng clia méi pixel, truéc
hét ta tinh gia tri xam trung binh GJi] cia méi hwéng i (i =0,1,..,7) trong clra s6 9x 9 v&i tam
la diém dang xét theo cong thirc:

» G[0] = (G[4,0] + G[4,2] +G[4,6] +G[4,8] ) / 4;
>  G[1]=(G[2,0] + G[3,2] +GI[5,6] +G[6,8] ) / 4;
» G[2] = (G[0,0] + G[2,2] +GI[6,6] +G[8,8] ) / 4;
>
v&i G[i,j] 1a gia tri mirc xam tai diém cé toa do (i,j) (rng v&i mdi clra sb.

Tam huwéng nay duoc chia thanh 4 nhém, méi nhém 2 hwéng vudng goc nhau: nhém
j (j=0,1,2,3) chtra hwéng j va j + 4. Gia tri tuyét dbi ctia sw khac cia mirc xam trung binh
trong mdi nhém dwoc tinh nhw sau:

Gdlil = | G[i] - Gli+4]| (j = 0,1,2,3)

Sau d6 ta chon nhém cé gia tri khac nhau Ién nhét, néu:
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ivax = arg{ Max (Gd[i]) }
. i=0123
(trong d6 arg (G[i]) = 1)
thi ca hai hwéng ivax Va ivaxt4 déu dwoc xem xét. Hwéng clia pixel dwoc tinh bai:

iMax néu ( |Grey - G[iMax] < Grey - G[iMax+ 4] )
Di =

ivax + 4 nguoc lai
(trong do Grey la mirc xam tai pixel dang xét).
c) Nhi phan héa anh.

Phan nay trinh bay thuat toan nhi phan héa &nh dwa trén hwéng cta cac diém anh. Nhi
phan héa dwoc thyc hién dwa trén hwéng dwgc danh gia la hiéu qua nhét.

Qua trinh nhi phan héa dwgc thwe hién nhw sau:

Vi pixel cé hwong i da xac dinh dwgc & trén, ta tinh gia tri xadm trung binh theo hwéng i
va huwdng i + 4, gid sir ching la G[i] va G[ i + 4]. Ta nhi phan héa pixel d6 bang viéc lay trung
binh dd xam do rdi so sanh voi ngudng, néu hon thi ta cho m&c xam dé nhan gia tri 255 con
nhé hon thi nhan |

v
v
v
v

5.7. Anh hwén

d) Giai thuat lam manh anh

Khai niém lam manh dwoc hiéu la v&i moi dwdng van trich chon dwoc ta sé thu manh
né lai dén khi né chi co d6 day la 1 pixel. Pwdng van da dwoc lam manh goi la xwong. Giai
thuat lam manh thuc chét 1a giai thuat tim xwong déi twong dwoc trinh bay & phan 3.3.6
chuwong 3. Ta sé thuc hién bang cach dwa trén bién ctia dbi twong, theo dé ta sé boc dan cac
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I&p bién tir ngoai vao trong cho dén khi khéong con béc thém dwoc niva thi divng. Phan con lai
clia qua trinh nay la xwong cta dbi twong.

Cac gidi thuat x&r ly anh nhj phan va lam manh anh van tay dwoc ap dung va lap trinh
trén co s& cac gidi thuat co ban da trinh bay trong cac tai liéu da dang tai [10].

Tién trinh 1am manh anh dwoc minh hoa nhw sau:

pha 0
pha 1
pha 2
pha 3
pha 4

e8I

4

; “‘““‘““

Hinh 5.8. Qua trinh lam manh anh

Thuat toan 1am manh anh tdng quat: Tién hanh do bién mot déi twong, véi mbi diém bién
tim dwoc, kiém tra diéu kién xéa cia diém nay. Cl thé tiép tuc cho t&i khi khong con diém
nao dwoc xda ca, diéu kién kiém tra mot diém co bi xéa hay khéng sé twong rng véi mot
thuat toan. Mot sb qui wéc va ky hiéu: cap 4 (8) — lang giéng dbi xirng; diém xwong. P 1a mot
diém anh, danh dau voi 8 diém lan can P theo thi tw PO dén P7.

P3| P2 | B
Py P Pq
Ps | Ps | Pr

Hinh 5.9. Cac diém lan can (ké) cta diém anh P

Cap 4 Ian can: N2 = {(PO, P4); (P2, P6)}
Cap 8 Ian can: 1a N4 = N2 U {(P1, P5),(P3, P7)}

Diém bién: mot diém duwoc goi 1a diém bién néu & d6 co sw thay dbi dot ngot vé mirc xam.
Trong &nh nhj phan van tay, diém bién den ma trong 8 lang giéng clia né cé it nhat mot diém
tréng.
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Piém xwong: Mot diém anh la diém xwong khi né 1a diém c6 nhiéu hon hai ving - nén khéng
gan nhau trong 8 — lang giéng. Nhw vay tai mét diém bién chung ta chi can quét xung quanh
cac diém lang giéng va dém sb lan thay ddi mau nén cla cac diém lang giéng nay so véi
mau nén. Néu sb |an thay ddi nay Ién hon 2 thi diém bién dang xét la diém xwong.

Piém rrong

e —

Céc ving nén

Hinh 5.10. Diém xwong va ving nén.

Cac buwdc cta thuat toan 1am manh dwoc tién hanh nhw sau:
> Buwdc 1: DO bién theo thuat toan do bién chuan.
> Budc 2: V&i mbi duwdng bién, kiém tra diém bién c6 1a diém xwong khong?
Néu khong la diém xwong thi danh déu diém do dé xoa vé sau.
» Buwdc 3: Xdéa nhirng diém da dwoc danh dau
> Budc 4: Kiém tra diéu kién dirng. Néu khong con diém bién nao dwoc danh
d4u xda thi dirvng, nguoc lai thi quay lai buéc 1.
Theo thuat toan nay thi cac dbi twong anh Ian lwot bi béc dan cac 16p bién, cudi cung thu
dwoc dang biéu dién cu tric cta dbi twong.

e/ Trich chon dac trwng.

Sau khi xt ly anh van tay va lam manh anh ching ta thu dwgc anh van tay & dang
anh xwong, dwya vao do, cé thé trich chon mot cach dé dang cac diém dac treng ma chung
sé lam co' s& cho chirc nang tham dinh.

Cac diém dac trweng dwoc xac dinh nhd cac thuéce tinh sau [4]:

- Diém két thuc: sb diém den lan can la 1

- Diém ré nhanh: s6 diém den 1an can 1a 3,

Théng tin vé mdi diém dac trwng bao gém:

- Toa do cua diém d&c trung (X, y)

- Huwéng cla diém dac treng

- Kiéu cta diém d&c trwng (diém két thac hay ré nhanh)
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Hinh 5.11. Diém ré nhanh va diém dirng
Cdc buwdrc thuét todn trich chon déc trung va déi sanh [4]:

Bwéc 1: Tim toa do diém trung tam van tay.

V&i mbi tap diém minutiae trich chon dwoc ta tinh khodng cach trung binh tr mot diém
minutiae t&i tit ca cac diém con lai va chon ra diém minutiae c6 gia tri nhé nhat trong sb d6

Khoang cach trung binh tir diém minutiae (x;, y;) dén tat ca cac diém minutiae con lai
duwoc tinh 1a:

| — ‘

n-— l k={1,2..n}\j

Trong dé n la s6 diém minutiae cla tap, (x;, ;) la toa do cta diém minutiae thiv j trong tap.
Sau d6 ta s& chon ra diém cé khodng céch trung binh nhd nhét.

6 =min (d1,d2, ..., dn)
Diém nay la trung tdm van tay. Trong truéng hop cé tir hai khoang cach nhé nhét tring

nhau tré 1&n thi diém dwoc chon sé |a diém dau tién theo thir tw duyét. Thir nghiém cho thay
néu sé diém minutiae gia it thi trung tam van tay tinh dwoc la 6n dinh.

Bwéc 2: Xac dinh diém dac trwng tham chiéu.
Diém minutiae tham chiéu ky hiéu la pR. Day |a diém cé vi tri gan trung tam van tay
nhét. (chinh la diém trung tdm van tay néu tinh theo cach 1). Piém nay dwoc xac dinh theo
phuwong trinh [4]:

1UR = [;“m

V@i [Cy, C)] 1a toa dd diém trung tdm van tay. Toa do cla diém minutiae tham chiéu
nay la [Xg, YR]

]

. II 2 ra )
m(—nnl{ \'II‘C'Y' —x, +|C, —y,| |i=l.n,

/

Bwéc 3: Chuyén hé toa do.
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PAu tién ta chuyén hé toa d6 cwc. Ta goi hé toa dd cii 1a CSold. Géc toa d6 cua
CSold Ia géc trén bén trai ctia anh, diém [0,0]. Hé toa d6 m&i goi la CSnew cé gbc toa do tai
diém minutiae tham chiéu pR. Phép chuyén dbi gitra hai hé truc toa d6 nay co thé dwoc thé
hién nhw sau [4]:

T: Csotg —> CSpew | Opy = Oy T X & O, = Ol + V&

Few Hew
Gbc toa do cua hé toa dd mai sé 1a [Xg, Yr]. uT la tap diém minutiae, toa do cla cac

diém minutiae dwoc tinh lai nhw sau:

A, = (1( —Xp.V, — Vi )_,I = 1...”}

1

u’ = {,u}.

Tiép theo sap lai trat tw cac diém minutiae con lai. Khodng cach gitra gbc toa do va
cac diém minutiae khac dworc tinh tredc:

T T|? . T|1? .
d, = VY m X F Ve TS 2.n,
Cac diém minutiae y; dwoc sap lai dwa trén khoadng céach téi gbc toa d va sé duoc
dat chi s6 mai:

J=2..n 1

ut = {,uf ' o

Nhw vay: diém minutiae dau tién la diém minutiae tham chiéu, diém the hai 1a diém
minutiae gan nhat véi diém minutiae tham chiéu, c& tiép tuc nhw vay,.. Tiép theo 13 hiéu
chinh xoay cho trong UT. Géc quay dwoc tinh nhw sau:

T “
a=- — arccos\{ R S S

. o]

d <d,

i+l

.11 |1

Géc a la géc gitra truc x va hé toa dd tir diém minutiae tham chiéu dén diém minutiae
th hai. Dung géc a, ta c6 thé quay toan bd cac diém minutiae:

m™mo_ ™ T o T . l i
#:‘ —{,u,. -us' _(xs‘ > Vi =¢f 111)1?_2--'”;@7\’0'1

[ =x] .cos(a) -y .sin(@r)

i

-
v

S

= x] sin(a) + y] .cos(a)
¢! =(a+¢,)mod 27

1

Nhw vay, toan bd cac diém minutiae da dwoc sp xép lai va quay dé tao thanh mot
tap diém minutiae c6 toa do méi.

Bwéc 4: So sanh hai tap diém dac trwng. Sau khi chuyén ddi hé toa do ta dwoc 2 tap
diém minutiae la tAp mau va tap so sanh [4]
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Tz{ml’mzv"’mm}’ mf ={xi‘yl’gf}’ I:I'm
1={m{,m},..m,} m;={}y,,6/} j=la,

Lan lwot doc 2 tap diém d6 va tinh do léch vé khodn cach va géc, néu nhdé hon
nguwdng cho phép thi chdp nhan.

sty m =G = F 50, <n
dd(m;,m; ) = min(|¢; 6], 360° - |6 ~ 6 ) <a,

Cudi cung 14 tinh téng sb diém hop 1 trén téng sb diém da duyét, néu Ién hon nguéng thi
cho phép. Ngudng & day 1a tw dat phu thudc va mirc do chinh xac cta thuat toan va chat
lwong anh van tay, ngwéng cang I&n thi cang bado mat nhung kha nang tir chdi lai cao, con
néu nhd qua thi kha ndng nhan nham tang lén.

g/ Ma héa lwu trir dac trwng va tham dinh

Sau khi da trich chon dac trwng, sé thwc hién ma hoa cac dac trwng do béng thuat toan
Blowfish ma hoa v&i khéa dbi xirng va dwoc lwu git va bao mat ca nhan. Nguoi dung duoc
quyén chon lwa khéa ma d& ma héa, mét giai phap don gian 1a khéa dbi xirng duwoc chon
chinh la password cua ngwi dung.

Khi xac thwe, cac déc trung sinh trac sdng lay truc tiép tir thiét bi quét van tay, qua qua
trinh x& ly nhw da trinh bay & trén, cac dac trung van tay séng sé& duoc xac thuc béi qua
trinh dbi sanh v&i mau da lay trong qua trinh dang ky. Tuy nhién trén thuc té khong thé 1y
duwoc 2 anh van tay hoan toan ddng nhat ciia cung mot ngudi, day |a van dé khé chi yéu cla
qué trinh xac thwe thdm dinh sinh trdc. Kho khan nay ludn ton tai thuc té bdi cac nguyén
nhan sau:

> S dich chuyén: Cung mét ngén tay nhung ngudi st dung lai dét vao cac vi tri
khac nhau trén may quét dan dén cac két qua khac nhau. V&i may scaner
USB thi chi can dich chuyén 2mm ciing da dan dén léch khoan 30 pixel trén
anh van tay

> Quay: Cung mét ngén tay, mét vi tri nhung lai xoay theo nhiéu hwéng khac
nhau va do dé anh van tay ciing bi quay mét goc twong tw

> Méo do phép chuyén ddi phi tuyén: Nhu ta da biét, ngon tay la vat thé 3 chiéu
khi may scaner quét, né phai chuyén thanh anh 2 chiéu théng qua mét phép
bién ddi phi tuyén, do dé sé dan dén viéc cing mdt ngén tay va vi tri nhung do
nghiéng ciing nhw vi tri cao thap clia ngdn tay so véi bé mét quét dan dén anh
thu dwoc lai khac nhau.

> Suc dé va diéu kién cla da: Anh thu dwgc hoan toan chiu anh hwéng cla viéc
an tay vao may quét manh hay nhe va quan trong hon va diéu kién cla da. Da
4m, kho hay sach, ban déu gay ra cac két qua khac nhau

> Nhiéu: Pay la diéu ma bat ky hé théng thu nhan anh ciing gap phai, né tuy
thudc va chat lwong clia may quét.
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Chinh vi cac nguyén nhan trén day ma nhiéu cac cdng trinh da quan tam nghién ciru va
dé& xuat, md hinh giai phap theo hwéng tiép can 2 ciing nham giai quyét van dé nay.
5.2.3. Xay dwng va lap trinh cdc khéi chirc ndng Phan hé sinh trac 1
Trong phan nay sé trinh bay thiét ké trién khai va cai dat lap trinh Phan hé sinh tréc 1 nhw
da phan tich & trén
al/ Giao dién cta phan hé sinh trac 1: la ctva sb hién thj &nh van tay quét trwc tuyén (Hinh
5.12). V&i 3 nat 4n: Save, Scan va Stop, viéc str dung phan hé rat don gian, géom:
Phim Scan: Khi ngwoi dung an phim Scan, chwong trinh sé hién thi &nh van tay lén cira
sb giao dién dé nguwoi dung cé thé tw danh gia chat lwong anh quét.
Phim Stop: Dirng qua trinh quét anh.
Phim Save: Chuwong trinh sé& thuc hién cac chirc ndng an bén trong dé cudi cung dua ra
file chra théng tin cla cac diém dac trung trich chon dwoc co tén la
minutiae.txt.

b/ Cai dat lap trinh cac ham chirc nang

- Chirc nang thu nhan va lwu trie anh

Phan hé c6 chirc nang lwu trir anh vao file trong boé nhé va biéu di&n anh I&n man hinh.
Phan hé c6 st dung thw vién ma nguén mé& Freelmage (http://sourceforge.net).

- Chdrc nang trich chon dac trung

Chirc ndng nay bao gébm cac codng viéc sau: phan ving anh, xac dinh huwéng, nhi phan
héa, lam manh anh va trich chon dac trwng.
e Phan vung anh: void doSegmentimage(fipWinlmage &donelmage);
e Xac dinh huwéng cac diém anh: void getDirPixels(fipWinimage &donelmage);
¢ Nhj phan héa: void doBinazi(fipWinlmage &donelmage);
e Lam manh anh: fipWinlmage doThinning(fipWinImage imagelnput);
e Trich chon dac trwng: void takeAllMinutiaePoints(Minutiae *pt);

- Chtec ndng déi sanh anh:

Chtrc ndng nay c6 nhiém xac dinh xem 2 tap diém dac trwng co6 twong dwong khéng: void
OnVerification();
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O Untitled - ftrScanApiEx (=1[E3]

File Capture Finger Matching Extract Help Wiew

Hinh 5.12. Giao dién phan hé sinh trac 1
5.2.4. Thir nghiém va két qua.

5.2.4.1. Kich ban thir nghiém tich hop phan hé vao hé théng
Phan hé nay dwoec tich hop trong tién trinh dang ky va dang nhap cta nguwdi ding cla
chuwong trinh RA_Client. Phan hé ciing dwoc str dung trong trng dung bao vé truy cap ti xa.

- Tién trinh diang ky.

Sau khi da dién day dd thong tin ca nhan, ngudi ding phai quét van tay truc tuyén. Phan
hé sé& goi chirc ndng ky ma van tay s6. Cudi cuing, théng tin vé van tay nguoi dung sé duwoc
ma héa va lwu trir trong CSDL cla RA. Thuat toan ma hoéa st dung la Blowfish, va khéa st
dung d& ma 1a password ctia nguwdi dung.

Informations
conforme aux

Recevoir des régles SRochS

- . d'enrélemen

informations t de
Demande personnelles I'empreinte

d'enregistremgnt digitale

Utilisateur

Des informations personnelles

Acceptation et des minuties chiffrés

Répondre
Refus \

Hinh 5.13. Tién trinh dang ky ngwi dung vao hé théng
- Tién trinh dang nhéap.
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Dé dang nhap vao hé théng, ngwdi diung phai nhap théng tin vé username, password, va
phai quét van tay song.

Résultat

Vérifier
username et
le mot de

pass

Username
et le mot d

Y

Utilisateur Base de données Répondre

Module de
vérification
des
empreintes
digitales

Hinh 5.14. Tién trinh dang nhap hé théng dung van tay
5.2.4.2. Két qua thir nghiém.
Dé danh gia hiéu nang ciing nhw do chinh xac cia phan hé, 2 qua trinh th& nghiém da dwoc
tién hanh thtr nghiém. PAu tién, dé 1a thi nghiém trén nhitng mau anh van tay cé sén trong
CSDL«Fingerprint Verification Competition 2004» tlr trang web: http:/bias.csr.unibo.it/
fvc2004. Sau d6 l1a thi nghiém vé&i cac van tay séng dwoc quét truc tuyén bdi thiét bi
scanner, cac van tay clia nhirng ngui trong PTN cta khoa CNTT- DH BKHN.

Muc dich cta thi nghiém la dé tinh ra dwoc 3 ty 1& theo 3 cdng thirc sau:
- Ty & thanh cong: Teuccess = %xlOO%

Nrr

- Tylé t chéi sai: Terg = N x100%

Nra

x100%
N

- Ty & chap nhan sai: Tear =

T d6 thu dwoc biéu dd két qua thwe nghiém sau véi cac diéu kién khac nhau cla van
tay:
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OFAR
EFRR
O Success

VT khé VT ?m Quay VT b? xw?c VT chu?n

Hinh 5.15. Biéu db két qua thir nghiém thuat toan
- Nhan xét:
Qua thir nghiém véi CSDL van tay cho thay: vay tay dm dua lai két qua tdi nhat, van tay
kho va bi xwéc ¢ két qua chap nhan dwoc. Van tay chuén cho két qua tét nhat. Yéu té quyét
dinh dén két qua nhiéu nhat d6 1a phai chon dwoc tap minutiae chinh xac, day du.

Ton tai nhirng sw khéng chinh xac nay la do cac ly do sau:

e Thiét bi quét van tay hoat ddng chwa that sw hiéu qua, thiét bi kha nhay cdm véi van
tay &m.

e MGi 1an quét méi chi thwe hién quét moét 1an, do vay trng véi mot ngudi dung, chi cd
mot mau van tay dé déi sanh.

5.3. Phan tich thiét ké va xay dwng Phan hé sinh tric 2: Hé sinh khéa sinh
trac bao mat khéa ca nhan trong hé BK-BioPKI.

5.3.1. Phéan tich cac chdrc nang

Véan dé bao vé khoa ca nhan ludn dwoc chu trong vi khéa ca nhan déng vai trd bdo mat
tap trung cho toan bd hoat déng khac. Néu khoa ca nhan cla ngwoi dung bi mét trém thi
dwong nhién nhirng tai liéu mat gtvi cho nguwoi dung dé sé khdng con an toan. Trong trwong
hop khéa ca nhan ctia mot CA bi mét thi toan bd cac CA va ngudi dung cp dwéi clia nd sé
khoéng dam bao d6 tin cay, vi nguoi ldy dwoc khéa ca nhan d6 cé thé cip chirng chi sé cho
b4t ky moét CA hay ngwdi dung gid mao nao dé nhan danh CA nay. Néu CA gbc bi mét khéa
ca nhan thi toan b hé thdng PKI tré nén vé nghia va sup dd. Cé thé thay, van dé bao vé
khéa ca nhan mang y nghia rat Ion.

Van dé xac thwc va thdm dinh cha thé, diém yéu cta PKI, lai 1a diém manh cla sinh tréc
hoc. Do d6 xu thé két hop sinh trdc hoc véi PKI thanh BioPKI 1a xu thé tat yéu. Hé théng
BioPKI dwgc xay dwng sé dadm bdo dinh danh chinh xac nguwoi dung, bdo vé an toan tuyét
dbi khéa ca nhan, déng thdi mang lai s tién loi cho nguoi siv dung.

Ciing theo xu hwdng do, trong hé thdng BKBioPKI c6 thiét k& phan hé sinh trdc véi muc
dich la thdm dinh nguoi dung trwc tuyén va bao vé khoa ca nhan.
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Phan hé sinh trdc 2 gdm céac chirc ndng chinh:
e Chuc nang dang ky ma: Sinh trac hoc van tay dwoc dung dé sinh tap khéa sinh trac,
tiép do, tap khoa sinh trdc dwoc dung dé ma hoa bao vé khéa ca nhan.
e Chwc nang thdm dinh xac thyc sinh trdc va truy xuat khéa ca nhan: Tap khoa sinh
trdc dwoc sinh ra tir van tay sdng dé giai ma khéa ca nhan.

5.3.2. Thuét todn sinh khéa ttr sinh trac van tay

Hé théng BK-BioPKI sir dung thuat toan sinh khoa dwa trén thuat toan trich chon cac
d&c trwng sinh trdc hoc van tay gébm cac diém minutiae. Diém minutiae 14 cac diém két thuc
ho&c ré nhanh cia dwéng van. Thuat toan nay dwoc xay dwng va thiét ké dwa trén tw twéng
ctia mot luan an tién si [4] gdm cac bwdc chinh dwoc trinh bay trong so' dd sau:

Fingerprint

I

Trich chon Tinh vi tri Xac dinh diém Chuyén hé toa Lwong ti hda ~ Sb6hoda diém
dac trung —) diém trung — tham chiéu —) do —> 1 Minutiae
tam
Tao khoa ca
nhan va tap
khoa

Hinh 5.16. Thuat toan sinh khéa tir sinh trac van tay

al Trich chon tap diém dic treng

Ap dung cung thuat toan trich chon d&c trwung da trinh bay trong phan 5.2.2 dé thu dwoc tap
diém dac trung & day la tap diém minutiae. Tuy nhién dé ting cwong do 6n dinh dac trung,
trong giai phap nay da bd sung 1 sb xt ly sau:

- Nguwoi dung N sé phai ldy mau khoang K 1an (vi du thyc té chon K=5), méi lan mot tap diém
d&c trwng — minutiae dwoc trich chon, sau 5 1an, chon ra cac diém minutiae c6 xac suét xuét
hién cao nhat trong 5 tap do, tap diém minutiae cudi cung twong déi 6n dinh va cé dé chinh
xac cao v&i khodng Umin diém minutiae. Qua trinh chon diém minutiae dién ra nhw sau

v' Chon céc diém minutiae ma cung vi tri, hwéng va loai trong c& nam m&u. Chon
cac diém gan diém trung tam truéec.

v/ Xét cac diém minutiae cé vi tri trong 5 mau giéng nhau nhwng gradient va loai lai
khac nhau. Diém minutiae sé dwoc lay khi co tir 3 trong s6 5 mau doé gibng
nhau. Thir tw chon la chon tir cac diém gan trung tam chon ra.

v/ Xét cac diém minutiae c6 cung gradient va loai nhung lai ¢ vi tri sai khac trong
khodng dung sai. Khoadng dung sai & day la mét hinh chir nhat kich thwédc chon
trwéc. Néu cac diém minutiae & cac mau co thé dwoc dat trong khoang dung sai
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do thi co thé coi ching 1a mét va dugc chap nhan. Thr tw chon 1a diém cang
gan trung tam thi cang duwoc wu tién.

v Xét cac diém minutiae gidbng nhau & it nhat 3 mau vé vi tri hodc huwéng hoac
loai. Diém minutiae nam cang gan trung tdm cla anh van tay cang dwoc wu tién.

Qua trinh chon sé két thuc khi d@m bao sé diém minutiae dwoc trich chon thda man pmin:

12 < Hin = 70
Méi diém minutiae dwoc dac trwng bdi 3 théng sb quan trong gém vi tri, hwéng va loai diém.
w = (xyl 0t
Trong do:
i 13 chi s clia diém minutiae trong 1an 1y mau thv i (i = 1..5),
j 1& chi sb diém minutiae th( j trong mot 1&n ldy mau véi cac toa do (x!,y!) hwéng ¢!
loai diém minutiae t’.
Tinh vi tri diém trung tdm cta van tay dwa trén Thuat toan dém sé dwong van ( Ridge Count
Method) duwoc trinh bay trong [4]. Y twéng cla phwong phap la: cac dwéng van co thé coi
nhw cac dudng tron dong tam. Diém cang gan trung tdm thi sé dwéng van bao quanh né
cang nhiéu. Do d6, diém trung tam sé la diém co6 sb dwdng van bao quanh né I&n nhat. Qua
thdng ké thi giao diém cla hang cat s6 duwdng van Ién nhéat véi cot cét sb dwdng van 16n
nhét sé la diém trung tdm. Phuong phap nay tinh dbi véi anh van tay da dwoc lam manh.
Goi RC; 1a s6 dwdng van ma mét dwdng ngang the i cét, 1an lwot tinh sb dwong van bi cat
cho mdi hang ta c6 tap:
RCV’A” = {RC, | i= O,..., Helght}
Trong do6 Height 1a s6 diém cla &nh van tay theo chiéu thdng dirng. Xét tir trai qua phai, ting
gia tri cla RC; néu c6 sw chuyén tiép tir diém den (gia tri m&rc xam l1a 0) sang diém tréng (gia
tri mrc xam la 255)
Chon hang ngang ch*a hoanh dé clia trung tam van cé RCy 1&n nhat theo cong thirc:

RCy = max(RCy,a)
M6t cach twong tw chon ra hang doc c6 chira tung d6 clia trung tdam van RCy

RCH, Al = {RC, | i= OWIdth}
va RCH = max(RCH,A“)

Sau khi chon dwoc hai dwéng ngang va dudng doc nhu trén, lay giao diém cta hai dwong
do. Biém do chinh 1a diém trung tdm van tay va co toa do [Cx; Cy], goi la toa dd trung tam.
Trén hinh 5.17 minh hoa mét van tay dwoc tinh sé dwdng van theo cach nay. Diém trung tam
la diém giao b&i hang doc cét 34 van va hang ngang cét 24 van.
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Hinh 5.17. Cach tinh s6 dwdng van ctia mot van tay

Céc budc xtr ly dwdi day dwoc thue hién nhw da trinh bay trong phan 5.2.2.2, bao gém:
- Xac dinh diém tham chiéu

Diém minutiae tham chiéu dwoc dinh nghia la diém minutiae gan diém trung tdm van tay nhat
Diém minutiae tham chiéu ky hiéu |1a pr. Khoang cach tir diém trung tam dén tat ca cac diém

con lai:
0=

N Ia s6 diém minutiae trong anh dang xét.
Xi, ¥i la toa d6 cta diém minutiae
DPiém tham chiéu la diém c6 gia tri d; min:

2 2 —
[T :(um m(—min(\/|Cx—xi| +‘Cy—yi‘ j,izl,NJ

Toa dd diém tham chiéu la [xr, YrI.

2 . .
,voii=1,N

C, —Xi|2 4—‘Cy -y,

Trong dé:

- Chuyén hé toa do

Sau khi tinh toan dwoc diém tham chiéu ta da cé thé dwng dwoc hé toa d6 mong mudn 1&n
anh van tay dang xét. Cong viéc tiép theo la chuyén tir hé toa do cii sang hé toa dd méi nay.
Hé toa d6 cii chinh la hé toa dd do bd nhé quy dinh: gbc [0, 0] nam & gdc trén bén trai. Hé
toa d mai cé gbc tai diém minutiae tham chiéu. S& di ta chuyén sang hé toa dd mai nay
(con dwoc goi la hé toa d6 cwc) 1a dé sir dung thudc tinh vi tri twong dbi gitva cac diém
minutiae & gan diém géc, thudc tinh nay khong thay déi nhiéu véi méi 1an 14y mau nén cé thé
st dung dé tinh toan. Ta c6 coéng thirc chuyén hé toa d6 nhw sau:

T:Cs,, > Cs

old new

{o* -0

new old

y — 0O
+XR’Onew - Oold +YR}

Gbc toa d6 cla hé toa dd mdi sé la [Xg, Yr]. U la tap diém minutiae, toa d6 cla cac diém
minutiae dworc tinh lai nhw sau:
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' ={ui\ui = (X =Xy, —yR),i—L_N}

Tiép theo sap lai trat tw cac diém minutiae con lai. Khoang cach gitra gbc toa dd va cac diém
minutiae khac duwoc tinh trwédce:

2 2 —_—
d" =\/‘XR —xiT‘ Jr‘yR —yiT‘ ,1=2,N
Cac diém minutiae y; dwoc sap lai dwa trén khodng cach téi gbc toa d6 va sé duwgc dat chi sd
maoi:

d <d

n'= {”T' i1
Nhw vay diém minutiae dau tién 1a diém minutiae tham chiéu, diém thir hai la diém minutiae
gan nhét v&i diém minutiae tham chiéu, c tiép tuc nhw vay.

Tiép theo, ta quay hé toa dé do sao cho truc hoanh di qua diém minutiae th& hai. Muc dich
cla budc nay la gidam d6 anh hudng cla sw quay cta anh dau vao dén dd chinh xac cla
thuat toan. Goc quay dwoc tinh la:

i=2,_N}

T
n <]
o =§—arcc0s - -
T T
I

V6i (2", y.") 1a toa dd clia cac diém minutiae th hai. Géc a la goc gitra truc x va truc hoanh
m&i 1a dwong thang ndi tir diém minutiae tham chiéu dén diém minutiae thi hai p, . Ding goc

a, ta co thé quay toan bd cac diém minutiae:

W = (x0T )i =2 N i

o = for
X:r = xiT'cos((x)—yiT' sin(a)
y. =y sin(a)+y; cos(a)
¢, =(o+¢;)mod2n
Nhw vay, toan bo cac diém minutiae da dwoc sap xép lai va quay dé tao thanh mot tap diém
minutiae c6 toa d6 méi.
b/ Sinh tap khoa sinh trac
Thuét toan sinh trac van tay tir tap diém dac trung da trich chon dwoc xay dwng trong Phan
hé sinh trdc 2 can thwc hién cac budc cac xiv ly day:
e Lwong tr hod
Dé gidm yéu cau chinh xac qua cao ctia anh dau vao va van dam bao an toan cho thuat toan
bdo vé khoéa ca nhan, anh van tay can duwoc chia thanh cac 6 cé kich thwéc bang nhau va

toa do cta diém minutiae sé dwoc tinh 1a vi tri clia 6 chira né [4].
Ta chia &anh van tay thanh cac 6 kich thudc Ky x K,. S6 6 trén anh chi con lai la:

Width Height
by = X
K K

X y
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Theo thyc nghiém cho thay trong mét hinh vuéng 7x7 khong tén tai hai diém minutiae. Nhw
vay gia tri I&n nhét cé thé I4y cho Kx va Ky 1a 7. Véi kich thwéc anh 1a 512 x 512 thi sb 6
lwong tr t6i thiéu sé& [a 16.000 6.

Trong hé truc toa d6 mai, dat ky hiéu cac & quay quanh géc toa dd theo hinh xoén éc. Cac 6
lwong t& dwoc danh dau nguoc theo chiéu kim déng hd, xuat phat tir gbc 1a 6 co6 sb 0, tiép
theo cac 6 tlr 1 dén 8 xép trén hinh vuéng bao quanh 6 géc. O 9 lai tiép tuc dwoc xép bén
phai 6 1 va viéc sinh 6 cir dwoc thuwc hién tiép tuc dén khi gdp & chira diém minutiae cudi
cung trong tap thi dirng lai.

Mbi diém minutiae sé& roi vao mét trong cac 6 lwgng tlr trong hinh xoan 6c d6. Mai diém
minutiae sé dwoc sd hoa theo 6 lwong tir twong (ng.

I 241333231 30| 29| 28 I
39191413 12|11] 27
JE16) 43 2|10/ 26
IFNT|8(0(1]825
G186 | F| 8|24 48

3919|2021 22|23| 47
I 40141 (42]43] 44| 45| 46 IV

Hinh 5.18. Hé toa d6 cac 6
e S6 hod diém minutiae
DPiém minutiae roi vao 6 lwong t&r nao sé dwoc thay bang sb thi tw cla & d6. Ta gia thiét
khéng c6 hai diém minutiae ndo roi vao cung mét 6. Sau qua trinh nay, tap diém minutiae
trich chon dwoc sé dwoc chuyén thanh tap sb.
Gia s diém anh co toa d6 da lwong t& hoa 1a (k,l) thi gia tri s6 hoa ctia diém dé 1a: numCoor

-

3

-5 - 3 ]-2 [

i -2 v

Hinh 5.19. S6 héa toa d6 cwc
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Qua trinh xac dinh gia tri s6 hoa can ctr vao diém dé nam trén 6 vudng bao nao, trén hinh vé
la hinh vuéng c6 canh 4 dwoc té nhat. Diém dau clia 6 la diém thudc truc k co toa dd sb hoa
la: (2*chiéu_dai_canh_6_vuéng -1)?

Toa d6 sb hoa clia cac diém khac & trén 6 vudng nay dwoc tinh bang cach xac dinh dd 1éch
v&i diém dau nay. Sau day 1a biéu thire chi tiét cho tirng trudng hop.
Gia tri cia numCoor dwgec tinh tuy thudc vao gia tri cia k va m:

v k>m>=0 2 numCoor = (2k-1)*+m

m >=k >0 = numCoor = (2m-1)*+m + m -k

m > -k >= 0 2 numCoor = (2m-1)*+2m-k

-k >=m > 0 = numCoor = (-2k-1)*+ 3(-k) +(-k) + (-m)
-k >-m >= 0 2 numCoor = (-2k-1)*+ 4(-k) + (-m)

-m >= -k > 0 = numCoor = (-2m-1)*+ 5(-m) + (-m) — (-k)
-m >k >=0 2 numCoor = (-2m-1)*+ 6(-m) + k

k >=-m > 0 = numCoor = (2k-1)*+ 7k + k — (-m)

R R

e Tao tap khéa sinh trac

Trong cac diém minutiae tim dwoc ta chon ra k diém minutiae &n dinh nhat va lay k sb twong
(ng trong qua trinh sb hoa.
Vi du mét khoa gébm 10 diém minutiae la:

17 27 35 50 83 99 128 142 173 193

Néu mudn tao ra mot tap khoa thi ta sinh t6 hop chap m cla k sb dwoc Nrcombiantion phan
tlr. MGi khéa sinh trac la m gia tri s héa dirng canh nhau (theo thi tw tang dan) theo kiéu
ghép xau. Sb khaa sinh trac cta tap la:

Nrcombination = Ckm

Trong chwong trinh, chon m = 5. Nhw vay méi khoa con la mét chubi gdm 5 sb tw nhién ghép
v&i nhau.

5.3.3. Thiét ké phan mém sinh khoéa sinh trac bdo vé khéa cd nhan

5.3.3.1. Thiét ké so dé khéi
So d6 khéi cac chirc ndng phan mém sinh khoéa sinh trac dwoc trinh bay trong hinh 5.20.

5.3.3.2. Cac thuat toan

Céc thuat toan thuc hién trong so' d6 (hinh 5.21) bao gém:

- Ma hoa khoa ca nhan bang khoa sinh tréc

- Méi khéa K, thudc tap K dung d& ma hoa khéa ca nhan thanh ban ma C

g:P—-C,C =gx (P)
T d6 dung tap khéa K dé ma héa khoéa ca nhan thanh tap S ¢d Nreompination CAC ban ma:

5={z« (P)|K, eK.r=1Nr

combination }
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Vi tri chia phan t&r trong S phu thudc vao vi tri phan tir twong ting trong H va K. Thuat toan
ma hod st dung la DES. Céac théng tin sau khi ma hoa dwoc lwu trir trong may cla nguwoi
dung, bao gdm: khoa ca nhan da dwoc ma hoa va tap cac khoa ma da bam.

Qua trinh
dana kv
Ma hoéa khoa

Tao tap khoa p| o2nhan

sinh tréc sinh| R
tréc Khoa sinh Bam tap
tric sinhi | Khda sinh

JEC trac

_____________________________________ Chieng chii_______|_____
sO
Qt:a trlph Béi sanh
tham dinh -
Giai ma khoa
ca nhan

Tao tap khoa Bam tap
sinh trac sinh > khoa sinh

trac tréc

Khoa sinh
trac sinh Khéa ca
trac nhan
Chirng chi
sO

Hinh 5.20. So’ d6 kh6i phan mém sinh trac bao vé khéa ca nhan
Bam tap khoa

Ding mét ham bam H thuc hién badm tap khoa K & trén. S& di ta ding ham badm dé dam bao
an toan cho khoa ma dwoc lwu trong bd nhé, tranh bj truy xuét bat hop phap. Tap cac gia tri
bam nhuv sau:

Hz{h(Kr)‘KreK&rzl,Nrc

ombination }

Mbi khoa ma K; trong tap K sé& dwoc bam thanh phan t& twong tng h(K;), tap H ciing c6
NFcombination PhAN t&r. Thuat toan st dung 1a MD5
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Ehda cé nhin |

Thuit toan I hda
sinh khéa » khoaca
mi nhén
Y
( D lidu mi héa ]

-~
Bimtip
khéa mi

Hinh 5.21. So dé thuat toan ma héa khéa ca nhan

Khéi chirc ning dbi sanh va giai ma khéa ca nhan

Nhiém vu cla buéc nay gidi ma khéa bi mat bang cach tim ra khoa ma da dung d& ma hoa
khoa bi mat d6. Ta chu y chi can tao ra mét khoa ma tlr cac dac treng sinh trac hoc van tay
va chiéu dai ctia khoa nay phai bang vai chidu dai clia khoa ma dwoc dung dé ma hoa khoa
ca nhan. Ta ciing c6 thé tao ra dwoc Nrcombination cac khoa ma thod man diéu kién nay.
Qua trinh gidi ma khoa ca nhan gdm 2 bwdc nho:

Bwéc 1: Tim khoa ma da dung dé ma hoa

Dau tién, gia tri bdm cla khda K’ dwoc tinh theo ham bam h: H'= h(K')

Ta quan tdm dén gia tri bAm H’ va tap cac gia tri bAm H chra trong may client va tim trong
tap H xem c6 gia tri H' hay khéng? Qua trinh tim kiém c6 thé cho ra hai loai két qua nhw sau:

v Tim dwoc mot gia tri bam trong H gibng véi H’: két qua nay chi ra K’ co thé
dwoc dung dé giai ma. Chuyén qua buéc 2.

v Khéng tim duwoc: khdéng cé gia tri bam nao trong H chva H'. Diéu dé chi cé
nghia la khoa sinh trac sinh ra khéng phu hop. Nhwng ta van ¢6 Nreompination KNOa
sinh tréc khac cé thé sinh ra. Nhw vay, ta phai lap lai viéc sinh khéa sinh trac.
Mot khda sinh trac khac sé dwoc sinh ra d& so sanh tiép. Qua trinh sinh nay
duoc 1ap lai thi da 1& Nreompination 1an. Néu thwc hién hét Nreompinatonldn ma khéng
c6 mot khoa sinh trdc nao phu hop thi nghia la van tay khéng phu hop va viéc
gidi ma dwoc dirng lai. Khéa ca nhan luc do sé khong thé tiép can duoc.

Bwdéc 2: Gidi ma khoa ca nhan: thuc hién tai khdi gidi ma.

Sau khi so sanh gia tri bAm cda hai khoa gidng nhau, ta s& dung khoa sinh trac cla gia tri
bam d6 dé giai ma tap ma hoa khoa ca nhan trong CSDL tai may client.

q:C—>P,P=q,. (C)

V&i C 1a ban ma va P 1a khéa ca nhan ban dau.
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Ehbaca
Dir l18u mi hoa nhan 43
duoe mi
J hda
Ehdamidi
bim

Thudt Bam Béi sinh Khop CHal ma
toan sinh khéami | Ikhoa
khoa mi

1 |

Khéng Khda ca nhin
khdp

Hinh 5.22. Qua trinh giai ma khéa ca nhan

¥

5.3.3.3. Xay dwng biéu db phan cap chirc ning hé phan mém sinh trac
e M6 ta khoi chirc ndng xtr ly dnh van tay

Céc chirc nang cta khdi nay dwoc mé ta trong bang dwdi day

Chirc nang Mo ta

Thu nhan anh van tay tir co s& di¥ liéu anh hodc thu truc tiép tv

Thu nhan anh van tay )
thiét bi scan

Cai thién anh Anh van tay dwoc cai thién nhadm lam tang chat lwong cla anh.

Lam manh anh 1a buwéc tién x& Iy cho bwdc trich chon déc trwng
anh

Lam manh anh

Trich chon dac trwng

Bang 5.1 Bang md ta cac chirc ndng khdi x ly &nh van tay

Khdi X ly anh dwoc thiét ké va lap trinh trong mai trwdng 1ap trinh két hop st dung cac thw
vién mé& sau v&i cac ngdn nglr sau:

- Thw vién Freelmage hé tro viéc doc va ghi cac file &nh va cé hd tro mot sé thao tac xi ly
anh co ban nhu:
v Tinh toan vé&i tirng diém anh
v' Thay dbi kich thwdc anh....
Thw vién nay dwoc tham khado tai http:/freeimage.sourceforge.net . Phién ban sl
dung trong chwong trinh 1a ban 3.9.3.0 c6 hé tro cho ngdn ngir Visual C++ 2003.
- Thuw vién OpenSSL hé tro' cac ham ma hoa bao mat va gidi ma truy xuat khéa ca nhan
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- Ngon ngi¥ Visual C++ 2003 va Matlab.

Bao mat khoéa

Thu nhan anh van

tay

Nhan tir may quét
anh van tay

Nhén tir CSDL
(thr thuat toan)

Cai thién anh

Lam manh anh

Trich chon dac
trwng

ca nhan
Thu nhan va
X li @nh van tay Sinh khéa va DPéi sanh va
Ma hoéa

Giai ma khoa cé nhan

Sinh tap khoa
sinh trac sinh trac

Ma hoéa khoa ca
nhan va lwu triv
Khéa bam

Sinh'tép kh(’)a'
sinh trac sinh trac

Hinh 5.23. Biéu dé phan cép chirc ning hé phan mém sinh trac

o Thiét ké cai dat Iap trinh cdc chiec nang

Péi sanh va
Giai ma khoéa
ca nhan

- Chtre nédng thu nhén: Bau vao clia Médun nay la anh van tay dang *.bmp thu nhan triyc
truyén tr thiét bi quét van tay, vhwong trinh st dung may scan cia Futronic model 9880..
Anh van tay c6 thé dwoc |4y mau nhiéu 1an dé ting d6 chinh xac cho tap diém dac trung.
Trong giai doan dau th&r nghiém thuat toan, anh dau vao dwoc sir dung tr CSDL anh.

- Xt ly &nh: Anh sau khi dwoc thu nhan sé& dwoc x&r ly bang Matlab. Chwong trinh st dung
cac ham hé tro ciia Matlab bang viéc xay dung céc file thu vién lién két dong .dll tir cac file
.m clia Matlab, sau do tich hgp vao hé théng, chwong trinh can bd MCR (Matlab Compiler
Runtime) dé thuc thi chwong trinh. S& dung ngén ngir Matlab cho két qua kha tét nhwng co
nhuoc diém vé tdc d6 Modun xt ly anh gdm c6 2 chirc ndng chinh la cai thién anh va lam
manh anh. Chuong trinh st dung file fenhancement.m ctia Matlab dé cai thién anh va st
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dung file edge.m cta Matlab dé& lam manh anh. Cudi cung, sau khi lam manh &nh béng
Matlab, chwong trinh thwc hién xéa gai &nh da lam manh dé ting do chinh xac cho buéc
trich chon diém minutiae

- Ma hoa va gidi ma

Céc thuat toan chi tiét ctia 2 khdi chirc nang da trinh bay chi tiét & phan trén. V& cong nghé
va lap trinh, chrc ndng ma héa khoa ca nhan st dung ham thw vién PEM_Write_PrivateKey
va chirc nang gidi ma khéa ca nhan sl dung PEM_Read _PrivateKey cla thw vién
OpenSSL

5.3.4. Thir nghiém va két qua

Chuwong trinh hé tham dinh xac thwc van tay da dwoc thir nghiém theo 2 kich ban:

o Chuwong trinh thr nghiém v&i cac dnh van tay tir CSDL anh van tay dung cho cac hé
tham dinh sinh trac.

o Chuwong trinh thir nghiém véi cac anh van tay séng thu nhan tw thiét bi quét

a/ Chuwong trinh thwc hién th&r nghiém vé&i bé co s& dir liéu anh FVC 2004 (Fingerprint
Verification Competition 2004 — duwgc download tir trang web http://bias.csr.unibo.it/fvc2004)

Kich ban thtr nghiém v&i 100 van tay khac nhau, trong d6 méi van tay sé cé 8 loai mau anh
van tay v&i cac diéu kién mé ta 14y mau khac nhau nhw sau:

o Loai 1: Ngon tay dat Iéch tdm va dat nhe

e Loai 2: Ngon tay dat dung tdm nhwng dat nhe

e Loai 3: Ngon tay dat chudn quy cach: ding tam gitra va dat vira phai
e Loai 4: B& mé&t ngon tay tiép xuc khong déu, 1éch vé phia dau ngon.

e Loai 5: B& mat ngon tay tiép xtc khong déu, léch vé phia cubi ngén.

o Loai 6: Ngon tay bj dat chéo

e Loai 7: Ngon tay bj khd, anh bi m¢

e Loai 8: Ngon tay bj wét, anh bj nhoé.
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Bang két qua:

Loai anh Ty ¢ chap nhan sai Ty 16 tir chéi sai FRR (%)
FAR(%)
Loai 1 20 20
Loai 2 20 20
Loai 3 15 10
Loai 4 20 60
Loai 5 20 60
Loai 6 10 80
Loai 7 30 40
Loai 8 40 40

b/ Chwong trinh thAm dinh sinh trdc bao vé khoa ca nhan duwoc thir nghiém v@&i cac van tay
duoc quét true tiép tir thiét bi bdi cac ban cung tham gia dé tai.

Két qua thir nghiém trong trwérng hop thu nhan anh van tay sdng duoc quét truc tiép tr
scanner:

S6 lan thir Ty lé chap nhan sai - FAR(%) Ty lé tir chéi sai FRR (%)

130 20 30

So sanh két qua cla 2 thi nghiém trén, ta thdy chwong trinh chay chinh xac hon véi di liéu
anh van tay loai 3 so v&i anh dworc thu truc tiép tir scanner, vi anh loai 3 la loai anh van tay
dwoc dat ding tam va chét lwong tot.

Bang két qua cho thay ty 1& 16i d6i v&i anh van tay quét tir thiét bi con I&n, nguyén nhan 1a do
anh dwoc thu truc tiép tr scanner thworng khéng én dinh
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Chwong 6.
PHAN TiCH THIET KE VA XAY DUNG HE THONG HA TANG
KHOA CONG KHAI PKI CHO HE THONG BK-BIOPKI

6.1. Phan tich cac yéu cau va giai phap thiét ké hé th6ng BK-BioPKI

M6 hinh hé théng mdc khung canh

Hé thdng BK - BioPKI thudc Dé tai nghién ctru cp nha nuwdc theo nghi dinh thw hop tac voi
Malaysia vé& “Hé théng an ninh sinh trac hoc BK-BioPKI” ctia khoa CNTT nhdm nghién cteu va
th&r nghiém mét sb giai phap tich hop sinh trdc hoc vao ha tang khoéa coéng khai PKI.

Muc dich cta hé thédng BK — BioPKI la tao mot méi trudng co s& ha tAng khéa cong khai
trong phong thi nghiém véi mang cuc bd dé tir d6 phat trién thir nghiém tich hop yéu té sinh
trdc hoc vao PKI dé& nghién clru mot s6 van dé vé an toan an ninh dwa trén sinh trac hoc.

Hinh 6.1. Hé théng BK — BioPKI

Hé théng BK — BioPKI bao gdm:

a) Co s& ha tAng khoa coéng khai PKI gébm cé: CA Server, RA, cac giao dich co s&,
ngudi dung trong hé théng. CA Server quan ly cip phat chirng chi sé theo chuan X509. Céng
cu xay dwng la dung ngdén nglr C++ trén nén Windows va st dung thw vién OpenSSL; hé
quan tri co s& dir liéu MySQL.

b) Hé thadm dinh sinh trdc: gébm 3 thanh phan chinh:
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e Dang ky sinh tric ( enroliment)
e Ma hoa lwu trir dac trwng sinh trac
e Dbi sanh thdm dinh sinh trac

c) Thiét ké giao dién (interface) va tich hop phan hé sinh tréc vao co s& ha tang khoéa
cbng khai tao thanh hé BioPKI.

Kién tric mot hé PKI khi dwoc trién khai phu thudc vao cac chinh sach va mé hinh theo qui
dinh clia cac co quan cé thdm quyén. Nhw da trinh bay, muc tiéu cta dé tai Ia thr nghiém,
moi trwdng cai dat hé théng la & phong thi nghiém. Do d6, kién tric PKI dwoc chon dé ap
dung vao thiét ké hé thdng BK-BioPKI 14 kién tric CA don 1a hoan toan phu hop véi diéu kién
thwe té cling nhw nhiém vu cta dé tai.

V&i kién tric PKI — CA don, v& mét té chirc hé thdng bao gdm hai phan hé: d6 Ia CA server
va RA-Client. CA server dam nhan vai trd ciia mét trung tdm cép phat chirng chi. Con RA-
Client viva déng vai trd 1a RA (co' quan dang ki chirng thw) viva la noi d& ngudi ding cé thé
thwe hién cac chirc nang cla minh. RA-Client ciing la noi dwoc tich hop phan hé sinh tréc
vao hé thdng.

Hé thdng BK-BioPKI phai ddm bao dwoc cac chirc ndng co ban clia mét co s& ha tang khoéa
cong khai, ddng thdi hé théng dwoc tich hop cac chirc nang cla phan hé sinh trdc vao cac
hoat déng cla hé théng.

6.2. Giai phap cong nghé va thiét ké hé thong BK-BioPKI
6.2.1.  Phan tich giai phdp céng nghé xay dwng hé théng

Lwa chon giai phap vé cdong nghé
Thw vién OpenSSL dwoc chon dé& xay dung co s& ha tAdng khoa cong khai [4]. Ngon ngiy
phat trién hé thdng 1a C++ vi vira hé tro hwdng déi twong vira tich hop dwoc cac ham viét
bang ngén ngir C trong thw vién OpenSSL. Hé quan tri co s& dir liéu la MySQL vi day la hé
quan tri co s& di¥ liéu ma ngudn mé va cé hd tro cac ham C API dé thuc hién truy van co s&
dir liéu.
Dé xuét giai phap hé théng

e Thiét ké co s& ha tAng khéa cong khai nhd sy hd tro clia cac ham thuw vién co

trong OpenSSL.

e Thiét ké phan hé sinh trac van tay.

e Thiét ké tich hop sinh trdc vao co s& ha tAng khéa cong khai.
6.2.2.  Gi6i thiéu vé thw vién OpenSSL
Khdi quat chung vé OpenSSL

OpenSSL la mot két qua cla sy cong tac nham phat trién mot ki thuat bao mat dang thwong
mai, ddy du cac déc trng va 1a bd cong cu ma ngudn mé thuc thi cac giao thirc nhw Secure
Sockets Layer (SSL v2/v3) va Transport Layer Security (TSL v1) vé&i nhirng thuat toan ma
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hoéa phtrc tap. Dy an dwoc quan ly bdi hiép hdi nhirng nguwdi tinh nguyén trén thé gidi, st
dung Internet dé trao ddi théng tin, lap k& hoach va phat trién cong cu OpenSSL va céc tai
liéu lién quan khac [16,22,23]

SSL la giao thirc da muc dich dworc thiét ké dé tao ra cac giao tiép gitra hai chwong trinh &ng
dung trén mot cdng dinh trwdc (socket 443) nhdm ma hoa toan bd théng tin di/dén ma ngay
nay dwoc st dung rong rai cho giao dich dién tl nhw truyén sb hiéu thé tin dung, mat khau,
s6 bi mat ca nhan (PIN) trén Internet. [23]

Ngay nay giao thirc Secure Socket Layer (SSL) da dwoc st dung rong rai trén World Wide
Web trong viéc xac thwc va ma hoa théng tin gitra client va server. Té chirc IETF (Internet
Engineering Task Force) da chudn hoa SSL va dét lai tén 1a TLS (Transport Layer Security).
Mac du 1a cé sy thay ddi vé& tén nhwng TLS chi Ia mot phién ban méi cia SSL. Phién ban
TLS 1.0 twong dwong v&i phién ban SSL 3.1. Tuy nhién SSL la thuat nglr dwoc str dung
réng rai hon.

Tinh mé& cla thw vién OpenSSL cho phép can thiép t&i qua trinh tao va quan ly chirng chi s,
phiu hop véi yéu cau cla dé tai. Do vay dé tai lwa chon xay dwng mot hé théng PKI trén nén
tang thw vién OpenSSL.

OpenSSL la thw vién cho 1ap trinh v&i ngdn nglr C va co6 thé cai dat trén nhiéu méi trudong
thwe hién C khac nhau nhw Microsoft Visual C++. Borland C++ Builder...

OpenSSL c¢6 thé dwoc str dung trén nhiéu hé diéu hanh khac nhau tir cac hé théng UNIX dén
Window.

Cai dat thw vién OpenSSL

Dé cai dat thw vien OpenSSL trén hé diéu hanh Window truwéc hét can download phién ban
cula thuw vién nay danh cho Window tai dia chi:
http.//www.slproweb.com/products/Win320penSSL.htm|

Sau d9, chay file install dé& cai dat (gid st vao thw muc C:\Openssl). D& st dung thw vién nay
v&i Microsoft Visual C++ can lam cac bwéc sau:

Copy tat ca cac file trong thw muc 'C:\OpenSSL\lib\WVC' vao thw muc Visual C++ 'lib'. Thw muc
nay doi khi dwgc dat & dia chi 'C:\Program Files\Microsoft Visual Studio\VC98\lib' or
'C:\Program Files\Microsoft Visual C++\lib'.

Tiép theo, copy tat ca trong thu muc 'C:\OpenSSL\include' t&¢i thw muc Visual C++ 'include’.
Qua trinh cai dat hoan tat va cé thé bat dau lap trinh véi thw vien OPENSSL.

Thanh phan cua bé thw vién OpenSSL bao gém:

- Thw vién vé ma hoa: hau hét cac thuat toan phd bién vé ma héa dbi xirng, ma héa cong
khai, ham bam ... déu dwoc hién thuc trén thw vién nay. Thw vién cé chirc ndng sinh s6 ngau
nhién I&n, va hé tro nhidu dinh dang lwu trir va quan ly khoa, chirng chi s6. Ngoai ra,
OpenSSL cho phép tich hop v&i cac bd phan cirng tang tbc ma hoéa phéd bién trong phién ban
mé&i nhat 1a 0.9.8.

- Thw vién vé giao thirc SSL: tAt ca cac phién ban cla giao thirc SSL déu dwoc hd tro, bao
gdm cé giao thtrc méi nhat la TLS v1.
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Lap trinh str dung OpenSSL
Dé swr dung thuw vién OpenSSL, can cho céac file khai bao dac ta (file .h) sau vao file ma
ngudn:

#include <openssl/bio.h>
#include <openssl/err.h>
#include <openssl/rand.h>
#include <openssl/ssl.h>
#include <openssl/x509.h>
#include <openss|/x509v3.h>

Ngoai ra can thém file applink.c la file lién két phan hé khi bién dich chwong trinh. File nay chi
str dung cho cac phién ban thw vién 0.9.8 tré vé sau. Khi lién két (link), cn dat théng sé cho
thw vién can thém la libeay32.lib va ssleay32.lib.

Khdi tao thw vién
Thw vién can dwoc khéi tao trwde khi stv dung, bao gdm:

«  Khéi tao théng sb cho sir dung cac ham ma héa va bam
OpenSSL_add_all_algorithms();
OpenSSL_add_all_digests();

«  Khé&i tao quan ly bd nhé, nap cac ham quan ly 16i.
CRYPTO_mem_ctrl(CRYPTO_MEM_CHECK_ON);
CRYPTO_malloc_init();

ERR load_crypto_strings();

» Khéitao st dung thw vién SSL
SSL_library_init();
SSL_load_error_strings();

Str dung

Tap cac ham API ciia OpenSSL chia ra theo nhém chirc ndng, méi nhédm chirc nang bat dau
tén ham bang moét tién t6. Vi du, cac ham vé thw vién X.509 luén cé tén bat dau la X509 _,
cac ham giao tiép vao ra co tién td cha tén BIO_, cac ham ma héa la EVP_, cac ham giao
thirc SSL 1a SSL_.

* S dung cac ham ma héa

Qua trinh thwc hién ma hoa nhw sau

- Tao context chira théng tin vé ma héa: lwu trong con tré kiéu EVP_CIPHER_CTX:
EVP_CIPHER_CTX *x = NULL;

x = (EVP_CIPHER_CTX*) malloc(sizeof(EVP_CIPHER_CTX));

EVP_CIPHER_CTX_init(x);

- Chi dinh thuat toan, khéa ma cho qua trinh ma héa/giai ma: dung mét trong cac ham sau:
int EVP_Encryptinit(EVP_CIPHER_CTX *ctx,const EVP_CIPHER *type,

unsigned char *key, unsigned char *iv);
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int EVP_DecryptInit(EVP_CIPHER _CTX *ctx, const EVP_CIPHER

*type, unsigned char *key, unsigned char *iv);

- Thém di¥ liéu can ma hoéa:

int EVP_EncryptUpdate(EVP_CIPHER_CTX *ctx, unsigned char *out, int*outl, unsigned char
*in, intinl);

- LAy ra dir liéu d& ma hoa:

int EVP_EncryptFinal(EVP_CIPHER CTX *ctx, unsigned char *out, int*outl);

« St dung giao thirc SSL

- Tao context ciu hinh két ndi SSL: diing cac ham SSL_CTX_

- Tao mot két ndi vao ra théng thwong: theo giao thirc TCP/IP bdng cac ham BIO :
BIO_new_connect, BIO_do_connect...

- Tao mét socket SSL: dwa trén két ndi BIO va context ciu hinh SSL: SSL_new,

- SSL_set bio, SSL_connect...

- Doc ghi di¥ lieu qua socket SSL: bang cac ham SSL_read, SSL_write.

- Doéng két ndi SSL va giai phong context: SSL_close, SSL_CTX_free.

* St dung thw vién X.509

Yéu cau chirng chi sé thé hién bang ddi twong X509 REQ. Trong déi twong nay bao gém tén
dinh danh cia ngudi dang ky, dwoc thé hién bang X509 NAME. Thanh phan mé rong cla
yéu ciu chirng chi la X509 _EXTENSION.

Céac ham cua X.509 chia theo chirc nang:

- X509 _NAME_*: thao tac v&i dbi twong X509 NAME

- X509 _PKEY* va X509 PUBKEY™: thao tac v&i khoa cong khai/ca nhan.

- X509 _REQ*: thao tac v&i yéu ciu chirng chi sb.

- X509 _CRL*: thao tac véi danh sach CRL.

- X509 _REVOKED*: thao tac v&i mét chirng chi sé bi hily nam trong danh sach CRL.
Ngoai ra con mot s6 ham khéc.

Céc budc tao yéu cau chirng chi nhu sau:

- Tao dbi twong tén dinh danh X509 NAME

- Tao cap khda cong khai/ca nhan, cho khoéa coéng khai vao yéu cau chirng chi sé.

- Thém céac thanh phan mé& rong néu can.

- Thuec hién ky chirng thwe ndi dung yéu cau ching chi.

CA phat hanh chng chi s tir yéu cau chirng chi:

- L&y théng tin X509 _NAME trong yéu cdu ching chi va gan cho trwong Subject cla
chirng chi sb.

- L&y thong tin X509 NAME trong ching chi sé gbc ctia CA va gan cho trwéng Issuer cla
chirng chi sb.

- Dung khéa cong khai trong yéu cau chirng chi sb va kiém tra chiv ky. LAy khéa cong khai
cho vao chirng chi sé.

- Thém céac thanh phan mé rong néu can

- Thuwc hién ky chirng chi bang khéa ca nhan cutia CA.

Thw vién OpenSSL dang trong qua trinh phat trién, tai liéu thw vién duoc liét ké tai
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http://www.openssl.org/docs/.

6.3. Phan tich thiét ké cac thanh phan chirc ning cta hé thong BK-BioPKI

<<device>>
CAServer <<SSL>>
<<SSL>>
1 \ .
1 *
<<device>> <<device>>
Application server (DB server) RA_Client
<<SSL>>
<<SSL>>
* * <<LAN>>
N <<LAN>> .
<<device>> <<device>>
RA_Client RA_Client

Hinh 6.2. So’ dé trién khai cua hé théng

Xuét phat tlr muc tiéu ctia dé tai va do méi trwdng cai dat hé thdng 1a & PTN nén kién trac
PKI dwoc chon dé ap dung vao thiét ké hé théng BK — BioPKI 14 kién tric CA don. Kién truc
mot hé PKI con phu thudc vao cac chinh sach va mé hinh trién khai PKI theo qui dinh cla co
quan c6 thdm quyén.

Trong giai doan hién nay hé théng BK — BioPKI dwoc xay dung trong phong thi nghiém véi
kién tric CA don la phu hop véi diéu kién thyc té va nhiém vy cha dé tai.

Hé thdng BK — BioPKI phai ddm bao dwoc cac chirc nang co ban ciia mét co sé& ha tang
khéa cong khai, ddng thei hé thdng cé tich hop cac chirc nang clia phan hé sinh trac hoc.

Do yéu cau néu trén va do kién tric PKI dwgc chon la CA don nén cac chirc ndng chinh cla
hé théng cé thé dwoc thé hién qua biéu dd phan ra chirc ndng nhw hinh 6.3.

Nhuw trén da phan tich vi hé thdng BK — BioPKI la mét co s& ha tAng khéa cong khai nén né
phai c6 cac chirc ndng co ban: tao yéu cau xin cap chirng chi, cip phat chirng chi, quan ly
viéc gia han chirng chi va hily bé chirng chi. Cac chirng chi dwoc lwa chon theo chuan X509
vi la chuan duoc st dung rong rai hién nay dong thoi chudn chivng chi nay dwoc thw vién
OpenSSL hd tro.

Trong phwong an thiét k& hién nay hé théng co kién tric CA don nén cac RA dwoc thiét ké
dé dam nhiém chirc ndng quan ly ngwdi dung dé gidm tai cho CA, méi RA quan ly cac ngudi
dung dang ki v&i né. CA trong hé théng BK — BioPKI chi dam nhiém cac chirc nang lién quan
t&i chirng chi. RA trong hé théng BK — BioPKI s& dam nhan viéc quan ly ngwdi dung cla hé
thdng, ddng thoi 1a noi sinh khoa, tao yéu ciu clp chirng chi cho cac ngudi dung. Cac té
chirc hé théng nhw vay sé giup CA khdng phai ddm nhan qua nhiéu cong viéc ma cac cong
viéc dwoc chia ra cac RA. Bén canh do cach td chirc nay con cé wu diém 1a khéa ca nhan
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sinh tai RA sé& c6 d6 mat cao hon so v&i cach sinh khoa tai CA vi néu khoa sinh tai CA sé
phai qua mot bwdc phan phdi khoa tir CA t&i ngudi dung.

Chire ning ciu
BK-BioPKI
Thidt lap hé Dang nhap Yéu cdy Quén |§ chimg Sir dung Quan Iy ngudi
théng User ehirng chi chi ching chi ding
— 'T-.1Lr :r'_i;u_ u{i,u | Phatninn | Ungdung | || b
| | Thigtlap Ding nhip ciip chimg chimg chi chiy ki sd =nd
CA j chi
it yéu cin - 1. Fng dung : .
e L Thu hist Xoa ngudi
- Thiet lap  Bang KU —{ ip chimg | chime chi — ma hoa — diirg
RA chi B théing didp
. Fng dung
{'1.m h"'m. | truy cp ti
chimg chi %a
] Liy chimg
chi
|| Phat hanh
CRLs

Hinh 6.3. Biéu dd phan ra chirc ning ctia hé théng BK — BioPKI

6.4. Thiét ké xay dwng va lap trinh phan mém co s& cac chirc ning hoat dong
hé th6ng BK-BioPKI
6.4.1. Cdc tinh huéng hoat déng giao dich co’ sé cta hé théng

Trwée khi di vao thiét ké cac hoat dong cuia hé théng BK — BioPKI, ta xét lai cac chirc ndng
ctia hé théng cung cép dwai cach nhin cla cac tinh hubéng sir dung sau:

83



CA Admin

V&i biéu db nay, cac chirc ndng cla hé théng gan lién véi cac tac nhan bao gdm: ngudi quéan

|

1
User authentication Certificate Request
Guest
.
Register Request User Management
1 Certificate
N - nekd /7 |
<<include>> 3
profile
I | —
<<include>> —
Send Y —
Request = RA I Delete
Create Admin user
Request
RA
Admin
1
% Setup
] SetupRA |~
CA Admin
]
Certificate Management
Manage
——— Certificate
<<layer>>
7 A X BK - BioPKI Applications
<<extend>>- 2 /1 N
Issue <xextend>> Digital e —
Certificate / K Signature <<extend>>
it . Revoke R, -
<<extend>> Certificate <<extend>> _Verify
— Signature
Extend User
Certificate
Remote
Authentication
Get Secure Message
Certificate

A

Admin

Hinh 6.4. Cac tinh hudng st dung giao dich trong hé théng BK — BioPKI

tri CA- CA Amin, ngwoi quan tri RA- RA Admin va nguwoi dung cla hé thng.

6.4.2. Thiét ké céc giao dich co’ sé ctia hé thong

Tiép theo day la thiét ké cho céac tinh hudng st dung chinh cGa hé thdng lién quan t&i cac
hoat ddng co s& clia co s& ha tAng khoéa cong khai, trong d6 chi yéu 13 thiét ké cho phia CA

Server

Thiét lap hé thong: thiét lap cho CA va RA

CA va RA déu can phai thiét 1ap dé c6 thé hoat dong duworc.

Thiét lap tai CAServer:

84



generator

% CAServer CACertCreator Key-pair DB Access

: CA Admin

1 : Setup()

| -
Wr CA''s information(
-l
-

3: CA information

<<create>>
4 : Create New Root Cert()

3 : generate new key pair()

6 : new key pair

7 : Create self { sign dertificate()

:|Create CA 's SSL certificaté()

9 : generate new key pair()

10 : new key pair

11 : creafe pew cert - sign by root cert
-

)

<<create>>
112 : create CA's DB()

13 : new DB

4 : write CA config info()

Hinh 6.5. Biéu dd dién tién qua trinh thiét lap ctia CA Server

Thiét 1ap CA 1an d4u tién Ia qua trinh tao chirng chi cho CA: c6 2 ching chi: mét Ia ching chi
gbéc cta CA dung trong viéc cap phat chirng chi; hai 1a chirng chi danh riéng cho viéc tao
kénh SSL v&i cac RACIlient. CA sé tw sinh ra cap khda twong (rng cho mdi chivng chi, va moi
chirng chi dwoc dwoc ki bdi khda riéng ctia chirng chi gbc CA (root certificate).. Chirng chi
gbc nay ciia CA sé duoc trao ddi offline véi cac RAClient.
Cdc bwdrc cua qud trinh thiét 1ap dwoc thiét ké bao gom:

1. Nguoi quan tri CA sé kich hoat chirc ndng thiét 1ap cho CA.

2. CA Server yéu cau nguwdi quan tri cung cap cac thong tin vé CA. lwa chon cac
thdng tin vé do dai khda, thuat toan... cho viéc tao chirng chi ctia CA.
Nguwoi quan tri cung cap day di cac thong tin can thiét.
CA Server yéu cau bd phan tao chirng chi tao chirng chi gbc
DAu tién sinh bd phan sinh khoa sé sinh cap khoéa cho chirng chi gbc
Cap khoa dwoc gri lai cho b phan tao chirng chi

o0k w
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7. Khi da cé cap khda cho chirng chi gbc, bd phan tao chirng chi sé tao ra chirng chi
sb gbc clia CA v&i CA tu ki bang khoéa bi mat trong cdp khéa vira duoc tao.

8. CA Server yéu cau bod phan tao chirng chi tao chirng chi phuc vu cho kénh SSL
ndi v&i no.

9. B0 phan tao chirng chi yéu cau bo phéan sinh khoa sinh cap khéa cho chirng chi
moi.

10. Cap khoéa dwoc gt lai cho bd phan tao chirng chi.

11. Chng chi SSL dwoc ki xac nhan b&i chir ki cia CA( khdéa bi mat ctia CA).

12. CA Server tao co s& dir liéu cho né.

13. Néu co sé di lieu dwoc tao thanh cong thi:

14. CA Server lwu thdng tin ciu hinh clia né vao co s& di liéu.

Duwéi day la bidu dé hoat dong khéi tao tai CAServer, biéu dd mé ta hoat dong khdi tao cuia

CA, trong d6 c6 bao gdm dién bién cla viéc thiét 1ap CA trong trwdng hop hé théng chua
dwoc thiét 1ap.

( Check config info )
[Configurated] [Not yet]
Load config Create root
info and DB certificate
[fail]
[fail] [success]
[success] Create CA's SSL
certificate
[fail]
( Login )
[success
[Fail] [fail]
[success] Write CA's
infos into DB
Start main Write config
program info
?

Hinh 6.6. Biéu dd hoat dong khéi dong ciia CA Server
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Thiét lap cho cac RAClient:

RAClient tao m&i co s& di¥ liéu cla né va lwu cac thong tin vé co s& di¥ liéu vao Registry cla
hé diéu hanh.

Mbi RA sé tao ra yéu cau cip chirng chi cho minh. (Sinh cép khoa clia RA va tao mot yéu
cau cap chirng chi twong trng cap khéa dd). Yéu cau nay dwoc givi téi CA theo kiéu offline.

Tai CAServer, CA Admin sé& cap chirng chi cho RA t&r cac yéu cau trén. Cac chirng chi cla
RA duoc gui offline vé cho RA. Hinh sau la thiét ké qua trinh thiét 1ap cho RA

A

: RAadmin

RA Setup

1: Select setup RA()

2

]" Query infomation()

g

Request Creator

|

P
3 : Enter infomation()

4

, gor4 RA config()

5 : Create Request()

6 : Send Request file

8 : Send RA,C/

Certificate

Fr Create Certificate()

:iStore|certificates()

Hinh 6.7

Sau khi c6 dwogc chirng chi, RA nhap chirng chi ciia né cung véi chivng chi ciia CA, Iwu vao
co sé di¥ liéu. Chirng chi clia RA sé& dwoc dung dé tao kénh SSL két néi t&i CAServer.

Biéu dd hoat dong kh&i tao ctia RAClient nhu sau:
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Check Config info

[Not yet]

[Configurated]
Load config
info and DB

Check RA
status

( Create request )

[Naot yet]

Import CA'sand RA''s
Certificate

[Activated]
Start main
program

2\

Hinh 6.8. Biéu dé hoat dong kh&i dong ctia RA Client

Quan ly chirng chi: gia han, thu héi, cAp méi chirng chi

Gia han chirng chi:

Khi chuwng chi hét han hoéc sdp hét han, ngwoi dung yéu cau CA gia han thoi gian sw dung
chung chi. Ngwoi dung sé chon ra chirng chi nao can gia han, sau d6 RA g yéu cau gia
han t&i CA. Khi CA nhan duoc yéu ciu, né lwu yéu cau gia han dé doi CA Admin duyét. CA
Admin sé& quyét dinh c6 gia han cho chirng chi hay khéng. Néu déng y gia han, chirng chi sé
dwoc dat lai thdi gian c6 hiéu lwc bat dau tir thei diém dwoc gia han va kéo dai 1 nam.

Biéu dd dién tién sau day mé t& qua trinh gia han cho mét chirng chi (chi tiét thiét ké trong tai
lidu kT thuat cdia hé théng).
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S

CAServer CA GUI CA's DB X509
Access cert
User

: CA
Admin

seq RA - Side )
1: extend cert()

2 : select cert

B : extend request,

4: regaﬂ/e request()

§: CA 'sresponse

6 : Update request into DB(

7 : Add recqu@change cert status()

- 8 :return

: Update GUI(

O

04 Update()

A

11 : Extend()

12 : choose certificate

<

[+ extend cert(
14 : reset validity time()

15 : finish

16 : Update into DB()

: Update DB()

18 : finish
19| : Update GUL()

0 : Update(

Hinh 6.9. Biéu dé dién tién qua trinh gia han mét chieng chi
Khi CA nhan dwoc yéu cau, né sé lwu yéu ciu va cap nhat trang thai cia chirng chi, déng
thdi cap nhat giao dién ngwdi dung cho CA. (cac budc 4 — 10 trén biéu dod).
Khi cé ngwoi quan tri CA quyét dinh gia han, chirng chi sé& dwoc gia han nhw da néi & trén,
CA sé cap nhat co s& di liéu va giao dién dé hoan thanh viéc gia han. (Cac bwdc con lai
trén biéu dd).

89



Hoat dong gia han cé thé dwgc md hinh hoa trong biéu dd sau:

User RA CA

Receive
request

Select
Certificate

Retrieve
certificate info
Select an Store
Send extend extend request extending
request request

[Accept]

[Deny]

Set new valid !
time for Discard
certificate request
( Update DB )

(@)
2

Hinh 6-10. Biéu d6 hoat dong gia han chirng chi
Thu héi chirng chi:

Biéu db dién tién clia qua trinh thu hoi mét chirng chi dwoc thé hién dwéi day. Qua trinh thu
héi bat dau bén phia RA (mau xanh trén hinh vé).
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CAServer CA GUI DB Access

>0
B
B

X

: Uzser : CA Admin
seq RA Sside )
1 : Revoke cert()
2 : select cert
3|: revoke request
J_I: receive request()
5 :|CA's response 6 : Update request into DB()
7 : return
8|: Update certificate()
9 : Change certificate's status()
i 10 : select revoke request
change status 11 : revoke(
of certificate <
into "waiting for P : revoke cert(
revoke"

13 : Update DB()

14 :ireturn

15 : Update GUI()

A

16 :i SelectUpdateCRL()

7" UpdateCRL(Y

»

Hinh 6-11. Biéu d6 dién tién cta giao dich thu h6i mét chirng chi
Viéc thu hdi chirng chi cé thé theo dinh ki hodc tai mot thei diém CA Admin quyét dinh thu hoi
mot chirng chi nhét dinh nao dé.

18 : Update()

Nguwoi dung ¢ thé xin thu héi chirng chi cia minh khi bi mat khéa ca nhan. Trong truédng
hop nay ngudi diung gvi yéu cau cho CA (théng qua RA) dé thu hdi chirng chi. Khi CA nhan

91



dwoc yéu cau thu hdi mét chirng chi, yéu ciu nay sé dwoc lwu vao hang doi cia CA cho
duyét. Thong tin vé ching chi bi yéu cau hly sé dwoc cap nhat vao co s& di liéu va trén
giao dién ngwdi dung ctia CA dé nguwdi quan tri CA co thé xem xét va duyét yéu ciu. (Cac
bwéc 6, 7, 8, 9 trén biéu dd). Khi ngwoi quan tri CA chon moét yéu cau va duyét thu théi, CA
sé& thu hoi chirng chi, cap nhat thdng tin vé ching chi vao co sé& di¥ liéu va cap nhat giao dién
ngudi dung ctia CA. (Cac bwéc con lai trén biéu dd dién tién).

Biéu d6 hoat dong thu héi chirng chi nhw sau:

User RA CA

regular update CRL]
Select [reg 2 ]
Certificate [irregular]
Retrieve
[\ certificate info

Receive revoke
request

Send revoke '\

request

inany caselj

Change all expired
certificates status
into "Revoked"
Select
request

Store
request

[Accept] request]

Change certificate
status into
"Revoked"
[else]

Update CRL

Hinh 6.10. Biéu dd hoat dong thu héi chirng chi

CAap mé&i chirng chi

Qua trinh cAp ma&i mot chirng chi c6 thé coi bat dau tir khi nguwdi dung yéu cau cap chirng chi
O day xét qua trinh cp tai phia CA Server. Biéu d6 dién tién chi tiét nhw hinh vé& dwéi day.
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Khi yéu cau dwoc givi t&i cho CA, yéu cau nay sé duoc lwu vao co sé dir liéu, sau do giao
dién CA Server sé dwoc cap nhat dé ngudi quan tri biét dwgc. Ngudi quén tri CA (CA Admin)
lwa chon mét trong sb cac yéu ciu cdp chirng chi d& duyét cip. CA kiém tra cac thong tin
trong yéu cau chirng chi va sy twong (rng clia cap khéa cla yéu ciu dé. Néu cac thong tin
hop & thi s& cAp md&i chirng chi cho yéu cau nay. Sau khi tao méi chirng chi, yéu ciu sé bj
x6a khdi danh sach ch& duyét cap, chirng chi méi dwoc cap nhat vao co s& dir liéu cla CA.
Qua trinh cip chirng chi hoan tat. Tirng bwdc néi trén dwoc thé hién trén biéu dé dién tién
sau:

[

CAServer| |[CA GUI CA's DB X509
Access Cert

: User . CA
seq RA ¢ side )

: create request()

2 : create X509 request()

3 : send request

| 4 : K509 request

5: regaﬂ/e request()

J 6: A response | |7 : Update requests in DB

8 : return
9 : Update requestilist()

10:: Choose a request

=

| : request infa

A

[

2 : accept to Issue()

<

: Issue cert]

14 equest info()

15:: create new cert() -

16 : a new cert
17 : Update cert into DB()}.

18 : return

[T N . .
delete the 19 :|Update cert list()

request which |
B EERER R 2D : tipdate request list in DB(

21 : return

22 :|Update request: list()

Hinh 6.11. Biéu d6 dién tién cAp m&i mét chirng chi cho ngwéi dung
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Hoat déng phat hanh chirng chi cé thé dwoc thé hién trén biéu d6 sau:

Select a request
Check request Validate
info request

[OK]

Issue new certificate

[else]

Update DB

Delete request
and update form

Hinh 6.12. Biéu dé hoat dong phat hanh chirng chi

DPing ki ngwoi dung vao hé thong

Khi mét ngudi mudn dang ki vao hé thdng, ngudi do sé phai chay chwong trinh RA Client va
kich hoat chirc nang déng ki ngudi dung. Hé thdng sé hién thi form d& nguwoi dung dién cac
théng tin d&ng nhap. Céac thong tin nay dwoc dung dé RA sau nay quan ly ngwdi dung. Déng
thdi, ngwdi dung dwoc yéu cau quét van tay dé 1ay dac trung sinh trdc hoc nham muc dich
xac thyc sau nay.

Yéu cau cap chieng chi

Nguwdi dung chon tao yéu cau chivng chi tlr giao dién ctia chwong trinh. Hé théng 1y théng
tin chung vé nguwoi dung tir co s& div liéu, sau do hién thi form dé ngudi dung nhap théng tin
bd sung. RA sé& sinh cap khoa ca nhan va cong khai cho ngwoi dung. Pac trwng van tay
dwoc dung dé ma hoa khdéa ca nhan va lwu vao co sé& div liéu tai RA. Khéa ca nhan duoc
dung dé ki 1én yéu cau cap chirng chi. Yéu ciu dwoc lwu vao co sé& div liéu va duwoc glri 1én
cho CA ché duyét cap.
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Retrieve user
info

Select certificate Generate new
type key pair

Encrypt Private Key
Using Biometric

o°

Store encrypted
Private Key

Create
Request

< [send request now]
Store new [request will be send later]
request
Send request
to CA

Hinh 6.13. Biéu db hoat dong tao yéu cau cap chirng chi

6.5. Thiét ké cac thanh phan chinh trong co s& ha tang khéa céng khai cua
hé théng BK — BioPKI

Hé théng cé kién tric don CA. Viéc duyét cép, xac dinh hiéu lwc cta chirng chi la do CA
quyét dinh. Viéc sinh cap khoéa va tao yéu cau chirng chi dwoc thwe hién & tai cac RA. MOi
RA c6 thé quan ly nhiéu ngwdi dung. Ngwdi dung mubn ding nhap vao hé théng thi phai
dang ki v&i RA, sau d6 dang nhap va thyc hién viéc xin cép, st dung cac chirng chi sb do
CA duyét cép.

95



CA:

<<device>>
CAServer
Cj\;zr::f:it;e D [ Slngeiesy <<modelLibrary>>
’ OpensSL

<<CAPI>>

<<execution environment>>
MySQL Server

Hinh 6.14. CA Server

CA la moét phan hé chinh cta hé théng, dwoc cai trén may Server. CAServer.exe la chuong
trinh thwe hién moi nhiém vu lién quan t&i CA. Trén clng may Server, cé cai hé quan tri co
s& di¥ liéu MySQL, moi di¥ liéu CA quan ly déu dung MySQL. Viéc tao m&i, cap nhat, thay déi
ndi dung co s& di¥ liéu ctia CA dwoc goi qua API clia MySQL. CA va RA client déu phai dung
t&i thw vién OpenSSL.

|
<<modelLibrary>>
OpenSSL
<<artifact>> <<artifact>>
libeay.lib D ssleay.lib D
<<artifact>> <<artifact>>
ssleay32.dIl D libeay32.dll D

Hinh 6.15. Thw vién OpenSSL

CA duoc thiét ké gdbm nhom céac 16p cung cap giao dién cho ngudi dung; nhém cac 1&p xi ly
lién quan t&i an toan an ninh va nhém cac 16p diéu khién hoat déng cua CAServer nhw trong
biéu dd géi dwéi day.
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I
CA
]
GUI
ConfigForm MainForm
SSLConnection
~ 1
al CAServer SSLContext
CADao /Q—— ntex
IDao
cA CA CRL R Cert .
Certificate eques ~£> X509Request

Vv N

X509Certificate X509CRL

Hinh 6.16. Biéu dd thiét ké I&p ctia CAServer trong hé théng BK — BioPKI

RA:
<<device>>
RA_Client
<<artifact>>
RA_Client.exe
<C API>>
§<<import>>
<<execution environment>>
—| V MySQL Server
<<modelLibrary>>
OpenSSL

Hinh 6.17. RAClient

RACIlient la phan hé chinh thi hai cta hé thdng. N6 d@m nhan chirc nang clia mot RA trong
hé PKI, ddng thoi 1a giao dién chinh cho ngwéi dung tham gia vao hé théng BK_BioPKI va st
dung céc dich vu cia hé théng. M&i RAClient nam trén mét may PC trong phong Lab.
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|
RA
RAGUI <<List>>
CertList
Application
MainForm Form <:>,//’ +Update()
Frp— +FindCert()
[l
T /_Q) RAClient
IRaDao ]
—l‘1| Security
Biometric /QD\ BiometricSecurity [ D
IBiometric

Hinh 6.18. Biéu d thiét ké 1&p cho RAClient

RACIlient c6 co s& di¥ liéu riéng dé quan ly théng tin vé ngwoi dung va cac ching chi clia cac
ngwdi dung dang ky véi né. O tai mdi may Client déu c6 cai MySQL. RACIlient ciing dung thw
vién OpenSSL trong ma hoéa, bdo mat.

Yéu tb sinh trdc hoc dwoc tich hop & pha dang ki nguwdi dung tai RA va trong buéc tao
chirng chi.

Cac lop lién quan téi bao mat

DPé xay dung hé théng BK — BioPKI, mét nhédm céac Iép dwoc xay dwng tr cac ham cla thw
vién OpenSSL.

Security

EVP_Hash EVP_Pkey SSLContext

X509Certificate| | SSLConnection J

X509CRL X509Time X509Request

X509Extension X509Name X509Revoked

Hinh 6.19. Cac I&p xay dwng tir thw vién OpenSSL
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Lop EVPHash dé thyc hién cac ham bam. Lép EVPPkey la giao dién dé& goi cac ham lién
quan t&i ma hoa gidi ma. Hai I&ép SSLConnection va SSLContext phuc vu cho kénh mat theo
giao thirc SSL. Cac Iop X509* la cac I&p xay dwng cho viéc str dung chirng chi theo dang
X5009.

Chirng chi sb theo dinh dang X509 version 3. Cac chirng chi ¢é thé dung dé: tao chi ki s;
ma héa bao mat; hodc dung trong trng dung truy cap tir xa. Riéng chirng cap chirng chi cla
RA va chirng chi SSL ctia CA dwoc dung dé tao kénh SSL gitra CA va RA.

6.6. Thiét ké xay dwng va lap trinh phan mém ngwi dung trong hé théng BK-
bioPKI

6.6.1. Phan tich yéu cau
Dwa trén cac yéu cau vé chirc nang va kién tric ctia hé thdng BK-PKI, chwong phan mém
ngudi dung trong hé théng BK-bioPKI phai dam bao cac chirc nang co s& sau:

e Thiétlap RA

e Dang nhap, dang xu4t chuong trinh

e Xin cép chirng chi

e Gia han ching chi

e Thu hdi chirng chi

e St dung chirng chi

e Quan ly ngwoi dung: dang ki, stra doi, xda bé ngudi dung.

Nhuw vay ta co thé thdy phan mém ngudi dung trong hé théng la sw két hop gitra RA va End
entity trong md hinh hé théng PKI téng quat. Phin mém nay vira déng vai trod 1a mot RA trong
viéc giao tiép v&i CA (két néi SSL, glri yéu cau, nhan chirng chi...) ddng thdi lai l1a noi dé cac
thwe thé dau cudi (ngwdi dung) thwe hién cac chirc nang cia minh (yéu cau cap ching chi,
thu hoi chirng chi, st dung chirng chi...).

6.6.2. Giai phap va phan tich cac chirc nang

e Giai phédp
Phan mém ngui dung trong hé théng dwoc thiét ké&, xay dwng dwa trén giai phap chung cua
hé théng da trinh bay.
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<<device>>
RA_User
<<artifact>>
RA_Client.exe
<CAPI>>

§<<import>>

<<execution environment>>
\V MySQL Server

<<modelLibrary>>
OpenSSL

Hinh 6.20. So’ db trién khai phan mém ngwei dung RA-Client

|
<<modelLibrary >>
OpenSSL
<<artifact>> <<artifact>>
libeay.lib ssleay.lib
<<artifact>> <<artifact>>
ssleay32.dil D libeay32.dll D

Hinh 6.21. Thw vién OpenSSL

e Biéu d6 phan cap céc chirc ndng co’ sé cua phan mém nguwoi dung trong hé thdng

Chtrc nang cta

RA-Client
Thiétlap 3 N Xin c&p chirng Quan ly ching St dung Quaén ly nguoi
RA Bang nhap chi chi ching chi diing
, Tao yéu ciu .

Tao chirng N . " . Gia han N ,
chiRA |1 bang nhap Cap;:}}lliung chitng chi bang ki
P Guri yéu ciu o ; .

| |Laycheng || | ox ; I | Huy bo Xo6a nguoi
chi RA, CA Béng xuat cap ;ﬁ““g chimg chi dung
L Thiétlap L Ldy chirng
kénh SSL chi

. Hinh 6.22. Cac chirc nang RA-Client
Cac chtrc nang trong phan mem nguwdi dung bao gom:
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e Thiét lap RA: day la chirc ndng dau tién phai thwc hién dé cé thé thiét ap mot hé théng
PKI. Muc dich cla chic ndng nay la dang ki, thanh lap RA. D& thuc hién diéu d6, can
phéi cé6 mdt chirng chi RA do CA cép, ddng thdi RA ciing phéi cé chirng chi CA dé ching
thwc CA ma minh két nbi dén. Sau khi RA va CA cé cép chirng chi cla nhau, kénh mat
SSL c6 thé dworc thiét lap.

e Dang nhap: day la chirc nang kiém soat ngudi truy cap vao chuwong trinh. D& dang nhap
thanh céng, nguwdi dung can phai cé mot user va password da dwoc dang ki. Sau khi tich
hop sinh tréc vao hé théng, ngoai password ngudi ding sé phai st dung d4u van tay cla
minh dé truy cap chwong trinh. Di kém véi chirc ndng dang nhap la chirc nang déng xuét,
gilp nguwoi st dung thoat khéi chwong trinh an toan.

e Xin cép chirng chi: khi da truy cap chwong trinh, nguwdi ding cé thé thwc hién chirc ndng
xin cAp ching chi. D& c6 thé xin cip chirng chi, nguwdi dung can tao yéu ciu ching chi,
glri yéu cau chivng chi va cubi cuing 1a lay chirng chi vé (néu yéu cau dwoc chap nhan).

e Quan ly chirng chi: nguwoi dung cé thé thuc hién chire ndng quan ly ching chi clia minh
bang cach yéu cau gia han nhitng chirng chi sép hét han hodc yéu cau thu hdi nhirng
ching chi ma minh cdm thdy khéng an toan hoac khéng can thiét. ..

e S& dung chirng chi: day la chirc ndng giup ngwdi dung co thé 14y dwoc chirng chi cung
khéa ca nhan clia chirng chi d6 dé str dung trong cac (ng dung ctia hé thdng.

e Quan ly ngudi dung: chirc nang nay bao gdm chirc nang dang ki ngudi dung, thay dbi
thong tin nguwdi dung va xéa bd nguwoi dung. Dang ki ngwdi dung cho phép mét ngudi st
dung dang ki user, password va cac théng tin can thiét khac dé co thé dang nhap hé
thdng thanh cdng. Chirc nang thay ddi théng tin ngwdi dung cho phép ngudi dung thay
ddi cac thong tin vé ban than ngudi dung d6. Chirc nang x6a bd ngudi dung thudc quyén
clia RA administrator (nguw®i co chirng chi RA dang ki v&i CA Iac thiét 1ap RA). Chirc
nang nay cho phép RA administrator cé thé x6a bé nhirng user dwoc dang ki tai RA do.

6.6.3. Xay dwng kich ban céc chirc ndng phan mém nguwdi dung
Thiét lap RA

Chirc nang thiét 1ap RA 1a chirc nang thwc hién qua trinh RA tao co s& dir liéu, xin cép
chirng chi, ddng thdi lwu trir cac thong tin can thiét dé co6 thé lién két véi co s& di liéu va tao
kénh SSL v&i CA sau nay.

1. RAadmin chon setup RA ttr giao dién chuwong trinh.

2. RAadmin dwoc yéu cau nhap cac théng tin can thiét (bao gom théng tin profile,
théng tin két ndi CA (ip address), théng tin két ndi co' s& dir liéu).

RAadmin nhap théng tin theo yéu cau.

RA setup lwu trir cac thdng tin nay.

RA setup goi ham Create Request clia d6i twong Request Creator.

Yéu cau cap chirng chi dwoc glri dén CA.

CA tao chirng chi theo yéu cau.

N o gk~
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8. Chirng chi RA, CA dwoc gtri cho RA théng qua kénh mat (trong trwwd'ng hop nay la
gt offline).
9. RA setup lwu lai cac chirng chi dé tao kénh SSL sau nay.

E 3 RA Setup Request Creator CA
: RAadmin

1 : Select setup RA()

>

2 : Query infomation()

3 : Enter infomation()

4 gor4 RA config()
-

5 : Create Request(

6 : Send Request file

_Z‘: Create Certificate()
<

8 : Send RA, CA Certificate

9: Stére certificates()

Hinh 6.23. Kich ban giao dich thiét lap RA

bang nhap ngwi dung

User Login Object Database Access

: User

1 : Send user password
-lz : Send user password

3: Querﬂy database()

4 : Send result

5 : send result

Hinh 6.24. Kich ban giao dich dang nhap ngw&i dung

Pang nhap ngudi dung la chirc nang cho phép nguwoi dung dugc truy cap vao chuong trinh
dé thuwe hién cac chirc nang khac clia chwong trinh. Ngwoi diung dwoc chia lam 1am loai d6 1a
nguw®i dung binh thwdng va RA administrator.
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Kich ban dang nhap ngwei dung:

1. Nguwoi dung chay chwong trinh, nhap user, password vao form dang nhap.

2. Déi twong phu trach dang nhap ngwdi ding cla hé thdng (User Login Object) gl
user, password cho dbi twong giao tiép véi co s& dir liéu (Database Access).

3. Database Access thuc hién truy van di liéu (bang tblUser).

4. Két qua truy van dwoc chuyén cho User Login Object.

5. User Login Object thong bao két qua dang nhap cho nguwdi dung. Néu két qua
dang nhap la that bai, nguwoi dung c6 thé dang nhap tiép tdi da 2 1an, néu van
khong thanh céng chwong trinh sé ty déng thoat.

Xin cap chieng chi

Chtrc nang xin cp chirng chi la chirc néng thwc hién ba qua trinh: qua trinh tao yéu ciu cép
chirng chi, qué trinh glvi yéu cau cip ching chi 1én cho CA va qua trinh 14y chirng chi & CA
vé (néu dwoc dong y cap).

Qua trinh tao yéu cau cip chirng chi

Request Creator Database Access

: User

1 : Create Request()

2 : Get profile()

: Query user profile()

4 : Send profile
5 : get certificate's type()

6 : select certificate’s typ!([

}7 : Create Request()

r 8 : Send request private ke

9 : store equ%t private key()

Hinh 6.25. Kich ban giao dich tao yéu cau cap chirng chi.

Kich ban tao yéu cau chirng chi:

1. Nguoi ding yéu ciu tao yéu cau cap chirng chi
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2. Dbi twong tao yéu ciu chirng chi (Request Creator) glri y&éu cau lay profile cla

nguwdi dung dén ddi twong giao tiép voi co sé div liéu (Database Access).

Database Access thuwc hién truy van co s& di liéu dé 13y profile ciia ngudi dung.

Profile clia ngudi dung dwoc giri dén Request Creator.

Nguwdi dung dwoc yéu cau chon loai chirng chi ma ngwdi dung yéu cau cép.

Nguw&i dung chon loai chirng chi.

Tao yéu cau chirng chi: bao gdm cac qua trinh tao cap khoa RSA (public key va

khéa ca nhan), qua trinh tao yéu cau va qua trinh ki (s dung khdéa ca nhan vira

tao) lén yéu cau.

8. Yéu cau va privatkey twong (ng vira tao dwoc glri dén Database Access.

9. Database Access lwu yéu cau, khéa ca nhan vao co s& di¥ liéu. Trong qué trinh
nay ma yéu cau cap chirng chi & RA (RA _request_ID) dwoc tao ra (rng vé&i yéu
cau doé.

No ok~ w

Kich ban gtri yéu cau chirng chi cho CA

% 3 <<interface>> Database Access Request sender CA
Request List

: User

1 : Select request()

2 : Send request

L

3 : Send request()

5:send CA_Request_ID: 4 : Send CA_Request_ID

:ij Store CA_Request_ED()
|;4—_r : Change request status()

|:|< 8 : Update()

Hinh 6.26. Kich ban giao dich glri yéu cau cap chirng chi.

1. Ngu®i dung chon yéu cau gl cho CA.

2. Yéu ciu dwgc chon dwoc glri cho déi twong phu trach viéc glvi request cho CA
(request sender).

3. Request duwogc g dén CA théng qua kénh mat SSL.

4. Ngay khi nhan dwoc request, CA gl trd ma yéu cau ching chi & CA
(CA_request_ID) cho Request sender.
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CA _request_ID dwoc glri cho Database Access dé lwu vao co s& di liéu.
CA_request_ID dwoc lwu vao co s& div liéu twong (rng v&i yéu ciu da gui.
Trang thai ciia yéu cau chirng chi dwoc stir dbi (submitted).

Trang thai yéu ciu chirng chi & giao dién dwoc cap nhat.

© N oo

Kich ban lay chirng chi tir CA

E ); <<interface>>| | <<interface>>| | Database Access| | CA comunicator CA
- User Request List Cert List

1: Select request()

2 : Send RA_request_ID, CA_request_ID

3 : Send command

4 : Send certificate

5 : Send certificate
‘6 :|Store certificate()

J :|Change request status()

8 1 Update() 9 Update() T

Hinh 6.27. Kich ban giao dich lay chirng chi

1. Ngu®i dung chon yéu cau cép chirng chi tir giao dién chwong trinh, va yéu cau
l&y chirng chi tr CA (rng v&i yéu cau cap chirng chi do.

2. RA_request_ID, CA request_ID twong tng v&i yéu cau dé duwoc glri dén dbi
twong giao tiép véi CA (CA communicator).

3. CA communicator tao 1énh l4y ching chi va glvi 1énh d6 cho CA. Lénh l4y ching
chi c6 dang GETCERT RA_request_ID CA_request_ID.

4. CA nhan dwoc lénh dwa vao CA_request_ID dé tim ching chi twong rng. Néu

khoéng cé chirng chi thi thdng bdo cho RA, néu cé thi glri chirng chi cho CA

communicator.

Chirng chi dwoc glri t&i Database Access.

Chirng chi dwoc lwu vao co s& dir liéu.

Trang thai ciia yéu cau chirng chi twong rng dwoc stra doi (Issued).

Trang thai cGia yéu cau chirng chi dwoc stra ddi & giao dién danh sach yéu cau.

Danh sach chirng chi dwgc update.

© ® N o O»
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Gia han chirng chi

Chtc ndng gia han chirng chi gdm qua trinh glri yéu cau gia han chirng chi 1&én CA va qua
trinh 14y chirng chi da gia han (néu dwoc CA dong y) tir CA.

Kich ban qua trinh gtri yéu ciu gia han Ién CA.

E % <<interface>> Database Access CA communicator CA
Certlist

: User

1 : Select certificate(

-I 2 : Send serial number

3 : Send command

4 : Send serial number()

5:: Change cert status()

DTJ(S  Update()

Hinh 6.28. Giao dich giao dich gia han chirng chi.

1. Ngu®i dung chon ching chi can gia han tir danh sach chirng chi va yéu cau gia
han chirng chi.

2. Serial number ctia chirng chi d6 dwoc glri dén CA communicator.

3. CA communicator giri I&nh gia han chng chi dén cho CA. Lénh gia han ching
chi c6 dang Extend SerialNumber.

4. Serial Number dwoc gri dén Database Access.

5. Déi trang thai ctia chirng chi twong (rng trong co s& di¥ liéu thanh “che xin gia

han”.
6. Cap nhat giao dién danh sach chirng chi.

Kich ban qua trinh lay chirng chi da dwoc gia han tir CA.
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E 3 <<interface>> Database Access CA communicator CA
Certlist

: User

| : Select certificate()

2 : Send serial number

3 : Send command

4 : Send certificate

5 : Send certificate

6 : ldeate certificate(

7 : Update()

Hinh 6.29. Giao dich giao dich lay chirng chi da gia han

Nguwoi dung chon certificate co trang thai dang cho gia han

Serial number ctia chirng chi d6 dwoc giri d&n CA communicator.

CA communicator g&i Iénh lay chirng chi gia han dén cho CA.

CA nhan duoec lénh, dwa vao sé serial number dé& gt chirng chi da gia han cho

RA.

CA communicator gtri chirng chi da dwoc gia han cho Database Access.

6. Database Access dwa vao serial number trong chirng chi dé thay méi ching chi
trong co’ s& dir liéu, thay déi trang thai chirng chi.

7. Cap nhat giao dién danh sach chirng chi.

A

o

Thu héi chirng chi
Thu hdi ching chi 1a chirc ndng cho phép ngudi dung théng bao cho CA biét chirng chi minh
mubn CA thu hoi.

/E >_\ <<interface>> Database Access CA communicator CA
- User Certlist

1 : Select certificate()
'L 2 : Send setial number()

'L 3 : Send command

4 : Send serial number:

5: Updat% cert status()
6: gpdate() I:

Hinh 6.30. Giao dich thu héi chirng chi.
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Kich ban thu héi chirng chi:

Nguwdi dung chon chirng chi can thu hoi.

Serial number duoc gtvi dn CA communicator.

CA communicator gii I&nh thu héi hdi chirng chi cho CA.
Serial number dwgc guri dén Database access.

Trang thai chirng chi dwoc update trong co sé& di¥ liéu.
Va trong giao dién danh sach chirng chi.

o0 AN =

Str dung chirng chi

Application Database Access

: User

1: Select certificate()>|:

2 : Serial number()

3 : Query private key()

4 : Send private key()

F : query password()

6 : Enter password()

]

T 7 :|Decrypt private kéy()

Hinh 6.31. Giao dich st dung chirng chi.

Viéc st dung chirng chi & day mang y nghia la viéc 14y va gidi ma khéa ca nhan cla chirng
chi d6. Chirng chi dwoc sir dung trong cac (rng dung cta chwong trinh la ng dung chi¥ ki
s0, (rng dung ma hda thdong diép va rng dung truy cap tir xa. Kich ban qua trinh nay nhw
sau:

1. Ngwoi dung chon chirng chi tlr giao dién danh sach chirng chi ctia mét (rng dung
cu the.
Serial number ctia chirng chi d6 dwoc glri dén cho Database Access.
Khoa ca nhan (da dwoc ma héa bang password) duwoc lay tir co so di liéu.
Khéa ca nhan dwgc glri cho trng dung.
Nguwoi dung dwoc yéu cau nhap password gidi ma.

Password dwgc nhap.

N o o e Dd

Khoa ca nhan dwoc gidi ma, cé thé st dung.
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Quan ly ngwi dung trong hé théng

bang ki ngwei dung

Registration User Database Access

: User

1 : Register user
9 0,

: Query information

[

3: Enter information(r

4_ Checlf information()

5 : Send user

: éue]y the user()

ey

7 : Send result
8: :reatg user profile()

|: 9 : Send user profile

10 : Hash password()

11 : Send hash of password

12 : Sﬂore user()

Hinh 6.32. Kich ban giao dich dang ky user

Nguwdi str dung chon dang ki nguwdi dung tir giao dién ctia hé théng.

Hé théng yéu cau ngwdi dung nhap théng tin.

Nguwdi dung dién théng tin theo yéu cau.

Hé théng kiém tra théng tin ma nguwdi dung da nhap.

Tén User duwgc gl dén Database Access.

Database Access thuwc hién truy van xem tén nay da dwoc st dung chua.
GUi két qua cho Registration User.

© N o ok wDd =

Néu user nay da co thi thong bao cho ngwdi dung dat tén khac, néu chwa co thi
tao profile cho ngwdi dung.

9. Gi profile cho Database Access.

10. Bam password cla nguwoi dung.

11. Glri ma bam password cho Database Access.

12. Database Access lwu cac thdng tin ngwoi dung vao bang tblUser.
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Xoéa ngwoi dung:

Chtrc nang nay chi xuat hién khi ngudi ding dang nhap véi tw cach RA admin. Muc dich cla
chtc nang nay 1a gitp RA admin cé thé xéa nguoi dung trong danh sach quan ly ctia minh.
Viéc xéa nguoi dung lién quan dén rat nhidu van dé nhw chirng chi ciia ngwoi dung d6, cac
yéu cau cép chirng chi nguwdi dung do sé ra sao...Do d6 viéc xay dwng moét chinh sach phu
hop la rat can thiét. Tuy nhién, do diéu kién l1am dd an c6 han nén dd an nay chwa tim hiéu ki
dwoc van dé nay. Hién tai, khi x6a ngwoi dung thi cac chivng chi va yéu cau cép chirng chi
cling bi x0a.

<<interface>>
User List

Database Access

: RA Admin

1 : Select user()

-| 2 : Send user

3 : Delete user()
4 : Send result IV
5: Uadate list()

Hinh 6.33. Kich ban x6a ngwe&i dliing

1. RA admin chon ngu®i dung can xéa tir danh sach ngudi dung.

2. User duwgc gli dén Database Access.

3. Database Access thuc hién viéc xéa user (bao gdbm x6a nguwdi dung, cac chirng

chi, yéu cau cap chirng chi va cac khoéa ca nhan clia ngudi ding do).

4. Két qua cla viéc x6a ngudi dung dwoc gli tra lai.

5. Danh sach ngwéi dung dwgc cap nhat.
6.6.4. Thiét ké co’ s& di¥ liéu phan mém
Sau khi xem xét kich ban cac chlrc nang cta chwong trinh, xem xét cac déi twong trong
chwong trinh, xay dwng cac phu thuéc ham trén cac dbi twong do, ddng théi phan tich tinh
tan suéat sir dung cla cac dbéi twong, co s& dir liéu cho chuwong trinh dugc thiét ké nhw sau:

Bang User

Truwdng Khoa chinh Kiéu di liéu Mo ta

User Yes Varchar(20) Tén nguwoi str dung

Profile No BLOB Lwu trir théng tin user theo chuan
X509Name

Password No Varchar(20) Lwu ma bam cua password dang
nhap hé thdng cla user

110




Bang Request

Truwdng Khoa chinh | Kiéu di liéu Mo ta

RA RequestID | Yes Interger Tw dong tang, dung lam ma yéu cau ma RA
cung cép cho user.

X509Request | No BLOB Puoc tao ra tir X509Name bang ham chuén
clia X509

Private key No BLOB Lwu khéa ca nhan khi yéu cau dwoc tao ra.

CA RequestID | No Interger Pay la ma yéu cau RA nhan duoc tr CA
ngay khi CA nhan dwogc request. St dung
dé 14y chirng chi tlr CA

Request No Interger 1: Requested

Status 2: Submitted (Request da dwoc gi Ién CA
va nhan dwoc CA RequestlD, chi khi nhan
dwoc cai nay réi méi chuyén)
3: Issued (Yéu cau da dwoc chap nhan)
4: Denied (Yéu cau bi tir chbi)

User No Varchar (20) Khéa ngoai, lién két nhiéu-1 v&i bang User.

Type No Interger Loai chirng chi dwoc yéu cau cap
0: chrng chi RA
1: chirng chi st dung chi ki sb
2: chirng chi st dung d& ma hoa théng diép
3: chirng chi st dung dé truy cap tir xa

Bang Certificate

Truwdng Khoa chinh | Kiéu di liéu Mo ta

Serial Yes Interger Serial number clia chirng chi

Number

X509Cert No BLOB Lwu chirng chi dang pem

User No Varchar(20) Khoa ngoai, Ik nhiéu — 1 v&i bang User

CA No Integer DPuoc dong bo tir bang Request

RequestID

Cert Status No Integer 1: dang hoat dong
2: bi hay
3: hét han
4: dang gia han
5: dang xin huay

Private key No BLOB Lwu khéa ca nhan, dwoc dong bo tir bang
Request

Type No Interger Loai chirng chi

0: chrng chi RA

1: ching chi st dung chi ki s6

2: chirng chi s dung d& ma hoa théng diép
3: chirng chi s dung dé truy cap tir xa

Quan hé gitra cac bang:
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9erial Number
HE09Cert

User
CA_Request_ID

Cert_Status

Hinh 6.34. Quan hé cac bang trong CSDL

112



Chwong 7.
THIET KE TiCH HOP HE THONG AN NINH THONG TIN BK-
BIOPKI VA THU NGHIEM

7.1. Hé thong tich hop va yéu cau thiét ké

Hé théng BK-BioPKI duworc thiét ké theo mé hinh PKI-CA don. Phan hé sinh trac sé dwoc tich
hop vao co sé& ha tang PKI theo cac chirc ndng sau:
e Dang ki va kiém soat dang nhap nguoi dung st dung dau sinh trc van tay két hop
password clla nguwdi dung.
e Xin cép ching chi va s dung chirng chi bang cach tich hop sinh tréc van tay dé bao
vé truy cap khoa ca nhan trong cac giao dich va &ng dung.

HA TANG CcO SO

S A A PHAN HE SINH
KHOA C&I\IIG KHAI TRAG
HE THONG
BK-BioPKI

Hinh 7.1. M6 hinh tich hgp hé théng
7.2. Dé xuat mé hinh tich hop 2 phan hé sinh trac van tay vao co’ sé ha tang
PKI thanh hé BK-BioPKI

Phan hé sinh trac 1: Xac thuc sinh tréc trong hoat déng dang ky ngwoi dung va dang nhap hé
théng

Phan hé sinh tréc 2: Sinh khéa sinh trdc ma héa bado mat khoa ca nhan trong cac hoat dong
xin cap chirng chi va st dung chirng chi s6
Chi tiét hoat ddng ctia mé hinh tich hop dworc trinh bay trong cac phan dwéi day

7.3. Thiét ké tich hop phan hé sinh trac 1 thAm dinh van tay ngwei dung

Tich hop phan hé sinh trdc 1 vao qua trinh dang ky ngui ding
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Thim
dinh

Quét van X0 ly &nh Trich chon ‘ Tham dinh
l# y l#

tay van tay dac trung ‘ 2Jel} ST

Van tay Ket qua

Hinh 7.2. Phan hé sinh trac thdm dinh van tay ngwei dung

Phan hé sinh trdc thAm dinh van tay cé dau vao la van tay sdng ctia nguwdi dung. Nguoi dung
cho van tay vao thiét bi quét van tay, anh van tay dwoc thu nhan va x& ly, sau dé dac trung
van tay clia nguwéi dung sé duwoc trich chon. Trong qua trinh ki ma (enroliment), dac trwng
van tay dwoc lwu vao co s& div liéu. Con trong qua trinh thdm dinh, ddc trwng van tay sé
dwoc dbi sanh véi dac trung da dwoc gid ma tlr co s& di liéu, tir d6 dwa ra két qua tham
dinh.

Phan tich thiét ké tich hop Phan hé sinh tréc 1

@/ > Ma hoa

ddi xtrng
Password
- Dang ki I CSDL
Trich chon Da? trung ¢ User Minutiae
dac trwng EE=
bPang nhap
Déi sanh Giai ma

KET QUA @/

Password

Hinh 7.3. Tich hgp phan hé sinh trac 1 tham dinh dang nhap nguwi dung trong hé théng

Dé tich hop phan hé nay vao hé thdng, ta chia phan hé thanh hai phan: phan th(r nhat la
phan trich chon d&c trwng tir van tay cla nguwdi dung lay truc tiép, phan thir hai bao gom quéa
trinh ma héa dac trwng van tay, lwu vao co s& dir liéu, qua trinh dbéi sanh va dwa ra két qua.
Phan th& nhéat sé dwoc thwe thi bang cac goi ham chay tién trinh tlr hé théng, phan th hai
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chinh Ia giao dién tich hop sé dwoc thiét ké trong hé théng. Hai phan nay dwoc giao tiép
thong file text. File text d6 1a dau ra cla tién trinh phan hé chira thong tin cac dac trung. File
text d6 nhuw sau: chira nhiéu dong (sé lwgng dong &ng véi sé diém dac truwng), mdi dong co 4
sb tw nhién, phan cach nhau b&i 1 d4u cach, nhw sau:

ABCD

Trong d6: A va B 1a toa do cua diém dac trung.

C 1a hwéng cuta diém (cé 8 huéng (rng véi cac gia tri tr 0 > 7)

D la kidu d&c trwng (0: diém cut, 1: diém ré nhanh).

Thiét ké kich ban tich hop

Kich ban dang ki user

1.

Nguwdi dung yéu cau dang ki user.

2. Dbi twong phu trach dang ki user (User Registration) yéu cdu ngwdi dung nhap
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théng tin can thiét (user, password, comfirm password, comman name, email
address, country,...).

Nguwoi dung nhap théng tin theo yéu cau.

User registration kiém tra mét sb théng tin nguwdi dung nhap vao.
Khéi tao d6i twong tham dinh van tay ngudi dung.

Yéu cau nguwdi dung quét van tay.

Nguwoi dung quét van tay.

Dac trwng van tay (Minutiae) cia ngwoi dung dworc sinh ra.

Minutiae dwoc glvi cho User Registration.

. Minutiae dwoc ma héa bang password clia ngwdi dung.
11.
12.
13.
14.
15.
16.
17.

Bam password clia nguw&i dung.

Gwi user cho Database access.

Glri ma bam password cho Database Access.
Tao profile tir thong tin clla ngwdi dung.

GUi profile cho Database Access.

Glri Minutiae d& ma héa cho Database Access.

Database Iwu trir tAt ca cac théng tin nhan dwoc clia ngwoi dung.
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User Registration Fingerprint Identification

: User

1 : Register user(‘ _

2 : query information()

3 i Enter information()

4: fCheclf information()

- >__
6 : Query fingerprint() 5 : Init()
|VT 7 : Scan fingerprint() .
g: Crea}e minutiae()
9 : Send minutiae

10 : Encrypt minutiae()

11 : Send user

Database Access

12 : hash password()

13 : Send hash of password

14 H EZreat]a user profile()

15 : Send user profile

16 : Send encrypt minutiae

Hinh 7.4. Kich ban dang ki ngw®i dung
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Kich ban dang nhap user

Login user object

Fingerprint Identication

Database Access

: User

[y

T

. Enter user passwordé)
2:

hash the password()

|j 3 : Send user, hash of password

4 : Query usé, ]1ash of password()

5 : Send result

<<create>>
6 : Init() -l
H‘ 7 : query: fingerprint() T
8 : Scan fingerprint() >
9: greak minutiae()

10 : Send minutiae

11 : Get minutiae()

13 : Send encrypted minutiae

'JV

i encrypted minutiae()

12 : Quer

<

14 : Decrypt minutiae()

16 : Send result() _

15 Fl\@tcﬂing minutiae()

Hinh 7.5. Kich ban dang nhap ngwei dung

1. Nguwoi dung nhap user, password.

2. Password duoc bam.

3. User, ma badm cla password dwgc giri dén dbi twong truy cap co sé& div liéu

(Database Access).

4. Database Access thuc hién truy van co s& dir liéu user va ma bam password.
5. Két qua truy van duwoc glri dén cho dbi twong phu trach login ngudi dung (Login

user object).
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6. Néu két qua truy van la sai, nguwoi dung phai nhap lai user password, viéc nhap lai
duwoc t6i da 2 1an. Néu két qua truy van |a dung, Login user object khéi tao dbi
twong thdm dinh van tay nguoi dung (Fingerprint Identication).

7. Nguwo&i dung dwoc yéu cau quét van tay.

8. Nguwd&i dung quét van tay.

9. Minutiae clia mau van tay nguoi dung duoc tao.

10. Minutiae dwoc giri dén Login user object.

11. Login user object goi ham Minutiae clia Database Access.

12. Database Access truy van co sé& di liéu.

13. Minutiae trong co s& di liéu la minutiae da dwgc ma hoéa dwoc givi dén cho Login
user object.

14. Login user object dung password cta nguwdi dung dé gidi ma Minutiae (lay tir co
s& di liéu).

15. Minutiae da gidi ma dwoc so sanh v&i minutiae tao ra tlr van tay séng ctia ngudi
dung.

16. Két qua so sanh duwoc théng bao cho nguwdi dung. Néu két qua dat, ngudi ding
duwoc dang nhap hé théng. Néu két qua khong dat, nguwdi dung dwoc quét lai van
tay 2 1n niva.

7.4. Thiét ké tich hop Phan hé sinh trac 2 sinh khéa sinh trac bao vé khéa ca
nhan.

O day, phan hé sinh tric sé dwoc tich hop vao hoat dong chirc nang co s& clia PKI dé la xin
cép chirng chi va s dung chirng chi. Viéc tich hop nay c6 muc dich bao vé khoéa ca nhan
b&i van tay ngudi dung.

7.4.1. Phan hé sinh trac sinh khéa bdo vé khéa ca nhan

Tham dinh

A J Xt ly anh Trich chon Sinh tap o
Quétvantay == " To0 P aictung | khoaBEK Tram | Bosamn

Van tay Két qua

Hinh 7.6. Phan hé sinh trac hoc sinh khéa bao vé khéa ca nhan

Phan hé sinh trac sinh khéa bdo vé khéa ca nhan co dau vao la van tay séng cla nguoi
dung. Nguwoi dung cho van tay vao thiét b quét van tay, anh van tay dwoc thu nhan va xt ly,
sau dé dac trwng van tay clia nguwoi dung sé dwgc trich chon. Tir dac trwng van tay, tap khoa

118



BEK (Biometric encryption key) dwgc sinh ra. Trong qua trinh ki ma (enrollment), tap khoéa
BEK dwoc lwu vao co sé& div liéu (lwu ma bam cla tirng khéa). Con trong qua trinh tham
dinh, tap khéa BEK sé& dwoc dbi sanh véi tap khéa BEK (ma bam) tir co s& div liéu, tir do
dwa ra két qua tham dinh.

7.4.2. M6 hinh tich hop phan hé sinh trac sinh khéa bao vé khoéa cd nhan vao
hé théng va thiét ké hé théng

Ma hoa
doi xtrng
Private key
Xin cép
Tap khoa ‘chlfl’ng chi

Sinh khoa sinh tréc CSDL
sinh trac BEK
( ) St dung
chirng chi
Thét bai
TU CHOI DO| sanh
Thanh
coéng
Giai ma
Private key

Hinh 7.7. Mb hinh tich hgp phan hé sinh tréc 2 sinh khéa bao vé khéa ca nhan vao hé théng.

Phan hé sinh tric sinh khéa bdo vé khéa ca nhan dwoc tich hop vao hé théng moét cach hoan
toan, thdng nhat theo ba thanh phan sau: thanh phan quét va thu nhan anh van tay truc tiép
tir van tay nguwdi dung thong qua thiét bi quét van tay, thanh phan sinh khoa sinh trac hoc va
thanh phan giao dién tich hop véi ha tang co s& PKI da c6. Hai thanh phan quét, thu nhan
van tay va sinh khoa sinh trac dwoc gitr nguyén dé tich hop va hé théng. Riéng thanh phan
th& ba c6 nhirng thay ddi so v&i phan hé ban diu. Cu thé nhw sau: qua trinh ki ma dwoc tich
hop vao hoat déng xin cap chirng chi (cu thé la qua trinh tao yéu cau cép ching chi), va qua
trinh thdm dinh dwoc tich hop vao hoat ddng st dung chirng chi ciia hé théng PKI. Trong
qua trinh xin cap chirng chi, tap khéa BEK dwgc dung dé ma hoa khda ca nhan trwdc khi bi
bam ra thay vi chi bi bam ra nhw trong qua trinh ki ma. Con trong qua trinh déi sanh, két qua
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cla qua trinh nay sé la khéa ca nhan da dwoc gidi ma hoac 1a NULL (néu dbi sanh khéng
thanh cong).

Nhw vay ta can phai thiét ké co s& di liéu dé lwu trir khéa ca nhan da ma hda, tap ma bam
BEKSs. Khda ca nhan can dwoc ma hoa béi tap BEKs gébm 125 khda khac nhau. Trong quéa
trinh st dung, khéa ca nhan sé dwgc gidi ma tir mot trong 125 private da@ ma héa. Do do, dé
thuan tién cho viéc lwu trir cling nhw truy van co s& di liéu, ta thiét ké mot bang riéng dé lwu
tr? khoa ca nhan. Bang nay duwoc lién két voi bang tbIRequest théng qua trudng

RA request_ID. Cu thé co s& di liéu méi ctia chwong trinh nhw sau:

Bang User
Trwdng Khéa chinh | Kiéu di¥ liéu M6 ta
User Yes Varchar(20) | Tén ngwoi st dung
_ Lwu tri¥ thoéng tin user theo chuan
Profile No BLOB
X509Name
Lwu ma bam cla password dang nhap hé
Password No Varchar(20) A . P g nhap he
thong cua user
Fingerprint No BLOB Lwu trir van tay cla user ngay luc dang ki
Bang Request
Trudng Khoa chinh | Kiéu di liéu M6 ta
Ty dong tang, dung lam ma yéu cau ma RA
RA RequestID Yes Interger B
cung cap cho user.
Puwoc tao ra tir X509Name béng ham
X509Request No BLOB ..
chuan cua X509
Day la ma yéu cau RA nhan dwoc tir CA
CA RequestID No Interger ngay khi CA nhan dwoc request. Str dung
dé lay chirng chi tr CA
0: Requested
1: Submitted (Request da dwoc gtri Ién CA
Request va nhan duwgc CA RequestID, chi khi nhan
No Interger R z
Status dwoc cai nay roi mai chuyén)
2: Issued (Yéu cau da dwoc chap nhan)
3: Denied (Yéu cau bij tir chéi)
Khéa ngoai, lién két nhiéu -1 véi bang
User No Varchar (20)
User.
Loai chirng chi dwoc yéu cau cap
0: chirng chi RA
Type No Interger 1: chirng chi st dung chi¥ ki s
2: chirng chi st dung d& ma hoa théng diép
3: chirng chi st dung dé truy cap tr xa
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Bang Certificate

Trudng Khéa chinh | Kiéu di liéu Mo ta
Serial Number Yes Interger Serial number clia chirng chi
X509Cert No BLOB Lwu chirng chi dang pem
User No Varchar(20) | Khoéa ngoai, Ik nhiéu — 1 v&i bang User
CA RequestID No Integer Puoc déng bo tir bang Request
1: dang hoat déng
2: bi hay
Cert Status No Integer 3: hét han
4: dang gia han
5: dang xin huay
Loai chirng chi
0: chirng chi s dung chi ki s6
Type No Interger 1: chirng chi str dung dé ma héa théng
diép
3: chirng chi st dung dé truy cap ti xa
Bang Khoa ca nhan
Trwdng Khoa chinh | Kiéu di liéu M6 ta
ID Yes Interger Ty dong tang
RARequestID No Interger M4 yéu cau & RA
Digist No Varchar(30) | Ma bam cla tirng dac treng van tay
L Chtra khdéa ca nhan dwgc ma hoa
Khéa ca N < A
R No BLOB b&i tirng dac trwng van tay twong
nhan_Encryptedkey ]
trng
Quan hé giira cac bang
1 1
RA_Request 1D User
*¥E0IRequeask Profile
Ca_Request_ID Password
m T Request_Skatus oo Fingerprink
Ra_Request_ID |Jser
Digisk Type
Privatekey_Encrypted
Serial Number
509 ert oo

User
Zh_Request_ID
Cerk_3tatus
Tvpe

Hinh 7.8. Quan hé giilra cac bang trong CSDL
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7.4.3.

Thiét ké céc kich ban hoat déng tich hop

Kich ban qua trinh xin cip chirng chi

Qua trinh lwu tri» khéa ca nhan nam trong qua trinh tao yéu ciu chirng chi. Sau day 1a kich
ban chi tiét ctia qua trinh nay:

© N oA WDN

10.
11.
12.

% BEKs generator X509Request Creator Database Access

: User

1 : create Request()

I: 2 : send Request

4 : scan fingerprint()

# : store Request()

1

5 : generate BEKs()

6 : send BEKs

]:Yjencrypt private key()

8 : send encrypted private key.

. store encrypted private key()
10 : hash BEKs()

11 : send BEKs hash code

Il

£2 : store BEKs hash code()

Hinh 7.9. Kich ban tao yéu cau chirng chi
Khi ngudi diing yéu cau tao yéu cau xin cap chirng chi, qua trinh tao chirng chi dwoc
thwe hién.
Yéu cau cap chirng dwoc chuyén téi dbi twong giao tiép véi co sé dir liéu.
Yéu cau cap chirng chi dugc lvu vao co sé di liéu.
Nguwdi dung dwoc yéu cau quét van tay.
Sinh tap khoa bao vé khda ca nhan (BEKSs) tir van tay cla nguwdi dung.
BEKs duwgc chuyén dén Request Creator.
BEKs duogc dung lam khéa d& ma hoa khda ca nhan (ma héa déi xieng —DES)
Tap khoa ca nhan da dwoc ma hdéa duoc chuyén téi dbi twong giao tiép véi co sé di
liéu
Tap khoa ca nhan da ma hoa dwoc lwu vao co sé dir liéu (twong (ng véi ma yéu cau
chirng chi & RA).
Tap khdéa ma hda khoda ca nhan-BEKs dwgc bam tirng BEK.
Chuyén tap ma badm ctia BEKs dén dbi twong giao tiép véi co s& dir liéu.
Lwu tap ma bam ctia BEKs vao co s& div liéu (twong (rng véi ma yéu cau ching chi
& RA va tap khoa ca nhan da dwgc ma héa).
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% BEKs generation Application Matching Database Access

: User

¢ Kich ban qua trinh stir dung chirng chi

1 : select:certificate()

2 : send sérial number

3 : get the BEKs hash code()

r
4 : send BEKs hash cth

5 : scan fingerprint()

6 : send BEKs

7 : hash BEKs()
8 : Match BEKs hash c¢ode()

9 : send the matched BEK hash code

10 query the encrypted private key()

11 : send the encrypted private kF

12 : decrypt the encrypted: private key()

13 : send private key

Hinh 7.10. Kich ban st dung chirng chi

Qua trinh st dung private khi ngudi dung can s dung chirng chi trong cac ng dung cu thé
ctia chwong trinh nhu: (’ng dung chi ki s6, (ng dung truy cap tir xa va trng dung ma hoa
thong diép.

1.
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Nguwoi dung chon chirng chi sé sir dung tir giao dién cia mot trong cac rng dung
trén.

Serial number cta chirng chi dwoc chon dwoc giri dén dbi twong giao tiép co sé& dir
liéu (Database access).

Dwa vao serial number, tap ma bam BEKs twong ing duoc truy van tir co s& div liéu.
Tap ma bam BEKs dugc gli dén dbi twong ddi sanh van tay (Matching).

Nguwdi dung dwoc yéu cau quét van tay dé dbi sanh.

Tap BEKSs lai dwoc sinh ra tir van tay séng clia ngwoi dung.

Tap BEKs nay dwoc giri dén dbi twong dbi twong dbi sanh.

Tap BEKs nay duwgc bam lan lwot tirng khoa.

Lan lwot ma badm cua tirng khda dwoc so sanh véi tap ma bdm BEKSs |4y tir co so div
liéu. Néu khoéng cé ma bam nao gidng nhau thi théng béo tir chéi cho phép s dung
khéa ca nhan (ching chi). Néu cé6 ma bam gidng véi mot ma bam trong tdp ma bam
BEKs lay tr co s& dir liéu thi tiép buwéc ma bam dwoc matching nay dwoc gt dén
Database access.
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10. Dya vao ma bam nay cung v@&i serial number, khéa ca nhan da dwgc ma héa duoc
truy van tlr co sé& di liéu.

11. Khoéa ca nhan da dwoc ma héa nay dwoc glvi dén cho dbi twong ddi sanh.

12. BEK twong (rng dwoc dung dé giai ma khoa ca nhan.

13. GUri khoéa ca nhan da giai ma dén ng dung can st dung.

7.5. Xay dwng thir nghiém rng dung chir ky sé trong hé théng BK-BioPKI va
thor nghiém
Pay la mot ng dung co ban cltia hé PKI. Muc nay di sau chi tiét vao rng dung va sé trinh
bay tir nguyén ly cho t&i thiét ké cai dat ’ng dung trong hé théng BK-BioPKI. Trong trng dung
da co tich hop yéu tb sinh trac hoc theo hwéng dung dac trirng sinh trdc hoc dé bdo vé khoa
ca nhan.

7.5.1. Muc dich cuda chi ki s

Chi ki sb ra doi ciing véi ki thuat ma hoa bat dbi xirng, né giai quyét dwoc van dé ki dau dac
trung trwdc dé khong thé thwc hién dwoc trong hé ma héa déi xirng. Ngay nay da né tré
thanh mot 'ng dung phé bién trong cac giao dich dién ttr. Muc nay sé trinh bay mot sé khai
niém quan trong co6 lién quan t&i chiv ki sé.

7.5.2. Van dé xdc thuc
Cung voi sy phat trién manh mé cla mang Internet va cac coéng nghé mé&i, cac giao dich dién
t&r cling da tang lén khong ngirng. D& ddm béo cho cac giao dich thanh cong thi xac thuc 1a
mot doi hdi tat yéu. Gibng nhw trong cac giao dich truyén théng tir trwdc téi nay, trong giao
dich dién t& cling can phai cé sw xac thuc chd thé va xac thuc cac néi dung trao déi. Viéc
xac thue cang tré nén quan trong hon trong méi trwéng mé nhw mang Internet véi nhiéu kiéu
tan cong da dang.
Trong mét giao dich dién t&r, bai toan xac thwe nham gidi quyét hai van dé chinh la gia mao
théng diép va mao danh. Xac thuc, theo [1] 1a viéc gan mét dinh danh véi cha thé twong (ng.
Mot thuwe thé cé thé dwoc xac thwe nhe cac théng tin nhu:

- théng tin mat ma thyc thé d6 biét (mat khau)

- cai ma thuc thé d6 c6 (vi du nhw thé tin dung...)

- théng tin vé thye thé (nhw dac trwng van tay, nhan ciu ...)

- vi tri clia thwe thé (vi du nhw khi dung GPS dé giam sat vi tri cla thuc thé)
Xac thyc théng diép nhdm dam bdo duwoc sw toan ven cta ndi dung théng diép ciing nhw
ngudn gbéc thong diép. Dé xac thuc thong diép coé thé thyc hién theo nhidu cach, cac cach
nay c6 thé chia lam 3 loai chinh la: ma héa théng diép; ma xac thuc thdng diép (MAC); va
cac ham bam.

Ma hoéa dung trong xac thwe: ding chinh ban ma clia thdng diép dé xac thuc.
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V6&i hé ma dbi xirng, néu chi cé hai bén tham gia trao dbi théng diép biét khéa mat dung dé
ma hoa thong diép thi cé thé coi thong diép dwoc ma duwgc xac thwe ngudn gbc va sy toan
ven.

Trong hé ma cong khai, tly theo cach dung khéa nao d& ma ma ta co6 théng diép ma hoa
thda man mét sb tinh chat khac nhau. D& dam béo tinh xac thyc cho thong diép M la do
ngudi A tao ra, A sé dung khda riéng ctia minh d& ma héa M. Khi d6 bén nhan luén xac thuc
dwoc ngudn gbc ctia M la tir A.

M3 xac thwe théng diép (MAC): 1a mot khéi div liéu dac trwng cho théng diép dwoc ma héa
dé lam dau hiéu xac thuc cho théng diép d6, khéi nay dwoc gan kém véi thong diép khi gl
di. Tai phia nhan tr thdng diép nhan dwoc, bén nhan sé tinh lai ma MAC nay dé kiém tra tinh
toan ven, trat ty di¥ liéu v.v... cia théng diép.

Cac ham bam: Cac ham bam ciing la mét loai d4u hiéu xac thuc théng diép. N6 duoc tao ra
tir ndi dung théng diép, né chi khac véi MAC & chd khéng can phai ma hoa
Nguoi ta dung ma badm cla théng diép dé tao chiy ki s cho théng diép dé.
Xac thwe bang chir ki s6
Chi ki s6 theo chudn X.800 vé kién truc an ninh cho hé théng mé& - |a mét co ché an ninh
(security mechanism). N6 la di liéu thém vao — hodc dang ma hoéa — cia mét don vi div liéu
nhdm cho phép ngudi nhan don vi div liéu d6 co thé kiém tra dwoc ngudn gbc don vi div liéu
va tinh toan ven cula di liéu [3].
Chi ki s6 1a mét co ché xac thwe dwoc dung phd bién trong cac hé théng cé sir dung ma
héa cong khai. Mét (rng dung chi ki s6 gém hai qua trinh:

) Ki lén di liéu va

. Kiém tra chi ki
Qua trinh ki st dung théng tin riéng cGia nguwoi ki (bi mat va duy nhét). Qua trinh kiém tra chi
ki dung cac théng tin cdng khai. Bac diém quan trong cua chir ki la né chi co thé dwoc tao ra
tlr théng tin riéng (private) ctia ngudi ki. Diéu nay cho phép chéng phi nhan khi kiém tra.
Chir ki sb dworc tao ra tir khéa ca nhan (private key) cta ngudi ki. Do d6, div liéu da ki khéng
thé dwoc tai ra bdi ai khac ngoai ngudi coé khéa ca nhan ngudi ki. Ngudi nhan ciing khong
thé tao ra ch ki clia ngudi giri. Day la kha nang chdng phd nhan va xac thuc nguén gbc cla
chiv ki sb.
Trong thuc té cac tng dung, chiv ki thwong dworc tao ra tr ma bam cla théng diép, do ma
bam nay dac trwng cho théng diép nén chir ki sb xac thue dwoc sw toan ven cla thong diép,
dam bao thong diép khong bj stra dbi.

7.5.3. Xac thuc trong hé PKI
Trong mét hé PKI, cac chirng chi sé dwoc dung trong cac giao dich nham dam bao an toan

cho céc giao dich va ddm bdo tinh xac thyc. Xac thuc & day bao gdm ca xac thwc nguoi
dung 1an xac thwe ndi dung théng diép.
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Céac phuong phap ma héa cdng khai cung véi cadc ham bam mét chiéu sé dwoc st dung dé
thwe hién viéc xac thwe. Trong mét hé PKI binh thwdng, cé thé coi khoa riéng cta mdi ngudi
la diu hiéu dac trwng cha ngudi d6 va cé thé dem dé ki Ién cac théng diép trong giao dich.
Trong hé PKI c6 &ng dung sinh trac hoc, dau hiéu d&c trung clia mdi nguoi sé 1a dau hiéu
sinh trdc hoc clia nguwdi dd, khi d6 khoa riéng clia mbi ngudi cé thé duwoc bdo vé béi dau
hiéu sinh trac hoc clia ho hodc dau hiéu sinh trdc hoc cé thé sé dwoc st dung lam khéa
riéng.

M6 hinh xac thwe trong so d6 quan ly chirng chi béi CA

Trong mét hé PKI, CA lam nhiém vy quan ly chirng chi s6. M&i chirng chi chira thong tin vé
chl s& hiru n6, mét khda cong khai clia nguwdi chi chirng chi va duwgc ki xac nhan béi khoa
riéng cla CA. Mbi ngudi dung trong hé PKI déu phai cé khoa cong khai clia CA va CA coi
nhw duoec tin twdng tuyét ddi. Chirng chi dwoc cap bdi CA déu co thé duoc kiém tra béi bat
ki ngwdi dung nao. Nén ching chi sé dwoc ding dé xac thwe ngudi dung. Két hop véi chir ki
sb, chirng chi sé gilp xac thwc ca ngwoi dung 1an thong diép.

Tuy theo yé&u ciu str dung, co6 thé xac thuc theo mét trong ba cach: xac thuwe moét chiéu, xac
thwe hai chiéu hay xac thwc ba chiéu.

L A{ty, ry. 1Dy, sgnData, E[PU, K g}

{a) One-way authentication
L Adlrs, ry. 1Dy, sgnData, E[PUy, K0t

//_\

2. By, ry 1D, o, sgnData, E[PU, K 1)
A - B

(b) Two-way authentication
1. Adrs, ry. 1Dy, sgnData, ELPU;, K1t

2. Birtg ry. fDy, ry. sgnData, E[PU,, Ky, 1)

A -

3. A.{.F'B}

(c) Three-way authentication

Hinh 7.11. Cac mé hinh xac thwc .
(a) Xac thwc mot chieu; (b) xac thwe hai chieu; (c) xac thuwc 3 chieu
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7.5.4. Thiét ké (rng dung trén co’ sé hé théng BK — BioPKI

Ung dung chir ki sb 1a mét thanh phan trong nhém cac (ng dung cla hé théng. Hai chirc
nang chinh hé théng cung cép lién quan t&i (’ng dung nay la chirc nang ki va chirc nang
kiém tra chi ki.

<<layer>>
BK - BioPKI Applications

{ Verify
— Signature
User \\

Remote
Authentication

Hinh 7.12. Biéu db usecase nhom cac chirc nang lién quan t&i trng dung trén nén PKI

Trong pham vi dé tai nay, ng dung xac thuc sé& dwoc xay dwng nham xac thwe ndi dung
théng diép va xac thwc ngwdi dung. Ung dung duoc xay dwng nam trong hé théng BK-
BioPKI da dwoc xay dwng tir trwdec. Muc tiéu clia viéc xac thwe trong (’ng dung nay la: Xac
thwe sw toan ven théng diép; Xac thywc nguwoi ki thong diép; Chéng phl nhan déi véi nguoi
ki.

e Thuat toan bam sir dung dam bado chi can sai khac moét bit & dau vao thi chubi
bit & diu ra sé thay dbi.

e Bén nhan bén gwi biét minh dang giao dich vé&i ai, viéc xac thuc nguwdi dung
thédng qua chirng chi sb.

e Thuat toan ma hoéa gidi ma véi cap khéa riéng — cong khai dam bao chinh xac:
ma hoa bang khoa nay chi co thé giai ma tré laibdng khoa kia.

o Khoa riéng dac treng cho chi ctia né. Khéng cé khoéa riéng trung nhau.

e Heé théng BK-BioPKI c6 1 CA cép chirng chi cho cac nguwdi dung clia hé théng,
¢0 cac loai chirng chi twong (rng v&i cac (rng dung khac nhau.

e M6 dun (rng dung nay nam trong hé BK-BioPKI hién c6 nén no sé st dung cac
chirc nang da co lién quan dén chirng chi. S dung cac ham cac lép da dwoc
xay dwng dé lam viéc véi chirng chi sb.

e Heé thdng nay chi cé mot CA. coi nhw moi client tham gia vao hé théng déu phai
c6 khoa cong khai clia CA va déu tin twdng vao CA khdng diéu kién.
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e Ung dung xac thwc théng diép gitra hai client, giad thiét 1a bén gtvi biét dia chi
bén nhan (dia chi IP, s6 cdng). Qué trinh giao dich sé& chi ¢4 hai bén tham gia:
bén glri va bén nhan.

Giai phap thwc hién xac thwe dung chi ki s6 1a dung ham bam mét chiéu bam ndi dung théng
diép M ra thanh chudi bit goi 1a Message-Digest (MD) MD nay sé dwoc ma hoa bdi khoa
riéng cla nguwoi ki thanh chudi bit S. S chinh la chi ki cia ngudi ki 1én théng diép M.

Xac nhan chir ki: thong diép M’ nhan dwoc sé dwgc bam thanh MD’. Giai ma MD tw chir ki
bang khoéa cong khai clia ngudi ki (khéa nay bén xac nhan biét trwéc) sau dé so khép MD
v&i MD’ xem c6 dung khéng.

Chi ki dwgc xac nhan (verify) 1a ddm bao cho sw toan ven ndi dung cla M va khang dinh
dwoc ngudi tao ra chiy ki. B&i vi chir ki dwgrc xac nhan khi va chi khi MD = MD’ tire la thoa
man dong thdi cac diéu kién sau:

M’ =M (néu khéng thi chac chan MD khac MD’)

Khéa cbng khai clia ngudi ki tvong trng véi khoa riéng da ki.

e Thiét ké kich ban trng dung

T cac tién dé trén, kich ban &ng dung c6 thé dwoc mé ta nhw sau:

Hai ngwoi dung cia hé thdng tham gia vao mét giao dich théng diép cé s dung chiv ki sb.
Tam goi hai nguwdi d6 1a A va B. A glri cho B thong diép M (Ia mét file div liéu ), A dong thoi
dung mét chirng chi sb clia minh dé tao chi ki s6. Chinh xac la A dung khoa riéng Pra (rng
v&i chirng chi Cert, ciia A da dwoc CA xac nhan) dé ki Ién M tao thanh chi ki Sx. Ca M, sé
Serial clia Certa va Sp dwoc gan lai va glri cho B.

Khi B nhan dwoc file da dwoc ki va B muén kiém tra chi¥ ki cé dung khong thi truéc tién, hé
thdng sé tach noi dung file va cac théng tin lién quan t&i chi ki ra.

Tiép theo B sé& dung dich vu do hé théng cung cép dé Iay chirng chi Certa va kiém tra xem c6
dang 1a chiing chi hop 1& hay khéng. Sau dé néu chirng chi hop 1é thi B lay khoa cong khai
Pba clia A tlr chirng chi. B diing Pb, dé kiém tra lai chi ki va file M dé& xac thwc xem c6 phai
dung la A da ki chi¥ ki nay khéng.

Néu chirng chi khdng hop 1& hodc néu M khéng toan ven hodc khdng phéi A ki chirng chi thi
két qua viéc kiém tra sé biét dwoc ngay. Trai lai ch ki Ia hop |é va file M khdng bi thay doi
trén dwdng truyén.

Diém dang lvu y & day |a viéc thtr nghiém tich hop sinh tréc hoc van tay vao (ng dung. Déc
trwng van tay dwoc dung d& ma hoéa khdéa ca nhan. M6i khi can lay khéa ca nhan ra ki thi
ngudi dung phai quét van tay dé hé théng lay dac trung van tay ra dbi chiéu va gidi ma khéa
ca nhan.

7.5.5. Thiét ké trién khai teng dung

Tw kich ban trén, (rng dung dwoc thiét k& bao gébm hai phan hé chinh 1a phan hé gvi file gitra
cac may client va phan hé chir ki sb.
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CDigitalSignature
CDigitalSignatureDig -m_MessageDigest

. o 1 1 -m_Signature
+m_Ll_stCertforDlg|taIS|gnature <~ +m key: EVP_Pkey
+m_FileTransferz
+m_DigitalSignature +Hash()

+HashThread()
+Sign()
1 +Verify()
<<lList>>
1 CertList
CFileTransferz +Update()
+FindCert()

+m_filename 1

+m_filepath »

-m_sockSend

-m_sockRecv

+StartSend() SimpleClientCert

+StartRecv()

+ThreadSend()

+ThreadRecv()

Hinh 7.13. Biéu dd I&p cla (rng dung chiv ki s

Hai hoat déng chinh cta (rng dung la ki va kiém tra, dwoc thiét ké hoat dong nhw sau:

Select a
certificate

Retrieve Private

key of selected
certificate

Retrieve
certificate's

information

Sign file
(calculate
signature)

Select a file to be
signed

Hash file
(Calculate file's
digest )

Retrieve file's
info

&

Combine signature's
infomation and file's
content into signed file

Hinh 7.14. Biéu db hoat dong tao chir ki s
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Qua trinh kiém tra nhw sau:

Select a
signed file

Extract file content anD

signature's information

Retrieve hash Retrieve certificate Retrieve
algorithm of signer public key

Decrypt signature (

Calculate file 's diges calculate file digest from
from file's content signature)

Compare two digest

[else] [identical]

Signature does not Signature
match file's content verified
20
Hinh 7.15. Biéu dd hoat dong kiém tra chir ki s6

Biéu dd dién tién ctia tng dung dwoc thé hién tai hinh 7.16.

Trong pha lay khoa, c6 str dung dén dac trwng van tay, nguwdi chi ciia khéa sé phai dung van
tay ctia minh dé giai ma lay ra khéa ca nhan.

Anh van tay sau khi dwoc xt ly s& dwoc trich chon ra cac dac trwng dé dbi sanh véi van tay
lic dang ki ngudi dung. Néu qua trinh déi sanh thay khép thi khéa ca nhan sé dwoc giai ma
va dwoc lay ra dé st dung, trai lai khong thé truy xuat duwoc khoa ca nhan.
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<<userinterface>> <<CertificateInfoHandler>>
CDigitalSignatureDIg’ : Certlist

<<DigitalSignatureHandler>>
: CDigitalSignature

<<DB_access_Handler>>
dao : CRADataAccess

<<crypto>>
: EVP_Pkey

1 : SelectCertificate

2 : findCertificate(pos)

3 : getCertInfo()

4 : certificate info

5 : CreateNewKey()

sd Retrieve private key )

: User

Hinh 7.16. Biéu do dién tién qua trinh lay khoa dé ki

< <DigitalSignatureHandler>>
: CDigitalSignature

<<DB_access_Handler>> BioEncKey
dao : CRADataAccess

Retrieve private key )

7 : RetrievePriKey(cert's SN, key *)

12 : fingerPrn

B | retrieveEncryptedPrivKey ()

<<create>>
9 : createNewObj()
>

11 : aBEKObj

14 : matchResult

: WaitFingerPrn()

13 :i fingefPrnMatching()

alt DecryptPrivKey )
[matched]
15 : Decrypt(encryptedKey)()
';E‘acrptKey()
18-+ Privkey 17 : PrivKey
<<destroy>>
[else] 19 =

Hinh 7.17. Biéu dd hoat dong truy xuat khéa
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Sau khi lay dwoc khoa, pha ki dién ra nhw da mé ta trong cac muc trén va dwoc thé hién cu
thé qua biéu dd dién tién sau day.

<<userinterface>> <<DigitalSignatureHandler>> <<crypt>>
CbDigitalSignatureDlg : CDigitalSignature : EVP_Hash
: User
sd Sign J
20 : ClickSign

21 : IsPrivKeyRetrieve()

22 : PrivKeyStatus

alt )

[private key retrieved]

23 : WaitforFile()

24 : SelectFile2bSign

25 : FileInfo

<<create>>
26 : CreateNew()

27 : aHashObj

28 : Hash(file)

N

D . calqulateDgst()

30 : MessageDigest

: Sign(MessageDigest)

32 : AppendSignatureIntoFile()

[glse]

: WarnUserToSelectCertificgte()

1N
<<destroy>>

Hinh 7.18. Biéu dé dién tién cong doan ki
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Coéng doan kiém tra chiv ki khéng co yéu t6 sinh tréc hoc, biéu db cu thé nhuw sau:

<<userinterface>> <<DigitalSignatureHandler>> <<crypt>> : CAServer
CDigitalSignatureDlg : CDigitalSignature : EVP_Hash
: User
1 : ClickVerify
2 : VerifySignature()

S

s display file dialog() 3 : WaitforFile()

5 : SelectFileSigned,

6 : fileInfo(filename)

7 : ExtractContentAndSgnt()

par:Get public key and hash file
8 : createHashObj()

9.:.aHashQObj

10 : HashFile()

1 : HashData()

12 : MessageDigest

13 : GetCert{SerialNumber)

14 : RetrieveAndChe k(}rtb
<

15 : aValidCert
16 : GetPubKey()

17 : DecryptSignature(Pubkey, Sgnt,

18 : Compare(MessageDigest, MD)

19 : areTwodigestIdentical 7

alt Result )

[2 digests are identical]

20 : Display:SignatureVerifiedMessage()

[else] 21 : Warn(SngtNOTmatchData)

Hinh 7.19. Biéu dd kiém tra chir ki s6
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7.5.6. Thar nghiém teng dung va két qua

Ung dung da dwoc chay thir thanh cong. U'ng dung da dwoc xay dwng trén nén tang hé
théng BK — BioPKI. Trong (rng dung nay, ngudi ki sé phai dung van tay dé truy xuét khéa ca

nhan ctia minh & pha tao chi¥ ki. Ngudi kiém tra chiv ki 1y chirng chi s clia ngudi ki théng
qua CA dé thadm dinh chi ki.

BK-Bi#PKI C}mﬁ

| tour Profle | Requzst | Corficate | Remote Lagin | Securetiessage | DigtalSanature | voure logging on bukhanhzt

iSe.H Distinguish Mame
1

|
|

{

| | werify Signature

|

CN = bui thanh dat, E = buithanhdat@gmail.com, OU =FIT, 0 =HUT,L=ha ...

BK-PKIClient

S
J?) Sign finished!

& ]

2]

l Options l | Connect ] Disconnect

i send files ] [Receweﬂles]

(

Hinh 7.20. Giao dién Két thuc qua trinh ky

L BK BiiPKI Cheﬁ?'«-

VUUI’PFUF\'E | Request | CErtlFlcate | Remote Login || SecureMessage | Dlglta\Slgnature ‘fou're logging on buithanhdat

| Se... | Distinguish Mame
I 1 CN = bui thanh dat, E = buithanhdat@gmail.com, O =FIT, 0 =HUT,L=ha... |
|

|

|

|

|
| I Werify Signature

| |

BK-PKICtient =]
This File vias sign with signature:
l) €3 gDIE 57
UK > AV OmOwRi400sg0i0: 7R 05 @6 OEE—0 nublw %10 Ob Ko C%E0% 040l O[akazd ~plaR #
e
Conmected

Hinh 7.21. Chi ki dworc Iy ra khi kiém tra
Nhan xét két qua:
e Ung dung chay dung nhw kich ban thiét ké ban d4u.

e C6 thé phat trién tiép ng dung, bd sung thém tly chon cho nguoi dung va cai thién

hiéu nang mot sb phan hé trong (rng dung.
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Chwong 8.
THIET KE VA XAY DUNG CAC PHAN MEM (PNG DUNG AN
TOAN THONG TIN TRONG HE BIOPKI

8.1. Téng quan cac rng dung an toan théng tin

Céc (rng dung trao dbi théng tin an toan can dam bao 3 yéu ciu: nguodn, théng tin truyén,
dich. Khi truyén théng tin di, ngudn can dam béo réng chi c6 nhirng tram dich dwoc cho phép
méi co thé truy cap thdng tin da truyén, tat cd cac tram khac déu khong thé. Nguwoc lai khi
nhan théng tin, dich cling can d&m bao réng théng tin nay dwoc tao ra béi ding ngudn tin da
dinh trwdc. Tat nhién trong ca hai trwéng hop, théng tin nhan dwoc cling can dwoc ddm bao
la gibng hét nhw théng tin da dwoc truyén di, khéng bi thay dbi & gitra dwdng truyén.

Xuét phat tir cac yéu cau trén, cac (rng dung an toan théng tin dwa trén cé thé chia lam 3
loai: 'ng dung ma héa théng tin d&m bao théng tin dwoc truyén dén dich, tng dung ky théng
tin ddm b&o xac thwc ngudn tin va rng dung két hop 2 chlrc nang trén dé tao moét kénh
truyén bdo mat.
Trén co s& yéu cau cla dé tai, can xay dwng cac (rng dung thtr nghiém thudc cac dang trén
nham muc dich:

- Lam chd dwoc cac (rng dung cla ha tang PKI

- Phat trién thanh cac framework dé (rng dung ha tang PKI vao cac ndi dung cu thé.

Ngoai ra, khi trién khai (rng dung BioPKI vao cac trng dung da co6 san dé tang cwong tinh bao
mat cho cac trng dung do, ndy sinh van dé tich hop hé théng PKI v&i cac hé théng da co sén
nay. D& thir nghiém giai phap tich hop, dé tai trién khai méot ng dung cho phép st dung
BioPKI dé tang cuwéng bao mat cho qua trinh truy cap tlr xa clia moét dich vu tly y (da cai dat
dich vu chat, c6 thé Ia dich vu DB, ...)

M6t xu hwéng maoi xuét hién trong cac hé théng giao dich dién t& la da dang hoéa cac phwong
thire truy cap thong tin. NSD c6é thé si dung cac cach thirc, cac ha tang truyén théng khac
nhau dé& co thé truy cap vao cac CSDL ciing nhw cac dich vu théng tin. V&i cac dac diém,
thdng sé khac nhau cla cac ha tang truyén théong do, PKI néi chung va BioPKI néi riéng gdp
mot s6 khé khan vé téc dé dwong truyén, vé kha nang x( ly thiét bi diu cudi, vé kich thuéc
théng diép, vé thoi gian dap Gng, ...

Vi vay, dé tai da trién khai thtr nghiém ng dung PKI trén nén SMS, cung cap co ché trao dbi
thdng tin bdo mat an toan bang PKI trén nén truyén thong SMS. 'ng dung nay co6 thé mé
réng cho nhitng ha tang truyén théng khac nhuw MMS, CDMA, .....

Trong chwong nay, dau tién ng dung ky va ma hoa thong diép st dung cac dau hiéu sinh
trdc dwoc trinh bay. Tiép theo la (rng dung tdng cwdng bdo mat cho qua trinh truy cap tir xa.
Cudi cuing 1a ng dung PKISMS truyén théng bao mat trén nén SMS.
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8.2. 'ng dung ky va ma héa thong diép
8.2.1. Phan tich yéu cau truyén théng tin bado mat

Ngay nay, thwong mai dién tlr dong vai trd rat quan trong trong cac hoat déng kinh té,
xa hoi. Co rat nhiéu rng dung duwoc xay dung trong linh vuc thwong mai dién t& véi nhiéu
muc dich khac nhau, nhw phuc vu cho cac ngan hang, chirng khoan, chinh pha dién tcr... Hé
thdng PKI dwoc sir dung d& ddm bao tinh bao mat cho cac dich vu nay. Dya trén hé théng
PKI, ching ta c6 thé phat trién rat nhidu (rng dung st dung mat ma khéa coéng khai va khoéa
dbi xirng. M6t trong nhivng (rng dung dé la ng dung chi¥ ky sb va ma hoéa thong diép.

Phan nay sé trinh bay vé viéc thiét ké va cai dat ng dung ky va ma héa. Trong thuc
té, dé gtri mot bire thw an toan dén ngwdi nhan ma dam bao tinh bi mat va tinh khong thé tiy
chdi, birc thw d6 phai dwoc ky va cho vao phong bi ddm béo. Diéu nay ciing dwoc ap dung
trong truyén théng s dung khéa cong khai d& dam bao tinh xac thwc.Truwdc khi glri mot
thdng diép, nguwdi gri phai thye hién nhirng viéc sau:

o Ky Ién thdng diép do

e Ma hoa théng diép da dwoc ky bang cach sir dung mét khéa dwoc sinh ngau nhién
e Ma hoa khoa vira sinh ra bang khoéa céng khai cia ngwdi nhan

e Gwi thong diép da dwgc ma hoéa dén cho nguw®i nhan

Day chinh 1a cach tiép can ky réi ma hoa théng diép. Cac tinh chat dwoc ¢ thé ddm bao khi
st dung phwong phap nay

- Tinh an toan: Viéc ky va ma hda tao ra mét mic an toan cao hon la khong két hop
(két hop hai ham tinh toan 1am tang tinh phlrc tap tir d6 lam ting tinh an toan). N6 dam bao
tinh bi mat va khang thé tt chéi

- Tinh hiéu qua

- Tinh bi mat

Nhuoc diém cta phwong phap:

Trong phwong phap ky va ma hoéa nay, bén gvi phai st¢ dung khoéa céng khai clia bén
nhan d& ma héa thong diép. Diéu nay sé tré nén bat tién néu mubn glri thong diép do dén
nhiéu ngudi cing mét lGc. Vi du nhw mét ngan hang mudn g&ri mot thong bao dén mot vai
khach hang cuta ho, thi ho phai st dung khéa cong khai cia trng nguwdi d& ma héa. Cach
tiép can nay sé lam gidm hiéu qua. Pé gidi quyét van dé nay, co6 thé tao ra mét nhém khoa
gitra ngan hang va khach hang dé st dung trong viéc phan phdi théng diép cho nhiéu nguoi
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Bank Server

i

Share Trader

Hinh 8.1. Nhwoc diém cua ky va ma héa
8.2.2. Xay dwng trng dung ky va ma héa théng diép st dung dau hiéu sinh trac
8.2.2.1. M6 ta cac yéu cau vé chlrc nang ctia hé théng

Chuwong trinh dwoc xay dwng dwa trén ha tang khoa céng khai da c6, gdm céac chirc ndng co
ban ctia mot hé PKI nhw cac chirc ndng lién quan dén chirng nhan ngudi dung, yéu cau
chirng chi, cp phat va quan ly chirng chi s6 va cac chirc nang lién quan dén két nbi gitva RA
va CA.

Dé c6 thé ma hoa thong diép mot cach an toan, tao va xac thwe chi ky sb cho mét théng
diép hoac file thi ngwdi str dung can phai dwoc cdp phat mot chirng chi sé twong rng voi
tirng chire nang st dung.

Dwéi day la so dd mé ta hoat dong ky va ma hoéa trong hé théng BK-BioPKi da dwoc xay
dwng:

7. Unsigncrypt File or Message

4. Send to Reveiver

—
=
1. Get Private Key O 6. Get Private Key; O
. ' RAClient

Hinh 8.2. So d6 hoat ddng ky va ma héa trong hé BioPKI

RACIlient
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8.2.2.2. Qua trinh ma héa va giai ma thong diép

M4 hoa 1a qua trinh chuyén déi moét thong diép ban dau thanh moét thong diép bi mat
ma chi c6 bén gvi va bén nhan méi cé thé nhan biét dwgc. Chang han nhu Alice muén gl
théng diép riéng cho Bob thi Alice phai biét khoa cong khai clia Bob. Khéa céng khai nay
dwoc théng bao réng rai cho moi ngwdi cling biét, va Bob cé thé givi khda d6 qua mang ma
khong phai lo 1&ng. Sau d6 Alice sé& sir dung khoa cong khai d6 dé ma hoa théng diép va gwi
cho Bob. Bob nhan dwgc thong diép cua Alice va str dung khoa riéng ctia minh (twong (rng
v&i khoa cong khai do) dé giai ma.
8.2.2.3. Chir ky s6 va xac thuc

Chir ky sb la co ché cho phép xac thwc mét théng diép, hay néi cach khac né cho
phép chirng minh dwoc thong diép dé la cha chinh ngwoi glvi tao nén. Chang han nhw Alice
mubn tao chi ky lén théng diép ma minh mudn gri cho Bob thi cd 4y phai st dung khéa
riéng ctia minh d& ma hoéa thong diép va giri kém theo khda cong khai cho Bob. Bob st dung
khéa codng khai ctia Alice dé& giai ma, qua trinh nay chinh 1a d& xac thwe chi ky sb, cé nghia
la chac chén théng diép dé da duoc ky bdi Alice

Trén day la nhirng nguyén ly minh hoa cho qua trinh ma hoa/ gidi ma va ky/ xac thuwc
chi ky sb. Ta c6 thé két hop viéc ma héa va chir ky s6 d& ddm bao tinh bi mat va tinh xac
thwe

Viéc str dung ma hoéa dbi xirng déng vai trd rat quan trong trong hé thdng khéa cong
khai vi nhitng giai thuat ma héa bat dbi xtrng thwerng cham hon rat nhiéu so véi cac giai
thuat ma hoa ddi xirng. Do vay can phai két hop sir dung ma hoéa dbi xirng va bat dbi xirng
trong tirng tredng hop

Dé tao chir ky sb, can sir dung mét ky thuat d6 1a st dung ham bam. Ky thuat nay
cho phép tao ra mét théng diép ngén gon tir thong diép day da ban dau. Cac giai thuat bam
la nhirng gidi thuat ma héa mot chiéu, rat kho dé thu dwoc théng diép gbc tir thong diép da
dwoc bam.

Ly do chinh can phai tao ra nhitrng théng diép ngan gon:

+ Viéc glri kém no voi thdng diép gbc sé gitp cho ta cé thé xac dinh dwoc nhirng 16i
trong thong diép

+ N6 dwoc rng dung dé tao chi ky sb 1a dé thu gon kich thuwéc chiv ky sé cho nhd
hon so v&i théng diép ban dau

+ Nhirng gidi thuat bam nhanh hon bét ky gidi thuat ma héa nao (k& ca khoa coéng
khai va khoa dbi xirng)

8.2.3. Thiét ké chi tiét cdc chirc ndng ctua hé théng
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Application signature

chiffrement le message

numérique et

Génération le
signature

Chiffrement le
message

Evaluation du
condensé de
message

Dechiffrement le
message

Génération le clé
symétrique

Signature du
condensé

Chiffrement du
message

Chiffrement de la
clé symétrique

Vérification le

signature

clé symétrique

Déchiffrement de Ia|

Déchiffrement du
message

Hinh 8.3. Biéu dd phan cap chirc ning ctia (rng dung

* Chirc nang ma héa va tao chir ky sb

Déchiffrement du
condensé

Evaluation du
condensé

Comparaison des
condensé

Hinh sau mé ta qua trinh Alice phai thwc hién dé glri mot thong diép da dwoc ky va
méa hda cho Bob

Tao chi¥ ky s6 cho théng diép, bao gom 2 bwérc:

Emetteur

Fichier F

Clé privée
émetteur

Clé Pub
destinaire Chiffrement de la clé CSym
e 1cs par la fonction E :
Génération de laclé |~ Ce=E(CSym, k pub destinaire)
secréte CSym
| csm Hc
Signature par la Fs Chiffrement FS par F . ,
fonction S : la fonction E : Envoi (F,C;) au

Fi=S(F, k prv émetteur )

F =E(F;, CSym)

destinaire

Hinh 8.4. Qua trinh ky va ma héa thong diép guri di
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ALICE

T
Message

h En

f
Clair
y
ﬂ

Hash-1 Hash-1 erypté

% ‘crypmge | Certificate =

Hinh 8.5. Qua trinh bam chirng chi
+ Xac dinh thong diép bam tir théng diép gdc: muc dich cta viéc nay 1a d& dam bao viéc
nhan biét théng diép do co con toan ven khong.

+ Ky Ién théng diép bam: chir ky dwgc tao ra nho viéc ma hoa théng diép bam béng khoa
riéng cla nguwdi glri. Ngudi ta cé thé thay trong chi ky sb tén cla gidi thuat bAm ma nguoi
glri da str dung. Khéa coéng khai clia ngudi gt cling dwoc dinh kém theo chiv ky s6. Nhe ¢
nhirng théng tin nay ma bét ky ai cling cé thé giai ma va xac thuc chir ky sé ctia ngudi guvi.

Utilisateur CertList CApplication Base de donné

Sélectionner un certificat

" ‘ Information d'un ceriificat
T

Dialogue d'ouvrir un fichier

|

|
Sdlectionner un fichier

!

|
Dialogue d'antrer le mot de passe

|
|
1
Le mot de passe

=N B TP [ Sa——.

'| ‘ Retenir la clé privé

> Quéir Ia clé par SN
La clé privee

L]
I
I8
I
Dialogue de signer un fichier
I
Sélectionner une fanction & hachage |
L

Evaluer du condensé ef signer
1

}
Attacher les infos du signature au fichier

e ™ et T B e e S S

Hinh 8.6. Giao dich Qua trinh ky va ma hoa
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Ma héa théng diép: Qua trinh ma héa bao gém 3 bwérc:

User Client CA

T

. .
/' Input plaintext and %
SN of Receiver's [ ={ Send SNto CA K _
Certificate L

“ -,
Generate R —

et Public key into
Certificate :
(CPubB)

e |

{ Encrypt message
use Csym

{ Encrypt Csym |
use CPubB

1

I:. Send cipher '--I
message /

P

S

Hinh 8.7. Qua trinh ma hoéa théng diép

a. Tao mot khoa duy nhat (Csym) d& ma hoa va gidi ma dé s dung cho giai thuat
ma hoéa déi xirng

b. Ma hoa thdng diép: Tat ca cac thong diép (ké ca théng diép ban diu va chiv ky
s6) dwoc ma hoa bang Csym da dwoc tao & trén

c. Ma héa khda dbi xirng: Csym sé& dwoc bén nhan st dung dé gidi ma thong diép
nhan dwoc, do vay can thiét phai ma héa Csym bang khoéa cong khai ctia nguoi
nhan. Vi Csym c6 kich thwdc kha nhd so véi thong diép can glvi nén viéc sir dung
khéa coéng khai d& ma hoa Csym 1a kha thi, hiéu qué sir dung ctia cac giai thuat
ma hoéa bat dbi xirng 1a c6 thé chap nhan dwoc

* Chirc nang giai ma va xac thwe chir ky sé6 cia mét thong diép

Hinh sau m6 tad mot day cac thao tdc ma Bob can thwc hién dé gidi ma va xac thuc
thong diép dwoc glri tr Alice.
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F*.Cs

CIé privé
destinaire

<

Déchiffrement CSym par

la fonction D :

CSym =D(Cs, k prv destinaire)

Clé Pub

F’ CSym

Déchiffrement F; par K

la fonction D :
F.=D(F’, CSym)

émetteur

L

Vérification de la
signature par la
fonction V :
F=V(F’, k pub émetteur)

Hinh 8.8. Qua trinh giai ma va xac thwc théng diép

Qud trinh giai ma théng diép bao gém cdc bwéc sau:

—

Destinaire

Fichier F

Signature
émetteur

User

Client

i
Receive
\ cipher text /

Ciet Private
V. key(CPrvB)

A

[ —

_{ Decrypt Csym
- use CPrvB

-

\ text by CSym

Y

Return
\ plain text

)
WA

i

Decrypt cipher i

.-'/’

Hinh 8.9. Qua trinh giai ma thong diép
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+ Giai ma khoa dbi xirng: day 1a khéa duy nhat dwoc sir dung d& ma hoa théng diép.
Khoa nay dwoc ma héa bang khda cong khai ciia ngudi nhan (Bob). Do vay chi cé Bob la c6
thé giadi ma Csym va st dung né dé giai ma théng diép

+ Giai ma thong diép: Thong diép nhan dwoc (bao gébm ca théng diép ban dau va chi
ky s6) dwoc gidi ma nhe Csym

Qud trinh xdc thwe chir ky: Viéc xdc thwe chik ky bao géom 3 buéc sau:

BOB
Message
En
RECEPTION Clair

Hash-1 Crypteé

Certificate, || Décryptage

| —

Hinh 8.10. Qua trinh xac thwc chiv ky

a. Gidi ma théng diép bam: thong diép bam da dwgc ma hoa nhd vao khéa riéng clia ngudi
glri. Bay gi® n6 sé duoc gidi ma bang khoa cong khai clia ngwdi gvi nam trong théng diép
do

b. Xac dinh thdong diép bam tr thong diép nhan dwgc: nhw trén da noi bam la qua trinh mét
chiéu, do vay khéng thé 13y lai théng diép gbc tir thong diép bam, do vay bén nhan phai thuc
hién tao lai thong diép bam tr thong diép nhan dwgc nhd st dung gidi thuat bam da dwoc
ghi kém trong chir ky s6.

c. So sanh hai théng diép bam: Théng diép bam vira duwgc tao sé duwgc so sanh véi théng
diép bam dwoc gidi ma & trén. Néu ching gibng nhau thi chir ky dwoc xac thwe con néu
khac nhau thi cé thé thong diép dé khéng dwoc ky bdi ngudi glvi hodc théng diép dé bi hdng,
trong ca hai trdng hop thi thdong diép sé bi loai bd.
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Utilisateur CApplication CA Server

'
| Dialogue d'ouvrir un fichier

Salactionnar un fichiar signé

Cliguer la vérification

! T
! [
- [
| [
[ [
I [
¥ [
| [
' [
[

[

[

Extraire la signature, hash algorithme et SN

VAVAV,

Retablir e fichier onginale

Evaluer du condensé

Prandre un certificat par SN

un certificat

Prendre fa cl& publigue

Werifier la signature

Diglogue de linfos de la signature

Hinh 8.11. Biéu dd I&p cha (rng dung
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CDialog
CDigitalSignatureDlg

isRecv: BOOL

isSend: BOOL

iv: unsigned char*

key: unsigned char*
m_CtriISendProgress: CProgressCtrl
m_ctriStatus: CStatic

m_listCtrl: CListCtrl
m_pEncryptSymKeyDIg: CEncryptSymmetricKeyDIg*
m_ptrMainDIg: CMySimpleClientDIg*
m_strEncryptedKey: unsigned char*
m_strinputFile: CString
m_strPassphase: CString
pFileTransferz: CFileTransferz*

CFileTransferz

copyThreadHandle: HANDLE
m_hwndParent: HWND
m_iNumFile: int
m_isConnected: BOOL
m_listFileName: CStringList
m_pThread: CWinThread*
m_socket: SOCKET
m_strErrorMessage: CString
m_strFileName: CString
m_strFilePath: CString
sockConnection: CSocket
sockSrvr: CSocket

P TE S S S S S S

Addltem(SimpleClientCert&, DWORD) : void
CDigitalSignatureDIg(CWnd*)

~CDigitalSignatureDIg()

CharStr2HexStr(unsigned char®, int, unsigned char*) : void
DoDataExchange(CDataExchange™) : void
LoadCertList(void) : int

OnBnClickedBtnRecvfile() : void
OnBnClickedBtnSendfile() : void
OnBnClickedBtnsignz() : void

OnBnClickedBtnverifyz() : void
OnBnClickedButtondecrypt() : void
OnBnClickedButtonencrypt() : void
OnBnClickedConnectz() : void

OnEncrypt(CString) : void
OnFileReceiveEvent(WPARAM, LPARAM) : LRESULT
OnFileSendEvent(WPARAM, LPARAM) : LRESULT
OnlnitDialog(void) : BOOL
OnSetProgressBarPosEvent(WPARAM, LPARAM) : LRESULT
OnSign() : void

OnVerify(CString) : void

ResetDIg() : void

+ o+ + F o+ o+ o+ A+ o+

CFileTransferz(void)
~CFileTransferz(void)

CleanAll() : void
InitRecvSide(CString, int) : BOOL
InitSendSide(int) : BOOL
RecvFilelnfo() : int
SendFilelnfo() : int
SetFileName(CString) : void
SetFilePath(CString) : void
SetObjHandle(HWND) : void
StartRecvThread(void) : DWORD
StartSendThread(void) : DWORD
ThreadRecvFile(LPVOID) : UINT
ThreadSendFile(LPVOID) : UINT

+ o+ o+ o+ F F o+ o+ o+ o+ o+

T T T S S S S S S S S S

Chial CDialog
i = CExtractedSignature
CEncryptSymmetricKeyDIg
- - N + str_signAlgorithm: CString
v .unsag‘ned char + str_Signature: CString
* m_|SN:' A . . + str_Signer: CString
+ m_pMainDIlg: CMySimpleClientDIg* + str_SignLen: CString
+ m_strEncryptedKey: CString -
+  m_strSymKey: C?trlng + CExtractedSignature(CWnd*)
v e BYR Fey + ~CExtractedSignature()
- # DoDataExchange(CDataExchange®) : void
+ CEncryptSymmetricKeyDIg(CWnd*) # OnlnitDialog(void) : BOOL
+ ~CEncryptSymmetricKeyDIg()
+ CharStr2HexStr(unsigned char*, int, unsigned char*) : void
# DoDataExchange(CDataExchange®) : void
+ HexStr2CharStr(unsigned char*, int, unsigned char*) : void
+ OnBnClickedBtnEncryptkey() : void
+ OnBnClickedBtnGeneratekey() : void
+ OnBnClickedBtnGetpubkey() : void
+ OnBnClickedOKk() : void
+ OnEnChangeEditSymkey() : void

Hinh 8.12.

* P& bao vé khda riéng dwoc an toan hon, chwong trinh da tich hop module sinh trac
hoc vao. Méi lan tao chi ky sb, va giai ma thong diép, ngwdi ding phai lay dwoc khoéa riéng
clia minh, thay vi phai nhap password nhw théng thuwdng, ngudi st dung phai thye hién quét
van tay dé 14y ra dwoc khda ca nhan trong co s& dir liéu.
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8.2.4. Cac céng nghé s dung trong chwong trinh

Chuwong trinh dwoc xay dwng bang ngdn ngir C++, trén méi trwong lap trinh Visual C++ 7.1,

st dung cac ham API vé mat ma cla thw vién OpenSSL

Cac module chinh cua (rng dung:
e Module vé ky va ma hoa mét file: di¥ liéu dwa vao la mét file co kich thuwdc bat
ky, s& dwoc bén glri siv dung khoa riéng dé ky, sau d6 1a ma hoa. File sau khi ma
héa sé chir s6 Serie clia chirng chi clia nguwdi nhan va khoa déi xirng da dwoc ma
héa.
e Module gidi ma va xac thwc chiv ky sb: thwe hién chirc nang giai ma file va
khoi phuc lai file gbc, sau d6 xac thwc chi ky di kém véi file xem c6 dung la do
ngwdi glri ky khdng va tra vé théng tin ch ky do.

BK-PK} "’JJ;:U‘J"

& BK-PKIClient

Your Proflle | Request | Certlflcate SIQHCFYDUUH | You 'te Iogglng on dodv
| sM Distinguish N ame Type Status Signetyption
1 CM = do, E = dodv@yahoo.com, OU =BK, O =...  Encrypt message  Activated x
4 CM = do, E = dodvw(@yahoo.com, OU =BK, O =...  Digital Signature  Activated
% Unzigncryption
Decrypt File
erif
2 ,
Input File

[ ]

Connected

m
=

Hinh 8.13. Giao dién chinh cua trng dung

Cac lop chinh dwoc cai dat trong ng dung:
e Lop CertList thé hién danh sach cac chirng chi dang hoat dong clia ngudi st
dung. Danh sach nay gitup cho ngudi st dung lwa chon chirng chi dé str dung cap
khoa cong khai/ khoa riéng
e Lé&p DigitalSignature bao gém cac phwong thirc thwe hién cac chirc néng ky,
ma hda, gidi ma va xac thwc chiy ky
e Lo&p CEncryptedSymKey cai dat cac ham dé sinh khoa ddi xirng, yéu cau lay
ching chi tir CA dwa vao sb serie clia chirng chi d6. Sau d6 sé thuc hién ma héa
khoa dbi xirng vira dwoc sinh ra bang khéa cong khai
e Lo&p CSignature thic hién chirc nang bam file, sau dé s dung khda ca nhan
clia ngudi dung dé tao chiy ky sb tir thong diép bam nay
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o L&p CExtractedSignature thé hién théng tin vé& chi ky s sau khi da dwoc xac

thwe

' BK-PKIClient

I Bxc-PiCH

| Your Profile || Request || Certificate | Signeryption | You'te logging on dody

Signcryption

SN_ Distinguis_h Mame Tvpe Status
1 CM =do, E = dodv@yahoo.com, OU =BK. 0 =...  Encrypt meszage  Activated =
4 CM =do, E = dodv@yahoo.com, OU =BK, 0 =...  Digital Signature  Activated

Sign a file
Hash function Current file:
O mMD2 D4y Documentshpli-izks. pdf
& O MD4 Hashed value:
Input File O MDE 2C34E1A040F 3400580 SEBD CT 2F0B4668CE3FATT4
|D:\M_\J Documentshpki-risks. pdf @ SHAT
C ) (Y RIPEMD-160
Canneck L Hash Yalue ,] [ Sign C\ls
Connected

Hinh 8.14. Giao dién trng dung thwc hién chirc nang ky

| Your Profile || Request || Certificate | Signeryption | You're logging on Alice

SMH Distinguizh Name Tupe Status Signeryption
3 CN = Alice, E = Alice@yahoo.com, OU =%, 0 .. Encrypt message  Activated >
5 CN = Alice. E = Alice@yahoo.com, OU =%, 0 .. Digital Signature  Activated
BExtracted Signature ] File: Digest
Signer: CM = do, E = dodw@yahoo.com, OU =BK, 0 =BK. L =HM.5 = Unzighemption
Signature Algarithm:  BSA with hash function SHA- Diecrypt File

Length of signature: 128 bytes

“Werify

E

£ | Signature:

(IpbtiRE 85CC170ECS4F 330 0CBEE D7 247636EF3DEROO7I2EADEFCEEEFS

LAy Do

I

Connected

Hinh 8.15. Giao dién (rng dung st hién thi thong tin vé chir ky sé sau khi da dwoc xac thwe
8.2.5. Thir nghiém va danh gia

ng dung ky va ma hoéa da thuc hién dwoc yéu cau két hop hay chirc nang ky va ma
héa, tich hop vao trong hé théng BK-BioPKI va s dung dau hiéu sinh trac dé lay khéa ca
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nhan. ng dung thwc hién dwoc viéc ma héa va gidi ma mot cach chinh xac, nhanh va dam
bao tinh bao mat cao. 'ng dung da thir nghiém v&i cac file cé do dai khac nhau

- Vi file co kich thwéc 1MB, thoi gian ma hda va giaimala 0.12 s

- Vi file co kich thwéc 10MB, thoi gian ma héa va gidimala0.8 s

- Vi file c6 kich thwéc 100MB, thdi gian ma hdéa va gidimala7.11s
Tuy nhién, thoi gian d6 con phu thudc vao téc dd xi ly ctia tirng may tinh khac nhau.

8.3. ng dung thir nghiém kiém soat bao mat truy cap tir xa
8.3.1. Yéu cau tidng cwong bédo mét truy cap tir xa va giai phap

Théng thwong, trong mot mang may tinh, dé cé thé thwe hién truy cap tor xa vao mdt may chu
CSDL (DBServer), ngudi dung can phai co6 mét tai khoan trong DBServer dé véi mét tén truy
nhap va mot mat khau. Nhwng trén thuc té, mat khau nay rat dé bi mat, hay bi 16, vi du trong
trwdng hop may tinh clia ngwdi ding dé bi cai moét tién trinh chay an va danh cép thong tin
mat khau dé. Diéu nay thwc sw rat nguy hiém, vi khi d6, ngwdi ding sé bi ké xadu mao danh,
ho&c nguy hiém hon, DBServer sé bj tAn cong.

Ung dung téng cuéng bao mat truy cap tir xa s dung mét mé hinh giai phap kiém soat truy
cap t xa trong ngl* canh hé théng BK-BioPKI dé giai quyét van dé trén. Ung dung thir
nghiém dwoc xay dwng gdm 3 déi twong:

CA

Authentication proces;

? Database Server

Session Key

Hinh 8.16. Mé hinh (rng dung kiém soat truy cap CSDL tir xa trén mang.

- CA trong hé théng BK-BioPKl: & trong md hinh (rng dung nay, CA déng vai tro la
trung gian xac thyc.

- Nguwoi dung mudn thwe hién truy cap twr xa.
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- DBServer.
8.3.2.  Phan tich va thiét ké trng dung thir nghiém.
Muc dich caa rng dung:
ng dung dwoc xay dwng véi cac muc dich sau:

- Xac thye chinh xac ngwdi dung mudn truy cap tir xa vao may chi CSDL.

- Tao 1 phién giao dich an toan gitra nguoi dung va DBServer.

- Ngay khi phién giao dich két thuc, khéa phién can phai dwoc x6a bd va tré nén

vb nghia.

Cac chirc ndng rng v&i cac déi twong dwoc mé ta qua biéu dd UseCase sau:

Cac d6i twong tham gia trong kich ban (rng dung:

- Nguwoi dung: 1a d6i twong mudn truy cap tir xa vao may chii CSDL. PAu tién, dbi
twong phai xac dinh dwgc chinh xac may chd muén truy cap. Ngoai ra, nguoi
duing con phai dwa théng tin vé sinh tréc hoc van tay Ién cho DBServer.

- CA: Péi twong nay dong vai trd trung gian xac thwe. CA can phai xac thwe chinh
xac nguwdi dung. CA can phai ty sinh khéa phién cho phién giao dich gitra ngu&i
dung va DBServer.

- May chd CSDL: Sau khi da nhan dwoc két qua xac thuc ciia CA, may chi sé
dong y cho ngwoi dung truy cap trong phién giao dich an toan twong trng.

Diéu kién thwc hién truy cap tir xa:
D& c6 thé thuc hién truy cap tir xa, can phai thda man mot sb diéu kién sau:
- Nguwoi dung can phai cé chirng chi kiéu “truy cap tir xa” trong hé thdng BK-BioPKI.
- Pé c6 duwoc chirng chi nay, cac dic trwng van tay cla ngudi do phai dwoc lwu triv &
CA. (cac d&c trwng nay dwoc gl 1én CA trong qué trinh yéu cau chirng chi).
Ngoai ra, can cé nhitng co’ s& vé hé thdng nhw sau:
- B6 thw vién OpenSSL bao gdm cac ham vé mé héa, gidi ma Blowfish va cac ham co
chirc nang tao kénh mat SSL.
- He théng can cé hé quan tri CSDL MySQL.
Tién trinh xac thuwc:
- CA sinh ra mét khéa phién cho phién giao dich gitka User va DBServer.
- Nguoi dung phai glri cac dac trung van tay 1én cho CA dé thuyc hién tham dinh.
- CA thuc hién qua trinh thdm dinh van tay sb:
o Néu thanh céng: cho phép ngudi dung truy cap vao DBServer.
o Néu khong thanh cong: dirng tién trinh va tir chdi truy cap clia ngwoi dung.
Trong trwong hop két qua thdm dinh thanh cong, ngudi diung dwoc phép truy cap vao
DBServer trong mét phién giao dich an toan.

Khi phién giao dich nay két thuc, khéa phién duoc xéa béi CA.
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8.3.3. Kich ban tng dung, kich bén thir nghiém va két qua thir nghiém

Serveur
@ “ de
données
le numéro de série
du certificat L. .
‘adresse IP du Servefir Quérir le certificat

corresp nt dans
la base de donnée.

Créer la clé
de session

6n
Chiffrer la clé de
session par la clé
publique de
I'utilisateur

Déchiffrer la clé de
session par la clé
privée

Scanner
I’empreinte

Chiffrer des
caractéristiques par la
clé de session obtenue

Déchiffrer les
caractéristiques par
1a clé de session

Correct

Déchiffrer la clé de
session par la clé
privée

Chiffrer la clé de
session par la clé
publique du serveur

Les informations
chiffrées par la clé de session

Commencer une
session de
transmission

Commencer une
session de
transmission

Supprimer la
clé de session

Supprimer la
clé de session

Hinh 8.17. Kich ban trng dung.

Céc budc 1an lwot cia mé hinh kich ban hoat ddng dwoc mé ta nhu sau:
1. Nguwoi dung glri yéu cau truy cap tlr xa 1én CA, c6 kém theo sb serialnumber clia
chirng chi ciia minh.
2. CA nhan dwoc yéu cau, truy van trong CSDL cla minh, tim dwoc chirng chi twong
(rng, dong thoi lay dwoc khda cong khai cta chirng chi doé.
3. CA sinh ra mét khoa phién, ma héa khéa phién dé bang khéa cong khai vira 14y ra
dwoc, va glri lai cho nguwoi dung.
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Nguwoi dung nhan dwoc, dung khéa ca nhan clia minh, gidi ma lay ra dwoc khoa
phién.

Nguwdi dung thuc hién quét van tay, dung module enrollement dé trich chon ra dwoc
d&c trung, va ma hoa dac trwng van tay bang khoa phién vira thu duwoc, va givi 1én
cho CA.

CA dung khéa phién, gidi ma ra dwoc déc trwng van tay, sau dé truy van trong CSDL
ldy ra dwoc dac trwng van tay twong (ng clia ngwdi dung dé da co tir pha xin cép
chirng chi. CA thyc hién thdm dinh 2 tap dac trung nay, dwa ra két qua.

Néu két qua la khdng chap nhan, CA givi két qua tir chdi cho nguoi dung, déng thoi
két thuc tién trinh. Néu két qua 1a chip nhan, CA ma hda khoéa phién bang khoéa céng

khai ciia DBServer va gt¢i cho DBServer.

DBServer diing khéa riéng ctia minh dé giai ma ra dwoc khéa phién.

Phién giao dich gitra User va DBServer bat dau dwoc thuc hién véi mdi bén déu da

c6 khoéa phién.

10. Khi phién giao dich nay két thuc, khéa phién bj xda di.

Trién khai chwong trinh:

Cac ham lién quan dén chirng chi:

Cac ham st dung Mo ta

X509Certificate GetCertificate(POSITION pos) Thu nhan chirng chi trong CertList

EVP_Pkey GetPrivateKey(int serialnumber) Ly khoa ca nhan trong chirng chi cé sb

SN la serialnumber.

EVP_Pkey GetPublicKey(X509Certificate Cert) | LAy khoa coéng khai tir chirng chi

Cac ham lién quan dén ma héa, giai ma:

Céac ham st dung Mo ta

SKey GenerateSessionKey() Sinh khoa phién

char* EncryptSessionKey(SKey* | Ma hoa khéa phién

sk,EVP_Pkey* Pk)

SKey DecryptSessionKey(char* | Ma héa khéa phién bang khéa ca nhan.
buf,EVP_Pkey* pk)

char* EncryptFingerMinutiae(Minutiae* | M4 héa d&c trung van tay bang khoa phién.
mn,SKey sk)

Minutiae* DecryptMinutiae(char* buf, SKey sk) | Giai ma dac trung van tay bang khéa phién

Cac ham giao tiép giira 3 déi twong

Cac ham st dung Mo ta

void SendRemoteLoginRequest(int sn,intid) | Nguwdi dung glri yéu cau truy cap dén CA
void SendSessionKey(char* sk) Glri khéa phién da ma héa

void SendEncryptedMinutiae(char* mn) GUri dac trweng da ma hoa.

Dé hiéu rd hon cach sir dung cac ham, ching ta quan sat biéu dd sequence sau day:
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RemoteTabDlg : CertList : CertList : DBServeur :
RAClient RAClient LAServer CAServer RAClient
User

1: Select a certificat()

GetCertificate()

Certificate

A

Enter P d()

ivateKey()

GetSerialNumber()

RemoteLoginButtonClick()

Send RemoteLogin Request(SerialNumber

iGetClientCertificate(SN

Certificate

GenerateSessionKey()

-

EncryptSessionKey()

Send Session Key()

DecryptSessionKey()

Scan Fingerprint(),

tEncryptFingerMinutiae(

-

Send EncryptedMinutiae()

‘ﬂutiae()
Send Result( ;
<
N,

~,
N ~,

. succés
N refus \‘

1
KGetDBSVCertificate()

”

E. essionKey()

Send SessionKey()

D:ﬁsionKey()

Hinh 8.18. Biéu db sequence cua (rng dung.
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Trién khai giao dién chwong trinh:

Giao dién chuwong trinh dwoc xay dwng véi muc dich ngudi dung that dé si dung. Chwong
trinh la 1 Tab trong giao dién chinh clia chwong trinh RA_Client.

& BK-PKIClient

Server Name

D Distinguizsh M ame Statt OB Sefver ;
1 CN = ANH, E = anh@yahoo.com, OU = BK, 0 =BK, L = EE N
B CH =AMH, E = anh@wahoo.com, OU = BE, 0 =BK, L =
N = ANH_E = anh@yshon.com, DU = BE. 0 = BE. Caninect sevee e

(4000

Send ]

3
| %

Connected to DB Server

.:l-l!-lr!e{i-

Connected

Hinh 8.19. Giao dién trng dung.

Giao dién chwong trinh gdm ¢6 4 phan chinh sau:
- A: Danh séach cac chirng chi cé kiéu truy cap tr xa.
- B:Thanh phan xac thuc may chi CSDL.
- C: B6 phan dé test giao dich gitra DBServer va nguoi dung.
- D: Phim “Logon” dé thyc hién truy cap tur xa.
DPAau tién, ngwoi dung chon chirng chi muén dung dé thwc hién truy cap tlr xa, sau do xac
thwe DBServer can truy cap dén, va chon phim Logon.
Néu thanh céng, nguoi dung sé nhan dwoc théng béo sau:

BK-PKIClient

Zongratulation! Remote login to DB Server accepted

Hinh 8.20. Thong bao truy nhap thanh céng.
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Thtr nghiém.

ng dung xac thwc truy cap tlr xa nay da duwoc thlr nghiém trong méi trwérng mang
LAN cla phong thi nghiém lién mang cta khoa CNTT trwong DH BKHN. Ung dung da duoc
tich hop vao chwong trinh RA_Client ctia hé théng BK-BioPKI.

Két qua thir nghiém.

Qua céac thir nghiém, két qua thu dwoc la:
- DBServer trong hé théng BK-BioPKI da dwgc bao vé mot cach an toan.
- V&i kich ban trén, irng dung c6 thé tranh dugc phan Ién cac phwong thire tAn cong.
- Thdi gian thye hién xac thywc nhanh.

8.4. 'ng dung an toan trao doéi thong tin trén SMS
8.4.1. Yéu cau cua irng dung

Céc giadi phap bao mat théng tin bao gébm bado dam 3 yéu cau: ddm bao théng tin
duorc truyén chinh xac, ddm bao théng tin dwoc truyén dén diung dich tin mong muén va dam
bao théng tin dwoc nhan tir dung ngudn tin. 3 yéu ciu nay duoc thuc hién dua trén viec ma
hoa thong tin.

M4 héa khda dbi xirng thwe hién viéc ma hoa va gidi ma bang ciing mét khéa chung.
Céc giai thuat ma hoa khda déi xirng thweong dung 1a DES, RSA, ... Nhuwoc diém Ién nhét cha
ma hda khéa dbi xirng la viéc trao d6i khoa gitra ngudn va dich can cé mot kénh truyén bao
mat riéng.

DPé khac phuc nhugc diém trén, hé thdng mat ma héa khéa coéng khai va bi mat ra
doi. Nguyén tac co ban ciia phwong phap ma héa nay 1a qua trinh ma hoéa gidi méa st dung
mot cdp khda, trong dé tir khéa nay rat khé (doi hdi mot khdi lwgng tinh toan 16n) méi cé thé
suy ra dwoc khoa con lai. Mét trong 2 khéa duwoc goi la khéa bi mat, chi cé duy nhét chi s&
hiru clia khoa dwoc biét, khda con lai la khéa cong khai, dwoc phd bién cho tat ca cac thuc
thé cé thé tham gia truyén tin. Bai toan phd
bién khoa da duoc giai quyét.

Pé c6 thé st dung khoda bi mat va
khéa coéng khai mot cach hiéu qua, can cb
mot hé thdng chung cho tAt ca cac thyc thé
tham gia vao truyén tin. Hé théng nay can
quan ly cac lién hé gilra khoa coéng khai va
cac thuc thé. Mbi lien hé nay dwoc biéu dién
bang cac chirng chi (certificat). Mat chirng chi
xac nhan moi lién hé gitr mét khéa cong khai
véi mot thue thé tham gia truyén tin. Lién hé
nay dwoc xac thwe béi thuwe thé chirng thuc
(Certificate Authority). Hé théng dé quan ly cac chirng chi dé truyén tin goi la ha tAng co s&
truyén tin khéa cdng khai (Public Key Infrastruture) cé cac chirc nang co ban la quan ly cac
yéu cau tao chirng chi, xac thuc sir dung cac chirng chi, quén Iy cac chivrng chi. 2 chirc ndng

Hinh 8.20
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dau tién dwoc thwe hién béi RA, viéc quan ly chirng chi dwoc thwe hién béi CA. Lién hé gitra
cac CA trong mot hé théng PKI co6 thé dwoc trién khai theo cac md hinh don CA, phan cép
hoac mé hinh CA xi nghiép.

Vi sw phat trién ctia nganh vién théng, cac hé thdng néi trén khéng chi sir dung ha
tang truyén théng Internet ho&c Intranet théng thworng dé hoat dong, ma con st dung cac ha
tang truyén thong dac biét nhw GPRS, SMS, MMS, CDMA, ... . Cac ha tang truyén théng nay
thweng bi han ché béi kha nang truyén tin, kha nang xt& ly théng tin cGa cac thiét bi dau cudi.
Viéc bao mat théng tin trén cac ha tang truyén théng dac biét dwoc tién hanh bang cach: i.
dwa vao phan clrng cla ha tang truyén thong; ii. xay dwng giao thirc truyén thong dwa trén
PKI cho phu hop véi ha tang.

Giai phap duoc trinh bay & day giai quyét van dé da néu theo céach tiép can (ii). Giai
phap duwoc thue hién trén ha tang truyén tin SMS va c6 kha nang (rng dung trén céc ha tang
truyén théng khac.

8.4.2.  Giai phép truyén théng tin cdy bang SMS

Hé thdng rng dung co s& ha tAng khéa cdng khai bdo mat théng tin tin nhan dwoc
xay dung trén co s& lay ha tAng khéa cong khai lam nén cho &ng dung truyén thong tin tin
nhan cé ma héa. Khach hang st dung hé théng ma héa khéa coéng khai dé tao ra cip khda
cong khai - bi mat cho minh. Va co s& ha téng khoa cong khai dwya trén hé théng méa hoéa
khoéa cong khai dé tién hanh viéc cap phat va chirng thuc khéa cdng khai cho khach hang.

Trén thyc té thi véi cac thiét bi co tai nguyén va toéc do tinh toan Ién thi viec ma héa,
chuyén théng tin (’ng dung co s& ha tang khoa cong khai sé dién ra rat don gian. Khi dé A
muén chuyén moét thong diép cho B thi A chi cAn ma héa théng diép ctia minh can glvi bang
khéa coéng khai ctia B. Khi d6 chac chan chi cé B méi cé kha nang giai ma va thong tin da
dwoc chuyén di mot cach an toan. Tuy nhién, v&i cac thiét bi nhw dién thoai di dong thi viéc
ma hda ca nodi dung van ban bang ma khda cong khai cia bén nhan bang thuat toan ma héa
khéa coéng khai 1a khé khan. Nguyén nhan 1a do téc d6 st ly han ché cla dién thoai, ngoai ra
véi thuat toan ma hoa bat déi xirng thi thoi gian thwe hién ma héa la twong déi Ién. Do do,
viéc ap dung truc tiép ma hoéa st dung khoa cong khai la khdng kha thi.

Chinh t& cac han ché trén ma nhém nghién clru dé xuat mot phwong thirc trao doi
théng tin nhuw sau:

o D& lam gidm thoi gian ma hoa bang hé théng ma hoéa céng khai st dung khéa
cbng khai ctia ngwdi nhan, ching ta sé sir dung ma héa bat dbi xirng

o Do ma hoéa bat dbi xirng can cé mét khda bi mat d& ma héa théng diép can gui,
chinh vi vay chung ta phai phat sinh mét khéa phién d& ma héa théng tin can guri.

Giao thirc truyén thong tin tin nhan c6 ma hoéa sé dwoc tién hanh nhw sau:

Gia sir bén A mudn glri cho bén B mét van ban can ma hoa, dau tién bén A sé phat
sinh mét khoa phién, sau d6 bén A s& ma héa ndi dung théng tin can glri bang khoa phién
day véi thuat toan ma hoa déi xirng. Khoa phién dwoc ma héa hai l1an bang thuat toan ma
hdéa khéa cong khai v&i khéa bi mat ciia bén A va khéa cong khai & bén B. Sau d6 bén A sé
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glri van ban va khéa dwgc ma hoa cho bén B. Bén B dwa vao khoa cong khai ciia bén A va
khoa bi mat ctia minh dé gidi ma khoa phién. Qua dé giai ma ndi dung van ban.

Giai phap két hop nay dwoc xem la hop ly, viéc ma hoa van ban cé kich thuwdc 16n sé
duoc tién hanh théng qua thuat toan ma hoa ddi xirng, viéc ma hoéa khéa phién sé duoc tién
hanh dwa trén co s& ha tAng khéa cong khai.

Do d6, hé théng da két hop duoc co s& ha tang khdéa cdng khai trong viéc bao mat
thong tin tin nhan.

8.4.3.  Phan tich thiét ké irng dung

Hé théng trng dung co s& ha tang khoéa cong khai trong bao mat théng tin SMS dam
bado sy an toan trong viéc truyén théng tin bang tin nhan SMS. Hé théng cho phép khach
hang c6 thé dang ky gidy chirng thuc, kiém tra chirng thwc da dwoc nha thdm quyén ky
théng qua giao thirc ng dung khéng day(WAP). Hé thdng dwoc xay dwng gdm hai phan:
PKI-SMS-Website va PKI-SMS-EDSR (chwong trinh cho phép ma héa, gidi ma, gvri va nhan
tin nhan SMS trén dién thoai di dong).

Hé théng dwoc xay dwng trén nén tadng ngdn ngl java va co s& dir liéu Oracle. Hé
thdng Website dwoc xay dwng trén nén tang Spring. Sau day 14 biéu d6 phan cép hé théng

PKI-SMS

'
| I

PKI-SMS-Website PKI-SMS-EDSR

Hinh 8.21. Biéu dé phan cap hé théng PKI-SMS

Kho khan trong viéc xay dwng hé théng PKI-SMS

e D6 dai tin nhan SMS: Nhuw chiing ta d biét thi viéc tin nhdn SMS c6 do dai tbi da chi
la 160 ky tw. Hon niva trong giao thirc d& dé cap dén & trén thi ching ta can phai
chuyén ca néi dung tin nhan va khéa phién dwoc ma hoa.

Do d6 dai han ché cua tin nhan nén tao ra rat nhidu khé khan trong qua trinh xac dinh
céac théng sd dau vao cho hé théng PKI-SMS(nhw kich thwéc khda phién, kich thuéc
ndi dung tin nhan, kich thwéc khéa cong khai...)

e Ngoai ra, do van dé an toan trong tirng phién giao dich nén kich thwéc khoa phién,
khoéa cong khai ciing khong dwoc phép qua nhé. Béi khi do thi viéc bé khoa sé tré
nén dé dang hon rat nhiéu.

e Mot yéu td cubi cung khong thé khong nhéc dén d6 1a van dé tai nguyén han ché
cua dién thoai di dong. V&i nhitng chiéc dién thoai cé tai nguyén han ché thi viéc
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ma hoa va gidi ma vo&i cac thuat toan phire tap, kich thuwdc khéda Ién tré nén vd cung
kho khan va bat kha thi.
Chinh tir cac yéu t6 trén nén viéc xay dung hé thdng PKI-SMS gap phai rat nhiéu khé khan
trong viéc Iya tron thuat toan ma hoa khda cdng khai, thuat toan mé hoda doi xng, khich
thwée khda phién va kich thuwdc khda cdng khai-bi mét.
Chinh vi vay, hé thdng PKI-SMS dwoc xay dwng v&i sw lwa chon cac thuat toan va kich
thwée khda nhw sau:

e Thuat toan ma hoéa khéa cong khai RSA: Thuat toan ma hdéa khéa cong khai RSA
dwa trén do kho cla bai toan phan tich mot sé ra thira sd nguyén t6. Pay 14 thuat toan
hay dwoc str dung nhat hién nay va né da chirng minh dwoec tinh én dinh cao.

Dé& dam bao an toan cho hé théng ma hoéa s&r dung phwong phap méa hoa khoéa cong
khai RSA thi sb n(module) phai dd I&n. Tai thdi diém nam 2005, sb Ién nhat cé thé
dwoc phan tich ra thira sd nguyén tb co6 do dai 663 bit véi phwong phap phan tan
trong khi khéa clia RSA ¢ do dai tir 512,1024 t&i 2048 bit. V&i khoa 4096 bit thi hau
nhw khéng cé kha nang bi pha vé trong twong lai gan.

Do d6, nguwdi ta thwdng cho rang RSA dadm bao an toan véi diéu kién n duwgc chon du
I&n. Néu n cé dd dai 256 bit hoac ngén hon, né cé thé bi phan tich trong vai gior véi
may tinh ca nhan diung cac phan mém c6 san. Néu n cé dod dai 512 bit, né cé thé bj
phan tich b&i vai tram may tinh tai thoi diém nam 1999. Bé ddm bao an toan dbi voi
hé théng PKI-SMS thi kich thwdc khoa téi wu nén chon la 4096 bit.

Tuy nhién viéc lwa chon nay chi hop ly ddi voi cac thiét bi co tai nguyén lén. Viéc ma
héa va gidi ma dbi véi khoa 4096 bit dwoc thir nghiém véi dién thoai K750i ctia Sony
Ericssion v&i kich thirc ndi dung vén ban cadn ma hoéa chi la 8 byte & khong thé thuc
hién. Tai nguyén cla dién thoai khong cho phép viéc ma hoéa néi dung théng tin bang
thuat todn ma hoa khda céng khai véi kich thuwdc khoa la 4096 bit.

Chinh vi vy ma hé théng PKI-SMS sé& sir dung kich thirc khda cong khai 1a 512 bit
cho thuat toan ma héa RSA. Viéc Iya chon thong qua thlr nghiém trén dién thoai
K750i cho thdi gian ma héa van ban 8 byte chi méat 3s. Pay 1a khoang th&i gian chap
nhan dwoc dbi véi dién thoai di dong.

e Thuat toan ma héa néi dung théng tin tin nhan: do thuat toan ma héa bat dbi xirng,

cu thé 1a thuat toan ma hoa khéa cong khai RSA mét rat nhidu thoi gian dé tién hanh
viéc ma hoa va gidi ma nén viéc ma héa ndi dung thong tin dwoc tién hanh théng qua
thuat toan ma hoa déi xing DES.
Viéc lya chon thuat todn ma héa dbi xtrng DES |a do d6 dai 56 bit ctia khéa la nhd.
Chinh vi vay viéc ma hoa sé dién ra trong khoang thoi gian rat nhanh. Hién nay,khoa
DES bj pha trong trong thoi gian ngan nhat van 1a 24 gid, trong khi d6 véi viéc phién
giao dich cta ching ta chi dién ra trong vong chwa dén 10 gidy. Diéu nay cho phép
phién giao dich sé dién ra véi tinh an toan cao déng thoi gian téi da céac tinh toan
phurc tap trén thiét bi dién thoai di dong.
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¢ Kich thwéc khéa phién: Kich thwdc khdéa phién dwoc lwa chon la 8 byte(4 ky tw) 1a
ho ly. B&i né khong gay ra sw kho chiu cho khach hang déng théi dam bao duorc tdng
thdi gian ma héa khoa phién bang thuat toan ma héa khoa cong khai RSA va ma ndi
dung tin nhan bang thuat toan DES |a chip nhan dworc.

Tt cac ly luan trén, hé théng PKI-SMS sé duwgc xay dwng voi cac thanh phan sau:
e Thuat toan ma hoa khoa cong khai dugc Iwa chon la RSA
e Kich thwdc cap khéa cong khai- bi mat dwoce Iywa chon la 512 bit
e Thuét toan mé hda ndi dung tin nhan dwoc lwa chon Ia DES
o Kich thwéce khéa phién la 8 byte
Hé théng PKI-SMS sé& dwoc xay dwng gdm hai phan, phan PKI-SMS-Website va PKI-SMS-
EDSR.
Viéc tach hé théng ra thanh hai phan la do kho khan trong van dé tao khoa, déng ky va
ching thwe trén dién thoai v&i thuat toan RSA 1a rat kho khan. Nguyén nhan la do giay chirng
thwe khéa cdng khai cap bao gom nhiéu truwdng, kich thuwde twong doi lon. Viéc chirng thwe
giay chirng nhan khda cbng khai doi véi dién thoai di dong lai gap van de vé tai nguyén. Khi
kich thwéc dau vao Ién thi viéc chirng thwe lai bat kha thi trén dién thoai.
Tuy nhién, do dién thoai ngay nay c6 kha nang két néi Intener bang giao thirc WAP thoéng
qua viéc cai dat GPRS nén van dé da dwoc gidi quyét. Vi vay, hé thdng da dwoc chia thanh
hai phan.
e Phan PKI-SMS-Website dwoc dung dé déng ky va chirng thwe gidy chirng nhan khéa
cong khai(dwoc viét bang Spring framework theo chudn WAP)
e Phan PKI-SMS-EDSR dwoc viét bdng ngén ngir J2me cla Java véi thu viéc ma héa
ngudn mé bouncycastle

M6 hinh hé théng
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Bing ko va kigm

tra gidy chimng .
the thing qua ;
FAP {
Mha cung 2
cdp chimg
chi sd
Tran xﬁéi thing
tin bang khaa
SMPF phign va khoa
cong khia
s Khi tao vise
e trao dfi va

tihdn khda
phign cia CA

Hinh 8.22. Mé hinh hé théng PKI-SMS

Biéu d6 phan cép chirc ning

PKI-SMS-Website
| ' ' I

Cung cép Chirng thye bang ky Gia han va

chirng chi chirng chi chirng chi hdy bé chirng

khoa cong khoa cong khoa cong chi khéa cong
khai khai khai khai

Hinh 8.23. Biéu db chirc ning PKI-SMS-Website
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PKI-SMS-EDSR

!

Ma héa, giai ma
thong tin tin nhan

!

Gt va nhan tin
nhan

Hinh 8.24. Biéu dé chirc nang PKI-SMS_EDSR

Chi tiét cac chirc nang

Tén chlrc nang Loai Mo ta
1.1 Cung cép chirng Web Form | Hién thi théng tin vé chirng chi khéa cong
chi khéa cong khai khai
1.2 Chrng thyc chirng Web Form Hién thi két qua chirng thwe khéa cong khai
chi khéa cong khai
1.3 Bang ky chirng chi Web Form Hién thj thong tin dang ky chirng chi khoéa
khoéa cong khai cong khai
1.4 Gia han va hiy bd Web Form Hién thi thong tin vé tinh trang va thdi han
chirng chi khéa cong cla chirng chi khéa cong khai
khai
2.1 Ma héa, gidi ma Service Cung cap chirc ndng ma hda va giai ma noi
thong tin tin nhan dung tin nhan trén dién thoai di dong
2.2 Glvi va nhan tin Service Cung cap chirc ndng glri va nhan tin nhan
nhan trén dién thoai di dong

Thiét ké co’ s& dir liéu

Cac bang trong co' s& dir liéu

CERTIFICATE (Giay ching thuc khéa céng khai)

Tén trwong Kiéu div liéu Cho phép Khoéa Ghi chu
dé trang chinh
ID INTEGER Khéng Co
MODULE VARCHAR (500) Khong Khong | Module cong khai
SIGNATURE | VARCHAR (500) Khéng Khéng | Chir ky ciia nha tham
quyén lén gidy chirng thyc
EXPONENT | VARCHAR (500) Khéng Khéng | S6 mii cdng khai
DATETIME DATE Khong Khong | Ngay khach hang dang ky
gidy chirng thuc khoa cong
khai
EXPDATETI DATE Khéng Khéng | Ngay hét han cua gidy
ME chirng thye
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CA_USER ()

Tén trwong Kiéu dir liéu Cho phép Khoa Ghi chu
dé trang chinh
ID INTEGER Khéng Co
NAME VARCHAR (100) Khéng Khéng
PHONENUMBER | VARCHAR (20) Khéng Khéng
ADDRESS VARCHAR (500) Khéng Khoéng
CERTIFICATEID INTEGER Khoéng Khéng

M6 hinh quan hé giira cac bang

CA_USER *

o 4

name

phonenumber
address
certificatedid 5l

expdabetime

8.4.4. Danh gia va thir nghiém
Chirc ning thiét ké
Cap chirng thwe khoa cong khai

Hé théng PKI-Website cho phép nguwdi dung déng ky khéa cong khai théng qua giao thirc
trng dung khong day(WAP)

Chirng thwc khoa cong khai

Hé thdng PKI-Website cho phép ngudi ding chirng thwe khéa cong khai thong qua giao thirc
trng dung khong day(WAP)

CA ky giay chirng thwe khéa cong khai

Hé théng PKI-Website dwoc dung d& CA ky xac nhan ctia minh théng qua thuat toan ma hoa
khoéa cong khai RSA véi khéa bi mat cia CA.

Ma hoéa va giai ma théng tin
Chuong trinh PKI-SMS-EDSR cho phép ngwdi dung thwe hién viéc ma hoa, truyén va giai
ma tin nhan
Kich ban thir nghiém
Thiét bi: Dién thoai Sony Ericssion K750i, Nokia N72
Dir liéu
+D{ liéu ngan: PKISMS
+D{ liéu dai: PKISMS TEST PROGRAM
+Kich thwéc khda 512 bit
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+Kich thwéc khoa 1024 bit

+Kich thwéc khoa 4096 bit

+Kich thuwdc khoa phién 8 byte

+Kich thuwdc khoa phién 16 byte

Tinh nang ky thuat

Téc dd truyén tin

Tbc d6 truyén tin nhan phu thudc vao nha cung cép dich vu. Théi gian truyén tin méat tir 3->4

giay.

Két qua thwc nghiém

Vi dién thoai SonyEricssion K750i thi két qua dwoc thé hién qua bang sau:

Kich thwée | Kich thuwde | Kich thuwde | Kich thuwdce | Kich thuwdce | Kich thuwdce
khoa 512 khoa 1024 | khda 2048 | khda 512 khoa 1024, | khéa 4096
bit, Khéa bit, Khdéa bit, Khda bit, Khda Khoa bit, Khdéa
phién 8 phién 8 phién 8 phién 16 phién 16 phién 16
byte byte byte byte byte byte
Téc dd ma | 3s B6 mo 3s B6 mo
hoéa phéng phoéng
khong thwc khoéng thwc
hién duoc hién duoc
Tbc do giai | 2s B6 mo 2s B6 mo
ma phéng phoéng
khong thwc khoéng thwc
hién duwoc hién duoc
Do daitin | 7 ky tw 7 ky tw
nhén téi da
Do dai tin 145 ky tw | 273 ky tw 145 ky tw | 273 ky tw
nhén sau >160 >160
ma hoéa
Két luan C6 thé Khong thé | Khéng thé | Co thé Khéng thé | Khong thé
dung dung dung dung
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V&i dién thoai Nokia N72 két qua cling twong tw Sony Ericssion K750i va dugc thé hién qua

bang sau:
Kich thwée | Kich thuwdce | Kich thuwde | Kich thuwdce | Kich thuwdce | Kich thuwdce
khoa 512 khéa 1024 | khda 2048 | khda 512 khoa 1024, | khéa 4096
bit, Khoa bit, Khoa bit, Khoa bit, Khoa Khéa bit, Khoa
phién 8 phién 8 phién 8 phién 16 phién 16 phién 16
byte byte byte byte byte byte
Téc do ma | 3s Bo mé 3s BO mé
hoéa phéng phoéng
khong thwc khoéng thwc
hién duwoc hién duoc
Tbc do giai | 2s B6 mo 2s B6 mo
ma phéng phoéng
khong thwc khoéng thwc
hién duwoc hién duoc
Do daitin | 7 ky tw 7 ky tw
nhén téi da
Do dai tin 145 ky tw | 273 ky tw 145ky tw | 273 ky tw
nhan sau >160 >160
ma hoéa
Két luan C6 thé Khong thé | Khéng thé | Co thé Khéng thé | Khong thé
dung dung dung dung

8.5. Két chwong

Céc &ng dung dwoc xay dwng va thir nghiém cho thay cé thé (ng dung hé théng BioPKI
vao cac (rng dung co ban cla hé théng PKI. DAu hiéu sinh trac cé thé dwoc st dung dé bao
vé khoa ca nhan bi mat nhw trong trwedong hgp trng dung ma hoéa va ky théng diép. D4u hiéu
nay cé thé dwoc st dung dé tang cwéong kha nang xac thue trong cac hé théng da co san co
ché bao mat.

Trong cac rng dung da dé cap, viéc thu thap va x& ly dau hiéu sinh tréc dirng & mirc cuc
bd, khéng c6 CSDL chung dé Iwu trir cac dau hiéu sinh trac. Nhw vay céac thiét bi dau cudi
phai c6 kha nang x ly twong dbi cao (cac thlr nghiém cho thdy thdi gian x&r ly véi cac thao
tac sinh trac thong thwong khodng vai gidy, néu cac thiét bi cé kha nang tinh toan kém hon
sé khong ddm bao th&i gian dap tng.

M6t hwéng phat trién trong twong lai la chuyén mét sé thao tac xt ly sinh tréc thanh tap
trung, tao thanh moét hé théng thuc sw. 'ng dung PKI-SMS chuan bj s&n cho kha ndng nay,
véi viéc thuc hién PKI trén hé thdng truyén thdng dac biét vai toc do truyén tin va kha ndng
xt ly ctia cac thiét bi dau cudi han ché.
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PhanIV. TONG HOP CAC KET QUA
VA KET LUAN

1. Cac két qua dat dwoc clia dé tai theo cac san pham da ghi trong
thuyét minh nhiém vu.

1.1. Tom tit cac yéu cau khoa hoc d6i véi san pham tao ra (két qua dang Il va
1)

Tén san pham:

Hé th6éng an ninh théng tin dwa trén ma sinh trac hoc Bio-PKI (goi tat 1a Hé thong an
ninh théng tin Bio-PKI), bao gém:

- Két qua gidi phap tich hop d&c trwng van tay véi ma bao mat trong hé PKI thanh hé
BioPKI.

- Két qua thir nghiém Prototype vé ha tang hé théng BioPKI dé& thdm dinh van tay trong hé
BioPKI.

- Két qua phan mém may tinh cho hé thdng BioPKI, phan hé sinh trdc bao gdm: phdn mém
phan hé ma hoa khoa sinh trac hoc van tay BioPKI va phdn mém xac thyc thdm dinh van
tay.

- Cac bao céo: Bao cao phan tich hé théng va hwéng xay dwng ng dung trong xac thuwc
tham dinh van tay va diéu khién truy nhap trong hé BioPKI; Cac bao cao dinh ky va bao
cdo tébng hop dé tai.

1.2 Két qua cac san pham dang cac bao cao da ding ky

- Dam bao day di sé lwong cac bao cao dinh ky

- Dam bao day di sbé lwong vé cac san phdm bao cao da dang ky da dwoc tdng hop trong
b&o céo bao gém :
Bao cdo khao sat phan tich va xay dwng phwong an giai phap hé thdng an ninh
thong tin Bio-PKI (chwong 1, 2, 3 ,4)
Béao c&o phan tich va thiét ké hé thdng an ninh sinh tréc hoc Bio-PKI (chwong 5, 6, 7)
Bao cdo cac tng dung thtr nghiém (chwong 8)

1.3 Két qua cac san pham da dang ky

Dam bado day du sé lwong cac san phadm dang da ghi trong thuyét minh va trong hop déng,
gdm co:

1.3.1. Két qua vé giai phap tich hop dic treng van tay véi ma bao mat trong hé PKI
thanh hé théng BioPKI

Dé tai da dé xuat md hinh giai phap tich hop dac trwng van tay véi ha tang khoa cong khai
thanh hé théng BioPKI, dwoc trinh bay trong chuong 4 va chwong 7 clia bao céo nay.
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M6 hinh hé théng BioPKI bao gém céc thanh phén hé théng sau:

Hé théng 16i ha tang khoa cong khai PKI: Hé théng 16i PKI dwoc xay dwng theo mo
hinh kién trac CA v&i ddy dd cac thanh phan chirc ndng co ban cla hé PKI bao gém:
- CA (Certificate Authority): B& phan thdm quyén phat hanh cac chirng chi va chirng
thyc cac chirng chi

- RA (Registration Authority): B6 phan thAm quyén dang ky ching chi,

- Certificate Holder- User: ngudi st dung trong hé théng PKI, cha thé chirng chi,

- Digital Certificate Distribution System: Hé théng phan phéi chirng chi s6, kho chira
Hé thdng 16i PKI dworc thiét ké va 1ap trinh trén méi trwéng bd thw vién ma nguén mé
OpenSSL, theo chuan X509. Trong mé hinh hé BioPKI hién nay RA ¢ vai trd quan ly
ngudi dung, lwu trir khoéa ca nhan dwoc bdo mat bang sinh trac van tay. Toan bo cac
giao thirc va cac giao dich co s& gitra RA va CA duoc thiét ké va cai dat lam co s&
dé tich hop hé sinh tric tao vao may nguoi st dung (users)

Hé théng tham dinh xac thuc sinh tréc van tay (Fingerprint Biometric System)

duing sinh trac van tay séng dwoc 14y trwc tuyén tir thiét bj scanner. Hoat dong clia hé
thdng sinh trdc gébm 2 pha chirc nang: Dang ky (enrollement), thAdm dinh xac thyc
(verification)

Mb hinh tich hop thAm dinh trdc van tay séng truc tuyén vao hé 16i ha tang khéa cong
khai (goi tén la BK-BioPKI), bao gém 2 phan hé sinh trac sau:

- Phan hé thdm dinh xac thuc truc tuyén van tay ngw®i dung dwoc tich hop vao qua
trinh dang nhap hé théng BioPKI thay password, cac dau dac trwng van tay dwoc ma
héa va lwu triy tai may user (dwoc goi 1a Phan hé sinh trac 1)

-Phan hé sinh tréc van tay két hop véi qua trinh mat ma va st dung chirng chi sé
trong hé Bio PKI, sinh khéa sinh trdc dé& ma héa bdo mat khéa ca nhan cta nguoi
dung trong hé thdng (dwoc goi Ia Phan hé sinh trac 2). Phan mém phan hé sinh trac 2
dwoc tich hgp vao hé BioPKI tai may user, dwgc quan ly béi RA va xac thuc b&i CA
(chi tiét ctia mé hinh tich hop sé& dworc trinh bay trong chwong 5 va chuong 7 bao céo
nay)

1.3.2 Két qua thiét ké va xay dwng thtr nghiém hé théng BioPKI (Prototype) két hop
tham dinh xac thwc van tay séng, trwe tuyén. (Trinh bay trong cac chwong 5, 6, 7)

- Giai phap cong nghé thiét k&, trién khai hé thébng BK-BioPKI va tich hop mé sinh tréc
hoc van tay vao ha tang PKI, xac thuyc sinh tréc van tay trong hé théng BioPKI

- Phan tich thiét ké toan bd hé théng BK-BioPKI (prototype): D& phan tich thiét ké va xay
dwng cai dat thr nghiém mét hé théng BioPKI (tén goi BK-BioPKIl) tham dinh xac thuc
van tay séng lay trwc tuyén tir thiét bi Scanner théng dung. Hé théng BK-BioPKI hoat
dong trén moi trwdng mang PTN tai khoa CNTT — DHBK HN. Toan bd hé théng duwoc
xay dwng cai dat trén co s& cong cu bd thw vien OpenSSL va ngdn ngir C++ két hop
Matlab
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1.3.3 Két qua phan mém may tinh cho hé théng BioPKI: phan mém hé sinh tréc bao gém:
phan mé&m phan hé ma hoéa khda sinh tréc hoc van tay BioPKI va phan mém xac thwc tham
dinh van tay (trinh trong cac chwong 5 va 7)

Dé tai da xay dwng va cai dat toan bd phan mém cho hé théng BK-BioPKI bao gébm cac bo
phan mém sau:

e B6 phan mém co sé hé 16i PKI dam béo dugc cac chirc nang co ban ctia mot co s&
ha tang khéa coéng khai PKI v&i CA don: tao yéu cau xin cap chirng chi, cap phat
chirng chi, quan ly, gia han chirng chi va hdy bé chirng chi.

e BO phan mém hé tham dinh xac thwc van tay séng, trwc tuyén gdm cac chirc
ning cha yéu:
+ Phan mém déng ky sinh tréc hoc van tay BioPKI
+ Phan mém ma hoa
+ Phan mém xac thyc thAm dinh van tay BioPKI

B6 phan mém sinh tréc trong hé thdngBioPKI dwoc xay dwng thanh 2 phan hé théng
sinh trac twong (ng v&i md hinh két hop 2 phan hé sinh tréc vao cac hoat déng trong
hé BioPKI.

e B6 phan mém tich hop hé thdng an ninh sinh trdc hoc Bio-PKI: Thwc hién tich hop hé
tham dinh xac thwc van tay vao hoat dong cac giao dich dang nhap, xin cap chirng chi
va slr dung chirng chi trong hé thdng. Cac hinh vé dwéi day trinh bay 2 so d6 dién
tién lap trinh trong sb nhiéu so s6 dién tién da dwoc thiét ké va thuwc hién cac budc
trong cac giao dich hoat déng trong hé théng BioPKI.

e Chuwong trinh th®r nghiém sinh trac long ban tay: Cai dat thuat toan trich chon dac
trung, thdm dinh xac thyc sinh trac 1ong ban tay va thir nghiém véi CSDL anh long
ban tay (xem chi tiét phan phu luc Bao céo téng hop.

1.3.4 Phan mém thr nghiém rng dung

Dé tai da xay dwng thtr nghiém 3 kich ban &ng dung an toan bao mat théng tin trong moéi
trwong hé théng BK-BioPKI (trinh bay chi tiét trong chwong 7 va chwong 8 clia bao céo
tbng hop), gébm co:

- Xac thuc chir ky sb

- Ky va ma héa bao mat thong diép

- Kiém soat bao vé truy cap vao CSDL trén mang
Céc kich ban nay da duoc thiét ké chi tiét, dwoc 1ap trinh cai dat va thd nghiém trong méi
trwdng mang cla hé théng BK-BioPKI tai PTN.

1.3.5 Cac két qua thwc nghiém trong phong thi nghiém
a/ M6 ta kich ban thr nghiém

Hién nay toan bd hé théng tich hop BK-BioPKI dwoc xay dwng trong méi trwéng mang trong
PTN theo c4u hinh da trinh bay & trén. Tai cac may ngudi st dung, dung thiét quét van tay
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Futronic's FS82 USB 2.0 Fingerprint dé 1ay van tay sbng truwc tuyén dung cho 2 pha cta hé
thdng: pha dang ky va pha tham dinh xac thuc lién quan dén chirng chi.

Qua trinh th&r nghiém hé théng bao gém 2 ndi dung chii yéu: Thir nghiém céc hoat déng giao
dich trong hé théng BK-BioPKI théng qua cac rng dung va th& nghiém danh gia théng ké
thwec nghiém cac tham sb chat lwong hé thdéng théng qua cac dd do ty sb tir chbi sai FRR
(False Rejection Rate) va ty sé chap nhan sai FAR (False Acceptance Rate)

Tinh toan thwc nghiém cac tham sb danh gia hé théng (%):

A oo So truong hop loai bo sai
Ty s0 tir choi sai FRR = g nop

Tong so truong hop

So truong hop chap nhan sai

Ty s6 chép nhan sai FAR =
Tong so truong hop

a. Thda nghiém cdc giao dich co sé trong hé BK-BioPKIl va danh gia mirc dé tron
cua cédc hoat déng giao dich trong hé théng:

- Thuc hién cac qua trinh cai d&t CA va RA (5 1an) dé kiém tra mic do 16i trong
chwong trinh.

- DPang ky nguoi st dung: 10 ngudi. Kiém tra cac 16i phat sinh trong qua trinh ti
ltc dang ky ngudi diing vao hé théng dén khi lay dwoc chirng chi.

- Théng ké céac 16i néu xay ra trong qua trinh thwc hién giao dich

» Thir nghiém cdc rng dung va danh gia thuc nghiém thamg sé chat lwong tham
dinh xéc thuwce sinh trac van tay trong hoat déng hé BK-BioPKI

Trong méi hoat ddng hé sinh trdc bao gdm 2 pha : Dang ky va thdm dinh xac thuc
sinh trdc. Theo mé hinh gidi phap hé BK-BioPKI da trinh bay & trén, hé sinh tréc bao
gdm 2 phan hé két hop: phan hé thdm dinh sinh trdc dang nhap dau vao va phan hé
thdm dinh sinh tréc dé giai ma truy xuat l4y khoa ca nhan (private key) dé thwc hién cac
giao dich: (rng dung chi ky sd hodc rng dung bao mat théng diép

o Th nghiém thadm dinh sinh trdc trong hoat déng d&ng nhap vao hé thng:
=  Thuyc hién ldy m4u cta 10 nguwdi st dung
= P& danh gia ty sb chap nhan sai FAR : v&i mdi nguoi dung, thir
nghiém v&i 10 mau van tay khéng dung dé dang ky
= D& danh gia ty sb twr chdi sai FRR : mdi ngudi thir nghiém dang nhap
10 14n sau khi da d&ng ky van tay, dung van tay dang ky dé thtr nghiém
va do sb trwéng hop sai
o Tht nghiém thdm dinh xac thuc sinh trdc van tay ngudi dung dé truy xuét lay
khda ca nhan va thwc hién tng dung chiv ky sb: sinh khoa sinh trdc BEK béo
mat khéa ca nhan.
= 5 ngudi st dung yéu cau dwoc cap phat chirng chi va sau dé dung
chirng chi dé thwc hién chir ky sé.
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= Pénh gia thuc nghiém cac tham sé chat lwong thdm dinh khoa sinh
tréc dé truy xuat khéa ca nhan:

- Banh gia ty s6 chap nhan sai FAR: véi méi nguwdi dung, thir nghiém voi
10 mau van tay khac mau van tay da dung dé dang ky dé thir nghiém xac
thwe va do sb Ian chap nhan sai

- Dé danh gia ty sb tir chdi sai FRR: mdi ngudi thir nghiém 10 1an thadm
dinh xac thwe dung van tay dang ky dé thr nghiém truy xuat khéa ca
nhan va do sé trwong hop sai

b/ Két qua thwe nghiém

e  Két qua thwc nghiém ddnh gia qua trinh thdm dinh sinh trdc trong hoat déng

dang nhép (login)
Sélan thyc | SO tiv chdi sail Ty so tir choi | Ty 18 chap nhan
hién S0 chap nhan sai sai FRR(%) | sai FAR (%)
100 23 23
100 19 19

Bang 1: Két qua thye nghiém Ty 1é FRR va FAR khi dang nhap

e Két qua thuc nghiém danh gia qua trinh tham djnh sinh trac dé truy xuéat lay

khéa ca nhan dung trong hoat déng chi¥ ky sé

Sé lan thwc | S tr choi sail Ty s6 tr chéi | Ty |é chap nhan
hién S6 chdp nhansai | sai FRR(%) | sai FAR (%)
100 23 23
100 14 14

Bang 2: Két qua thwe nghiém Ty 1€ FRR va FAR khi xac thwe khoa sinh tric van tay
song trwc tuyén deé giai ma truy xuat khéa ca nhan trong hoat déng ky chir ky s6
Khi thtr nghiém tang s6 mau van tay trong qua trinh dang ky (vi du lay 3 mau van tay
khi dang ky thay cho ldy 1 mau trong th&r nghiém trén) thi ty s6 16i FRR dwoc cai thién
gidm xubng khoadng 12% - 10%, tuy nhién thdi gian tinh lai tang lén.
e  Két qua thir nghiém dé tron trong hoat dong cta hé thong va tinh thuc
nghiém ty so6 cac I6i phat sinh
Két qua cho thdy hiu hét cac giao dich cta hé théng (tlr cai dat CA, RA, dang nhap,
yéu cau cip chirng chi, chi¥ ly s6, truy nhat khoa ca nhan) da hoat dong day di céac
chirc nang da thiét k& PKI, khéng xay ra 16i, hoat dong tron tru ddc biét 1a cac két ndi
gitra CA-RA (céc giao dich vé& chirng chi) va gitra cac RA v&i nhau (chi ky sb)

S6 lan cai dat S6 lan 16i Tilé (%)
5 5 0
Bang 3 . Két qua danh gia qua trinh cai CA

S6 lan cai dat Sé 1an 16i Tilé (%)
5 5 0
Bang 4. Két qua danh gia qua trinh cai RA
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e Tuy nhién trong qua trinh thwc hién cho thdy cé mét sb 14n con 16i xay ra trong quéa
trinh dang ky van tay khi tao y&u cau (request) dé& gtvi lén CA. Pay 1a 16i quéa trinh
dang ky sinh tréc (enroliment) van tay ngwdi dung vao yéu cau va Ia 16i lién quan dén
thuat toan sinh trdc. L6i nay hoan toan cé thé khac phuc dwoc théng qua viéc cai
thién thuat toan trich chon dac trng va chwong trinh x ly sinh trac.

DPanh gia két qua thwe nghiém

Qua céac két qua thtr nghiém trong phong thi nghiém vé hé théng BK-BioPKI cé thé cho
thay toan bd hé théng nén tang I6i PKI dwoc thwc hién tét, hoat ddng kha hoan thién , cac
giao dich tr cai d&t, cAp chirng chi, xac thwc chirng chi, nhin chung hoat déng én dinh va
khéng ¢ 16i. Cac chirc ndng clia mot hé théng BioPKI dwgc thyc hién twong dbéi hoan chinh
va dam bao cac hoat dong xac thuc sinh trdc van tay séng trong hé théng BK-BioPKI & cac
mutrc khac nhau. Hoat déng toan bd hé thc“')ng BK-Biopki da dwoc kiém nghiém qua cac thyc
nghiém v&i cac sinh tréc van tay séng truc tuyén va dat budc dau kha quan. Diéu dé da kiém
nghiém thwc t& mé hinh gidi phap hé théng BioPKI dé xuét va qua trinh phan tich thiét ké hé
thdng da dat két qua tét.

Tuy nhién, vé danh gia cac tham sé hiéu nang hé thdng van con cé 16i & qua trinh sinh
tréc, thé hién 16i do x& ly chwa hét cac trwong hop ngoai lé. Thuc nghiém véi van tay sbéng
cho thay ty s6 16i FRR va FAR trong ca 2 qua trinh hoat déng xac thuc sinh trac ty 1& 16i van
con twong ddi cao. D6 chinh 1a van dé can tiép tuc cai tién vé hé thdm ding xac thwc sinh tréc

Trong diéu kién cdu hinh hé théng trong méi trwdng phong thu nghiém, thoi gian thuc
hién thuat toan con 1én (khodng gan 40s). Hiéu nang vé thdi gian x& ly sinh trdc con cham
thé hién cha yéu do phan tich hop cac thuat toan sinh trac (viét bang Matlab) vao hé PKI chi
& mirc md hinh tich hop.

2. Két qua phdi hop v&i Malaysia.
2.1. Dic diém qua trinh hop tac

- V& tién d6 thoi gian bat dau thuc hién nhiém vu nghj dinh thw ctia 2 phia Malaysia va Viét
Nam c6 sw chénh léch: Nhiém vu cla phia Malaysia da thwc hién tir 2005, thwe hién trvéc
moét ndm so v&i nhiém vu cla phia Viét Nam.

- Khi nhiém vu phia Viét Nam chinh thirc bat dau thi phia Malaysia dang |a giai doan cudi cla
nhiém vu dé tai phia Malaysia dé xu4t trong nhiém vu hop tac Nghi dinh thw va phia Malaysia
da két thuc dé tai nay 2006.

- Phia ban tiép tuc nghién clru vé linh vuwe nay va tir 6-2007 phia Malaysia co kinh phi thyc
hién dé tai th& hai (theo tai liéu ban cung cép, thdi gian clia dé tai tiép theo nay la tw
15/6/2007 dén 30/5/2008), b&i vay dén 5/2007 phia ban méi xuc tién tiép tuc cac hoat dong
trao déi hop tac qua mail.

- Chu nhiém dé tai phia Malaysia c6 thay ddi, hién nay la 6ng Dr. Ong Thian Song, Giam dbc
diéu hanh trung tdm nghién ciru CBB
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- Phia Malaysia tiép tuc nhiét tinh trong hop tac thwc hién nhiém vu NDT véi Viét Nam.

- Phia ban chwa thuwc hién clr doan ra sang Viét Nam nhw da dw kién vi ly do kinh phi cta
phia ban.

2.2. Cac hoat déng phdi hop nghién ciru

- Phia MMU tb chirc Héi thao trao d6i phdi hop nghién clru 2 bén tai Malaysia trong thoi
gian 20-21/ 9/ 2007 @& xuc tién tdng cudng hop tac, gap gé trao déi cu thé va phdi hop
cac cong viéc nghién ctru clia ca hai bén

MMU-HUT Joint Seminar, 20th - 21th September 2007

CBB-FIST, Multimedia University (Melaka Campus), Malaysia

- Phia Dai hoc Bach khoa Ha néi da tham gia trinh bay 3 bao cao trao doi nghién ctru tai

héi thdo nay, bao gom:

o H.Lan Nguyen, “BioPKI based information security system using fingerprint
biometric authentication”
o Q.Trung HA, “Using online fingerprint authentication to protect private key for
digital signature”.
o H.Lan Nguyen and Q.Trung Ha, “BioMetric verification based remote
authentication”
Thang 12/ 2007 va thang 5/2008: Theo ké hoach da duyét, phia VN da clr 2 doan cong
tac sang Malaysia lam viéc phdi hop nghién ctru vé hé théng thdm dinh sinh trac (chi tiét
da néu trong bao cao & phan phu luc)

- Két qua nghién ctu phéi hop 1a trao ddi vé phwong an, xay dwng mé hinh va trao déi
cac thuat toan, hién chwa co sw trao doéi két hop phdn mém cu thé nao trong hé BK-
BioPKI hién nay

- D& thuc hién dwoc trao dbi phan mém hodc tich hop két qua 2 bén, theo dé nghi cla
phia trwuéng MMU can chuan bi dé& ky ban cam két (MMA) gitta MMU va HUT (BPHBK
HN). Hién nay cho dén thang 12-2008, hai bén da trao déi ban thdo va doi diéu kién dé
ky. Cho dén nay, phia MMU chua cé doan sang DHBK HN vi ly do kinh phi va thai gian.

- Hai bén MMU va HUT da nhét tiép tuc phat trién Hop tac véi Malaysia trong thoi gian téi
trong khuon khd dé tai KC0111 tiép tuc nghién ctu phat trién hé thdng BioPKI trong giai
doan tiép ttr 2008-2009.

2.3. Tiép tuc phat trién Hop tac véi Malaysia

Vé hop tac voi Malaysia tir 6/2007 dén 6/2008 (xem trinh bay chi tiét & phu luc bdo cdo nay)

nhiém vu hop tac nghién ctu da tién hanh theo mirc do trao dbi tich hop cac két qua vé

phwong an va phdi hop thuc hién phat trién phan mém cla ca 2 phia.

Hién nay ca 2 bén (DHBK HN va MMU) da thao luan va dé nghij tiép tuc nghién ctru phat trién

hé théng BioPKI trong giai doan tiép tir 2008-2009.
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3. Cac két qua khac
3.1 Dao tao thac si
e Theo hwéng cua dé tai cho dén nay da cé 6 luan van Thac si bdo vé tot nghiép:

1. Tran Tuén Vinh Khoéa 2003-2005 da bao vé 2006
Tén luan van: "Nghién clru gidi phap an ninh thong tin dwa trén hwéng tiép can sinh
trdc hoc két hop ma codng khai PKI v&i dac diém sinh trac van tay"

2. Nguyén Anh Tai Khéa 2004-2006 da bao vé 2006
Tén luan van: "Nghién ctu phwong phap tham dinh xac thuce sinh trac chiy ky viét tay
(rng dung trong giao dich dién t&"

3. Vi Thanh Thang Khda 2005-2007 da bao vé 12- 2007
Tén luan van: "Nghién ctru thuat toan ma hdéa bao mat nang cao AES va xay dwng
tng dung thuat toan dwa trén cong nghé nhung"

4. Lé Quang Tung Khéa 2006-2008 da bao vé 11- 2008
Tén luan van: "Xay dwng giadi phap ng dung xac thwc sinh trdc hoc trong co s& ha
tang khoa coéng khai dwa trén hé théng OpenCA"

5. L& Tran Vi Anh Khoéa 2006-2008 da bao vé 11- 2008
Tén luan van: "Nghién ctu gidi phap ng dung ha tang khoéa céng khai PKI trong hé
thdng thanh toan dién t lién ngan hang"

6. Ha Tién Diing Khéa 2006-2008 da bao vé 11- 2008
Tén luan van: "Hé mat khda céng khai va chlr ky sb"

e Cédc do an ky sw tét nghiép nganh CNTT- PHBK HN da thuc hién theo hwéng dé tai:
M6t sb lwgng déng dao khodng 20 d6 an tét nghiép cla sinh vién cac khoa (K46, K47,
K48) c6 trong danh sach tham gia dé tai (Phan |) da bao vé tét nghiép Ky sw CNTT —
DPHBK HN dat két qua kha va gioi.

3.2. Cac bai bao khoa hoc

[1] Thi Hoang Lan NGUYEN, Thi Thu Hang NGUYEN “An Approach to Protect Private
Key using Fingerprint Biometric Encryption Key in BioPKI based Security System”, bai béo
da duoc nhan dé trinh bay va s& dang trong ky yéu Hoi nghi qudc té: IEEE-10th International
Conference on Control, Automation, Robotics and Vision (ICARCV 2008), December 17-20,
2008 in Hanoi, Vietnam.

[2] Nguyén Thi Hoang Lan, Bui Thanh Pat, Lé Tién Diing, “Xdy dung hé thong an ninh
thong tin dua trén sinh trac vdan tay va ha tang khoa cong khai BioPKI”, Trinh bay tai Hoi
thao Qudc gia lan thir tr vé Nghién ciru phat trién va tmg dung Cong nghé thong tin va Truyén
thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008 (bai bao dang chinh sira theo ¥ kién ciia phan bién
dé ding trong Ky yéu)

[3] Nguyén Thi Hoang Lan, Tran Hai Anh, “M¢t gidi phdp tham dinh vin tay truc tuyén
trong hé thong BK-BioPKI va umg dung klem sodt truy cdp tw xa”, Trinh bay tai Hoi thao
Qudc gia lan thtr tu vé Nghién ctru phat trién va ing dung Cong nghé thong tin va Truyén
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thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008 (bai bao dang chinh stra theo y kién cua phan bién
de dang trong Ky yéu)

[4]. Nguyén Thi Hoang Lan, Hoang Tran Pirc, “Vé mot ing dung ma héa bao mat thong
diép trong hé thong BK-BioPKI”, Trinh bay tai Hoi thao Qudc gia lan thi tu vé Nghién ctru

phat trién va ung dung Cong nghé thong tin va Truyén thong ICT.rda’ 2008, Ha Noi 8-
9/8/2008.

[S]. Ha Quéc Trung, Nguyén Trung Diing, “Trao doi thong tin an toan va bao mdt trén ha
tang SMS”, Trinh bay tai Hoi thao Quoc gia lan thir tu vé Nghién ctru phat trién va ung dung
Cong ngh¢ thong tin va Truyén thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008.

[6]. Nguyén Linh Giang, Vii Ngoc Ha, “Mot giai phap. két hop chitng chi sinh trdc vao hé

théng PKI”, Trinh bay tai Hoi thao Qudc gia 1an thir tur vé Nghién ciru phat trién va tng dung
Cong nghé thong tin va Truyén thong ICT.rda’2008, Ha Noi 8- 9/8/2008.

3.3 Hoi thao mé rong

Dé tai da t6 chirc 1 hoi thdo mé rong bao cao két qua clia dé tai véi cac ndi dung sau da
thong bdo nhuw sau:

XEMINAR

Hé théng an ninh théng tin BioPKI dwa trén sinh trdc hoc van tay két hop
v&i co s& ha tAng khda cong khai PKI

Dé tai KHCN theo nghi dinh thw hop tac véi Malaysia vé “Hé thdng an ninh théng tin
dwa trén sinh trdc hoc Bio-PKI (Bio-PKI Based Information Security System), Khoa Céng
nghé théng tin DHBK HN, t6 chirc Xeminar trinh bay cac chuyén dé vé cac két qua nghién
clru clia Dé tai.

Theoigian:  8h30, ngay thir sau 20/ 6/ 2008.
Dija diém : Phong hdi thdo C10, Dai hoc Bach khoa Ha Noi
Sé 1 bai Cb Viét, Hai Ba Trwng, Ha Noi

N6i dung Xeminar géom cac chuyén dé:

e Giai phap an ninh dwa trén sinh trdc hoc (Biometric) va méd hinh hé thdng an ninh
théng tin BK-BioPKI

e Phan tich xay dwng ha tAng hé théng PKI, hé co s& dé tich hop sinh trc hoc

e Thiét ké xay dwng phan hé sinh trac sinh van tay: sinh khoéa sinh trdc va thdm dinh
xac thye sinh trc van tay trwc tuyén

e Thiét ké xay dwng prototype hé thdng BK-BioPKI trén co sé tich hop phan hé sinh
tréc van tay vao hé PKI trong méi triérng mang phong thi nghiém.

e Mét s6 kich ban (rng dung thlr nghiém vé bdo mat an toan théng tin trén co s& hé
thdng BK-BioPKI: Chi» ky sb, ma hoa bdo mat théng diép, bdo mat tin nhan SMS,
kiém soat truy cap ti xa.
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Két qua hop tac voi Malaysia.

KINH MO TOAN THE CAC QUI VI QUAN TAM PEN DU’ VA DONG GOP Y KIEN CHO PE TAI

4. Tém tat vé str dung kinh phi

Toan bd béo céo vé kinh phi dé tai sé dwoc trinh bay chi tiét trong bao cdo tai chinh, phan
dudi day chi néu tom tét vé sir dung kinh phi ctia dé tai

Khoan 1. Thué khoan chuy&n mén: da thanh toan xong. Téng kinh phi da thanh toan
la 374.950.000 VND (Ba trdm by muoi tw triéu chin trdm ndm muoi nghin déng)

Khoan 2. Nguyén vat liéu, vat tw, ndng lwong: da thanh toan xong. Tdng kinh phi da
thanh toan la 62.035.160 VND (Sau muwoi hai triéu khéng tram ba muwoi Iam ngan mét
trém sau muoi dbng)

Khoan 3. Thiét bi, may méc chuyén dung: da thanh toan xong bao gém: 1 Server IBM,
1 UPS B6KVA, céc thiét bj quét d& nhan dang van tay FX3000. Téng kinh phi da thanh
toan la 177.735.000 VND (M¢t tram bady muwoi bay triéu bay trdm ba muwoi Id&m ngan
déng)

Khoan 4. Poan ra: da thanh toan xong. Tdng kinh phi da thanh toan la 88.807.170

VND (Tém muoi tadm triéu tam trém linh bdy nghin mét trdm by muoi déng)

Khoan 5. Doan vao: vi ly do phia ban chwa vao, da dé& nghi va dwoc chuyén kinh phi
sang thué khoan chuyén mén kinh phi la 25.000.000 VND (Hai muwoi I&m triéu déng)

Khoan 6. Chi khac: da thanh toan xong (trr phan chi phi danh gia, kiém tra, nghiém
thu xin d& nghi tam trng trwdc, sé quyét toan sau). Tdng kinh phi 1a 96.442.000 VND
(Chin muwoi séu triéu bén trém bén muoi hai nghin déng)

Tdng kinh phi ctia toan bo dé tai da thanh toan va tam &ng 1a 789,969,330 VND (Bay
trém tam muoi chin triéu chin trém séu muoi chin nghin ba trdm ba muoi déng)

5 . Két luan va hwéng phat trién

5.1. Nhan xét danh gia chung

Dé tai da hoan thanh nhiém vu da dé ra dam bao vé sb lwong va chét lwvong da
dang ky vé cac san phdm KHCN. Toan bd hé théng da dwoc thtr nghiém dat két qua
bwéc dau trong méi trwdng mang phong thi nghiém. Tuy nhién két qua th&r nghiém
cho théy ty 18 16i xac thwc van tay séng con I&n, day 1a mét trong cac van d& méau chbt
phai tiép tuc nghién ctru cai thién trong thoi gian toi.

Dé tai da phat trién cu thé hon cac noi dung dwdi day so véi ndi dung da dang ky vé
phan mém may tinh:
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o Vé phan mém tich hop sinh trac trong hé thdng: hé théng BK-BioPKI da xay
dung bao gébm 2 phan hé sinh trc két hop 2 gidi phap sinh trac trong hé
BioPKI

o Vé phan mém th& nghiém (ng dung: hién nay da xay dwng va thi nghiém 3
kich ng dung an toan bao mat théng tin trong mui trwerng hé théng BK-BioPKI
gdm: Xac thuc chir ky sb; Ky va ma hoa bao mat théng diép; Kich ban tha
nghiém kiém soat bao vé truy nhap CSDL trén mang.

o V& sinh trac ldng ban: D4 xay dwng thtr nghiém 1 chwong trinh trich chon déc
trwng va tham dinh sinh trdc long ban tay, s dung anh long ban tay lay t
CSDL.

Tinh mé&i, tinh sang tao cua dé tai: huéng nghién ciru BioPKI 1a van dé dang duoc
quan tam trén thé gidi, cac tai liéu va hé théng an ninh théng tin dwa sinh trac hoc
hién chwa nhiéu va thwérng dong kin do yéu cau bdo mat. Két qua clia dé tai da dong
gop tinh méi trén mé hinh giai phap tich hop hé théng BioPKI thdm dinh xac thuc sinh
tréc van tay sdng. D6 1a hé BioPKI théng ma&i, cho dén hién nay dwa trén cac thong tin
da cong bb, day la nhirng két qua dau tién nghién ctru & Viét Nam vé [inh vuc nay

5.2. Vé tién do thwc hién

Pé tang cwdng cé hiéu qua trong hop tac véi Malaysia va dé dé tai co diéu kién tho
nghiém va hoan thanh tét nhiém vu theo nghj dinh thw, dé tai da lam van ban dé nghi
xin phép dwoc diéu chinh ra han thoi gian thwe hién tai dén 6/2008 trong diéu kién
toan bo kinh phi da dwoc duyét, khéng bd sung thém kinh phi, nhw vay théi gian thuc
hién dé tai la tron 24 thang nhw dw kién.

Nhiém vu dé tai da dwoc phép cia Bd KHCN, theo cé cong van s 3397/BKHCN-
XHTN, ky ngay 27/12/2007 cho phép gia han thdi gian thuc hién nhiém vu dé tai dén
6/2008, nhw vay dé tai co diéu kién thdi gian day du 24 thang dé thuwc hién nhw dw
kién ban dau.

Dé tai da hoan thanh cac cong viéc nghién ctru theo dung ké hoach da dwoc phép
dén 6-2008. Két qua nghién ctru clia dé tai da dwoc trinh bay trong Hoi thdo mé réng
bao cao két qua nghién clru da dwoc td chirc va thdng bao trén mang vao 20- 6-
2008.

5.3 Hwéng phat trién

Dé tai da dat cac két qua kha quan trong buéc dau phong thi nghiém, mé ra moét trién
vong nghién ctru phat trién méi cé y nghia vé hé théng an ninh théng tin dwa trén sinh
trdc hoc BioPKI va (rng dung thuc té

Két qua cla dé tai nhiém vu nghi thw la co s& dé duoc tiép tuc theo hwéng nghién
ctru BioPKI trong giai doan tiép theo trong khuén khd Dé tai KC0111.

Cac hwdng phat trién nghién ctru trong thei gian téi trong Dé tai KC0111
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Xay dwng hé 16i PKI theo cac cdong nghé va chudn céng nghiép OpenCA dé
phu hop véi cac kha nang sé trién khai hé ha tang khda cong khai PKI & Viét
Nam

Nghién ctru phat trién mé hinh BioPKI v&i xac thye da sinh trac
Xay dwng hé tich hgp hé théng BioPKI trén co s& hé 16i PKI OpenCA
Thiét ké hé xac thwce sinh trac s& dung cdng nghé nhing (Etoken USB)

Khéo sat va xay dung cac rng dung thuc t& dé c6 thé dwa hé théng ra &ng
dung.
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1. CAl PAT.

1.1. Yéu cau ciu hinh
e Microsoft Windows 2000/XP/2003
e MySQL version 5.02 tr& 1én
1.2. Cai dat MySimpleCA
e Khé&i dong chirc nang Setup Wizard ciia MySimpleCA:

(P MySimplecA

B mysimp

[ 'Request"|"CertiFicate"I"Revocation List (@200

Caidité day

Delete

-
Remaove
.
“igws Rook Certificate Reqister A
Copyright @ 2006 by CanhMT ‘ Options ‘ Start CA server Stop ‘ ‘ Exik ‘

e Tiép theo, thuc hién cac bwéc trong Setup Wizard
o Céu hinh co s& d liéu:
= MySAQL server: dia chi may chi dich vu MySQL
=  MySQL port: cbng dich vu MySQL
= Username: tén tai khodn MySQL
= Password: méat khau cho tai khoan MySQL

= Databasse name: tén co sé di¥ liéu sé tao



l MySirplePkl Configuration YWizard
MySimplePKl Configuration

Cau hinh co
so dir liéu

Configure MySimpleCé server instance

Please set the dakabase configuration

Mw30L server: I localhost I
MyS0L pork:

Lsernarme: I canhnt |

Password: | P —— |

Database name: I dbMySimpleCa |

< Back Mext = Zancel

o Céu hinh céng dich vu ctia CA: day la cdng ma CA server chd két ndi tir RA.

l MySimplePkl Configuration Wizard

MySimplePKl Configuration

Configure MySimpleChd, server instance

Please set the CA server port

Ch server pork:

Dat cau
hinh CA

o Dat cac théng tin bén trong chirng nhan sé gbc:

=  Common Name: tén CA
= Email Address: dia chi thw dién tcr.
=  Country: ma quéc gia, chi dwoc 2 ky tw. Vidu: VN, JP, US, UK, AU...



= State: tén tinh thanh, bang.

» Locality: tén dia phuong

= Organization: t&n t6 chirc

* Organizatioal Unit: tén don vi trong té chirc.
l MySimplePkl Configuration Wizard

MySimplePKl Configuration ,
Cau hinh théng
tin cho CA

Configure MySimpleCd, zerver instance

Please set the CA's Distinguish Mame

Cormmon Mame: I My SimplePkI System I
Emnail Address: | canhnt@gmail. com |
Counkry:

State: I Haroi I

Locality: I Hanoi Ciky I
Qrganization: I Hanoi University of Technology I
rganizational Unit: | Faculty of Information Technology I

o CAu hinh khéa cho chirng nhan sé gbc va dat mat khau quan tri

l MySimplePkl Configuration Wizard

MySimplePKl Configuration

Configure MySimpleCad, server instance

Please set the CA certificate setting

ey Size: ﬁl Certificate walidity (daws): | 7300
Hash algorithm: SHA-1 ﬁl

Password: I Fdkkk I

Confirm: |

Mote: this password is used For login CA

< Back | | Mext = ‘ | Cancel

Sau khi hoan thanh cac buwéc cai dat, can khdi dodng lai chwong trinh.



1.3. Cai dat MySimpleRA

Cai dat MySimpleRA tién hanh cac budc nhuw sau
e Céu hinh cho chwong trinh: théng tin dinh danh, cap khéa céng khai/ca nhan, co
s& dir liéu..

(I Setup MySimpleRa

Carnman Mame (CH): | MySimplera |

Email Address (E): | canbnt@amail.com |

Country (C):

State (5) I Hanai I

Locality (L) | Hanoi City |

Crganization (O} I Hanai Univerisity of Technology I
Organizational Unit (OU} | Biyiew - Faculty of Information Technalagy |

key Size: 1024 bits | Passphrase: T
Hash Algarithm: =HA-1 Confirm Passphrase: [

Cutput Reguest file:

| Chwork PKDZnd My SimplePkTireleaseldynamic\RAReq, pem | EI

Dakabase Host:

localhost Username:
Database Name I dbMySimpleR & |
CA Server: 192.168.0.10 CA Pork: g0aa

e Dang ky RA v&i CA: gl file request ciia RA t&i CA dé CA tao chirng nhan sb
twong (rng. Tai CA, tao chirng nhan sb cho RA nhu sau

t

([Pa=wwSimpleca E7 04

MySimpla€l

|"Request"l"CertiFicate"l"Revocation List"- T

Delete

Tao chirng nhan sé

cho RA

Issue

Irnpork

Expork

Setup Remove

Revoke

‘Wiew Root Certificate Register RA

Create

Delete

Copyright @ 2006 by CanhMT

‘ Options ‘ ‘StartCAserver ‘ Stop Exit

w



Nhap file dang ky clia RA

va ghi két qua ra file chirng nhan sé clta RA.

‘ Register R4

Import RA's Request

Export RA's Certificate
RA Validity (days):

| workiPKTZnd | PROGRAMYMy SimplePKTYR AR 2. pem | |1|

| Criorki PRIV ZNd\PROGR AMYMy SimplsPK YR ACert. cer| -1
365

L4y chirng nhan sé gbc clia CA dé dung cho cau hinh RA:

FAplECA )
./
K MySimpla&k
Reguest: lm |Rﬂ\ml& et
Raguest
e
| Delete
f Issue
. =
Setup [Remove
Certificate -
Export
Revoke
Register A
a1
Xem chirng e
nhan sd goc Delete
——
Copyright & 2006 by CanhiT Options Stark CA server Stop Exit
. Cerificate Detal B o4
(0GR Detail "|
i
s Certificate Information
Issued to: MySimplePE] System
lssued by pdySimplePK| System
VYalid from: 0E/02/2006 to 05/28/2026
Bam vao day dé
ghi chirng nhén
o S0 gocrafile
-
o




Doc cac chirng nhan sb clia RA va CA tir file d& ciu hinh cho MySimpleRA:

B mysimpii

Céu hinh chirng
nhan so cho RA

I o ; |
Cogryright ) 2006 by CanhiT | Options | lf Connact | Disconnect I Ext

(JB Import Certificates 5 - 4

RA Certificate | C:\work\PKI|2nd|PROGRAMIMySimplePKTIRACert cear | E|

CA Certificate | C:iwaorkiPKI|ZndiPROGRAMIMySimplePKTYCACert cer | -

Sau khi nhap cac chirng nhan sb RA va CA, qua trinh cai dat cho MySimpleRA hoan tat.




2. PANG NHAP:
2.1. O RA:

DAu tién sé co6 form yéu cau nhap username va password:

Login BK-PKIClient

Hawe got Certificate Hb{?e
username

B

Username @nh :j”
ﬁ Nhap ma
Password sus > kb at

Login

Héu chira

Haven't gok CerEﬁHt‘E"_""‘*a.\ co i
" ——— T khoan thi
q Get Certificate p chattEEe

R nay.

Nguwoi dung sé& nhap username va mat khau, néu nhap sai lién tiép 3 1an thi chwong trinh
sé tw thoat.

2.2. & CA.

Déi v&i chwong trinh CA, ngudi dung chi can nhap mat khau ctia CA (luc Setup da chon,
va mac dinh la “admin”).

Login CA X
Adriniskrakor Password

7 Nhép matkhau
t:--_ _-_-:b"/ cuaCA

i S ——

togn | | Ext |




3. S DUNG CHUONG TRINH CHiNH:
3.1. Chwong trinh RA:

Giao dién cta chuwong trinh dwoc chia ra thanh cac TAB twong (rng, hién tai dang c6 3
TAB la:

e Request: Duing dé quan ly cac yéu cau cta cac Client.
e Certificate: Dung dé quan ly cac chirng chi cla Client.

e Remote Login: Duing dé thyc hién (rng dung truy cap tir xa

& BK-PKIClient

B \ = | p [ p— = E i
= | I BC-PICOICITEH
) lam viec i, — I - e | -
clia chireng - . — —
trinh = —_— 2
) ifi \Femate Login
! RID | Distinguish Name: Status |
|
|
[_psee ]
: |
e =
danh sach | Submit
e A | || ——— |
25 - |
twong Lrng |
l Get
|
|
i
|£ | 3|
= ]
[ Exit l [ Options l .@.
v
Két ndi dén CA

Dau tién, dé két ndi v&i chwong trinh CA, ngwoi dung can phai chon nat Connect.
Sau khi chon, chuong trinh s& dwoc két néi véi chuong trinh CA, nhwng chuwong trinh sé

A

b&o 16i néu chuwong trinh ctia CA chuwa dé ché do “nghe” (chap nhan cac két néi dén no).
3.1.1. Lam viéc vé&i cac yéu cau.
Pé Iam viéc v&i cac Request, nguwoi dung chon Tab Request.
Céc chirc ndng (rng v&i Tab Request ngudi dung c6é thé chon la:
e Tao yéu cau chirng chi: Khi chwa c6 chirng chi hodc mudn tao thém chirng chi ngudi
dung chon chirc nang nay. Khi dé chwong trinh sé& hién thi ra cac ctra sé dé yéu cau
ngwdi dung nhap thdng tin, hoan tat qua trinh tao yéu cau cap ching chi.

e Xoa yéu cau: Néu phat hién ra yéu cau vira tao chwa chinh xac, ngudi dung cé thé
chon chirc nang nay dé hiy yéu cau doé.



e X&c nhan yéu cau va guvi 1én cho CA: Sau khi da chéc chan vé tinh ding dén cla yéu
cau, ngudi dung chon chirc ndng nay dé chuong trinh RA gl yéu cau 1én cho CA.

e Xuét yéu cau ra file: Dung dé xuét 1 yéu cau ra file.

e Nhan thong tin chirng chi: Ngudi dung sé chon chirc ndng nay dé kiém tra xem yéu
cau vira gli lén da dwoc CA ddng y chwa, néu da dwoc chap nhan thi lap tirc nguoi
dung sé cé dwoc chirng chi tPng v&i yéu cau do.

Giao dién cua chwong trinh (’ng vé&i TAB Request:

& BK-PKIClient

| BK-PKICII.-

Request |Certlflcate | Remate Log|n|

Tao yéu caucm
|7 chirngchi,

RID Distinguish Name Status
| Xoayéucaudo

va gifilencho CA

Hién thi cac yéu cau > Xudtyéucaudéra
dang file

(| T Mhan théng tin.
= d‘%mdkfgﬂjﬂ

[ Exit J l Options ] l Connect ] Disconnect Remote Lagin

3.1.2. Lam viéc v&i cac chirng chi:

& BK-PKIClient

| Request | Certificate |Rem0te Login |

SH Diztinguish Mame Status o~ Xingiahan
m
Kiém trayéu cau
7 giahan
o)
Hien thi cac ching chi e > Xin hiy.
G
D et o
& 3
[ Exit l [ Cptions } l Connect J Disconnect Remobe Login

10



Céac chirc ndng &ng véi TAB Certificate nguwdi dung cé thé chon la:

e Xin gia han: Sau khi thy chirng chi ctia minh st dung sap hét han, nguwdi dung cé
thé gl yéu cau xin gia han lén cho CA.

e Kiém tra yéu ciu gia han: Sau khi xin gia han, nguw®i dung phai dung chirc nang nay
dé kiém tra xem da dwoc CA ddng y chwa. Néu da dwoc ddng y thi chirng chi d6 da
dwgc gia han thém 1 théi gian (mac dinh cta phién ban hién thoi la 1 nam).

e Xin hdy: Néu mudn hdy chirng chi, nguwdi diing chon chirc nang nay dé gl yéu cau
xin hay Ién cho CA.

e Kiém tra yéu ciu hay: Twong tw, sau khi xin hdy, ngwdi dung phai dung chirc nang
nay dé kiém tra xem da dwoc CA dbng y chua.

3.2, Chuwong trinh CA:

[z BK - PKIServerCA

Cag 08 E—
chiFc nang (‘“‘(Wicate | Revocation List | Request Update | Setuy
R t
bin} ertificate Request Skatus S
e
daghsagh < | |
théng tin can
thiet,

Copyright @ 2008 by BKGroup K4a Options l: Skart CA server }

Nghe va m& két ndi cho
cacRA

Twong tw giao dién clia chwong trinh RA, chuwong trinh CA cling lam viéc v&i céac
TAB chic nang. Ban du, phai 4n nit Start CA Server dé nghe va cho phép cac RA két nbi
dén. Chuang ta sé& lan lwot tim hiéu cac chirc nang cu thé cia chwong trinh:

3.2.1. Lam viéc vé&i cac Request.

11



T BK - PKIServerCA

Request | Certificate || Rewvocation List | Request Update ||-Setup |

Xgayéu chu

R t

1D Certificate Request Status S %
P "
chap nnan yu
7 cauvacap
| ) chikng chi
Coroe Db s
I W T - y < trdapg
Hién thi cac yéu cau file
Copyright @ 2008 by BKGroup K48 l Cptions } [Start CA server op

Cac chirc nang wng véi TAB Request:

Xo6a yéu cau: Khi khéng chap nhan yéu ciu dé, CA sé ding chirc ndng nay dé xdéa
yéu ciu do di.

Chép nhan yéu cau va cp chirng chi: CA s dung chirc nang nay khi chap nhan yéu
cau xin cap chirng chi do.

Import yéu cau tir dang file: S& dwa yéu ciu vao bang dang file.

3.2.2. Lam viéc v¢&i TAB Certificate:

Cac chirc ndng ma ngudi dung co thé thuc hién (rng véi TAB Certificate :

Xuét chirng chi ra dang file.

T chdi yéu cau cutia chirng chi: Cac yéu cau cé dang nhw xin gia han hoéc xin huy,
néu tlr chdi cac yéu cau d6, CA sé chon chirc ndng nay.

Chép nhan yéu cau cta ching chi: Twong tw, chap nhan cac yéu cau do, CA chon
chire nang nay.

Loc théng tin hién thi: Khi c6 qua nhiéu théng tin dwoc hién thi ra, dé tranh rdi mét,
nguwdi ding cé thé dung bd loc va chi cho hién thj ra cac kiéu chirng chi ma minh
mudn lam viéc véi.

12



BK - PKlServe
Request | Certificate |Rev0cati0n List || Request Update || Setup | .
= Xudt chimg chi.
Certificate !
1D Issued Certificate Status ra dangfie
= i ~
>
- = . L. - El
| mecndieuchu
" oene P | cuachungchi
- ]
o el i - a
s N
Hién th hong i cac ching chi. — || g
[ active e
| 2, Log tng
[ waiting far extend hienthi
[ waiting For revoks
4 1 | 3| [NEstended
Copyright @ 2008 by BKGroup K48 [ Options J [Start A server J Stop
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1. GIOI THIEU

1.1 Muc dich

Day |a tai liéu thiét ké cha hé thdng BK-BioPKI. Tai liéu dung chd yéu cho cac thanh vién
tham gia phat trién hé théng

1.2 Phamvi

Tai liéu nay ndi t&i hé théng BK-BioPKI. Pay la hé théng dwoc phat trién dé thir nghiém sir
dung dac diém sinh trdc vao bao mat, xac thuc trong hé PKI. N6 1a mét hé PKI xay dyng theo
kién tric CA don, déng thdi da dwoc tich hop sinh trac hoc van tay vao. Hé théng cho phép
ngwdi dung dang ki vao hé thdng, xin cip chirng chi cé xac nhan clia CA va s dung chirng
chi trong cac giao dich nhat dinh

1.3 Tir viét tat

PTN: phong thi nghiém.

PKI: Public Key Infrastructure.
RA: Registration Authority.

CA: Certification Authority.

CRL: Certificate Revocation List.

1.4 Tham khao

[1].http://Iwww.staruml.com

[2]. www.openssl.org.

[3]. Grady Booch, James Rumbaugh, Ivar Jacobson. “The Unified Modeling Language User
Guide SECOND EDITION”. Prentice Hall, November 16, 2005.







2.

BIEU PO TRIEN KHAI

<<device>>

Application server (DB server)

<<device>>

<<SSL>>
1

RAClient

<<device>>
CAServer <<SSL>>
\ .
1 *
<<device>>
RAClient
<<SSL>>
<<SSL>>
% <<LAN>>
<<LAN>> .
<<device>>
RAClient

Hinh 2-1 Biéu db trién khai ctia hé théng BK-BioPKI

1

<<modelLibrary >>

<<device>>
CAServer
<<artifact>> D K <import>3
CAServer.exe
<<CAPI>>

OpenSSL

<<execution environment>>
MySQL Server

Hinh 2-2 CAServer

<<device>>
RAClient
<<artifact>>
RAClient.exe
<C API>>
import>>

v

<<execution environment>>
MySQL Server

<<modelLibrary >>
OpenSSL

Hinh 2-3 RAClient



|
<<modelLibrary>>
OpenSSL
<<artifact>> <<artifact>>
libeay.lib D ssleay.lib D
<<artifact>> <<artifact>>
ssleay32.dll D libeay32.dll D

Hinh 2-4 Cac file lib, dll can dung clia OpenSSL



3.
3.1.

BIEU PO LOP

Cac lop xay dwng tir thwe vién OpenSSL

Day la mot sb 1&p dwoc xay dung tir thw vien OpenSSL s dung cac ham API theo ngén
nglr C dung cho ma héa, giao thirc SSL va X.509. Céac I6p dwoc xay dwng bao gém:

+ SSLConnection: dung cho két nbi SSL.

+ SSLContext: dung cho cu hinh két néi SSL.

« X509NameEntry: biéu dién moét thanh phan trong dinh danh.

« X509Name: biéu di&n dinh danh cta thuc thé trong PKI.

+ X509Request: biéu dién mot yéu cau chirng nhan sb.

« X509EXxtension: biéu di&n mot thanh phan mé rong ctia chirng nhan sb theo chuén
X.5009.

« X509ExtensionList: biéu dién danh sach cac thanh phdn mé rong.

+ X509Revoked: biéu di&n mot chirng nhan sé bi hdy trong CRL

* X509RevokedList: biéu dién tap cac chirng nhan sé bi hay.

* X509CRL: biéu dién CRL

+ X509Time: biéu dién dbi twong thoi gian theo chudn ASN.1 dung trong chirng nhan

s6 X.509.

* X509Certificate: biéu di&n chirng nhan sé X.509.

» EVPHash: dung cho tao chudi bam.

« EVP_PKey: dung dé quan ly cap khdéa ca nhan/céng khai.
« CnameProfile

» SimplePKICert

* X609CRLInfo

3.1.1. Cac I&p lién quan dén giao thirc bao mat SSL

cd Common /

SSLConnection
SSLContext

H W

m_bpAcc: BIO*
m_ssl: SSL*

HH*

m_ctx: SSL_CTX*

+ 4+ o+ o+

Free() : void
Init(char*, char*, char*, char*, char*, int, int) : BOOL
Init(X509*, X509*, EVP_PKEY?*, int, int) : int

Accept(SSLContext&, SSLConnection&) : BOOL
Attach(SSL*) : void

Bind(UINT) : BOOL J
Clear() : int SSLContext(void)

Connect(SSLContext&, char*, int) : BOOL ~S$LContext(v9|d) )
Create(SSLContext&) : BOOL verify_callback(int, X509 _STORE_CTX*) : int
Detach() : SSL *

Free() : void

GetShutdown() : int
PostConnectionCheck(char*) : long
Read(char®, int) : int

Shutdown() : int
SSLConnection(void)
~SSLConnection(void)

Write(char®, int) : int

+ + + + + +

Hinh 3-1 Cac I6p lién quan dén giao thirc bado mat SSL



3.1.2. L&p vé chirng chi s6 X509

cd Common /

X509Certificate

SimplePKiCert

a

m_pCert: X509*

+ m_certlD: UINT
+ m_requestiD: UINT

GetlssuerName(CString&) : void
GetlssuerName() : X509_NAME *
GetNotAfter(CString&) : void
GetNotAfter() : ASN1_UTCTIME *
GetNotBefore(CString&) : void
GetNotBefore() : ASN1_UTCTIME *
GetPubkeyAlgorithm(CString&) : void
GetPubkeyModulus(CString&) : void
GetSerialNumber() : long
GetSignatureAlgorithm(CString&) : void
GetString(CString&) : void
GetSubjectName(CString&) : void
GetSubjectName() : X509_NAME *
operator=(SimplePKICert&) : SimplePKICert&
SetSerialNumber(long) : void
SimplePKICert()
SimplePKICert(X509%)
SimplePKICert(X509Certificate&)

+ o+ o+ o+ o+ A+ A+ A+ A+ A+ A+

RN

E T T ST T I T T T S R S S R T T T T T T T T T S S S S R

AddExt(X509_EXTENSION*, int) : int
AddExt(X509Extension&, int) : int
CheckPrivateKey(EVP_PKEY®) : int
Cmp_Issuer(X509*) : int
Cmp_lssuer_and_Serial(X509%) : int
Cmp_SubjectName(X509*) : int
d2i(unsigned char**, long) : X509*
d2i(FILE*): X509*

DeleteExt(int) : X509_EXTENSION *
GetCertificateType(EVP_PKEY?) : int
GetExt(int) : X509_EXTENSION *
GetExt_by_NID(int, int) : int
GetExt_by_Obj(ASN1_OBJECT™, int) : i
GetExtCount() : int

GetlssuerName() : X509_NAME *
GetNotAfter() : ASN1_UTCTIME *
GetNotBefore() : ASN1_UTCTIME *
GetPubKey() : EVP_PKEY *
GetSerialNumber() : ASN1_INTEGER *
GetSignatureType() : int
GetSubjectName() : X509_NAME *
GetVersion() : long
Hash_lssuer_and_Serial() : unsigned long
Hash_lIssuerName() : unsigned long
Hash_SubjectName() : unsigned long

i2d(unsigned char**) : int

i2d(FILE®) : int

operator=(X509Certificate&) : X509Certificate&
PEMRead(FILE*, pem_password_cb, void*) : int
PEMRead(char*, int, pem_password_cb, void*) : X509 *
PEMWrite(FILE*) : int

PEMMWrite(char®, int) : int

Print(FILE*) : int

Print(char, int) : int

SetlssuerName(X509_NAME*) : int
SetlssuerName(X509Name&) : int
SetNotAfter(ASN1_UTCTIME®) : int
SetNotBefore(ASN1_UTCTIME®) : int
SetPubKey(EVP_PKEY?) : int
SetSerialNumber(ASN1_INTEGER?*) : int
SetSubjectName(X509_NAME*) : int
SetSubjectName(X509Name&) : int
SetVersion(long) : int

Sign(EVP_PKEY*, EVP_MD") : int
Sign(EVP_PKey&, EVP_MD*) : int
Sign(EVP_PKey&) : int

Verify(EVP_PKEY™) : int

X509Certificate(void)
X509Certificate(X509Certificate &)
X509Certificate(X509%)

~X509Certificate()

Hinh 3-2 L&p chirng chi cia CA
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3.1.3. Cac I&p quan ly ma hoéa va bam

cd Common

EVP_PKey

+

m_pkey: EVP_PKEY*

Assign(int, char®) : int

CompareParams(EVP_PKEY*, EVP_PKEY*) : int
CompareParams(EVP_PKey&, EVP_PKey&) : int
CopyParams(EVP_PKEY*, EVP_PKEY”): int
CopyParams(EVP_PKey&, EVP_PKey&) : int

Create() : int

d2i_Privkey(int, unsigned char**, long) : int

d2i_Pubkey(int, unsigned char**, long) : int

Decrypt(unsigned char*, unsigned char*, int) : int
Encrypt(unsigned char*, unsigned char*, int) : int
EVP_PKey(void)

EVP_PKey(EVP_PKEY?*)

EVP_PKey(EVP_PKey&)

~EVP_PKey(void)

GetBits() : int

GetPointer() : EVP_PKEY*

GetSize() : int

GetType(): int

i2d_PrivateKey(unsigned char**) : int

i2d_PublicKey(unsigned char*) : int
PEM_Read_PrivateKey(FILE*, pem_password_cb, void*) : int
PEM_Read_PrivateKey(char*, int, pem_password_cb, void*) : int
PEM_Write_PrivateKey(FILE*, EVP_CIPHER?*, unsigned char*, int, pem_password_cb, void*) : int
PEM_Write_PrivateKey(char**, EVP_CIPHER®*, unsigned char*, int, pem_password_cb, void*) : int
PEM_Write_PublicKey(unsigned char*, int) : int

P T T T S T T S T S S S S S S R

EVPHash

an

m_ctx: EVP_MD_CTX
m_hashType: EVP_MD*

an

AddData(void*, int) : void
EVPHash(int)

~EVPHash(void)

GetHash(char®, unsigned int*) : void
GetHashHex(CString&) : void

+ + + + +

Hinh 3-3. Quan ly ma héa va bam
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3.1.4. Cac I&p biéu dién cac thanh phan trong chirng chi sé X509

cd Common

X509Name

m_name: X509 NAME*

EVP_PKey::CNameProfile

+ 4+ + + + +F + ++F o+ o+ o+ o+ o+ o+ o+

AddEntry(X5609NameEntry*, int, int) : int
AddEntry(X509_NAME_ENTRY?, int, int) : int
Create() : BOOL

d2i(unsigned char**, int) : BOOL
DeleteEntry(int) : X509_NAME_ENTRY*
Dup() : X509Name *

EntryCount() : int

GetEntry(int) : X509NameEntry*
GetIndex(int, int) : int
Getindex(ASN1_OBJECT?*, int) : int
GetText(int, char*, int) : int
GetText(ASN1_OBJECT?*, char*, int) : int
Hash() : unsigned long

i2d(unsigned char**) : int
Oneline(char*, int) : char *
operator=(X509Name&) : X509Name&
operator=(X509_NAME&) : X509Name&
Print(BIO*, int) : int

X509Name(void)
X509Name(X509_NAME*)
X509Name(X509Name*)
~X509Name(void)

friend

+

operator==(X509Name&, X509Name&) : int

+ + + F + F o+ o+ + o+ o+

CNameProfile(void)
CNameProfile(X509_NAME¥)
CNameProfile(X509Name*)
CNameProfile(CNameProfile&)
GetCommonName(CString&) : int
GetCountry(CString&) : int
GetEmail(CString&) : int
GetLocality(CString&) : int
GetOrganization(CString&) : int
GetOrganizationUnit(CString&) : int
GetState(CString&) : int
GetString(CString&) : int

Hinh 3-4 X509Name va CNameProfile

cd Common /

X509NameEntry

**

m_ent: X509 NAME_ENTRY*

o F o+ F o+ F o+ o+ o+ o+

GetData() : ASN1_STRING*

GetObject() : ASN1_OBJECT*

GetPointer() : X509_NAME_ENTRY *
operator=(X509NameEntry&) : X509NameEntry&
operator=(X509_NAME_ENTRY &) : X509NameEntry&
SetData(int, unsigned char*, int) : int
SetObject(ASN1_OBJECT*) : int

txt2nid(char*) : int

X509NameEntry(X509_NAME_ENTRY*)
X509NameEntry(X509NameEntry*)

X509NameEntry(int, unsigned char*)
X509NameEntry(char*, unsigned char*)
X509NameEntry(ASN1_OBJECT?*, int, unsigned char, int)
~X509NameEntry(void)

X509Time

#

m_pTme: ASN1_UTCTIME*

+ o+ + + + o+ o+ + o+

Create() : BOOL

GetString(char**) : int

GetTime(int&, int&, int&, int&, int&, int&) : void
operator=(X509Time&) : X509Time&
operator=(ASN1_UTCTIME&) : X509Time&
X509Time(void)
X509Time(ASN1_UTCTIME*)
X509Time(X509Time&)

~X509Time(void)

Hinh 3-5 X509NameEntry va X509Time
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3.1.5. Cac I&p quan ly viéc huy bé hay gia han chirng chi s6 X509

cd Common

X509Revoked

m_revoked: X509_REVOKED*

+ + + + + + + o+ A+ o+ o+ o+ o+ o+

AddExt(X509_EXTENSION?*, int) : int
Create() : void

d2i(unsigned char**, long) : X509_REVOKE]|
DeleteExt(int) : X509_EXTENSION *
Detach() : X509_REVOKED *

Free() : void

GetExt(int) : X509_EXTENSION *
GetExtByCritical(int, int) : int
GetExtByNID(int, int) : int
GetExtByObj(ASN1_OBJECT?, int) : int
GetExtCount() : int
GetRevokeDate(CString&) : int

GetSerial() : long

i2d(unsigned char*) : int
operator=(X509Revoked&) : X509Revoked&
SetRevokeDate(time_t) : void
SetSerial(long) : int

X509Revoked(void)
X509Revoked(X509_REVOKED*)

~X509Revoked(void)

X509Extension

m_ext: X509_EXTENSION*

+ + 4+ + o+

Detach() : X509_EXTENSION*
operator=(X509Extension&) : X509Extension&
X509Extension()
X509Extension(X509V3_CTX*, char*, char*)
~X509Extension(void)

X509CRLInfo

m_crlinfo: X509_CRL_INFO*

+ o+ + + o+ o+ o+ o+ o+

Create() : void

d2i(unsigned char**, long) : X509_CRL_INFO *
Free() : void

i2d(unsigned char*) : int
SetExtList(X509ExtensionList&) : void
SetlssuerName(X509_NAME?) : void
SetlssuerName(X509Name&) : void
SetLastUpdate(time_t) : void
SetNextUpdate(time_t) : void
SetRevokedList(X509RevokedList&) : void
SetVersion(long) : void
X509CRLInfo(void)

~X509CRL Info(void)

Hinh 3-6 Quan ly hdy bé hay gia han
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3.2. Thiét ké cdc Iop lién quan téi CAServer

3.2.1. Cac I&p giao dién cua chirc ning setup hé théng va dang ky, dang nhap sir dung

hé théng

cd GUI

CDialog
Class Model::CSetupTabDig

m_pMainDIg: CMySimpleCADIg*

+ o+ o+ o+ o+ O+ o+

CSetupTabDIg(CWnd*)

~CSetupTabDlg()
DoDataExchange(CDataExchange™) : void
OnlnitDialog() : BOOL

OnRegisterRA() : void

OnRemove() : void

OnSetup() : void

OnViewCAcert() : void
PreTranslateMessage(MSG*) : BOOL

CDialog
Class Model::CRegisterRADIg

+ 4+ + +

m_nRAValidityDays: UINT
m_pConfig: CAConfig*

m_strRACertPath: CString
m_strRAReqPath: CString

oI+ o+ o+

CRegisterRADIg(CAConfig*, CWnd*)
~CRegisterRADIg()
DoDataExchange(CDataExchange®) : void
OnBrowseCert() : void

OnBrowseREQ() : void

OnCancel() : void

OnlnitDialog() : BOOL

OnOK() : void

CDialog
Class Model::CLoginDIg

#
#

+

m_nLoginCount: int
m_pConfig: CAConfig*
m_strPassword: CString

HoHH + +

CLoginDIg(CAConfig*, CWnd*)
~CLoginDIg()
DoDataExchange(CDataExchange™) : void
OnBnClickedOk() : void

OnOK() : void

CDialog
Class Model::CRequestExtern

+ +

m_hParent: HWND
m_IstCtl: CListCtrl
m_pMainDIlg: CMySimpleCADIg*

*H o+ + + o+ +

CRequestExtern(CWnd*)
~CRequestExtern()
DoDataExchange(CDataExchange®) : void
HandlerViewCertinfo(void) : void

insert() : void

OnContextMenu(CWnd*, CPoint) : void
OninitDialog() : BOOL

CDialog
Class Model::CAboutDIg

o

#

CAboutDIg()
DoDataExchange(CDataExchange*) : void

Hinh 3-7. Céac 16p giao dién chirc ndng setup hé théng
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3.2.2. Cac Iép giao dién cua cac tab chirc ndng lién quan dén quan ly chirng chi

cd GUI

CDialog
Class Model::CCertTabDlg

+ o+ o+ o+ 4+ o+ o+

m_chkActive: CButton
m_chkExtended: CButton
m_chkViewAll: CButton
m_chkWaitExtend: CButton
m_chkWaitRevoke: CButton
m_IstCtl: CListCtrl

m_pMainDIlg: CMySimpleCADIg*

+ o+ H b+ + o+ o+ F o+ o+ o+

AddListltem(SimpleCACert&, DWORD) : void
CCertTabDIg(CWnd*)

~CCertTabDlg()

HandlerCertRevoke() : void
HandlerExportCert() : void
HandlerViewCertInfo() : void

LoadAllltems() : void
LoadltemsByStatus(CButton&, int, CString) : void
OnBnClickedCertAccept() : void
OnBnClickedCertDenie() : void
OnBnClickedCertExport() : void
OnBnClickedCheckAccepted() : void
OnBnClickedCheckActive() : void
OnBnClickedCheckRequestextended() : void
OnBnClickedCheckRevokereq() : void
OnBnClickedCheckViewall() : void
OnContextMenu(CWnd*, CPoint) : void
OnDestroy() : void

OninitDialog() : BOOL
OnLvnltemchangedListCert(NMHDR*, LRESULT?) : void
OnTimer(UINT) : void

CDialog
Class Model::CCRLTabDIg

m_IstCtl: CListCtrl
m_pMainDlg: CMySimpleCADIg*

FE A S T T T S

AddListltem(SimpleCA_CRL&, DWORD) : BOOL
CCRLTabDIg(CWnd*)

~CCRLTabDlg()

HandlerCreateCRL() : void

HandlerDeleteCRL() : void

HandlerExportCRL() : void
HandlerViewCRLInfo() : void

LoadAllltems() : void

OnBnClickedCriCreate() : void
OnBnClickedCriDelete() : void
OnContextMenu(CWnd*, CPoint) : void
OninitDialog() : BOOL
OnLvnltemchangedListCrl(NMHDR*, LRESULT?) : void

Hinh 3-8 L&p CcertTabDIg va CCRLTabDlg

cd GUI

CDialog
Class Model::CRequestTabDlg

+ +

m_IstCtl: CListCtrl
m_pMainDIlg: CMySimpleCADIg*

+®H+ + + + o+ o+ +

AddListltem(CertRequest&, DWORD) : BOOL
CRequestTabDIg(CWnd*)
~CRequestTabDIg()
HandlerDeleteRequest() : void
HandlerimportRequest() : void
HandlerlssueCert() : void

LoadAllltems() : void
OnBnClickedRequestDelete() : void
OnBnClickedRequestimport() : void
OnBnClickedRequestlssue() : void
OnContextMenu(CWnd*, CPoint) : void
OninitDialog() : BOOL
OnReceiveRequest(WPARAM, LPARAM) : HRESULT

CDialog
Class Model::ClssueCertDIg

m_dwDaysValid: DWORD
m_pReq: CertRequest*
m_strCommonName: CString
m_strCountry: CString
m_strEmail: CString
m_strLocality: CString
m_strOrganization: CString
m_strOrganizationUnit: CString
m_strState: CString

+ o+ + + + o+ o+ o+ o+

dan

ClssueCertDIg(CertRequest*, CWnd*)
+ ~ClssueCertDlg()
+ OnBnClickedOKk() : void

Hinh 3-9 L&p CrequestTabDlg va ClssueCertDig
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3.2.3. Giao dién ctra s6 cac chirc nang dé thiét 1ap cau hinh hé théng khi tién hanh cai
dat ban dau cho hé théng

cd GUI
CDialog
Class Model::CWizardCADNDIg
+ m_commonName: CString
+ m_country: CString
+ m_emailAddress: CString
+ m_locality: CString CDialog
+ m_organization: Cstring Class Model::CWizardDlg
+ m_organizationUnit: CString
+ m_state: CString + m_dlgCACertinfo: CWizardCertinfoDIlg
+ m_dIgCADN: CWizardCADNDIg
+ CWizardCADNDIg(CWnd*) *+m_dIgCADN + m_dlgCAServer: CWizardCAServerDlg
+ ~CWizardCADNDIg() + m_dlgDatabase: CWizardDatabaseDlg
+ OnEnChangeCommon() : void + m_dlgExecute: CWizardExecuteDlg
+ m_dlgWelcome: CWizardWelcomeDlg
+ m_hlcon: HICON
+ m_rcBorder: CRect
+ m_setupCA: CSetupCA
+ m_step: int
CDialog + CreateWizardStepDIg(CDialog*, UINT) : void
Class Model::CWizardDatabaseDlg + CWizardDIg(CWnd”)
= ~CWizardDlg()
+ m_nDBPort: UINT +m_dlgDatabase+ GotoStep(int) : void
+ m_strDBName: CString e + InitSteps() : void
+ m_strPassword: CString + OnBnClickedBack() : void
+ m_strServerHost: CString + OnBnClickedCancel() : void
+ m_strUsername: CString + OnBnClickedFinish() : void
+ OnBnClickedNext() : void
+ CWizardDatabaseDIg(CWnd*) # OnhitDialog() : BOOL
+ ~CWizardDatabaseDIg() # OnOK() : void
# OnCancel() : void + UpdateButtonState() : void
+ OnEnChangeDbName() : void + UpdateData(BOOL) : BOOL
# OnOK() : void

Hinh 3-10 Cac I&p giao dién clra sé cac chirc ndng thiét 1ap cau hinh hé théng (1)
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cd GUI /

CDialog
Class Model::CWizardDlg

+ o+ + + A+ A+ A+

m_dlgCACertInfo: CWizardCertInfoDlg
m_dIgCADN: CWizardCADNDIg
m_dIlgCAServer: CWizardCAServerDlg
m_dlgDatabase: CWizardDatabaseDlg
m_dlgExecute: CWizardExecuteDlg
m_dlgWelcome: CWizardWelcomeDlg
m_hlcon: HICON

m_rcBorder: CRect

m_setupCA: CSetupCA

m_step: int

+m_dlgCACertinfo

+ o+ HHF + F + A+ A+ A+

CreateWizardStepDIg(CDialog*, UINT) : void
CWizardDIg(CWnd*)
~CWizardDIg()
GotoStep(int) : void
InitSteps() : void
OnBnClickedBack() : void
OnBnClickedCancel() : void
OnBnClickedFinish() : void
OnBnClickedNext() : void
OninitDialog() : BOOL
OnOK() : void
UpdateButtonState() : void
UpdateData(BOOL) : BOOL

\+m7dIgExecute

+m_dIgCAServer \L

Class Model::CWizardCAServerDIg

CDialog

+ m_nCAPort: UINT

+ CWizardCAServerDIg(CWnd*)
+ ~CWizardCAServerDIg()

+m_dIgWeIcom%

CDialog
Class Model::CWizardCertinfoDIg

m_nHashAlgorithm: int
m_nKeySize: int
m_nValidityDays: UINT
m_passphrase: CString
m_passphraseConfirm: CString

CWizardCertInfoDIg(CWnd*)
~CWizardCertinfoDlg()

CDialog
Class Model::CWizardExecuteDlg

m_bCreateDB: bool
m_bGenCert: bool
m_bWiriteConfig: bool

CWizardExecuteDIg(CWnd*)
~CWizardExecuteDIg()

Class Model::CWizardWelcomeDlg

CDialog

+ CWizardWelcomeDIg(CWnd*)
+ ~CWizardWelcomeDlg()

Hinh 3-11 Céc |&p giao dién clra sb cac chirc nang thiét 1ap cdu hinh hé théng (2)
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3.2.4. Giao dién man hinh hién thi théng tin chi tiét vé chirng chi, thong tin chung vé

danh sach chirng chi bi thu hoi

cd GUI /
CDialog
Class Model::CView CRLDetailDlg
+ m_lIstCtriRvkCert: CListCtrl
# m_pCRL: X509CRL*
+ CViewCRLDetailDIg(CWnd*)
+ ~CViewCRLDetailDIg()
. # InitData() : void
+ tail DI
CDialog m_detailDlg| || - 4Data(X509CRLY) : void
Class Model::CView CRLDIg / z 8”,0?[7;8;0 :()VO’SOOL
ninitDialog() :
+ m_crl: X509CRL # OnOK() : void
+ m_detailDlg: CViewCRLDetailDIg
+ m_generalDlg: CViewCRLGeneralDlg
+ m_tabMain: CMyTabCtrl
CDialog
* Cgi;elwcgl’_?llegl(X()SOQCRL&, CWnd*) Class Model::CView CRLGeneralDIg
+ ~CView g
+ InitTab(): void +\ DI + m_IstCtrlCRL: CListCtrl
+  OnExportCRL() : void m-gener@@[+ m_mapValues: CMap<INT, INT, CString, CString>
# OninitDialog() : BOOL + m_pCRL: X509CRL*
+ m_stcHeader: CTransStatic
+ m_strDetail: CString
CDialog + CViewCRLGeneralDIg(CWnd*)
Class Model::CView CertGeneralDIg * ~QV/eWCRLQeneraIDIg()
+ InitData() : void
+ m_rcBorder: CRect + LoadData(X509CRL*): void
+ m_stcBeginDuration: CTransStatic # OnCancel() : void
+ m_stcBorder: CStatic # OnCtlColor(CDC*, CWnd*, UINT) : HBRUSH
+ m_stcCertinfo: CTransStatic # OnhitDialog() : BOOL
+ m_stcEndDuration: CTransStatic # OnOK() : void
+ m_stclssuedBy: CTransStatic
+ m_stclssuedByValue: CTransStatic
+ m_stclssuedTo: CTransStatic
+ m_stclssuedToValue: CTransStatic +m_stcHeade
+ m_stcValidFrom: CTransStatic -
+ m_stcValidTo: CTransStatic CStatic
+ m_strBeginDuration: CString M ScBeginDurati Class Model::CTransStatic
fon- h +m_stcBeginDuration
o EEHIEDIEIERE g # m_cliText: COLORREF
+ m_strissuedBy: CString # “font: CFont
+ m_strissuedTo: CString m_font: on
+ CViewCertGeneralDlg(CWnd*) v CurnesiEie)
] + ~CTransStatic()
+ ~CViewCertGeneralDlg() R .
+ LoadData(SimplePKICert*) : void & Onlei)s vete
L ’ + SetFont(LPCTSTR, int, BOOL, BOOL, BOOL) : BOOL
& CnCamEi) s it + SetTextColor(COLORREF) : void
# OniitDialog() : BOOL giiliexiolor JEVO]
# OnOK() : void
# OnPaint() : void

Hinh 3-12 C4c I6p giao dién hién thj thong tin chi tiét chirng chi (1)
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cd GUI /

CDialog
CDialog Class Model::COptionsSystemDig
Class Model::COptionsCertDlg # m_bChangePassphrase: BOOL
# m_bDirty: BOOL # m_bDirty: BOOL
+ m_nCRLUpdate: UINT + m_CAPort: UINT
+ m_DBHost: CString
+ COptionsCertDIg(CWnd*) + m_DBName: CString
+ ~COptionsCertDIg() + m_DBPassword: CString
+ IsDirty() : BOOL + m_DBPort: UINT
# OnCancel() : void + m_DBUsermname: CString
+ OnEnChange() : void + m_strConfirmPassphrase: CString
+ m_strNewPassphrase: CString
+m_tabCertDIg/]\ +m_tabSystemDig| * M_strOldPassphrase: CString
CDialog + COptionsSystemDIg(CWnd*)
Class Model::COptionsDlg + ~COptionsSystemDIg()
+ IsChangePassphrase() : BOOL
+ m_hlcon:. HICON . + IsDirty() : BOOL
+ m_pConfig: CAConfllg # OnCancel() : void
+ m_tabCer.tDIg: COptionsCertDIlg + OnEnChange() : void
+ m_tabMain: CMyTath!‘I + OnEnChangePass(): void
+ m_tabSystemDIlg: COptionsSystemDlg
+ COptionsDIg(CAConfig*, CWnd") CTabCtrt
+ ~COptionsDIg() L Class Model::CMyTabCtrl
; lon:;igs)a/;’;l()d BOOL +m_tang + m_anayTab: CT‘ypedPtrArray<CObArray, CDialog*>
# UpdateData(BOOL) : BOOL v mpiFewE GRen!
+ Addltem(UINT, CDialog*) : void
CDialog + CMyTabCtrl()
Class Model::CView CertDIg + ~CMyTabCtr() .
+m tabMain| * Drawltem(LPDRAWITEMSTRUCT) : void
+ m_cert: SimplePKICert - + GetPage(INT): CDialog *
+ m_pageDetail: CViewCertDetailDlg / # OnSelchange(NMHDR*, LRESULT*): BOOL
+ m_pageGeneral: CViewCertGeneralDlg # OnSelchanging(NMHDR*, LRESULT*): BOOL
+ m_tabMain: CMyTabCtrl + SetFont(int, LPCTSTR): void
+ ShowPage(INT): void
+ CViewCertDIg(SimplePKICert&, CWnd*)
+ ~CViewCertDlg() CDialog
: 'O”l'g::ge'/(‘)’?'soi y Class Model::CView CertDetailDlg
+ OnExportCert() : void +m_pageDetail [ # m_fnDetail: CFont
# OnlnitDialog() : BOOL =N\ . m_IstDetail: CListCtrl
# m_mapDetail: CMap<INT, INT, CString, CString>
+ m_nShowType: int
# m_pCert: SimplePKICert*
+ m_strDetail: CString
+ CViewCertDetailDIg(CWnd*)
+ ~CViewCertDetailDlg()
# InitData() : void
+ LoadData(SimplePKICert*) : void
# OnCancel() : void
# OnCbnSelchangeShowType() : void
# OnCtlColor(CDC*, CWnd*, UINT) : HBRUSH
# OninitDialog() : BOOL

Hinh 3-13 Cac I&p giao dién hién thj thong tin chi tiét chirng chi (2)
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3.2.5. Cac Iop ké thira tir I6)p CList
Céc |&p nay dé hién thi danh sach cac yéu ciu,danh sach cac chirng chi cé trong co s& dir

lieu, danh sach cac ching chi da bi hiay.Viéc truy cap vao co s& dir liéu dwgc thyc hién
théng qua I&ép CADataAccess

cdCA /

CDialog
CLisy Class Model::CMySimpleCADIg
Class Model::RequestList
+ dao: CCADataAccess
+ dao: CCADataAccess # m_fLoadDB: BOOL
+ m_mysql: MYSQL* # m_hlcon: HICON
+ m_lstCert: CertList
+ AddRequest(char, int, int) : POSITION + m_IstCRL: CRL_List
+ DeleteRequest(POSITION) : BOOL + m_|IstRequest: RequestList
# Importltem(char®, int, UINT, CString, int) : POSITION + m_pConfig: CAConfig*
+ ReadDatabse() : BOOL +m_lstRequest + m_pServer: CAServer*
+ RequestList(void) + m_ptabCert: CCertTabDIg*
+ ~RequestList(void) \ + m_ptabCRL: CCRLTabDIg*
+ UpdateStatusRequest(POSITION) : BOOL + m_ptabReqExtem: CRequestExtemn*
Ay + m_ptabRequest: CRequestTabDIg*
+dao\l + m_ptabSetup: CSetupTabDIg*
+ m_tabCtrl: CMyTabCtrl
Class Model::CCADataAccess
+ m_DBHost: CString + CMySimpIeCADIg(CWnd*)
+ m_DBName: CString M ~CMyS|mpIeCADIg()
+ m_DBPassword: CString @ Ii()e (ool
+ m_DBPort: uint M IsLoadDB.(): BO,OL
+ m_DBUserName: CString fi? CAppEEY): V(?'d
+ m_mysql: MYSQL* # OnCancel() : V'Old
# OnClose(): void
+ CCADataAccess(void) i CLGINE(): Vil
+ ~CCADataAccess(void) & ChlEm) s vt
+ CCADataAccess(CString, CString, CString, CString, uint) # OnQueryDraglcon() : HCURSOR
+ CreateConnection() : bool & OnSameiEi): vo!d
+ CreateDB(void) : bool zOnSe verStop():void ‘
+ ReadCertificate(): MYSQL_RES* # OnSysCommand(UINT,*LPARAM) 3 \*/md )
+ ReadRequestCert(void) : MYSQL_RES* # OnTabChange(ll\lMHDRA, LRESULT*) : void
+  WriteRowToCAConfig(int, char*, int) : bool P SelRimmSEin) : veld
+ WriteSNToCAConfig(int, int) : bool +m IstCRLQ/
+dao N +m_|IstCert ClList
CList Class Model::CRL_List

Class Model::CertList + m_mysql: MYSQL®

+ dao: CCADataAccess + m_pCertList: CertList*
m_mysgl: MYSQL* m_pConfig: CAConfig*
m_pConfig: CAConfig*

+
+

+

AddCRL2DB(X509CRL&) : int
CRL_List(void)

~CRL_List(void)
DeleteCRLAt(POSITION) : BOOL
ImportCRL(char*, int, int) : POSITION
MakeCRL(X509CRL&) : BOOL
ReadDatabse() : BOOL

AddCert2DB(SimpleCACert&, int) : int
AddTemp2DB(void) : int

CertList(void)

~CertList(void)

FindCert(int) : POSITION
FindCertByStatus(int, POSITION) : bool
FindCertID(int) : int

FindCertSeNum(int) : POSITION
ImportCert(char*, int, UINT, UINT, UINT, int, BOOL, CTime&) : POSITION
MakeCert(CertRequest&, DWORD) : POSITION
MarkRevoked2DB(int) : BOOL
ParseTime(char*, int, CTime&) : BOOL
ReadDatabse() : BOOL

UpdateFingerld(int, int) : void

+ o+ o+ o+ o+ o+ +

+ o+ F o+ o+ o+ o+ o+ F

Hinh 3-14 Cac I&p ké thiva dé hién thi danh sach yéu cau, chirng chi
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3.2.6. Lép chinh cua CAServer
Céc I6p nay c6 nhiém vu duy tri hoat ddng ctia CA, khdi tao két néi, 1ang nghe yéu cau tw

client va tra 1&i cac yéu ciu do. CAServer giao tiép véi RAClient thong qua kénh truyén théng
bao mat SSL.

cdCA /

Class Model::CAServer

m_bStopServer: volatile BOOL
m_CritSection: CCriticalSection
m_ctx: SSLContext
m_|stClientThreads: CList<CWinThread*>
m_nServerPort: int

m_pConfig: CAConfig*
m_pMainDIlg: CMySimpleCADIg*
m_pServerThread: CWinThread*
m_sConnectSocket: CMySocketCA
m_ssiClient: SSL*

m_sslServer: SSLConnection

HOHEHEH + + HHH+ R

CAServer(void)
~CAServer(void)

CAsyncSocket ConvertHex2Str(unsigned char*, int, unsigned char*) : BOOL
Class Model::CMySocketCA DeleteCertHandler(CAServer*, SSLConnection&, BOOL&, int) : int
- DoServerLoop(SSLConnection&, CAServer”) : int
- m_pWnd: CDialog* #m_sConnectSocket ExtendCertHandler(CAServer, SSLConnection&, BOOL&, int) : int
GetCertHandler(CAServer®, SSLConnection&, BOOL&, int) : int
CMySocketCA() GetCRLHandler(CAServer*, SSLConnection&, BOOL&) : int
~CMySocketCA()

InitServer() : BOOL

LogonSendID(CAServer*, SSLConnection&, BOOL&, int) : bool
OnAccept() : void

OnClose() : void

OnRecvRequest(char*, int, int) : int

OnSend() : void

OnStart() : void

ReadCommand(SSLConnection&, char*, int, BOOL&, BOOL&) : int
ReceiveMinuHandler(CAServer*, SSLConnection&, bool&, CString) : bool
ReceiveRequestHandler(CAServer*, SSLConnection&, BOOL&, int) : int
ReceiveVerifyHandler(CAServer*, SSLConnection&, bool&, CString) : bool
SSLClientThreadProc(LPVOID) : UINT

SSLServerThreadProc(LPVOID) : UINT

Start(int) : void

Stop() : void

verifyUser(int, CString, CAServer*) : bool

OnAccept(int) : void
OnSend(int) : void
SetParent(CDialog*) : void

+ O3+ o+

o+ o+ I 4 K+ + o+ 4+ 4+ IR+ o+ +

Hinh 3-15 L&p chinh clia CAServer : khéi tao két ndi, ldng nghe yéu cau va
tré I&i yéu cau twr client
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3.2.7. Lé&p quan ly cau hinh ciia CAServer

cdCA /

Class Model::CAConfig

m_CApassphrase: CString
m_CApassphraseHash: CString
m_CAPort: UINT

m_certCA: SimplePKICert
m_certSSLServer: SimplePKICert

m_crlPeriod: DWORD CWinApp
m_DBHost: CString Class Model::

m_DBName: CString .
- CMySimpleCAA
m_DBPassword: CString gl Y

m_DBPort: UINT + m_config: CAConfig
m_DBUsername: CString +m_config m_mysql_conn: MYSQL*
m_dwSerial: DWORD

+

m_fSystemConfig: BOOL
m_keyCA: EVP_PKey
m_keySSLServer: EVP_PKey
m_mysql: MYSQL*
m_szRegPath: LPCTSTR

CMySimpleCAApp()
~CMySimpleCAApp()
Exitinstance() : int
Initinstance() : BOOL
InitOpenSSL() : void

+ 4+ + + + + 4+ o+ +

+ o+ + + o+

CAConfig(void)

~CAConfig(void)

ChangePassphrase(LPCTSTR) : BOOL
LoadConfig() : BOOL

ReadRegSetting() : BOOL

SaveConfig() : BOOL

UpdateRowConfig(MYSQL*, int, char*, int) : BOOL
WriteRegSetting() : BOOL

+ o+ + + o+ o+ o+ o+

Hinh 3-16 L&p quan ly cAu hinh ctia CAServer
3.3. Thiét ké Iép cua RAClient

cdRA

CWinApp
CMySimpleClientApp

bAdmin: bool
bRegisted: bool
m_bGetNew: bool
m_client: Client
m_config: ClientConfig
m_DBserver: bool
m_mysql_conn: MYSQL*
m_strContentID: CString

+ o+ + + 4+ o+ o+ o+

CMySimpleClientApp()
~CMySimpleClientApp()
Exitinstance() : int
Initinstance() : BOOL
InitOpenSSL() : void

+ 4+ + + +

Hinh 3-17 Lép CMySimpleClientApp
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Kiéu Tén Y nghia
bién dung dé két ndi vao
MYSQL m_mysql_conn g
DB
BOOL bRegisted
, =1:Admin
BOOL bAdmin
=0:User
ClientConfig m_config lwu trir cac thiét lap
Cstring m_strContentID
=FALSE lién tuc,ko thay gi
BOOL m_bGetNew . e Hc,ko hay gl
kha quan
Client m_client dung dé cho két néi SSL

Bang 3-1 Cac théng sb cla Iép CmySimpleClientApp

3.3.1. Cac I&p thudc phan thiét 1ap cai dit RA

cdRA /

CDialog
CSetupClientTabDlg

o

m_pMainDIlg: CMySimpleClientDIg*

CSetupClientTabDIg(CWnd*)
~CSetupClientTabDIg()
DoDataExchange(CDataExchange®) : void
OnCancel() : void

OnlmportCerts() : void

OninitDialog() : BOOL

OnOK() : void

OnRemove() : void

OnSetupClient() : void

+ o+ O+ HH + 4+

Hinh 3-18 CSetupClienTabDlg
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CDialog
CSetupClientDIg

Pk Tk Tk TE T T S T T S S S S S A S

m_DataAccess: CRADataAccess
m_DBserver: BOOL
m_nCAPort: UINT
m_nDBPort: UINT
m_nHashAlgorithm: int
m_nKeySize: int
m_SetupClient: CSetupClient
m_strCAHost: CString
m_strCommon: CString
m_strCountry: CString
m_strDBName: CString
m_strDBPassword: CString
m_strDBUsername: CString
m_strEmail: CString
m_strLocality: CString
m_strOrganization: CString
m_strOrganizationUnit: CString
m_strPassphrase: CString
m_strPassphraseConfirm: CString
m_strReqPath: CString
m_strState: CString
n_strDBHost: CString

o+ o+ o+ o+ o+

CSetupClientDIg(CWnd*)
~CSetupClientDIg()
DoDataExchange(CDataExchange™) : void
OnBnClickedRadio1() : void
OnBnClickedRadio2() : void
OnBrowseREQ() : void
OnEnChangeCommon() : void
OnEnChangeDbname() : void

OnOK() : void

+m_SetupClient

CSetupClient

P L Tk T T T T T T T e T S S S A A S

m_CAHost: CString
m_CAPort: UINT
m_DBHost: CString
m_DBName: CString
m_DBPassword: CString
m_DBPort: UINT
m_DBserver: bool
m_DBUsername: CString
m_mysql: MYSQL*
m_nHashAlgorithm: int
m_nKeySize: int
m_pClientRequest: SimpleClientRequest*
m_pkeyClient: EVP_PKey*
m_strCommon: CString
m_strCountry: CString
m_strEmail: CString
m_strFQDN: CString
m_strLocality: CString
m_strOrganization: CString
m_strOrganizationUnit: CString
m_strPassphrase: CString
m_strReqPath: CString
m_strState: CString

+ o+ o+ o+ o+ o+ o+ o+ o+

CleanDB(MYSQL*, LPCTSTR) : BOOL

CleanRegistry() : BOOL

Cleanup(MYSQL*, LPCTSTR) : BOOL
CreateClientReq() : BOOL

CreateDB() : BOOL

CSetupClient(void)

~CSetupClient(void)

WriteConfig() : BOOL

WriteRegSetting() : BOOL
WriteRowConfig(MYSQL*, int, char, int) : BOOL

Hinh 3-19 CsetupClient

tén

y nghia

m_CAHost....

m_DBHost, m_DBUsername,
m_DBPassword,
m_DBName, m_CAPort, m_mysq|

O

Thong s
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m_strCommon;
m_strEmail; m_strCountry;m_strState;

cac thong tin cla

m_pcertClient: X509Certificate*
m_pCertUser: X509Certificate*
m_pCRL: X509CRL*
m_strPassword: CString
m_strUser: CString
m_szRegPath: LPCTSTR

CString . o . .
m_strLocality;m_strOrganization; client admin
m_strOrganizationUnit;

CString m_strPassphrase

_ dwong dan cua

CString m_strReqPath i

file request
SimpleClientRequest *m_pClientRequest
EVP_PKey m_pkeyClient
Bang 3-2 M6 ta I&6p CsetupClient
3.3.2. Lé&p chira thong sé cau hinh
cdRA /
ClientConfig
+ m_CAHost: CString CWinApp
+ m_CAPort: UINT . -
+ m_Clientpassphrase: CString CMySimpleClientApp
+ m_ClientpassphraseHash: CString + bAdmin: bool
+ m_DBHost: CString + bRegisted: bool
+ m_DBName: CString + m bGetNew: bool
+ m_DBPassword: CString + m:client: Client
+ m_DBPort: UINT + m_config: ClientConfig
+ m_DBserver: bool + m_DBserver: bool
+ m_DBUsername: CString + m_mysql conn: MYSQL*
+ m_fSystemActive: BOOL . + m_strContentD: CString
+ m_fSystemSetup: BOOL *m_config _
+ m_keyClient: EVP_PKey + CMySimpleClientApp()
+ m_keyUser: EVP_PKey + ~CMySimpleClientApp()
+ m_mysql: M.YSQL* + Exitinstance() : int
+ m_nUserlD: int + Initinstance() : BOOL
+ m_pcertCA: X509Certificate* + InitOpenSSL() : void
"
"
n
o
"
"
n

p_user_profile: CNameProfile*

ClientConfig(void)
~ClientConfig(void)
LoadConfig() : BOOL
ReadRegSetting() : BOOL

ChangePassphrase(LPCTSTR) : BOOL

UpdateRowConfig(MYSQL*, int, char®, int) : BOOL

+ o+ + + 4+ + o+

WriteRegSetting() : BOOL

Hinh 3-20 ClientConfig
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3.3.3. Cac Iéop lién quan t&i chire nang dang nhap, dang ky

cd RA

CLoginDIg

CDialog

bSuccess: bool

m_mysql: MYSQL*
m_nLoginCount: int
m_pConfig: ClientConfig*
m_strPassword: CString
m_usermname: CString

+ o+ 3 H O+ o+

CLoginDIg(ClientConfig*, CWnd*)

~CLoginDlg()

ConvertHex2Str(unsigned char®, int, unsigned char*) : BOOL
ConvertStr2Hex(unsigned char*, int, unsigned char*) : BOOL
DoDataExchange(CDataExchange®) : void
HuongMoi(double, int) : int

IsUserRegisted(CString) : bool

khoangcach(Minutiae, Minutiae) : long
khoangcach(Minutdc, Minutdc) : long

khoangcach(Minutiae, Minutdc) : long
LoadUserConfig(void) : void

Nearest(Minutiae, Minutiae*, int) : int

OnBnClickedOKk() : void

OnBnClickedRegister() : void

OnLogin() : void

OnOK() : void

OnRegister() : void

RegisterUser(CString, CString) : bool

ScanFinger(CString) : bool

VerifyUser() : void

xoaytructoado(Minutiae, Minutiae, Minutiae*, Minutdc*, int) : void

I T T T T T T S S S

AddProfile(CString, CString, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR) : BOOL

Hinh 3-21 CloginDlg

tén ham hoac bién y nghia

void CLoginDIg::VerifyUser() kiém tra xem m_username va
m_strPassword cé dung ko,tra vé bién
bSuccess

CString m_username username dang nhap

MYSQL *m_mysql;

int m_nLoginCount; dém sb lan login, =3 thi out

ClientConfig m_pConfig bién config dworc 13y tir
cmysimpleclientapp.m_config

CString m_strPassword; pass

BOOL bSuccess =1:truy nhép ok

=0:truy nhap thét bai

bool CLoginDIg::RegisterUser(CString dang ky user va pass vao CSDL

passphrase, CString username)

bool CLoginDIg::IsUserRegisted(CString | kiém tra trong CSDL xem d& dang ky chua

username)

Bang 3-3 Mo ta I&p CloginDlg
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cd RA

CUserRegisterDlg

CDialog

m_combobox: CComboBox
m_mysql: MYSQL*
m_reg_confirm_passphrase: CString
m_reg_passphrase: CString
m_reg_usemame: CString
m_strCommon: CString
m_strCountry: CString
m_strEmail: CString
m_strLocality: CString
m_strOrganization: CString
m_strOrganization_unit: CString
m_strState: CString

T I I I T

check _emailaddress(CString) : bool
CUserRegisterDIg(CWnd*)
~CUserRegisterDIg()
DoDataExchange(CDataExchange®) : void
OnBnClickedRegfinger() : void
OnnitDialog(void) : BOOL

OnOk() : void

+ o+ ¥+ o+ o+

Hinh 3-22 CUserRegisterDlg

3.3.4. Lé&p lam viéc véi co s& div liéu

cd RA

CRADataAccess

m_ClientReq: SimpleClientRequest*
m_DBHost: CString
m_DBName: CString
m_DBPassword: CString
m_DBport: int
m_DBserver: bool
m_DBUser: CString
m_mysgl: MYSQL*
m_Password: CString
m_Pkey: EVP_PKey*
m_User: CString

+ 4+ o+

Change_Request_Status(int, int) : bool

CleanDB(MYSQL*, CString) : bool

CRADataAccess(void)

~CRADataAccess(void)

CreateConn2DB(void) : bool

CreateDB(void) : bool

Get_Private_key(int, CString, EVP_PKey*) : bool
Get_Private_key_By_SN(int, EVP_PKey*, CString) : bool
Insert_Certificate(int, SimpleClientCert*, int, CString, int) : bool
Insert_Fingerprint(unsigned char*, CString) : bool
Insert_privatekey(int, EVP_PKey*, CString) : bool
Insert_Request(CString, SimpleClientRequest*, EVP_PKey*, CString, int) : int
MovePrivateKeyANDType(int) : bool
Read_user_profile(CString) : CNameProfile *
Update_CA_RequestID(int, int) : bool

Writeclientconf(void) : bool

+ 4+ + A+ o+

Hinh 3-23 CRADataAccess
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3.3.5. Lép quan ly théng tin user

cd RA

CDialog
CProfileDialog

m_bDirty: BOOL

m_mysql: MYSQL*

m_nid: int
m_strCommonName: CString
m_strCountry: CString
m_strEmailAddress: CString
m_strLocality: CString
m_strOrganization: CString
m_strOrganizationUnit: CString
m_strState: CString
m_strTitle: CString

+ o+ o+ F o+ o+ o+ o+ o+ F

CProfileDialog(CWnd*)

~CProfileDialog()
DoDataExchange(CDataExchange®) : void
IsDirty() : BOOL

NextUser(void) : int

OnEnChange() : void

OninitDialog() : BOOL

OnOK() : void

+ o oF o+ o+ I+ o+

CDialog
ProfileTab_DlIg

m_pMainDIg: CMySimpleClientDIg*
m_strcommon: CString
m_strcountry: CString

m_stremail: CString

m_strlocality: CString
m_strorganization: CString
m_strOrganizationunit: CString
m_strstate: CString

+ o+ o+ o+ o+ o+

DoDataExchange(CDataExchange®) : void
OninitDialog(void) : BOOL
ProfileTab_DIg(CWnd*)
~ProfileTab_Dlg()

+ + H H#*

Hinh 3-24 CProfileDialog

3.3.6. Lé&p quan ly danh sach cac chirng chi

cdGUI /

ClList
RA::CCertList

+ m_mysgl: MYSQL*

CCertList(void)

RA::CCertificateTabDlg

CDialog

~CCertList(void)
FindCertByStatus(int, int, POSITION) : bool

m_cboType: CComboBox
m_chkActive: CButton
m_chkExtended: CButton
m_chkViewAll: CButton
m_chkWaitExtend: CButton
m_chkWaitRevoke: CButton
m_|stCert: CCertList

m_IstCtrl: CListCtrl

m_pMainDIlg: CMySimpleClientDIg*

+ o+ o+ o+ o+ o+ o+ o+

+m_|

ReadDatabase(void) : BOOL
ReadUserData(CString) : BOOL

UpdateCertDB(SimpleClientCert&) : BOOL

+
+
+
+ FindCertByType(int, bool*, POSITION) : bool
+
+

IstCert .

Addltem(SimpleClientCert&, DWORD) : void
AddListltem(SimpleClientCert&, DWORD) : void
CCertificate TabDIg(CWnd*)

~CCettificate TabDlg()
DoDataExchange(CDataExchange*) : void
LoadAllltems() : void

LoadltemsByStatus(CButton&, int, CString, int) : void
LoadltemsByType(int, bool*) : void
OnBnClickedCertDelete() : void
OnBnClickedCertExtend() : void
OnBnClickedCertGetdel() : void
OnBnClickedCertGetextern() : void
OnBnClickedChkActive() : void
OnBnClickedChkExtended() : void
OnBnClickedChkViewall() : void
OnBnClickedChkWaitExtend() : void
OnBnClickedChkWaitRevoke() : void
OnCbnSelchangeCboType() : void
OnlnitDialog(void) : BOOL
OnLvnltemchangedListRa(NMHDR*, LRESULT*) : void

+ o F o+ o+ o+ F o+ o+ o+ o+ O+ o+ 4+ o+

Hinh 3-25 CCertificateTabDlg

28




3.3.7. Lé&p quan ly danh sach cac chirng chi bi hay

cd RA

CDialog
CRevocationListTabDlg

+ +

m_IstCtrl: CListCtrl
m_pMainDIg: CMySimpleClientDIg*

M4 o+ o+ HHE 4+ 4+

AddListltem(X509CRL&) : BOOL
CRevocationListTabDIg(CWnd*)
~CRevocationListTabDIg()
DoDataExchange(CDataExchange®) : void
OnCancel() : void
OnContextMenu(CWnd*, CPoint) : void
OnCRLExport() : void

OnCRLUpdate() : void

OnCRLView() : void

OnlnitDialog() : BOOL

OnOK() : void

Hinh 3-26 CRevocationListTabDlg
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3.3.8. Lép chinh cuia RACIient

cd RA

+m_client

CMySimpleClientDIg

CDialog

m_client: Client

m_fLoadDB: BOOL

m_hlcon: HICON

m_IstCert: CCertList

m_lstClient: ClientList

m_IstRequest: RequestList

m_nPort: int

m_pConfig: ClientConfig*
m_ptabApplication: CApplicationTabDIg*
m_ptabCertificate: CCertificateTabDIg*
m_ptabClientObject: CClientObjectTabDIg*
m_ptabCRL: CRevocationListTabDIg*
m_ptabDSz: CDigitalSignatureDIg*
m_ptabManageUser: CManageUserTabDIg*
m_ptabProfile: ProfileTab_DIg*
m_ptabRemote: CRemoteLoginTabDIg*
m_ptabSetup: CSetupClientTabDIg*
m_str_status: CString

m_strHost: CString

m_tabCtrl: CMyTabCtrl

m_tabSecure: CSecureMessageTabDIg*

T T T

CMySimpleClientDIg(CWnd*)
~CMySimpleClientDIg()
DoDataExchange(CDataExchange®) : void
InitClient() : BOOL

IsLoadDB() : BOOL

OnAppEXit() : void

OnCancel() : void

OnClose() : void

OnConnect() : void

OnDisconnect() : void

OnlnitDialog() : BOOL

OnOK() : void

OnOptions() : void

OnPaint() : void

OnQueryDraglcon() : HCURSOR
OnRemotelogon() : void
OnSysCommand(UINT, LPARAM) : void

b PO I O W W O W WO+ 4+ FH 4+

Client

+ o+ + o+

m_bConnected: BOOL
m_ctx: SSLContext
m_pConfig: ClientConfig*
m_ssl: SSLConnection

B e T T S S A S A

Close() : void

Connect(char*, int) : BOOL

ConvertStr2Hex(unsigned char*, int, unsigned char*) : BOOL
DeleteCert(int) : bool

ExtendCert(int) : bool

GetCert(int, SimpleClientCert**) : BOOL

GetCertBySN(int, SimpleClientCert**) : BOOL
GetCRL(X509CRL**) : BOOL

GetDeleteRequest(int) : bool

GetExternRequest(int) : bool

Initialize() : BOOL

IsConnected() : BOOL

ReadCommand(SSLConnection&, char*, int, BOOL&, BOOL&) : int

SendExterRequest(int) : bool
SendFingerMinutiae(int) : bool
SendLogOn(int, char*) : bool
SendMinutiae(CString, int) : bool
SendRemoteFinger(int, unsigned char*) : bool
SendRequest(X509Request&, int) : int
SendTest(void) : bool

SendVerify(CString, int) : bool

7

Hinh 3-27 Client
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cd RA

ClientList

CList

o

m_mysql: MYSQL*

I ;A F o+ o+ + A+ +

ClientList(void)
~ClientList(void)
DeleteCertAt(POSITION) : bool

DeleteFromDB(ClientObject&) : BOOL

DeleteProfileAt(POSITION) : BOOL
DeleteRequestAt(POSITION) : bool

MakePkey(POSITION, EVP_PKey&, CString, CString) : bool
MakeRequest(POSITION, EVP_PKey&, EVP_MD*) : BOOL

ReadDatabase() : BOOL
ReadUserData(CString) : BOOL

SetProfileAt(LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, LPCTSTR, POSITION) : BOOL

UpdateCert2DB(ClientObject&) : BOOL
UpdateProfile2DB(ClientObject&) : BOOL
UpdateRequestID(ClientObject&) : BOOL

WritePkey2DB(ClientObject&) : bool

WriteProfile2DB(ClientObject&) : BOOL
WriteRequest2DB(ClientObject&) : BOOL

Hinh 3-28 ClienList

ClientConfig

oA h ok b E ok h FE ok b E ok b F o+ o+

m_CAHost: CString
m_CAPort: UINT
m_Clientpassphrase: CString
m_ClientpassphraseHash: CString
m_DBHost: CString
m_DBName: CString
m_DBPassword: CString
m_DBPort: UINT

m_DBserver: bool
m_DBUsemame: CString
m_fSystemActive: BOOL
m_fSystemSetup: BOOL
m_keyClient: EVP_PKey
m_keyUser: EVP_PKey
m_mysql: MYSQL*
m_nUserID: int

m_pcertCA: X509Certificate*
m_pcertClient: X509Certificate*
m_pCertUser: X509Certificate*
m_pCRL: X509CRL*
m_strPassword: CString
m_strUser: CString
m_szRegPath: LPCTSTR
p_user_profile: CNameProfile*

+oF okt o+ o+

ChangePassphrase(LPCTSTR) : BOOL
ClientConfig(void)

~ClientConfig(void)

LoadConfig() : BOOL

ReadRegSetting() : BOOL
UpdateRowConfig(MYSQL*, int, char*, int) : BOOL

WriteRegSetting() : BOOL

CWinApp
CMySimpleClientApp

+m_config— |

+ o+ o+ o+ o+ o+ o+

bAdmin: bool
bRegisted: bool
m_bGetNew: bool
m_client: Client
m_config: ClientConfig
m_DBserver: bool
m_mysgl_conn: MYSQL*
m_strContentID: CString

+ o+ o+ o+ o+

CMySimpleClientApp()
~CMySimpleClientApp()
Exitinstance() : int
Initinstance() : BOOL
InitOpenSSL() : void

Hinh 3-29 CMySimpleClientDIlg, CmySimpleClientApp
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CDialog
CViewCRLGeneralDIg

m_IstCtCRL: CListCtrl

m_mapValues. CMap<INT, INT, CString, CString>
m_pCRL: X509CRL*

m_stcHeader: CTransStatic

m_strDetail: CString

e 3 3 3 T o+ + o+ o+

CViewCRLGeneralDIg(CWnd*)
~CViewCRLGeneralDIg()
DoDataExchange(CDataExchange®) : void
InitData() : void

LoadData(X509CRL*) : void

OnCancel() : void

OnCtlColor(CDC*, CWnd*, UINT) : HBRUSH
OnlnitDialog() : BOOL
OnLVNChangeltem(NMHDR*, LRESULT*) : void
OnOK() : void

CView CRLDetailDlg

CDialog

+ m_lstCtriRvkCert: CListCtrl
m_pCRL: X509CRL*

I+

CViewCRLDetailDIg(CWnd*)
~CViewCRLDetailDlg()
DoDataExchange(CDataExchange®) : void
InitData() : void

LoadData(X509CRL*) : void

OnCancel() : void

OnlnitDialog() : BOOL

OnOK() : void

E NS

+m_detailDIlg

+m_generalDIg

CDialog
CViewCRLDIg

m_crl: X509CRL

m_detailDlg: CViewCRLDetailDlg
m_generalDlg: CViewCRLGeneralDIg
m_tabMain: CMyTabCtrl

o+ o+

CViewCRLDIg(X509CRL&, CWnd*)
~CViewCRLDIg()
DoDataExchange(CDataExchange®) : void
InitTab() : void

OnExportCRL() : void

OninitDialog() : BOOL

R E

+m_tabMain

CMyTabCtrl

CTabCtr

+

m_pFont: CFont*

+ m_arrayTab: CTypedPtrArray<CObArray, CDialog*>

AddItem(UINT, CDialog*) : void
CMyTabCtrl()
~CMyTabCtrl()

+ ;4 o+ o+ o+

+

Drawltem(LPDRAWITEMSTRUCT) : void
GetPage(INT) : CDialog *
OnSelchange(NMHDR*, LRESULT*) : BOOL
OnSelchanging(NMHDR*, LRESULT*) : BOOL
SetFont(int, LPCTSTR) : void

ShowPage(INT) : void

Hinh 3-30 Cac I&p thudce vé cac Tab chirc nang ctia RAClient




3.3.9. L&p hién thi ndi dung chivng chi

cd RA

CView CertDlg

CDialog

m_cert: SimplePKICert

+ o+ o+ o+

m_tabMain: CMyTabCtrl

m_pageDetail: CViewCertDetailDlg
m_pageGeneral: CViewCertGeneralDlg

~CViewCertDIg()

InitTab() : void
OnCancel() : void
OnExportCert() : void
OninitDialog() : BOOL

H o+ + + H+ +

CViewCertDIg(SimplePKICert&, CWnd*)

DoDataExchange(CDataExchange®) : void

CView CertDetailDIg

CDialog

+m7pageDeta$ m_fnDetail: CFont

m_IstDetail: CListCtrl

m_mapDetail: CMap<INT, INT, CString, CString>
m_nShowType: int

m_pCert: SimplePKICert*

m_strDetail: CString

+ H o+ o+

CViewCertDetailDIg(CWnd*)
~CViewCertDetailDlg()
DoDataExchange(CDataExchange®) : void
InitData() : void

LoadData(SimplePKICert*) : void
OnCancel() : void
OnCbnSelchangeShowType() : void
OnCtIColor(CDC*, CWnd*, UINT) : HBRUSH
OninitDialog() : BOOL

FFH o O+ O+ o+

OnOK() : void

OnLvnltemchangedLstdetail(NMHDR*, LRESULT™*) : void

Hinh 3-31 Cac I&p hién thj ndi dung chivng chi sé

3.4. Cédc I6p thudc vé cédc tng dung trong hé théng

3.4.1. 'ng dung bao mat thong diép

CDUCSOCKET
+m_Parent: CDialog *

+CDUCSOCKET()
+~CDUCSOCKET()
+OnSend(in nErrorCode: int)
+OnConnect(in nErrorCode: int)
+OnAccept(in nErrorCode : int)
+OnReceive (in nErrorCode : int)

CWindowChatDLg

+classCWindowChatDLg : CRuntimeClass
+m_ListChat : CListBox

+m_sock : CDUCSOCKET *

+m_MySerial : int

+m_YourSerial : int

+m_pMainDIg : CSecureMessageTabDIg *
+m_strlinechat : CString

+m_connected : bool

+m_myprivatekey : EVP_PKey *
+m_publickey : EVP_PKey *

+m_nuser : CString

+CWindowChatDLg(in mainDLg : CSecureMessageTabDIg*, in sock : CDUCSOCKET", in pParent : CWnd* = 0)
+~CWindowChatDLg()

#DoDataExchange(in pDX : CDataExchange®)

+OnBnClickedSend() : void

+OnReceive()

+OnlnitDialog() : BOOL

+OnConnect()

+OnLbnSelchangeList1() : void

+OnBnClickedCancel() : void

Hinh 3-32
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MySimpleClient::COfflineDlg

MySimpleClient::COFFLINESOCK
+m_parent: CDialog * {L

+m_sockser : CSocketser * :ﬁl]as,;(y:gggf?[:t CRuineCloss
+COFFLINESOCK() 4m_nuser : CString

+COFFLINESOCK) +m_pMainDlg : CSecureMessageTabDig*
+OnReceive in nErrorCode : int) +m sock : COFFLINESOCK*
+OnDisconnect() 4 FILE*

+GetRuntimeClass() : CRuntimeClass *

+COffineDIg (in lan : CSecureMessageTabDlg, in sock : COFFLINESOCK', in serial : int, in user : CString, in pParent : CWnd = 0)
+~COffineDlg()

#DoDataExchange(in pDX : CDataExchange*)

+OnReceive()

+OninitDialog() : BOOL

+ConvertStr2Hex(in chin : unsigned char*, in inlen : int, in pchout : unsigned char*) : BOOL

+OnBnClickedOk () : void

Hinh 3-33

MySimpleClient::CSocketser

+m_pMainDIg : CSecureMessageTabDlg *
+m_critsec : CCriticalSection

+m_sockserver : CDUCSOCKET *
+m_pServerThread: CWinThread *
+m_bStopServer : bool

+m_socketclient : SOCKET
#m_lIstClientThreads : CList<CWinThread*>
#m_nServerPort: int

+m_pConfig : ClientConfig *

+m_guestserial : int

+m_userrecevie : CString

+m_bufoffline : char *

+m_offlinesoc : COFFLINESOCK*
+CSocketser()

+~CSocketser()

+Initserver() : bool

+Start(in nport : int)
+ServerThreadProdin pParam: LPVOID) : UINT
+ClientThreadProq(in pParam : LPVOID) : UINT

+DoServerlLoop(in mainDlg : CSecureMessageTabDI

+Stop()

Hinh 3-34
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3.4.2. ’ng dung bao vé truy nhap tir xa

MySimpleClient ::CRemoteLoginTabDlg q_‘ ; ;
+classCRemoteLoginTabDIg : CRuntimeClass MySimpleClient::CMySocket
+m_pMainDIg : CMySimpleClientDIg * -m_pWnd: CDialog *
+m_IstCtrl : CListCtrl +CMySocket ()
+m_strTXTSend : CString +~CMySocket()
+m_strSVName : CString +SetParent(in pWnd : CDialog*)
+m_iSVPort : int #OnAccept(in nErrorCode: int)
+m_IstReceive : CListBox #OnConnect(in nErrorCode: int)
+m_iMySerialNumber : int #OnClose (in nErrorCode : int)
+deskey : unsigned char * #OnReceive (in nErrorCode : int)
+desks : des_key_schedule #OnSend(in nErrorCode: int)

-m_sConnectSocket : CMySocket

-m_sListenSocket : CMySocket

+strlPClient : CString

+strStatus : CString

+CRemoteLoginTabDlg(in pParent : CWnd* = 0)

+~CRemoteloginTabDIg()

#DoDataExchange(in pDX : CDataExchange®)

+OnBnClickedBtnlisten () : void

+LoadAllltems()

+Addltem(inout obj : SimpleClientCert, in itemData : DWORD)
+OnBnClickedBtnconnect () : void

+OnBnClickedBtnsend () : void

+OnBnClickedButtonLogon() : void

+OnAccept()

+OnConnect()

+OnClose()

+OnReceive()

+OnSend()

#OnInitDialog() : BOOL

+OnBnClickedButtonMahoa(() : void

+OnBnClickedButtonGiaima () : void

+select_random_key(in key : char*, in b : int)

+select_random_iv(in iv : char*, in b : int)

+ConvertStr2Hex(in chin : unsigned char*, in inlen : int, in pchout : unsigned char*) : BOOL
+ConvertHex2Str(in chin : unsigned char*, in inlen : int, in pchout : unsigned char*) : BOOL
+OnFileSendEvent(in wparam : WPARAM, in Iparam : LPARAM) : LRESULT
+OnFileReceiveEvent(in wparam : WPARAM, in Iparam : LPARAM) : LRESULT
+OnBnClickedButtonSendfile () : void

+OnBnClickedButtonReceivefile () : void

+OnBnClickedButtonDisconnect () : void

#OnOK()

Hinh 3-35
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3.4.3. 'ng dung chir ky sé va ma héa thong diép

cd RA

CDialog
CDigitalSignatureDig

+ 4+ F F o+ o+ o+ o+ o+

isRecv: BOOL

isSend: BOOL

iv: unsigned char®

key: unsigned char®
m_CtriSendProgress: CProgressCtrl
m_ctriStatus: CStatic

m_listCtrl: CListCtrl
m_pEncryptSymKeyDIg: CEncryptSymmetricKeyDIg*
m_ptrMainDIlg: CMySimpleClientDIg*
m_strEncryptedKey: unsigned char*
m_strinputFile: CString
m_strPassphase: CString
pFileTransferz: CFileTransferz*

+ o+ + F H A+ A+ F F o+ o+ o+ o+ o+

Addltem(SimpleClientCert&, DWORD) : void
CDigitalSignatureDIg(CWnd*)
~CDigitalSignatureDIg()

CharStr2HexStr(unsigned char*, int, unsigned char*) : void
DoDataExchange(CDataExchange™) : void
LoadCertList(void) : int

OnBnClickedBtnRecvfile() : void
OnBnClickedBtnSendfile() : void
OnBnClickedBtnsignz() : void

OnBnClickedBtnverifyz() : void
OnBnClickedButtondecrypt() : void
OnBnClickedButtonencrypt() : void
OnBnClickedConnectz() : void

OnEncrypt(CString) : void
OnFileReceiveEvent(WPARAM, LPARAM) : LRESULT
OnFileSendEvent(WPARAM, LPARAM) : LRESULT
OnlnitDialog(void) : BOOL
OnSetProgressBarPosEvent(WPARAM, LPARAM) : LRESULT
OnSign() : void

OnVerify(CString) : void

ResetDIg() : void

CFileTransferz

o+t o+ o+ o+ o+ o+

copyThreadHandle: HANDLE
m_hwndParent: HWND
m_iNumFile: int
m_isConnected: BOOL
m_listFileName: CStringList
m_pThread: CWinThread*
m_socket: SOCKET
m_strErrorMessage: CString
m_strFileName: CString
m_strFilePath: CString
sockConnection: CSocket
sockSrvr: CSocket

L Tk T T T e e S

CFileTransferz(void)
~CFileTransferz(void)

CleanAll() : void
InitRecvSide(CString, int) : BOOL
InitSendSide(int) : BOOL
RecvFilelnfo() : int
SendFilelnfo() : int
SetFileName(CString) : void
SetFilePath(CString) : void
SetObjHandle(HWND) : void
StartRecvThread(void) : DWORD
StartSendThread(void) : DWORD
ThreadRecvFile(LPVOID) : UINT
ThreadSendFile(LPVOID) : UINT

CDialog
CEncryptSymmetricKeyDlg

CDialog

CExtractedSignature

iv: unsigned char®

m_iSN: int

m_pMainDlg: CMySimpleClientDIg*
m_strEncryptedKey: CString
m_strSymKey: CString

pkey: EVP_PKey*

+ o+ + + o+

+ o+ o+ o+

str_signAlgorithm: CString
str_Signature: CString
str_Signer: CString
str_SignLen: CString

CEncryptSymmetricKeyDIg(CWnd*)
~CEncryptSymmetricKeyDIg()

CharStr2HexStr(unsigned char*, int, unsigned char*) : void
DoDataExchange(CDataExchange®) : void
HexStr2CharStr(unsigned char*, int, unsigned char*) : void
OnBnClickedBtnEncryptkey() : void
OnBnClickedBtnGeneratekey() : void
OnBnClickedBtnGetpubkey() : void

OnBnNClickedOKk() : void

OnEnChangeEditSymkey() : void

+ 4+ + o+

HH + +

CExtractedSignature(CWnd*)
~CExtractedSignature()

DoDataExchange(CDataExchange™) : void

OnlnitDialog(void) : BOOL

Hinh 3-36
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4. DIEN BIEN CAC CA S’ DUNG

4.1. Pang ky ngwoi ding méi vao hé théng

CLoginDl

CUserRegisterDIg| ftrScanApiEx.exe CRADataAcess
: User
1: OnRegister() <<create>>
2 : DoModal() -
User data: I_J
- User 3: User data
- Password <<destrpy>>
- Confirm password 4 : OnOK() »
- Information for creating profile ]
5 1 Check the information()
H D:
IsUserRegister(): 6+ User Data
Check the user is : IsUserRegister()
registed or not
8: e password()
Add profile():
creat X509Name - profile()
& write all user data to database
(should move to CRADataAccess)
10 4 ScanFinger()
11 : Init() -
12 : Fingerprint
<<destroy>>
13 : Close() -
14 :iMinutiae.txt
<file>>
15 : Insert_finger() g

7

Hinh 4-1 Biéu db dién tién hoat ddng dang ky ngwdi dung méi vao hé théng
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4.2. bang nhap

: User

ftrScanApiEx

7 : Extract Minutiae()

CloginDIg
1 : User, password
2 : Onlogin
gin() .l
3 : Vel’ify user()
4 : Message
5 : Init()
<<create>> >|:|
6|: Fingerprint
8 : Minutiae.txt |:
9 : Matching()
10 : Message

Hinh 4-2 Biéu db dién tién hoat dong dang nhap
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4.3. Tao yéu cau chieng chi

CClentObjectTabDig

(CreateRequestDig

CMySimpleCentApp|

CScan_FingerPrintDig

ImageProcessing

SimpleCentRequest

CRADataAccess|

Requestlist

>0

strPassword

— v

Ij'

~User
1: OnRequestCreate()
<<oreate>>
2:DoModal)
) 3t p_user_profie
4: 0nBnCl ingerprint() <<create>>
5.: DoModal() >
b onriDig()
7 PrepareView()
8 : OnBClickedScan() n
>
] readFunc()
10:: Fingefprint
11:0 ) >
12 : OnBnClidkefiProcessimage() :U
>
13 doProcessImage()
U
20: PnOK()
21 temp.txt
22 Cerfificate’s type .
<<flestroy>>
23(: OnOK()
E 24 : MakeRequest()
25 p_user_profile
26:: Insert_Request()
27 : m_strUser,m;
28 Insert_privatekey()
29:: RemoveAl()
30: )
31 : |oadAlliter()

Hinh 4-3 Tao yéu cau ching chi
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4.4. Gia han chirng chi

cl : CertList certTabDlg : mainDIg : RA: RADBAccess RASSLConnection
CertificateTabDlg CMySimpleRADIg RAClient
: User
1: selectCert
2 : clickExtend
<
<
3 : getCertInfo()
4 : certInfo
5 : extendReq(certS
<<create>>
6 |-
VI_J 7 : sendExtendReq() -
8
9 : updateDB(
< 10
<
I_I 11 : updateCertStatus(
Hinh 4-4 Gi yéu cau gia han
CASSLConnection CAServer CertList SimpleCACert CA DBAccess

12 : extendReq

13 : findCert()

14 : position
<

<cr(=gte >>

6

17 : modifyStatus()

i

18 : updateDB()

i

Hinh 4-5 Nhan yéu cau
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extendingCerts

CADlg

CAServer

BDAccess

: CA Admin
19 : clickExtend()

20 : clickAccept()

i| 21 : extend()

22 : update()

Hinh 4-6 Gia han chirng chi
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4.5. Thu héi chirng chi

CertTabDlg

SSLConnection

CAServer

CADIg

DB Access

: User

1

: Revoke cert(:

2 : select cer

3 : certInfo()

4 :sendReq()

5 : revoke request

: receive request()

change status
of certificate
into "waiting for
revoke"

Hinh 4-7 Thu hdi chirng chi

7 : CA's response

10

8 : Update request into DB(

9 : return

Update certificate()

11 : Change ce

1

N

rtificate's status()

select revoke request

: CA Admin

<

14 : revoke cert()

15 : Update DB()

13 : clickRevoke

16 :ireturn

7 : Update GUI()

19 : UpdateCRL()

20 : Update()

8 : clickUpdateCRL
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4.6. Phat hanh chieng chi

CARequestList SimpleCACert CA-Databse CACerlist

: CA Admin

1: Select request()

2 : Check status()

3 : Create Cert()

<<create>>

4 : Add2DB()

T

5 : Add to CertList()

—Y

6 : Update Status()

7 : Update Request status in DB()

T

Hinh 4-8 Phat hanh chirng chi

4.7. Lay chirng chi

SimoleCACert‘

O ’ RARequestList SimpleClientRequest ’ RACertList RAClient : CAServer ‘ CACertList
: User
1 : Select Request(;
2 : Create()
<<create>>
3 : ca_request_id()
4 : Get Cert
5 : GetCertHandler()
6 : FindCert()
<
7 : Create()
<<create>>
< 8 : Certificate
Lr 9 :insertCert()
<
Lr 10 : changeReqStatus()

Hinh 4-9 L4y ching chi
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4.8. Truy cap twr xa

O <<interface>> RACertList RADatabase RAClient CAServer SimpleCACert CACertList CADatabase DBServer
K RemoteloginTabDig
: User
1 : Init remote login()
: Select cz=.rt'\ficat;L—|
D} : SelectCertificate()
4 : Enter Password() ]
5 : Get private key()
Lr 6 : private key()
7:: Send Logon()
J <<message>>
8: LOGON SEND ID: seriainumber
9 : Get Certificate()
10 : Create certificate()
<<create>>
1 : Get public kex()
12 :{Create session key{)

13 : Encrypt session key()

14 : session key

15 : Session key()

16 : Decrypt session key()

)
18 : Extract finger's features()

7 : Scan fingerprint(

19 : Encrypt features()

20 : SendRemoteFinger()

[l

+iSEND REMOTE FINGER

<<message>>

~

22 : Decrypt finger's features()

23 : Query finger's features()

i

24 : Verify finger's features()

25 resut 26 : Encrypt session key()

27 : session key

128 : Decrypt session key()

29 : ready  Ran -
131 : Begin transaction() 30 : Begin transaction()

Lr 32 : finish transaction()

33 : delete session key()

Hinh 4-10 Truy céap tr xa
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4.8. Chir ki sé

<<userinterface>> <<CertificateInfoHandler>> <<DigitalSignatureHandler>> <<DB_access_Handler>> <<crypt>>
CDigitalSignatureDIg : Certlist : CDigitalSignature dao : CRADataAccess : EVP_Pkey
: User
sd Get key )

1 : SelectCertificate

2 : findCertificate(pos)

3 : getCertInfo()

4 : certificate info

5 : CreateNe

ewKey()

sd Ref

rieve private key )

Hinh 4-
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<<DigitalSignatureHandler>>
: CDigitalSignature

: User

<<DB_access_Handler>>
dao : CRADataAccess

BioEncKey

SG

Retrieve private key )

7 : RetrievePriKey(cert's SN, key *)

12 : fingerPrn

;| retrieveEncryptedPrivKey(

<

<<create>>
9 : createNewObj()

11

14 : matchResult |_

L

alt DecryptPrivKey )
[matched]
15 : Decrypt(encryptedKey)¢)
18 : PrivKey
17
[else] 19
<<destroy>>

il
v

10 : WaitFingerPr|

13 : fingerPrnMatd

16 : DecrptKey()

=
)

)

hing()

Hinh 4-12 L&y khéa ca nhan
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<<userinterface>> <<DigitalSignatureHandler>> <<crypt>>

CDigitalSignatureDlg : CDigitalSignature : EVP_Hash
: User
sd Sign J
20 : ClickSign

21 : IsPrivKeyRetrieve()

22
alt )
[private key retrieved]
23 : WaitforFile()
24 : SelectFile2bSign |:
25 : FileInfo

<<create>>
26 : CreateNew|
0, ¢

27

28 : Hash(file)

29 : calculateDgst(

30 : MessageDigest

] 31 : Sign(MessageDigest)

32 : AppendSignatureIntoFile()

[else]

33: WarnUserToSeIectCertifgicate()

34

<<destroy>> >|:|

Hinh 4-13 Ky
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: User

<<userinterface>>
CDigitalSignatureDlg

<<DigitalSignatureHandler>>
: CDigitalSignature

<<crypt>>
: EVP

Hash

: CAServer

1 : clickVerify

2 : verifySignature()

4 : selectFile

5 : fileInfo(filename)

3 : waitforFile()

6 : extractSignt()

par

Get public key and hash file

7 : createHashObj()
>

8

9 : hashFile()

11

10 : hashData()

12 : getCert

SerialNumber)

| 13 : retrieveAndC

i

15 : getPubKey()

14

18

16 : decryptSignatur

17 : compare(Messag

alt Result )

[2 digests are

identical]

19 : displayResult()

[else]

20 : Warn(SngtNOTmatcfiData)

(Pubkey, Sgnt, &D)

jeDigest, MD)

Hinh 4-14 Kiém tra chiy ky

48

reckCert()



4.10. Pang xuat

oCADIg :
CMySimpleCADIg

: CA Admin
1: Exit()

2 <<destroy>>

Hinh 4-15 Pang xuét phia CA

oRADIg :
CMySimpleClientDl

: User

1: Exit()

<destroy>>
2

Hinh 4-16 Nguwi dung thoat khéi hé théng
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5. THIET KE CO SO DU LIEU

5.1. CAServer

5.1.1. Bang tbiCertificate

Tén trwong Khéa chinh Kiéu M6 ta
SerialNumber Yes Int Lwu trir s6 sn cla ching chi.
RequestID No Int Lwu trir ma cla yéu cau twong

(rng v&i yéu cau trong bang
X509Cert No BLOB N§i dung cliia chirng chi.
Cert_Status No Int Trang thai cia chirng chi:

0: Pang hoat dong.

1: DPang xin gia han

2: Pang xin huy

3: Ba bi hay
Revoke date No Datetime Ngay chirng chi bi hay

5.1.2. Bang tbICRL:

Bang 5-1 tbiCertificate

Tén trwong Khéa chinh Kiéu M6 ta
Date_signed Yes Datetime Ngay CRL dwoc CA ky roi dwa
vao kho chi*a CRLs
CRL No BLOB Noi dung clia chirng chi.

5.1.3. Bang tbiIRequest

Bang 5-2 tbICRL

Tén trwong Khéa chinh Kiéu M6 ta

RequestID Yes Int Ma yéu cau do chwong trinh tw
sinh ra khi nhan dwoc 1 yéu
cau tir RA.

Status No Int Trang thai ctia yéu cau:
0: Pang ch& doi.
1: Pa dwoc chap nhan.
2: D4 bj ttr chéi.

X509Request No BLOB Dang yéu cau chuan X509.

Bang 5-3 tbIRequest

5.1.4. M6 ta tém tat cac hoat dong lién quan twong tac dén CSDL:

+ Khi nhan duoc yéu cau xin cip ching chi:
Chuong trinh sé sinh ra mét ma goi la requestID va lwu yéu cau d6 vao bang tbIRequest

v@i trang thai status=0.
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Khi CA chép nhan thi sé& chuyén status d6 thanh 1 va tw sinh ra mét chirng chi véi 1 sb
Serial Number va ghi vao bang tbiCertificate, dong thoi co lién két 1-1 véi bang tbIRequest

bang thanh phan requestlD, va dé bién trang thai Cert_Status 14 0.
+ Khi nhan dwoc yéu cau xin gia han chirng chi:
Chuyén gia trj trwong Cert_Status thanh 1 < Clien dang xin gia han

Néu chap nhan gia han thi chuyén Cert Status thanh 0 & set trwong revoke date

Ching chi dwgc chip nhan gia han va chirng chi bay gid la cé gia tri hoat dong
+ Khi nhan dwoc yéu cau xin chadm dit st dung ching chi:

Chuyén Cert_Status thanh 2.

Néu ddng y thi chuyén Cert_Status thanh 4

5.2. RAClient

5.2.1. Bang user

Trwong Khéa chinh Kiéu div liéu M6 ta

User Yes Varchar(20) Tén nguwdi st dung

Profile No BLOB Lwu trir théng tin user theo chuan
X509Name

Password No Varchar(20) Lwu ma bam cua password dang
nhap hé théng cta user

Fingerprint No BLOB Lwu trlr van tay cla user ngay ldc
dang ki

5.2.2. Bang request

Bang 5-4 user

Trudng Khéa chinh Kiéu di lieu | M6 ta

RA RequestID | Yes Interger Ty dong tang, dung lam ma yéu cau
ma RA cung clp cho user.

X509Request | No BLOB Puoc tao ra tr X509Name bang
ham chuén ctia X509

CA RequestID | No Interger Pay la ma yéu cau RA nhan duoc
tv CA ngay khi CA nhan dwoc
request. S dung dé lay chirng chi
tir CA

Request No Interger 0: Requested

Status 1: Submitted (Request da dwoc g
[éen CA va nhan dwoc CA
RequestID, chi khi nhan dwoc cai
nay rdi méi chuyén)
2: Issued (Yéu cau da duwoc chép
nhan)
3: Denied (Y&u cau bi tir chéi)

User No Varchar (20) | Khéa ngoai, lién két nhiéu -1 voi
bang User.
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Type

No

Interger

Loai chirng chi dwoc yéu cau cap

0: chirng chi RA

1: chirng chi str dung chi ki sb

2: chirng chi st dung dé ma hoa
thong diép

3: chirng chi str dung dé truy cap tir
xa

5.2.3. Bang Certificate

Bang 5-5 Request

Trwong Khéa chinh | Kiéu dir liéu M6 ta
Serial Yes Interger Serial number ctia chirng chi
Number
X509Cert No BLOB Lwu chirng chi dang pem
User No Varchar(20) Khoa ngoai, Ik nhiéu — 1 v&i bang
User
CA No Integer Puoc dong b tlr bang Request
RequestID
Cert Status No Integer 1: dang hoat dong
2:bLh0y
3: hét han
4: dang gia han
5: dang xin huy
Type No Interger Loai chirng chi

0: chirng chi str dung chi¥ ki sb

1: ching chi st dung d& ma hda
théng diép

3: chirng chi str dung dé truy cap tir
xa

5.2.4. Bang Khéa ca nhan

Bang 5-6 Certificate

Trwong Khoéa chinh Kiéu dir liéu M6 ta

ID Yes Interger Ty ddng tang

RARequestID No Interger M4 yéu cau & RA

Digist No Varchar(30) Ma bam cla tirng dac truwng
van tay

Khéa ca No BLOB Chtra khdéa ca nhan duoc

nhan_Encryptedkey ma hoa bdi tirng dac trwng
van tay twong rng

Bang 5-7 Khéa ca nhan
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5.2.5. Quan hé giira cac bang

RA_Request ID Liser
*¥509R.equest Profile

: A _Request_ID Password
m I Request_status Fingerprink
RA_Request_ID =er
Digist Tvpe
Privatekey Encrypted

Serial Number
K509 ert

User
CA_Request_ID
Cerk_Status
Tvpe

Hinh 5-1 Quan hé gilra cac bang
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6. 6DAC TA CAC CHUC NANG

6.1. Cac chirc nang lién quan téi dang nhap ngwoi dung

E E \ User authentication

Guest T~
% Y

AT
CA Admin \\

RA Admin
6.1.1. Register
Tén ca st dung Bang ki (register)
Tac nhan Khach
M6 ta Khach chwa co tai khodn can déng ky dé st dung cac chirc
nang hé théng cung cap
Tién dé Khach chua cé tai khoan s dung hé théng
Két thuc thanh .
éng Hé théng tao mét tai khodn cho ngudi khach
cén

Két thuc that bai Hé théng khong tao tai khodn cho ngudi khach.

Luéng sw kién 1. Khach chon “Dang ky tai khoan” ttr man hinh Login.

2. Hé théng hién thi form dang ki trbng dé khach dién
thong tin dang ki.

3. Khach nhap cac théng tin trén form dang ky tr ban
phim, quét van tay dé lay mau.

4. Hé thdng tao tai khodn mdi cho nguwdi khach néu
khach chon déng y dang ki & buwdc 3.

4.1. Van tay dwoc hé théng xt ly, trich dac trwung dé ma
héa khda ca nhan

4.2. Cac dac trwng dwgc bam va lwu vao co sé& dir liéu dé
dbi sanh sau nay.

5. Két thuc ca st dung.

Ngoai Ié 3.1. Nguoi khach cé thé chon thoat dang ki bat ki luc nao
trong ca s dung dé két thic ca st dung ma khoéng dang
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ki dwoec tai khoan.

3.2. Nguoi khach cé thé xéa théng tin trong form dé dién
lai trwére khi chon déng .

3.3. Néu tén ding nhap da cd, hodc mat khiu khong
khé&p nhau: Hé théng théng bao 16i cho ngudi st dung va
tré lai buoc 2.

Tan suat sivdung | Thap
6.1.2. Login
Tén ca str dung Pang nhap
Tac nhan Khach
M6 ta Khach d&ng nhap dé st dung cac chirc ndng cta hé thdng
Tién dé Khach da c6 tai khoan
Két thuac thanh Khach d&ng nhap vao hé théng va dwoc sir dung cac quyén
céng twong rng ctia minh
Két thuc that bai | Khach khong dang nhap duoc vao hé théng

Luéng sw kién

1. Nguw&i khach chay chwong trinh

2. Hé théng hién thi form d&ng nhap

3. Nguoi khach dién thong tin dang nhap, quét van tay dé
l4y mau van tay, lwa chon ddng y dang nhap.

4. Hé thdng kiém tra théng tin dang nhap, trich dac trung
van tay va déi sanh véi cac dac trung cla ngudi dung da
lwu trong co' s& di liéu dé kiém tra nguwdi dung.

5. Néu kiém tra thdy dung dung thi nguoi dé dugc dang
nhap vao hé théng, trai lai sé& bao 16i.

Ngoai Ié

3.1. Néu tén khong ton tai thi hé thdng bao 16i va nguoi
khach quay lai budc 2.

3.2. Nguwoi khach co thé thoat khdi qua trinh Login bét ki
ltc nao néu chon thoat tlr form login.

3.3. Nguoi khach co thé thay dbi théng tin dang nhap bat
ki lic ndo truwde lic chon déng y dang nhap.

Tan suat str dung

Cao
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6.1.3. Logout

Tén ca st dung DPang xuat

Tac nhan Nguw&i dung

M6 ta Nguwoi dung thoat khéi hé théng khi két thuc phién lam
viéc

Tién dé Ngudi dung da dang nhap vao hé thdng

Két qua Nguwdi dung ra khéi hé thdng

Luéng sw kién Nguw&i dung chon “Thoat”

Ngoai Ié Khéng c6

Tan suat st dung Cao

6.2 Cdc chirc ndng lién quan t&i yéu cau chirng chi

Certificate Request

Request Certificate

%//

User <<|ncIud<?3.>

z<include>>

Send Request
Create Request

6.2.1. Tao yéu cau chirng chi

Tén ca st dung Tao yéu cau chirng chi

Tdc nhéan Nguwdi dung cla hé thdng

Mé ta Ngudi dung tao mét yéu cau xin cap ching chi cho ban than
theo dinh dang X509.

Tién dé Nguwoi dung da Login vao hé théng

K?t thic thanh M6t yéu cau chirng chi s6 theo chuin X509 duwoc tao ra

céng

Két thuc that bai Khoéng tao yéu cau chirng chi sb

Luéng sw kién 1. Nguwdi dung chon tao yéu cau ching chi tr giao dién

cla chwong trinh.
2. Heé théng 4y théng tin chung vé nguoi dung tir co s&
di liéu.
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3. Heé thdng hién thi form dé ngwdi dung nhap théng tin
bd sung ngoai thdng tin v& nguwdi dung & trén cho
chirng chi.

4. Nguwoi dung chon kiéu ching chi, cé 3 kiéu: Chi ky
s, truy cap tir xa, ma héa thoéng diép.

5. Hé thdng sinh cdp khdéa ca nhan va cong khai cho
nguoi dung

6. Hé thdng dung dac trwng van tay ma hoéa khéa ca
nhan va lwu vao co sé& dir liéu.

7. Khoa ca nhan dwoc dung dé ki lén yéu cau

8. Yéu cau dwoc lwu vao co s& di lidu. Két thac thanh
cbng.

Ngoai Ié

Tan suéat st dung

Cao

6.2.2. Glri yéu cau chirng chi cho CA

Tén ca st dung GUi yéu cau chirng chi cho CA
Tac nhan Nguw&i dung
Mé ta Ngudi dung gli yéu cau cap chirng chi 1én cho CA duyét
cép.
Tién dé RA da két ndi v&i CA va da co yéu cau chirng chi clia ngudi
dung.
Két thuc thanh s . s
. Yéu cau chirng chi dwgc g téi CA.
céng
Két thuc that bai Yéu cau chirng chi khéng gii t&i dwoc CA
Luéng sw kién 1. Nguwoi dung chon gl yéu cau xin cap ching chi cho
CA ti giao dién chwong trinh, néu 1a chirng chi thudc
kiéu truy cap tr xa thi s& yéu cau quét van tay dé lay
dac trwng van tay.
2. Hé théng lay yéu cau cap chirng chi sb tir co s& div
liéu va glvi lénh yéu cau cip chiing chi cho CA
3. Heé théng gvi yéu cau cip chirng chi cho CA qua kénh
két nbi voi CA.
4. RA nhan lai ma yéu cau tiv k&nh két néi véi CA va luu
vao co s& di¥ liéu. Két thac thanh cong.
Ngoai Ié K&t ndi gira CA va RA bj 151, két thac that bai. Nguoi dung sé
phai kich hoat lai ca st dung.
Tan suat strdung | Cao
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6.3 Cdc chirc nang lién quan t&i quan ly chieng chi

|
Certificate Management
Manage Certificate — %
<<extend>3,-~"‘7 ‘\ CA Admin
Revoke Certificate
<<extend>> "
/
6.3.1 Phat hanh chirng chi
Tén ca str dung Phat hanh chirng chi
Tdc nhéan CA Admin
Mé ta CA Admin chap nhan mét yéu cau cap ching chi.
Tién dé Trong co s& di¥ liéu da chiva cac yéu cau cap chirng chi
Két thac thanh .
. M6t chirng chi s6 dwoc CA ki xac nhan.
céng
Két thuc that bai Yéu cau ching chi khéng dwoc ki xac nhan cia CA.
Luong sw kién 1. CA Admin chon mét yéu cau trong danh sach ché cap
ching chi trén form hién thi danh sach ctia CA dé cap

chirng chi..

2. Hé théng lay yéu cau clp chirng chi tir trong co s& div
liéu twong rng voi sy Iwa chon clia CA Admin

3. Hé théng hién thi form chira théng tin vé& yéu ciu
ching chi & CA Admin duyét cap.

4. CA Admin kiém tra ndi dung théng tin trén yéu cau
cép chirng chi.

5. CA Admin chon déng y cap chirng chi. Néu CA Admin
chon dirng thi két thic that bai.

6. Hé thdng tao chirng chi méi tir yéu ciu cép nay.
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7. Chirng chi m¢i dwgc lwu vao co sé& dir liéu.
8. Yéu cau duoc xdéa khdi danh sach ché cap. Giao dién
dwoc cap nhat. Két thuc thanh cong..

Ngoai Ié

6.1. Néu cap khéa cla chirng chi khéng hop 1& thi két
thuc that bai.

7.1. Néu chirng chi khéng lvu dugc vao co s& di liéu thi
két thuc thét bai.

Tan suéat st dung

Cao

6.3.2 Thu héi chirng chi

Tén ca str dung

Thu héi chirng chi

Tdac nhan Nguwoi dung, CA.Admin

M6 ta Khi ngudi dung yéu cau hoac khi CA Admin thay can thiét
hdy bd hiéu lwc cia mét chirng chi sé dang lwu hanh, CA
Admin c6 thé hiy bé hiéu lwc clia chirng chi, dwa né vao
danh séach cac chirng chi bi thu héi.

Tién dé Ching chi dwoc yéu cau thu hoi da ton tai. Co két nbi gitra
RA va CA.

Ket thdc thanh Churng chi bi thu hdi, dua vao danh sach CRL.

céng

Két thuc that bai Chirng chi khéng dwoc dua vao CRL.

Ludng sw kién

1. Ngudi dung yéu cau thu héi chirng chi, hodc CA
Admin tw quyét dinh thu hdi chirng chi.

2. Néu ngudi dung yéu cau, RA sé gt yéu cau thu hoi
ching chi va sb serial ctia chirng chi can thu hoi Ién
CA.

3. Néu CA Admin tw quyét dinh thu héi, CA Admin sé&
chon chirng chi thu hdi tir danh sach ching chi trén
giao dién cua hé théng. Hé théng sé biét sb serial
chirng chi can thu hoi.

4. Hé thdng doc tr co s& di¥ liéu ra chirng chi véi sb
serial twong &ng, danh diu thu hdi chirng chi, chuyén
chirng chi sang CRL.

5. CA gwi thdng bao két qua da thu hdi chirng chi cho
ngwdi dung. Két thuc thanh cong.

Ngoai Ié

4.1. S6 serial khéng hop 1&: s6 serial clia chirng chi da &
trong CRL, két thuc that bai.

4.2. CA Admin khéng déng y thu hdi chirng chi khi nhan
duwoc yéu cau tir RA. CA sé gl thong bao tir chdi
yéu cau cho ngudi dung. Két thac that bai.

Tan suéat st dung

Trung binh
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6.3.3 Gia han chirng chi

Tén ca str dung

Gia han chirng chi

Tac nhén Nguw&i dung, CA Admin.

M6 ta Khi chwng chi hét han hodc sap hét han, ngwoi dung yéu cau
CA gia han thoi gian s dung chuwng chi

Tién dé C6 két ndi gitra RA va CA. Chirng chi d3 ton tai.

K?t thic thanh Chuwng chi dwgc gia han

céng

Két thuc that bai Chuwng chi khéng dwoc gia han

Luodng sw kién

1. Ngudi dung chon ching chi can gia han tr danh
sach’ chirng chi trén giao dién cla chwong trinh.

2. Nguwoi dung yéu ciu gia han chirng chi tlr giao dién
chwong trinh.

3. RA gWi yéu cdu gia han chirng chi & sb serial cla
chirng chi can gia han 1&n CA

4. CA nhan dwoc yéu cau thi glri thong bao nhan dwoc
cho RA, thay ddi trang thai chirng chi trong co s& dir
liéu thanh “chirng chi ch& gia han”.

5. CA Admin quyét dinh c6 gia han cho ching chi hay
khéng

6. Néu CA Admin khong dbng y gia han thi gl théng
bao tlr chbi cho ngudi ding. Két thac that bai.

7. Néu CA Admin déng y gia han thi chirng chi dwoc gia
han mét nam ké tir thdi diém dwoc gia han..

8. CA cap nhat vao co sé& di¥ liéu ndi dung va trang thai
cla chirng chi, cap nhat trang thai ctia chirng chi trén
giao dién. Két thuc thanh cong.

Ngoai Ié

Tan suat st dung

Thép

6.3.4 Lay chirng chi dé st dung

Tén ca st dung L4y chirng chi

Tdc nhéan Nguwoi dung

Mé ta Ngudi dung yéu cau lay chirng chi tir CA.

Tién dé C6 két nbi gitra CA va RA.

Két thuc thanh Ngudi dung nhan duwoc chirng chi hodc biét dwoc chirng chi

céng khéng dwoc cap hay khéng dwoc gia han.

Két thuc that bai Nguwoi dung khéng nhan dwoc ching chi va ciing khéng biét
dwoc chirng chi ¢é bi tir chdi hay khong.

Luéng sw kién 1. Nguoi ding chon yéu cau chirng chi hodc yéu cau gia
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han tir giao dién clda chwong trinh.

2. Nguoi dung chon givi 1énh yéu cau lay ching chi 1én
CA tlr giao dién clia chwong trinh.

3. RA guilénh lay chirng chi cing vé&i ma yéu ciu néu la
chirng chi méi, hodc cung véi sb serial clia chirng chi
néu la chirng chi gia han.

4. CA nhan yéu cau.

5. Néu cung v&i 1énh 1ay chirng chi la ma yéu cau thi CA
tim trong co s& di¥ liéu ma yéu ciu twong (ng xem
chirng chi dwgc cap hay dang chd cip hodc bi tir
chéi.

5.1. Néu trng v&i ma yéu cau 1a chirng chi dang ché cap
ho&c bi tir chdi cap thi CA tra lai théng bao vé tinh
trang clia yéu ciu cho RA. Két thuc thanh cong.

5.2. Néu chirng chi da dwoc clp thi CA gl tréd 1&i thong
bao cho RA nhan ching chi va givi néi dung chirng
chi vé cho ngudi dung. Két thac thanh cong.

6. Néu cung voi lénh 14y chirng chi la sb serial cla
chirng chi thi CA tim trong co s& dir liéu xem chirng
chi &ng vé&i sb serial d6 dang & trang thai ndo.

6.1. Néu chirng chi da dwoc gia han thi CA gwi lai cho
RA. Két thac thanh cong.

6.2. Néu chirng chi chwa dwoc gia han thi CA glri théng
bdo chwa dwoc gia han cho RA. Két thuc thanh
cong.

Ngoai Ié

Mat két ndi gitta CA va RA trong qué trinh glri nhan théng
diép. Két thuc that bai.

Tan suat st dung

Cao
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6.4. Cac chirc nang lién quan téi teng dung trén nén PKI

—
User \

Verify Signature
\ Remote Authentication

Encrypt Message

Application

6.4.1. Tao chir ki s6

Tén ca str dung

Tao chi¥ ki s6

Tdc nhan Nguwdi dung cla hé thdng

Mé ta Ngudi dung dung ching chi dé ki lén file, tao ra chir ki so.

Tién dé Nguwdi dung da Login vao hé théng, da cé chirng chi dwoc
CA cép.

Két thuc thanh Chir ki sb dwoc tao ra va dinh kém file dwoc ki, ¢ thé dung

céng dé xac thuc.

Két thuc that bai Khéng tao dwoc chiy ki so.

Luéng sw kién

1. Nguoi dung chon mét chirng chi dung dé ki tv danh
sach cac chirng chi dung cho viéc ki trén giao dién ctia hé
théng.

2. Nguwoi dung kich hoat chirc nang ki ctia hé thdng bang
cach badm nut ki trén giao dién.

3. Hé théng |4y sb serial number ctia chirng chi dé chuan
bi cho qua trinh ki.

4. Hé théng hién thi hop thoai cho ngwéi dung chon file dé
ki.

5. Nguoi dung chon 1 file dé ki.

6. Hé théng bam néi dung cua file da dwgc chon.

7. Hé théng lay khéa ca nhan twong (rng véi chirng chi
dung dé ki tr co s& di¥ lieu sau d6 dung khéa nay ma
hoa chudi bam tr file tao thanh chi ki.

8. Chir ki va cac théng tin cé lién quan dwgc ghi kem voi
file dwoc ki vao mot file mai. File nay sau dé cé thé dung
dé xac thwc véi nguoi ding khac trong cuing hé théng.
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9. Két thuc thanh cong.

Ngoai Ié

Nguwoi ding co thé dirng viéc ki trong qua trinh thwe hién ca
st dung bt ki lic ndo truwdc lic ddng y chon file dwoc ki.

Tan suat st dung

6.4.2. Xac thwc chir ki

Tén ca str dung

Kiém tra chir ki sb

Tdc nhan Ngudi dung ctia hé théng

M6 ta Nguwoi dung dung kiém tra mét file cung véi chi ki s6 dinh
kém dé xac thuc ngwoi ki va si toan ven cula file.

Tién dé Nguwdi dung da Login vao hé thdng, da nhan dwoc file ¢ chi
ki s0.

Két thuc thanh Xac thuc dwoc chi ki sb hodc khang dinh dwoc chiv ki s6

céng khong khép véi ndi dung cua file va ching chi dung dé ki.

Két thuc that bai Khoéng biét dwoc chi ki s6 cé dung hay khéng.

Luong sw kién

1. Nguwoi dung kich hoat chirc nang ki ctia hé théng bang
cach badm nut ki trén giao dién.

2. Hé théng hién thi hop thoai d& ngudi dung chon mét
file da dwoc ki.

3. Hé théng tach file va chi¥ ki cuing véi cac thong tin lién
quan ra.

4. Hé théng dung thong tin trong chiv ki va file dé thuc
hién qua trinh kiém tra ch ki sb.

5. Hé théng kiém tra tinh hop Ié cGa ching chi dung dé
ki. 6. H& théng bam file, dung khoa céng khai trong chirng
chi ki dé& giai ma chi ki va so sanh két qua voi ma bam
cua file.

7. Néu chi ki va file hop Ié thi chi ki dwoc xac thuc, trai
lai thi khdng, két thic thanh cong.

Ngoai Ié

1.1. Nguoi dung c6 thé dirng viéc kiém tra trong qua trinh
thwe hién ca st dung bat ki luc nao trwéc lic ddng y
chon file dwoc ki.

2.1. Néu file dwgc chon khong fai la file dung dinh dang qui

dinh trong hé théng thi viéc kiém tra chi ki that bai. Ca st

dung dirng lai.

Tan suéat st dung

6.4.3. Ma hoa thong diép
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a)Tao kénh gwri thong diép

Tén ca str dung

Tao kénh gt thdng diép

Tdc nhan Nguwoi dung clia hé théng

M6 ta Ngudi dung tao kénh két ndi dén may cé user can gl lay
public ctia chirng chi can gwi

Tién dé Ngudi dung da Login vao hé théng, da co ching chi duwoc

CA cép,da biét cong va dia chi IP clia may can gui

Két thac thanh
céng

Tao kénh chat thanh céng,lay dwoc public key chirng chi cuia
nguwdi can nhan.

Két thuc that bai

Khéng tao dugc kénh chat hoac khéng Iéy duwoc public key

Ludng sw kién

1. Nguoi dung khéi tao kénh két ndi

2. Nhap sb Serial ctia chirng chi ngudi duwoc yéu cau chat
3. Hé théng 4y sb serial number cta chirng chi ,yéu cau
CA cép cho chirng chi dé st dung cho kénh chat

4. Hé théng hién thj hop thoai chat

Ngoai Ié

Tan suéat st dung

b) Bao mat va lwu trir thong diép

Tén ca str dung

Bao mat va lwu trir

Tdc nhan Ngudi dung ctia hé thdng

Mo ta Nhan dwoc thong diép,dung private key clia chirng chi twong
(rng dé gidi ma,va dung public key d& ma hoa tin gii di

Tién dé Nguwdi dung da Login vao hé théng, da cé chirng chi dwoc
CA cép dbng kénh chat da dwoc lap thanh cong.

K?t thic thanh Ma héa va gidi ma thanh cong

céng

Két thuc that bai

Giai ma 16i hoac khéng lwu dworc vao file

Luéng sw kién

1. Hé théng ngudi glri: nhan théng diép, thém time stamp
vao diu mébi thong diép+ tén user,réi ma héa ca cum.Mai
cum ma hoa sé dwoc thém vao serial number & dau roi
gl

2. Hé théng ngwdi nhan : nhan dwoc ca cum glvi,tach 14y
serial number,so sanh v&i serial number cta chirng chi
minh dang ndm,néu trung thi tach 4y phan tin ma
héa,dung private key dé giai ma,réi dwa vao ctra sb
chat,néu khéng trung serial number thi lwu tri vao file.

Ngoai Ié

Trong khi chat cé thé hay ctra s6 chat.

Tan suat st dung
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c)Nhan tin nhan offline

Tén ca str dung

Nhan tin offline

Tdc nhan Nguwoi dung clia hé théng

M6 ta Nguwoi diung ddng nhap hé théng,tw hién tin nhan offline cta
nguwoi dung

Tién dé Ngudi dung da Login vao hé théng, da co ching chi duwoc

CA cép.

Két thuc thanh

Gidi ma va hién tin thanh coéng

céng
Két thuc that bai Khéng gidi ma duoc
Ludng sw kién 1. Nguoi dung dang nhap hé thdng
2.Hé théng kiém tra trong s6 cac chirng chi clia nguoi
dung,co6 chirng chi ndo c¢é tin nhan duoc lwu ra file
3. L&y privatekey twong (rng gidi ma céc tin nhén
4. Hién thi hop thoai tin  nhan.
5. Xoa file lwu triv.
Ngoai Ié

Tan suéat st dung

6.4.4. Xac thwc truy cap ttr xa

Tén ca str dung

Nhan tin offline

Tdc nhan Ngudi dung ctia hé thdng

Mo ta Nguwdi ding mudn truy cap vao may Database Server, va
duwgc CA xac thye, 6 str dung sinh trac hoc van tay.

Tién dé Nguwdi dung da Login vao hé thdng, da cé chirng chi thudc
kiéu truy cap tir xa dwoc CA cip. C6 mot DB Server da dang
ky truéc voi CA.

Két thuc thanh Nguw&i dung truy cap thanh cong vao DB Server va s& hiru 1

coéng khéa phién dé thuc hién giao dich trong phién d6 véi DB
Server.

Két thuc that bai Khéng dwoc phép truy nhap vao DB Server.

Luéng sw kién

1. Pau tién User glri yéu cau mudn thwe hién truy cap tw
xa 1én CA bang cach glri kém theo sb Serial Number
cla ching chi twong &ng va ID cia DB Server ma
User mudén thue hién truy cap twr xa.

2. CA nhan duwoc théng tin, dwa vao sé SN dé, truy van
vao CSDL ciia CA dé lay ra dwoc chirng chi twong
rng.

3. CA sinh ra mét khoéa phién ngau nhién.

4. CA ma hoa khoa phién bang Public key (cia User d6)
va guvi dén cho User.
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10.

11.

12.

13.

14.

15.

16.
17.

18.

User nhan duoc sé dung Private key ciia minh dé giai
ma ra dwoc khda phién.

User thiec hién quét van tay dé cé dwoc dac treng van
tay.

Ma héa dac trwng van tay bang khoa phién va gl di
cho CA.

CA dung khoa phién dé giai ma va lay ra dwoc dac
trwng van tay.

CA sé truy van vao CSDL va lay ra dwoc thong tin dac
trng van tay (ma User nay da gti l1én tr lUc dang ky
xin cap chirng chi), CA sé thuc hién déi sanh van tay
va dwa ra két qua chap nhan hay khéng chap nhan.
Néu két qua la khéng chap nhan thi CA g théng bao
cho User 1a khéng chap nhan va dirng tién trinh.

Néu két qua 1a chap nhan, CA sé glri théng bao chap
nhan cho User.

CA luc nay cling s& ma héa khéa phién bang Public
key ctia DB Server va giri cho DB Server twong rng.
T luc nay tré di, CA khdng con tham gia vao kich ban
nira.

User sau khi nhén dwoc thdong tin xac thwc thanh
cong cta CA, s& ma hoa mat khau (ma cé dang ky voi
DB Server tir lic dau) bang khoa phién va glri dén
cho DB Server.

DB Server nhan tir CA khéa phién dwoc ma hoéa béng
public key, sé dung private key clia minh dé giai ma
va lay ra dwoc khéa phién.

Khi nhan duwgc thong tin tr User, sé dung khda phién
dé gidi ma ra dwoc mat khau, va truy van vao CSDL
dé xac thwc mat khau (so sanh théng tin da bam rd
duwoc lwu trong CSDL).

Sau d6 gl théng tin xac thue vé cho User.

Ké tlr day bat dau phién giao dich gitva DB Server va
User, moi théng tin gl di trén dwong truyén déu dwoc
ma hoa béng khéa phién do.

Sau khi két thuc phién giao dich, DB Server sé xoa
thong tin khoa phién do di.

Ngoai Ié

Tan suat st dung

Thap
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7. CHUWONG TRINH THU NGHIEM THAM DINH SINH TRAC LONG
BAN TAY (PALMPRINT)

1. Gi®i thiéu vé hé théng
M6t mé hinh hé thdng an ninh sinh trdc c6 mé hinh nhw hinh 1.1. Trong d6 ¢c6 cac qua trinh:
- Thu nhan dac diém sinh trdc: nhw anh, ghi am giong néi, ....
- Ky nap: la qua trinh tach cac dac trung sinh trac, co6 thé thwc hién ma hoa réi lwu
vao co s& di¥ liéu.
Déi sanh: 1a qua trinh “so sanh” mau dac trwng trong CSDL v&i mau sinh tréc lay
vao sau nay, dé xac dinh c6 phai la ngudi dé hay khéng?

Database
[CEDL d&3c trurm

A

r

Enralimant Matching

Biometric Capiura
Bagin (Thu nhdn d3c - _ - atch
diém sinh tric) \ (Ky nap) {Déi sanh)

Xir Iy tidp
theo

Hinh 1.1. Qua trinh cia mét hé an ninh sinh trac

Hé théng thadm dinh sinh tréc long ban tay nay sé dwoc xay dwng dwa trén 2 pha chinh:
Dang Ky nap (Enrollment) va Béi sanh (Matching).

bang ky (Hinh 1.2)

Qua trinh ky nap la qua trinh nhap théng tin nguwoi str dung ciling nhw dwa anh long ban
tay vao. Hé thdng thwc hién trich cac dic trwng sinh tréc tlr anh long ban tay. Doi véi
thuat toan hé théng thwc hién trich 4 loai d&c trung khac nhau lién quan dén khoang
cach, cau tric va dwong ban tay. Cubdi cung hé thdng lwu nhivng dac trwng va théng tin

nguwoi dung vao CSDL.
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L
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Nhép thing lin .
v | e | G0 | |
durdeng dliin dnk ung mig

Y Y
S —
e e

CSDL &nh CSDL nguwdi ding
-u..\_\_‘_______'_,_,d-*

Hinh 1.2. Qua trinh dang ky ngw&i dung

DP6i sanh (Hinh 1.3)

O pha nay, cac dic trwng & hinh anh thu nhan sé duwgc dem ddi sanh véi co s& di
liéu c6 s&n théng qua qua trinh d&ng ky. Qua trinh ddi sanh c6 thé thwc hién theo nhiéu
cach nhw so sanh dd sai khac vé toa dd, khodng cach,.... Két qua sé duoc tra & & dau
ra dudi dang ‘dung’ hodc ‘sai’ (twong (rng v&i viéc hé thdng xac dinh rang thong tin sinh
tréc cé phai ctia ngudi do hay khong)

CSDL anh
Y
Begin tinh T;h dig'i - Trich chon - Trich chon
cé:gm:ﬁmng!nh = dac treng = dac trung
Y
S
. Pl sanh
nourcr ding
Y
Blra ra két
gua ding/sal
Y
End
Hinh 1.3. Qua trinh thdm dinh ngw&i dung
2, Chuwong trinh palmprint
Ngoén ngiv
- Hién tai chwong trinh duwgrc xay dwng dwa trén 2 ngdn ngiv la C# va Matlab 7.8
Cach cai dat

- Cai dat chwong trinh chinh
- Cai dat MCR (Matlab Compiler Runtime) 7.8
- Cai dat .Net Framework 2.0
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- Caidat MySQL Server 5.0 tr& I1én
- Cai dat MySQL Connector 5.0 tré [én
Cach hoat dong cua chwong trinh:
- Két néi CSDL: 1a qua trinh két néi v&i co s& div liéu (& day chwong trinh dung co s&
di liéu MySQL) (hinh 2.1). Cac qua trinh dé két ndi véi CSDL bao gbm céac buéc:

(@]

Bwéc 1: Nhap dia chi IP va cbng ctia MySQL. Théng thudng dia chi Server la
localhost (ngay tai may ca nhan), cbng méc dinh la 3306. Diéu nay can chu y
khi cai MySQL Server.

Bwéc 2: Nhap user name va password dé truy cap vao co sé div lieu MySQL.
Bwéc 3: Nhap tén CSDL chiva co sé div liéu vé dac trwng long ban tay cla
ngudi st dung. Chwong trinh c6 thé tao méi mét CSDL néu chwa ton tai hoac
truy cap vao mot CSDL da co

£ Connect to database @@@

Connect to database

Connect o MySOL Sesver
Bia chi IP va cong
truy cap MySQL
Usu@ . Ténvamat
| —"  khau dang
F‘asswu nhap MySQL

Connect Clear Cancel

Hinh 2.1. Man hinh két néi CSDL

- Sau khi két néi thanh cong v&i CSDL, chwong trinh s& chay man hinh chinh cla
chwong trinh bao gébm 3 chirc nang la Enrollment, Verify va Delete User nhu hinh
dwéi day. Trong d6 2 chirc nang chinh ctia chwong trinh I1a Enroliment (ky nap
ngwoi dung) va Verify (thAm dinh)

O

Enrollment (ky nap ngw®i ding): 1a pha dung dé ghi nhan ngudi ding vao
hé théng cung nhirng théng tin sinh trdc thu nhan duoc

Verify (thdm dinh): Ia pha dung dé thdm dinh ngwoi dung. Thuc hién ldy mot
anh dau vao (chon anh da cd), trich d&c trwng va so sanh véi dic trwng cla
nguw&i st dung da cé trong CSDL

Delete User (x6a ngwei dung): thuc hién x6a ngudi st dung khéi hé théng
hoac xéa toan bd CSDL.

Exit: thoat chwong trinh.

- Enroliment (Ky nap ngw®i dung): thyc hién lwu ngudi dung va théng tin sinh trac
ngwdi dé vao hé CSDL (Hinh 2.2). N6 bao gbm céac buéc nhw sau:
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@)

Bwéc 1: Nhap thong tin ngudi dung bao gdm céc théng tin vé ID, tén, nghé
nghiép. Trong do théng tin vé ID |a phai duy nhat (cé thuc hién kiém soat tinh
duy nhét)
Bwéc 2: Nhap dwong dan anh long ban tay nguoi do. Cé thé chon anh théng
qua nut chon file & bén canh
Bwéc 3: Nhan nat Save dé bat dau qua trinh thwe hién. Chwong trinh sé thuyc
hién trich dac trwng, lwu thdng tin ngwdi do va thong tin dac trweng vao CSDL
= Néu thuc hién thanh cong, chwong trinh sé théng bao thanh cong
(Successful).
= Néu anh bi I6i, chwong trinh sé théng bao khéng trich dwoc dac trung.

[ Inpul Data

Enroliment User

1D ngurdyi
D b .
C— > e

MName | Hgoo

Mot :

- DM sk bes 4 letters and rumbers [Be D001)

- 'oul st ingaut at beast IDFMum, Name o iegister ussi.

- Wit 1D mrust be umique, 50 use “Theck” to determing you 1D,

Job | Lechser

- . Putrng dan
Image €& Mestimags'\PolU_D0G_F_[M_bmp [ :'%I"I‘I:‘
Procass

Use bo eadrach Use fo extiact
- Global Tetuee Enargy - Line Faahae
» Local Textue Enengy

.'..;L{é;ﬁ 3 . Ving anh dac Anh dac trung
treng (ROI) duéng
L cu, [ {ﬁ._.. ]
Nhan @& luu
ngurri dang

Hinh 2.2. Man hinh dang ky nguwoi dung

Verify (thdm dinh): thdm dinh xem anh Idng ban tay dau vao cé phai 1a clia mét
ngwdi nao day hay khong (hinh 2.3)

O

(@]

Bwéc 1: Nhap ID clia ngudi st dung can thdm dinh
Bwéc 2: Nhap dwong dan anh long ban tay can trich déc trwng (co thé chon
qua tinh nang chon bén canh)
Bwéc 3: Chwong trinh trich dac trwng tlr anh dau vao
Bwéc 4: Chuwong trinh thyee hién déi sanh dac tring trich dwgc voi dac treng
clla ngwdi co ID da cho

= Néu két qua dung > dua ra két qua cé dung ngudi dé hay khoéng (néu

dung dwa ra théng tin cla ngudi do)
= Néu sai & chuwong trinh bao khéng phai nguoi dé
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2 Verification

Identify Person
Vedify [1-1) | |dantiy (1-n)
Anh ding dé&
tham dinh
Image  E-\testimage\Polyll_001_5_0G brnp |:| X
: < Nhan dé \
Veril it |
LY 0001 ll thue hién E
| ——
: ool 0175422375717 D2 |1.137516004
Name 1 Ngee
Job : Studens ) 32472620425 D4 |0,33964
l v
Théng tin ngudi Céc thong sb
dung neu thanh céng doi sanh

Hinh 2.3. Man hinh thdm dinh ngwi dung

Delete User (x6a ngw®i dung): thirc hién xéa nguwdi dung khéi CSDL
o Chon d& hién danh sach nguoi sir dung trong CSDL (viewList) bao gébm ID va
tén moi ngudi st dung (Xem hinh dwéi)
o Nhap ID va/hoac tén nguwoi str dung
= 6 thé chi can nhap hodc ID nguwdi st dung hodc tén ngudi st dung 1a
da
= Néu nhap ca 2, chwong trinh thyc hién kiém tra ca tén va ID, néu ca 2
cung trung thi méi thyc hién xéa
= Lwu y: khi nhap tén, néu c6 2 nguwdi trung tén, chwong trinh sé xéa ca
2 ngudi str dung
o Thuwc hién x6a ngudi st dung theo tén/ID da cé
=  Thwc hién xda ngudi st dung
= Néu nguoi st dung khong ton tai, chwong trinh théng bao khong ton
tai ngudi dung
= Néu qua trinh xda bi 16i, chuong trinh thong bao 16i

Hwéng phat trién caa hé thong

Han ché I&n nhét hién tai cia hé thdng chinh la kha nang 14y anh truc tiép to thiét bi.
Trong twong lai, hé théng dwoc phat trién dé thuc hién lay anh Iong ban tay va xi ly
trwc tiép twr thiét bi thu nhan.

Mé&c du két qua thuat toan kha tbt (cac ti 1& sai sét nhé hon 10%) nhwng dé tang tinh
kha thi cho hé théng thi thuat toan trich d&c trwng va thdm dinh can dwoc cai tién dé
tang do chinh xac cho hé théng
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- Déi v&i nhitng d&c trung tlr anh Iong ban tay, hién tai hé théng lwu truc tiép nhirng
dac trwng dé vao CSDL. Viéc nay tao ra nguy co I&n khi truy cap CSDL tir xa hoac
may tinh bi xam nhap. Do d6 mét van dé quan trong la cadn ma héa nhirng déc treng
nay trwdc khi lwu hay truyén di nham han ché téi da kha nang bi mat hoac 16 théng tin
d&c trung sinh tréc.

- Ngén ngir hién tai thyc hién 1a C# va Matlab. Trong thoi gian t6i, hé théng chuyén
sang dung ngdn ngl* VC dé thuan tién cho qua trinh nghién cru tich hop vao hé
thdng BioPKI ciing nhw két hop da sinh tréc

4. Két luan

Ban bao cdo da mo ta kha day du hé théng thdm dinh sinh tréc ldng ban tay & thoi
diém hién tai, nhitng gi da dat dwoc ciing nhw nhitng han ché. Ngoai ra bao cdo con trinh
bay nhirng muc dich phat trién tiép theo ctia hé thdng gitp hé théng hoat ddong chinh xac hon
va dwa vao hé théng BioPKI

TAI LIEU THAM KHAO

[11 David D.Zang “Palmprint Authentication”, Kluwer Academic Publishers, 2004 — Tai liéu
chinh cho thuat toan cta hé théng

[2] Palmprint Image Database PolyU II: http://www.comp.polyu.edu.hk — Noi c6 CSDL anh
vé long ban tay

[3] Detection Edge Algorithms: http://www.cim.mcgill.ca/~dparks/CornerDetector/index.htm
[4] Jain, A. K. (28-30 April 2004), "Biometric recognition: how do | know who you are?",
Signal Processing and Communications Applications Conference, 2004
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II. TINH CAP THIET CUA DE TAI

Nhitng nam cudi cua thé ky XX va dau thé ky XXI ching kién sy 1én manh vuot bac cua
mang Internet ca vé quy mo va chat lugng. Internet duoc Gmg dung rong rii trén toan thé gisi ¢
moi nganh nghé, linh vyc kinh té, x4 hoi va an ninh. Tinh phd bién rong réi khién Internet di va
dang 13 nén tang co sé cho cac giao dich thuong mai toan cau va cac tng dung cia giao dich
dién tr tao thanh mot hinh thue “xa hdi 40” véi cac dic trung riéng biét. Pac trung cia Internet
la tinh “40” va tinh tu do tranh bi diéu chinh béi ludt phap, moi ngudi déu co thé tham gia va it
dé lai dau vét ca nhan ciia minh. Viéc xac thuc mdi c4 nhan qua mang thong thuong chi sir dung
password 13 khé khin, nén nguy co xay ra gia mao dinh danh, bj lra déo truc tuyén 1a rét cao.
Pay 1a vira 1a diém manh va ciing 1a diém yéu ciia giao dich dién tir qua mang Internet. Trong
diéu kién cong nghé thong tin va truyén thong phat trién van dé biao mat an toan thong tin va an
ninh mang 1a mot trong nhitng van dé thoi sy cip bach dang duwgc nhidu qudc gia quan tim vé ca
phuong dién phap 1y ,vé ca phuong dién k¥ thuat va cong nghé.

Trong nhitng nim gan day cac t6i pham cong nghé cao ngdy cang gia ting, van dé& nghién
clru cac giai phap nham dam bao an toan thong tin, bao mat dir liéu trong cac giao dich dién tir
qua moi trudng mang cang trd nén cap thiét. Mic du da c6 nhiéu giai phap da duoc nghién ctru
va phat trién, nhiéu san pham cong nghé di duoc nghién ctru va tng dung, tuy nhién van nay
van ludn 1a van d& thoi sy va thach thire. Giai phap an ninh dwa trén cac dau hiéu sinh tric hoc 1a

mot trong cac hudng nghién ciru méi dang dugc thé gidi quan tdm phat trién va ap dung.

III. MUC TIEU VA YEU CAU CUA PE TAI NHIEM VU NGHI
PINH THU

Nghién ctru hé thong an ninh thong tin (BioPKI Based Information Security System) dwa
trén sy két hop cac dic trung sinh tric hoc con nguoi véi ha ting co s& bao mat khoa cong khai
PKI 13 hudng nghién ciru méi cho phép mang lai nhitng wu diém hon cac hé théng PKI hién c6
vé do an toan bao mat, vé tinh xac thuc thdm dinh chu thé con nguoi trong cac giao dich dién ti
qua mang may tinh. Muyc ti€u cua dé tai nhiém vu theo nghi dinh thu hop tdc voi Malaysia theo

dinh hudéng nghién ctru van dé nay.

II1.1. Muyc tiéu ciia nhiém vu dé tai

e Nghién ciru dé xudt phuong an két hop cac dic trung cia van tay véi mi bao mat khoa
cong khai PKI tao khoa mi sinh tric, mot giai phap cho hé BioPKI.

e Xay dyng thir nghiém ha tang co s& hé théng an ninh théng tin dwa BioPKI
(protoptype). Thiét ké va xay dung thir nghiém phan mém hé théng BioPKI dya trén ma
sinh tric hoc nhim hudng toi cac ting dung trong tham dinh xac thuc sinh tric hoc va
kiém so4t truy cap dung trong cac linh vuc an ninh, thuong mai dién tir, ngan hang, giao
dich dién t, chinh phu dién tu....

e Két hop nghién ciru ctia 2 phia Viét Nam va Malaysia, thir nghiém phét trién tmg dung
hé théng BioPKI.



I11.2. Tém tit cac yéu ciu san phim cia dé tai da ding ky trong thuyét minh
nhiém vu (két qua dang II va III)

Tén sdan pham:

Hé théng an ninh théng tin dwa trén ma sinh trdc hoc Bio-PKI (goi tat la
Hé théng an ninh théng tin Bio-PKI)

Cic sin phim két qud bao gom:

- Két qua giai phap tich hop dic trung van tay v6i mi bao mét trong hé PKI thanh hé
BioPKI.

- Két qua thir nghiém Prototype vé ha ting hé thong BioPKI dé thim dinh xac thuc van
tay trong hé BioPKI.

- Két qua phan mém may tinh cho hé thdng BioPKI, hé sinh tric bao gdm: phin mém
dang ky, ma hoa khoa sinh trac van tay BioPKI va phan mém tham dinh xac thuc van
tay.

- Cac bao céo: Bao cio phan tich thiét ké hé thong va hudéng img dung trong tham dinh
xac thuc van tay trong céac giao dich dién tt, kiém soat truy nhép; Cac bao cédo dinh ky

va bao cdo tong hop dé tai.

IV. NOI DUNG NGHIEN CUU

IV.1. Nghién ciru tong quan
Noi dung phan nay duoc trinh bay trong 3 chwong cta bdo cdo tong hop bao gdm cac
nghién ctru tong quan, tong hop céc tai liéu nghién ctru tir cac bai bao va tai liéu trén thé gisi
nhitng nim gan day vé cac linh vyc lién quan dén muc tiéu nhiém vu dé tai.
- Khao sat vé giao dich dién tir, cic yéu cau an ninh thong tin trong giao dich dién tir qua
mang.
o Khao sat vé thuong mai di¢n tir, giao dich dién tu trén thé gioi
o Tinh hinh phit trién cac giao dich dién tr & Viét Nam va co so phap 1y
o Nhu cau vé an toan bao mat thong tin trong giao dich dién tir
o Khai quat vé cac giai phap cong nghé bao mat an toan thong tin va an ninh mang
- Sinh tric hoc va hé théng an ninh bao mat thong tin dya trén sinh trac hoc
o Tong quan vé sinh tric hoc va hé thdng sinh tric hoc (Biometric System)
o Danh gia hiéu nang va chét lugng hoat dong cua hé sinh tric hoc
o Hé théng an ninh bao mat dua trén tric hoc (Biometric based Security System)
- Co so ha tang khoa cong khai PKI va van dé an toan trong hé thong PKI
o Hé méat ma khoa cong khai
o Co sé ha ting khoa cong khai (Public Key Infrastructure)

o Cac giao dich dién tir trong ha tang khoa cong khai va vin d& an toan thong tin



IV.2. Xay dung mo hinh giii phap
Nghién ciru phan tich cac hudng tiép can BioPKI két hop xac thyc sinh tric voi co so ha
tang khoa cong khai PKI va xay dung mo hinh giai phap hé théng BioPKI, ndi dung chi tiét

phan nay dugc trinh bay trong chuong 4 ciia bao cao tong hop, bao gdm cac phan sau:

- Nghién ctru phan tich cac hudng tiép can hé théng BioPKI theo céc tai liéu nghién ciru
e Giai phap 1: d6i sanh dic trung sinh tric thay mat khau dé xac thuc chu thé
e Giai phap 2: két hop ky thuat nhan dang sinh tric v6i k¥ thuat mat mi, ma hoa
bao mat khoa ca nhan
e Giai phap 3: dung sinh tric hoc dé sinh khoa c4 nhan.

- Pé xuit mod hinh tich hop hé sinh tric van tay két hop giai phap 1 va giai phap 2 vao
ha tang khoa cong khai PKI thanh hé BK-BioPKI.

- Dé xuit giai phap cong nghé xay dung hé thong BK-BioPKI ctia dé tai trén co so xdy
dung hé 161 PKI dung OpenSSL két hop v6i phan mém hé théng tham dinh xéac thuc
sinh tric van tay sng truc tuyén dung thiét bi quét théng dung, gia thanh thap, d& kha
thi, ding ngon ngit C++ két hop v6i Matlab.

IV.3. Phén tich thiét ké h¢ thong BioPKI va xdy dung phian mém co' s¢' h¢
thong BioPKI

Phan phan tich thiét ké xdy dung hé théng BK-BioPKI duoc trinh bay chi tiét trong cac
chuong 5, 6, 7 ciia Béo cdo tong hop, gdm cac ndi dung chinh dudi day:
- Phan tich thiét ké va xdy dung phan mém hé xac thyc sinh tric van tay trong hé BK-
BioPKI:
o Phan tich thiét ké va xdy dung phin mém phan hé sinh tric 1 (theo giai phap 1):
Hé thim dinh dic trung van tay séng truc tuyén trong hé théng BK-BioPKI
o Phén tich thiét ké va xdy dung phan mém phan hé sinh tric 2 (theo giai phap 2):
Haé sinh khoa sinh tric, ma hoa bao mat khoa ca nhan trong hé BK-BioPKI.
- Phan tich thiét ké xay dung hé théng ha tang khéa cong khai PKI trén méi trudng
OpenSSL va cac giao dich co sé trong hé thong BK-BioPKI:
o Phén tich thiét ké cac thanh phan chirc ning ctia hé thong BK-BioPKI
o Thiét ké xay dung va 1ap trinh phan mém co s cac chirc ning hoat dong hé théng
BK-BioPKI. Thiét ké cac tinh hudng giao dich va xay dung cac giao thiic trong
cac giao dich
o Thiét ké va 1ap trinh cai dit cac thanh phan chinh phian mém co s& va cac giao
thirc, giao dich co sé cua hé théng BK-BioPKI, bao gém:
= Thiét 1ap hé thdng CA, RA, khoi dong hoat dong,
* Quaén ly chung chi (CA): cap mdi, gia han, thu hdi ching chi
= Diang ky nguoi dung (user)



o Thiét ké xay dung va lap trinh phan mém tai may ngudi ding trong hé thong

BK-BioPKI bao gdbm cac chtrc ning chu yéu sau:

Thiét 1ap RA

Ping nhép, dang xuat chuong trinh

Xin cép ching chi

Xin gia han ching chi

Xin thu hoi ching chi

St dung chimg chi trong cac giao dich (chit ky s6, bao mat théng diép)
Quén 1y nguoi ding: dang ki, stra d6i, x6a bo nguoi ding.

- Thiét ké tich hop toan b hé thdng an ninh thong tin BK-BioPKI va thir nghiém
o Xay dung hé théng theo md hinh da dé xuét gdm 2 phan hé sinh tric van tay tich

hop vao co s ha tang PKI thanh hé BK-BioPKI trong hoat dong sau:

Phan hé sinh tric 1, dbi sanh dic trung sinh tric thay mat khéau dé xac
thuc chi thé dugc tich hop vao hoat dong dang nhap cua hé BK-BioPKI
Phan hé sinh tric 2, sinh khoa sinh tric hop mat ma bao vé khoa ca nhan
dugc tich hop vao trong cac giao dich xin cip ching chi va s dung
chung chi trong h¢ BK-BioPKI

o Thiét ké cai dit tich hop phian mém phén hé sinh trac 1

o Thiét ké cai dat tich hgp phan mém phan hé sinh tric 2 trong hé thong BK-
BioPKI.

IV.4. Xy dung kich ban va thir nghiém trng dung hé BK-BioPKI trong moi
truong mang PTN

N6i dung phan nay duoc trinh bay chi tiét trong chuong 8 ctia Bao cdo tong hop

- Xay dung thtr nghiém 13p trinh Gng dung chir ky s6 trong hé théng BK-BioPKI

- Xay dung kich ban thit nghiém va lap trinh ing dung ma hoéa thong diép

- Xay dung kich ban thir nghiém va 1ap trinh tmg dung kiém soat bao mat truy cap tir xa

V. CACH TIEP CAN VA TRIEN KHAI THUC HIEN PE TAI

V.1. Cic tiép cin va phwong phap nghién ciru

Can ctr vao yéu cau nhiém vu dé thuc hién qua trinh nghién ctru, chung toi thuc hi¢n phuong

phap tiép cén tir vin dé tong thé dén phan tich cu thé, tiép can tir ngoai vao trong hé théng, thé

hién nhu sau:

- Turnghién ctru khao sat va nghién ciru tong hop 1y thuyét dén xay dung phuong an

- Tir nghién ctru xay dung mé hinh giai phap vé phuong dién 1y thuyét dén giai phap cong

nghé thuc thi

- Tu phan tich thiét ké toan bo hé théng dén thyc hién xay dung va lap trinh cai dit hé

thong hé thdng 15i PKI trén co s& sir dung bd phan mém thu vién OpenSSL.
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Tir nghién ctru thir nghiém cac thuat toan sinh trac, xdy dung phan mém hé thong sinh
trac van tay dén nghién ctru thiét ké tich hop phan mém sinh tric vao PKI thanh hé thong
BioPKI.

Tir kich ban dén xay dung cac ung dung thir nghiém hé BioPKI trong phong thi nghiém

Hé thong BioPKI cua dé tai duoc trién khai xay dung hé thong theo cac phién ban don gian
dén phirc tap, theo tién d6 qua 4 giai doan tir phién ban BioPKI Ver.1 dén BioPKI Ver.4 véi
cac chirc ning duoc phat trién tich hop dan dan tir don gian dén phirc tap hon.

V.2. Tém tit qua trinh thyc hién dé tai nhiém vu tién d¢ da ding ky trong

thuyét minh

Giai doan 1: tir thang 6 dén thang 12-2006: Phién ban hé thong BioPKI Ver.1
o Nghién ctru va thir nghiém cac thuat toan: Thu nhan van tay, trich chon dac trung,
sinh khoa sinh tric va thAm dinh xac thuc van tay
o Nghién ctru cac hudng tiép can hé théng BioPKI
o Xay dung phuong 4n va mdi trudng phan mém hé thong BioPKI dya trén bg thu
vién mo OpenSSL va ngdn ngit C++
Giai doan 2: tir thang 1-2007 dén 6-2007: Phién ban h¢ théng BK-BioPKI Ver.2
o Phén tich thiét ké cdc mo dun co so ha ting hé thong PKI: CA, RA User
o Tiép tuc nghién ctru va thir nghi€m céc thuat toan sinh tric hoc van tay
o Xay dung va thiét ké phan mém phan hé sinh trac hoc (Biometric) bao gom: Ky
md sinh tric va tham dinh vén tay trong hé théng BK-BioPKI
Giai doan 3 va 4: tir 7/2007 dén 6/2008 Phién ban hé thong BK-BioPKI Ver. 3.1 va
phién ban Ver.4 két hop hé thong va thir nghiém ing dung
o Phén tich thiét ké phat trién va lap trinh toan by Protoptye co sé ha ting hé thong
BK-BioPKI trong moi truong mang PTN
o Phan tich thiét ké phat trién phan hé sinh tric Biometric v6i 2 modun va thir
nghiém vao tng dung hé thong Ver.4
o Phan tich thiét ké tich hop phan hé sinh tric vao toan bd hé théng BK-BioPKI
phién ban Ver.4

o Xay dung mo hinh kich ban va thir nghiém 3 ung dung trong h¢ BK-BioPKI
Ver.4

VI. TONG HQP CAC KET QUA PAT PUQC

VI.1. Két qua vé giai phap tich hop dic trung vén tay véi ma bao mat trong

hé PKI thanh hé thong BioPKI.

Pé tai da dé xuat mo hinh giai phap tich hop dic trung van tay voi ha ting khoa cong khai

thanh hé théng BioPKI.
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Hinh 2. M6 hinh mitc khung cinh hé thong an ninh thong tin dya trén sinh tric hoc BioPKI

M@ hinh hé thong BioPKI bao gom cdc thanh phin hé thong sau:

e He¢ thong 15i ha ting khoa cong khai PKI: Hé thong 16i PKI duoc xdy dyung theo md hinh
kién triic CA v6i ddy du cac thanh phan chirc nang co ban ctia hé PKI bao gom:
- CA (Certificate Authority): B6 phan tham quyén phat hanh cac chimg chi va chung thuc
cac chung chi
- RA (Registration Authority): Bo phan thim quyén dang ky chimg chi,
- Certificate Holder- User: nguoi sir dung trong hé théng PKI, chu thé chimg chi,
- Digital Certificate Distribution System: Hé thong phan phdi chimg chi sb, kho chira
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Hé théng 16i PKI duoc thiét ké va 18p trinh trén moéi trudng bd thu vién ma nguén mé OpenSSL,
theo chuan X509. Trong mo hinh hé BioPKI hién nay RA c6 vai trd quan 1y ngudi dung, luu trix
khoa ca nhan dugc bao mat bang sinh tric van tay. Toan bd cac giao thirc va cac giao dich co sé
giita RA va CA duoc thiét ké va cai dat 1am co s dé tich hop hé sinh tric tao vao may ngudi sir

dung (users)

e He¢ théng thim dinh xac thuc sinh tric van tay (Fingerprint Biometric System)
Dung sinh tric van tay sdng duoc 1dy truc tuyén tir thiét bj scanner. Hoat dong cua hé thdng sinh
trac gdm 2 pha chirc nang:
+ Pha déang ky sinh tric (Enrollment):
- bang ky nguoi dung
- Lay d4u van tay song truc tuyén tir thiét bi quét thong dung
- Xt ly anh trich chon dic trung
- M3 hoa dic trung
- Luu trir ma déc trung
+ Pha thim dinh xac thuc (Verification - Authentication):
- L4y du van tay song truc tuyén tir thiét bi quét
- Xt ly anh trich chon dic trung

- P6i sanh tham dinh truc tuyén (online) xac thuc van tay cta chi thé ngudi dung

e M5 hinh BioPKI: D& xuit mo hinh giai phap tich hop thim dinh sinh tric van tay sdng truc
tuyén vao hé 161 ha ting khoa cong khai (goi tén 13 BK-BioPKI), bao gdm 2 phan hé sinh
trac sau:

- Phan hé thim dinh xac thyc tryc tuyén van tay nguoi ding dugc tich hop vao qué trinh ding

nhap hé théng BioPKI thay password, cac dau dic trung van tay duge mi hoa va luu trit tai may

user (duoc goi la Phan h¢ sinh tric 1)

- Phan h¢ sinh tric van tay két hop v6i qué trinh mat ma va s dung chimg chi sé trong hé

BioPKI, sinh khéa sinh tric dé ma hoa bao mat khoa ca nhan cia ngudi dung trong hé théng

(duoc goi 1a Phan h¢ sinh tric 2). Phan mém phan h¢ sinh tric 2 duoc tich hop vao h¢ BioPKI tai

méy user, dugc quan 1y boi RA va xac thuc bai CA (chi tiét ciia mé hinh tich hop s& dugc trinh

bay trong chwong 5 va chuong 7 bao céo téng hop)

VI.2. Kef:t qua thiét ké va xay dung thir nghiém h¢ théng’ BioPKI (Prototype)
két hop tham dinh xac thyc van tay song, truc tuyeén.
VI.2.1. Giai phap cong nghé thiét ké va trién khai h¢ thong BK-BioPKI
e Theo md hinh da trinh bay ¢ trén, giai phap vé cong nghé, moi truong phan mém dé thiét ké
va trién khai hé théng bao gom:
- Céu hinh mang cuc bd cho hé théng BK-BioPKI trong giai doan nay bao gom mdt may Server
va cac may Client (users) két ndi hoat dong trong méi truong mang tic nghiép tai phong thi

nghiém khoa CNTT — PHBK HN. Tit ca cic may trong phong thi nghiém duoc cai dat moi
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truong 1ap trinh Windows XP SP1, bg cong cu 1ap trinh Microsoft visual studio 2003, hé quan tri
co s& dir licu MySQL.
- Hé thong 161 PKI véi kién trac CA don duoc xay dung trén co sé bo thu vién md OpenSSL

- Anh van tay séng duoc lay truc tuyén qua thiét bi quét van tay voi cac thong sd k¥ thuat sau:

Scaner Futronic model 9880, Futronic's FS82 USB 2.0 Fingerprint scanner with scanning

window size is 16x24mm; Image resolution is 480x320 pixel, 500 DPI; Raw fingerprint image
file size is 150K byte; with Live Finger Detection (LFD). Pau ra thiét bi quét Futronic's FS82
USB 2.0 chi cung cap anh vén tay theo dinh dang file *.bmp, khong c¢6 phan mém xir Iy anh kém

theo bd quét.

- B phan mém xt 1y anh van tay va phan mém hé thdng sinh tric gom cac thuat toan duoc thiét

ké va cai dit bang ngon ngit C++ v6i Windows 2003 va Matlab.

VI.2.2. Phén tich thiét ké toan bd hé thong BK-BioPKI (prototype)
e Qua trinh phan tich thiét va xdy dung hé thong BK-BioPKI bao gdm cac ndi dung: Thiét

ké xay dyng hé thong 16i PKI; Thiét ké xdy dyng phan mém hé sinh tric van tay dung

thiét bi quét Futronic's FS82 USB 2.0 Fingerprint scanner; Thiét ké xay dung va cai dat
1ap trinh hé thdng tich hgp BK-BioPKI theo mé hinh tich hop da dé xuét.

e Hé¢ théng BK-BioPKI bao gom mét co so ha tang khoa cong khai PKI véi CA don, co

cac chirc niang PKI co ban: tao yéu ciu xin cép ching chi, cip phat chimg chi, quan 1y

viéc gia han ching chi va huy bo chung chi va tich hgp cac chirc nang ctia phan hé sinh

trac hoc.

e Phan dudi day sé trinh bay mot s6 so d6 chinh cua hé thong BK-BioPKI (da trinh bay chi
tiét trong bao cdo tong hop & cac chuwong 5, 6, 7 trong bao cao tong hop).

o

o

Biéu d6 phan cap chirc ning hé thong BK-BioPKI phan CA (Hinh 3).
Biéu d0 phan cap chirc ning hé thong BK-BioPKI phan RA-Client Hinh 4).

Biéu do cac tinh hudng sir dung cac giao dich co so trong hé thong BK-BioPKI
(Hinh 5).
So d6 mé hinh tich hop thidm dinh xé4c thyc sinh tric van tay (Phan hé sinh tric 1)

vao qua trinh dang nhap va thdm dinh nguoi dung user (Hinh 6).

So @6 mé hinh tich hop thim dinh x4c thyc sinh tric van tay truc tuyén két hop véi
mat ma trong qua trinh xin cdp chung chi, str dung chimg chi trong hé BK-BioPKI
(Hinh 7).
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Hinh 3. Biéu dd phan ra chirc ning ciia h¢ théng BK — BioPKI (b§ phin CA)
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Hinh 4. Biéu dd phan cip céc chirc ning RA-Client
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Trong biéu d6 nay, cac chirc ning cua hé thong gin lién véi cac tac nhan bao gém: nguoi
quan tri CA (CA Amin), ngudi quan tri RA (RA Admin) va cac nguoi st dung (Users) cua hé

|

1

User authentication

Register

Certificate Request

1

Request
Certificate

User Management

Hinh 5. Cac tinh hudng sir dung giao dich trong hé thong BK-BioPKI

thong.
Ma héa
ddi xtrng
Password
- Pang ki CSDL
Trich chon Da? trung User Minutiae
dac trwng VI (] Y h3
ang nhap
Déi sanh Giai ma
KET QUA /

0

Password

Hinh 6. Tich hop phén hé sinh tric 1 thAm dinh ding nhip ngudi dung trong hé thong
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Ma hoa
dbi xtrng

Private key
Xin cép

Tap khoa ‘chl'l’ng chi
Sinh khoa sinh tréc CcSDL
sinh tréc BEK
( ) St dung
chirng chi
Thét bai
TU CHOI Déi sanh
Thanh
coéng
Giai ma
Private key

Hinh 7. M hinh tich hop phén hé sinh tric 2 sinh khéa bao vé khoa c4 nhan trong h¢ théng.

VI.3. Két qua phin mém may tinh cho hé théng BioPKI
Dé tai da xay dyung va cai dit toan bo phan mém cho hé thong BK-BioPKI bao gém cac bd phan

mém sau:

e B) phin mém co sé hé 16i PKI dam bao dugc cac chirc nang co ban ciia mot co s¢ ha tang
khoa cong khai PKI v6i CA don: tao yéu cau xin cap ching chi, cap phat chimg chi, quan 1y,
gia han ching chi va huy bé chung chi.

e B{ phin mém hé thim dinh x4c thuc van tay sdng, triee tuyén gom cac chirc ning chu
yéu:

+ Phan mém ding ky sinh tric hoc van tay BioPKI
+ Phan mém ma hoa

+ Phan mém xac thuc thdm dinh van tay BioPKI

Bo ph'?ln mém sinh tric trong hé théng BioPKI dugc xay dung thanh 2 phan hé théng sinh tric
tuong tng véi mo hinh két hop 2 phéan hé sinh tric vao cac hoat dong trong hé BioPKI.
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e B phin mém tich hop hé thong an ninh sinh tric hoc Bio-PKI: Thyc hién tich hop hé
thAm dinh x4c thuc van tay vao hoat dong cac giao dich dang nhap, xin cép chung chi va su
dung chung chi trong hé théng. Cac hinh vé dudi day trinh bay 2 so d6 dién tién 1ap trinh
trong s6 nhiéu so s dién tién da dugc thiét ké va thuc hién cac budc trong cac giao dich hoat

dong trong hé théng BioPKI.

e Chuong trinh thir nghiém sinh tric long ban tay: Cai dat thuat toan trich chon dic trung,
tham dinh xac thyc sinh tric long ban tay va thir nghiém véi CSDL anh 1ong ban tay (xem
chi tiét phan phuy luc Bao céo tong hop.

BEKs generation Application Matching Database Access

: User
1 : selecticertificate()

2 : send serial number

3 : get the BEKs hash code()

r
4 : send BEKs hash co&!k

b : scan fingerprint()

6 : send BEKs

7 : hash BEKs()
8 : Match BEKs hash code()

9 : send the matched BEK hash code

10 query the encrypted private key()

11 : send the encrypted private kF

12 : decrypt the encrypted: private key()

13 : send private key

Hinh 8. So d6 dién tién kich ban sir dung chirng chi trong BioPKI
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Login user object Fingerprint Identication Database Access

: User

1: Enter user password

2 i hash the password()
3 : Send user, hash of password

4 : Query use, ]1ash of password()

5 : Send result

]

»—

<<create>>
6 : Init()

< 7 : query: fingerprint()

8 : Scanifingerprint()

9 Creal minutiae()

10 : Send minutiae
11 : Get minutiae()

12 Queryﬁ encrypted minutiae()

13 : Send encrypted minutiae

14 : Decrypt minutiae()

15 :iMatching minutiae()

|_|‘16 : Send result()

Hinh 9. So' @6 dién tién kich ban ding nhip ngudi dung trong BioPKI.

VI.4. Phin mém thir nghiém ng dung

Dé tai di xdy dung thtr nghiém 3 kich ban tng dung an toan bao mat thong tin trong moi
truong hé théng BK-BioPKI (trinh bay chi tiét trong chuong 7 va chuong 8 ciia bao céo tong
hop), gdm co:

- Xac thuc chit ky sb
- Ky va ma hoa bao mat thong diép
- Kiém soat bao vé truy cap vao CSDL trén mang

Céc kich ban nay da duoc thiét ké chi tiét, dugc 1ap trinh cai dat va tha nghiém trong moi

truong mang cua hé thong BK-BioPKI tai PTN.

18



VL5. Cac két qua thwe nghiém trong phong thi nghiém

VIL.5.1. Mo ta kich ban thir nghiém

Hién nay toan bd hé thdng tich hgp BK-BioPKI duoc xiy dung trong mdi truong mang
trong PTN theo c4u hinh d3 trinh bay & trén. Tai cac may nguoi s dung, ding thiét quét van
tay Futronic's FS82 USB 2.0 Fingerprint dé 1y van tay song truc tuyén dung cho 2 pha cua
hé thong: pha ding ky va pha thim dinh xac thuc lién quan dén ching chi.

Qua trinh thir nghiém hé théng bao gdm 2 ndi dung chu yéu: Thir nghiém céc hoat dong
giao dich trong hé théng BK-BioPKI thong qua cac ing dung va thir nghiém danh gia thong
ké thyc nghiém cac chét lugng hé thong thong qua cac do do FRR (False Rejection Rate) va
FAR (False Acceptance Rate)

Tinh todn thuc nghiém céc thong sd dénh gia hé thong (%):

FRR = So truong hop loai bo sai

Tong so truong hop

_ So truong hop chap nhan sai

FAR
Tong so truong hop

a. Thir nghiém cdc giao dich co so trong hé BK-BioPKI va danh gida mirc dj tron cua cdc
hoat dpng giao dich trong hé thong:

- Thuc hién cac qua trinh cai dat CA va RA (5 lan) dé kiém tra mac d6 16i trong
chuong trinh.

- Piang ky nguoi st dung (10 ngudi), kiém tra cac 16i phat sinh trong qua trinh tir luc
dang ky nguoi ding vao hé thong dén khi 1ay dugc chimg chi.

- Thdng ké cac 18i néu xay ra trong qua trinh thyc hién giao dich

b. Thir nghi¢m cdc ieng dung va ddnh gid thuc nghiém thong sé chat lwong thim dinh
xdc thwe sinh trdc van tay trong hoat dong hé BK-BioPKI

Trong mdi hoat dong hé sinh tric bao gdm 2 pha: Pang ky va tham dinh xéc thyc sinh
tric. Theo mé hinh giai phap hé BK-BioPKI di trinh bay & trén, hé sinh tric bao gdm 2
phan hé két hop: phan hé tham dinh sinh tric ding nhap dau vao va phan hé thim dinh
sinh tric dé giai mi 1ay khoa c4 nhéan (private key) dé thuc hién cac giao dich: img dung
chit ky s6 hoidc ing dung bao mét thong diép

o Thir nghiém thdm dinh sinh tric trong hoat dong dang nhap vao hé thong:
= Thyc hién lay mau cta 10 nguoi sir dung
» Pé danh gia FAR: voi mdi ngudi dung, thir nghiém véi 10 miu van tay
khong dung dé ding ky
= Dé danh gia FRR: dung van tay dang ky dé thir nghiém 10 1an va do sb
truong hop sai
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o Thir nghiém tham dinh x4c thuc sinh tric van tay nguoi dung truy xuat khoa ca
nhan trong tng dung chit ky sb:
= Liy ching chi cia 5 nguoi sir dung
= P¢é danh gia FAR: véi mdi nguoi dung, thir nghiém voi 10 miu van tay
khong dung dé dang ky
= Dé danh gia FRR: dung van tay dang ky dé thir nghiém 10 1an va do sb
truong hop sai

VI.5.2. Két qua thuc nghiém

5.2.1 Két qua thue nghiém ddnh gid qud trinh tham dinh sinh trdc trong hoat déng
dang nhdp (login)

S6 lan thyc hién | S6 tir chdi sai/ Tilée FRR(%) | Tilé FAR (%)
S6 chap nhan
sai

100 29 29
100 27 27

Bang 1: Két qua thwe nghiém Ty 1é FRR va FAR khi diing nhap

5.2.2 Két qua thwe nghi¢m dinh gid qud trinh tham dinh sinh tric dé truy xudt liy
khoa ca nhan dung trong hoat dong chii ky so

S lan thyc hién | S6 tir chdi sai/ Tilé FRR(%) | Tilé FAR (%)
S6 chip nhan
sai

50 23 46
50 7 14

Bing 2: Két qua thwe nghiém Ty 1¢ FRR va FAR khi xdc thyce khéa sinh triic van tay
song truc tuyen deé gidi ma truy xuat khoa ca nhan trong hoat dong ky chir ky so

5.2.3. Két qud thir nghigm dj tron trong hoat dgng ciia hé thong va tinh thuc

nghiém ty I¢ cdc loi phat sinh

e Két qua cho thay hau hét cac giao dich cua hé thdng (tir cai dit CA, RA, dang nhap,
....) khong xay ra 131, hoat dong tron tru dic biét 1a cac két ndi gitra CA-RA (cac giao

dich vé chimg chi) va giira cac RA véi nhau (chit ky s6)

S6 lan cai dat S6 lan 15 Ti 18 (%)

5 5 0

Bing 3 . Két qua danh gia qua trinh cai CA

S6 lan cai dat S6 lan 16 Ti 18 (%)
5 5 0
Bang 4. Két qua danh gia qua trinh cai RA
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e Tuy nhién trong qué trinh thyc hién cho thdy c6 mot 15i xay ra trong qué trinh ding ky
van tay khi tao yéu cau (request) dé giri 1én CA. Pay 1a 18i qua trinh ding ky sinh tric
(enrollment) véan tay ngudi ding vao yéu cau va 1a 13i lién quan dén thuét toan sinh tric.
Ldi nay hoan toan c6 thé khéc phuc duoc théng qua viéc cai thién thudt toan trich chon

dic trung va chuong trinh xt 1y sinh tric

S6 lan thyc hién S lan 16 Ti 18 (%)

10 2 20

Bang 5. Ti 1€ 16i v6i qua trinh ding ky sinh tric (enrollment)

5.2.4 Ddnh gid két qud thwe nghiém

Qua cac két qua thir nghiém trong phong thi nghiém vé hé théng BK-BioPKI c¢6 thé cho
théy hé théng nén tang 161 PKI dugc thuc hién tdt, hoat dong kha hoan thién, cac giao dich tir
cai dat, cép ching chi, xac thyc ching chi, nhin chung hoat dong 6n dinh va khong c6 1.
Céc chuc nang cua mot hé théng BioPKI dugc thyc hién tuwong ddi hoan chinh va dam bao
cac hoat dong xac thuc sinh tric van tay sdng trong hé théng BK-BioPKI & cac mirc khac
nhau. Diéu d6 ching té mo hinh giai phap hé théng BioPKI va qua trinh phan tich thiét ké hé
théng da dat két qua tot. Hoat dong toan bd hé théng BK-BioPKI d3 duoc kiém nghiém qua
cac thuc nghiém véi cac sinh tric van tay song truc tuyén va dat budc dau kha quan.

Tuy nhién, vé danh gia cic tham sd hiéu nang hé théng van con c6 18i & qua trinh sinh
tric, thé hién ty 18 16i do xir Iy chua hét cac truong hop ngoai 16. Thuc nghiém véi vén tay
sdng cho thay ty 1¢ 16i FRR va FAR trong ca 2 qua trinh hoat dong xac thuc sinh tric ty 1¢ 16i
van con tuong ddi cao. D6 chinh 1a van dé can tiép tuc cai tién vé hé thim dinh xac thuc sinh
tric

Trong diéu kién cdu hinh hé thong trong moi truong phong thi nghiém, thoi gian thyuc
hién thuat toan con 16n (khoang gan 40s). Hiéu nang vé thoi gian xu 1y sinh trac con cham thé
hién chi yéu do phan tich hop cac thuit toan sinh tric (viét bang Matlab) vao hé PKI chi &
murc md hinh tich hop.

VL6. Két qua hop tic voi Malaysia

VI.6.1. Pic diém qua trinh hop tac

- V@ tién do thoi gian bat dau thuc hién nhiém vu nghi dinh thu cta 2 phia Malaysia va
Viét Nam c6 sy chénh 1éch: Nhiém vu ctia phia Malaysia da thuc hién tir 2005, nhiém vu
cua phia Viét nam dugc chinh thirc bét ddu 6-2006, MMU da thuc hién truéc mot nim so

v6i nhiém vu cua phia Viét Nam.

- Khi nhiém vu phia Viét Nam chinh thtrc bit du thi phia Malaysia dang 13 giai doan cudi
ctia nhiém vy d¢ tai phia Malaysia dé xuat trong nhiém vy hop tac Nghi dinh thu va phia
Malaysia da két thuc dé tai nay 2006.
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Phia ban tiép tuc nghién ctru vé linh vuc ndy va tir 6-2007 phia Malaysia c6 kinh phi thuc
hién d¢é tai khac (theo tai liéu ban cung cip, thoi gian 1a tir 15/6/2007 dén 30/5/2008), boi
vay dén 5/2007 phia ban moi xtc tién tiép tuc cac hoat dong trao ddi hop tac qua mail.
Chu nhiém dé tai phia Malaysia c6 thay d6i, hién nay 1a 6ng Dr. Ong Thian Song, Giam
dbc diéu hanh trung tdm nghién ciru CBB va phia Malaysia tiép tuc nhiét tinh trong hop
tac thuc hién nhiém vu NPT véi Viét Nam

Phia ban chua thyc hién cir doan ra sang Viét Nam nhu di du kién vi 1y do phia ban chwa
thu xép duoc kinh phi.

VI.6.2. Céc hoat dong hop tic phdi hop nghién ciu

Phia MMU t6 chtrc Hoi thao trao doi phdi hop nghién ciru 2 bén tai Malaysia trong thoi
gian 20-21/9/2007 dé xuc tién ting cudng hop tac, gip gd trao doi cu thé va phdi hop cac
cong viéc nghién ctru cua ca hai bén
MMU-HUT Joint Seminar, 20th - 21th September 2007
CBB-FIST, Multimedia University (Melaka Campus), Malaysia
Phia Pai hoc Bach khoa Ha ndi da tham gia trinh bay 3 bao céo trao doi nghién clru tai
hoi thao nay, bao gdbm:
o H.Lan Nguyen, “BioPKI based information security system using fingerprint
biometric authentication”
o Q.Trung HA, “Using online fingerprint authentication to protect private key for
digital signature”.
o H.Lan Nguyen and Q.Trung Ha, “BioMetric verification based remote
authentication”
Thang 12/2007 va thang 5/2008: Theo ké hoach di duyét, phia VN di ctr 2 doan cong tac
sang Malaysia lam viéc ph6i hop nghién ciru vé hé théng tham dinh sinh tric (chi tiét da

néu trong bao cdo & phan phu luc)

Két qua nghién ctru phdi hop 1a trao doi vé phuong an, xay dung mé hinh va trao doi cac
thuét toan, hién chua c6 sy trao doi két hop phﬁn mém cu thé nao trong h¢ BK-BioPKI

hién nay.

Pé thuc hién duoc trao doi phém mém hodc tich hop két qué 2 bén, theo dé nghi cua phia
truong MMU cén chuan bi dé ky ban cam két (MMA) gitra MMU va HUT (PHBK HN).
Hién nay cho dén thang 12-2008, hai bén da trao doi ban thao va doi diéu kién dé ky.
Cho dén nay, phia MMU chua c6 doan sang PHBK HN vi 1y do kinh phi va thoi gian.

Hai bén MMU va HUT da nhét tiép tuc phat trién Hop tac voi Malaysia trong thoi gian
t6i trong khudn kho dé tai KCO111 tiép tuc nghién ctru phét trién hé thong BioPKI trong
giai doan tiép tir 2008-2009.
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VL7. Két qua dao tao

VIL.7.1. Dao tao thac si
Theo hudng ciia dé tai cho dén nay da c6 6 luan vian Thac si bao vé tot nghiép:
1. Tran Tuan Vinh Khoa 2003-2005 da bao vé 2006
Tén luan van: "Nghién ctru giai phap an ninh thong tin dya trén hudng tiép cn sinh tric
hoc két hop ma cong khai PKI véi dic diém sinh tric van tay"
2. Nguyén Anh Tai Khoa 2004-2006 da bao vé 2006
Tén luan van: "Nghién ctru phuong phap tham dinh xac thuc sinh tric chit ky viét tay
ung dung trong giao dich dién ta"
3. Vii Thanh Théng Khoa 2005-2007 da bao vé 12- 2007
Tén luan van: "Nghién ctu thuat toan ma hdéa bao mit nang cao AES va xay dung
ung dung thudt toan dya trén cong ngh¢ nhung"
4. Lé Quang Tung Khoa 2006-2008 da bao vé 11- 2008
Tén luan van: "Xay dung giai phap ung dung xac thyc sinh tric hoc trong co s& ha
tang khoa cong khai dya trén hé thong OpenCA"
5.Lé Tran Vil Anh Khoa 2006-2008 da bao vé 11- 2008
Tén ludn vin: "Nghién ciru giai phap ung dung ha ting khoa cong khai PKI trong hé
thdng thanh toan dién tir lién ngan hang"
6. Ha Tién Diing Khoa 2006-2008 da bao v¢ 11- 2008

Tén luén van: "HE mat khoa cong khai va chit ky so"

VI1.7.2. Pao tao bac dai hoc

Nhiéu db 4n ky su tét nghiép nganh CNTT- DPHBK HN di thyuc hién theo huéng dé tai:
Mot s6 luong dong dao khoang 20 do an t6t nghiép ciia sinh vién cac khoa (K46, K47, K48)
c6 trong danh sach tham gia dé tai da bao vé tot nghiép Ky su CNTT — PHBK HN, tat ca déu
dat két qua khé hodc gioi.

VIL.8. Cac bai bao khoa hoc

[1] Thi Hoang Lan NGUYEN, Thi Thu Hang NGUYEN “An Approach to Protect Private
Key using Fingerprint Biometric Encryption Key in BioPKI based Security System”, trinh bay
va da dang trong ky yéu Hoi nghi qudc té: IEEE-10th International Conference on Control,
Automation, Robotics and Vision (ICARCV 2008), December 17-20, 2008 Hanoi-Vietnam,
ISBN-1-4244-2287-6 Library of Congress: 2008902134, 2008 IEEE.

[2] Nguyén Thi Hoang Lan, Buii Thanh Pat, Lé Tién Diing, “Xdy dung hé thong an ninh
théng tin diwa trén sinh trdc van tay va ha tang khéa cong khai BioPKI”, Trinh bay tai Hoi
thao Quéc gia 1an thw tw vé Nghién ctru phat trién va Gng dung Cong nghé thong tin va
Truyén thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008.

[3] Nguyén Thi Hoang Lan, Tran Hai Anh, “Mdt gidi phdp tham dinh van tay truc tuyén
trong hé thong BK-BioPKI va ing dung klem sodt truy cdp tr xa”, Trinh bay tai Hoi thao
Qudc gia 1an thir tw vé Nghién ctru phat trién va tng dung Cong nghe thong tin va Truyén
thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008.
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[4]. Nguyén Thi Hoang Lan, Hoang Tran Pirc, “Vé mot Umg dung ma hoa bao mét thong
diép trong h¢ thong BK-BioPKI”, Trinh bay tai Hoi thao Qudc gia lan thtr tu vé Nghién ctru
phat trién va tmg dung Cong nghe thong tin va Truyén thong ICT.rda’ 2008, Ha Noi 8-
9/8/2008.

[S]. Ha Quoéc Trung, Nguyén Trung Diing, “Trao doi thong tin an toan va bao mdt trén ha
tang SMS”, Trinh bay tai Hoi thao Qudc gia 1an thir tw vé Nghién ctru phat trién va img dung
Cong nghé thong tin va Truyén thong ICT.rda’ 2008, Ha Noi 8- 9/8/2008.

[6]. Nguyén Linh Giang, Vii Ngoc Ha, “Mot giai phap két hop chirng chi sinh trdc vao hé
théng PKI”, Trinh bay tai Hoi thiao Qudc gia lan thir tu vé& Nghién ctru phat trién va tng dung
Cong ngh¢ thong tin va Truyén thong ICT.rda’2008, Ha Noi 8- 9/8/2008.

VIL. KET LUAN VA HUONG PHAT TRIEN

VIIL.1. Nhan xét danh gia chung

- D@ tai da hoan thanh nhiém vu da dé ra dam bao vé s6 luong va chét luong di dang ky
vé cac san pham KHCN. Toan bo hé théng di duoc thir nghiém dat két qua trong moi
truong mang phong thi nghiém (da trinh bay chi tiét trong phan VI & trén).

- Pé tai da phat trién thém cac noi dung dudi dy so véi ndi dung di dang ky vé cac phan
mém may tinh:
o V& phian mém tich hgp sinh tric trong hé thng: hé thong BK-BioPKI di xay
dung bao gdm 2 phan hé sinh trac két hop 2 giai phap trong hé BioPKI

o V& phan mém thir nghiém tng dung: hién nay da xay dung thir nghiém 3 kich ban
mg dung an toan bao mat thong tin trong mdi truong hé thong BK-BioPKI gom:
Xac thuc chir ky s6; Ky va ma hoa bao mat thong diép; Kich ban thir nghiém
kiém soét bao vé truy nhap CSDL trén mang.

o V& sinh tric long ban tay: D3 xay dung thir nghiém chuong trinh trich chon dic
trung va thim dinh sinh tric long ban tay

- Tinh méi, tinh sang tao ciia dé tai: huéng nghién ciru BioPKI 14 van d& dang dugc
quan tam trén thé gidi, cac tai liéu va hé thong an ninh thong tin dya trén sinh tric hoc
hién chua nhiéu va thuong dong kin do yéu cau bao mat. Két qua cua dé tai da dong gop
tinh m&i trén mo hinh giai phéap tich hop hé thong BioPKI tham dinh xac thyc sinh tric
van tay song. D6 1a hé thong méi, dén hién nay duya trén cac thong tin da cong bd day 1a
nhing két qua dau duoc trién khai nghién ciru & Viét Nam vé linh vuc nay.

VIL2. Tién d¢ thwc hién
- Dé ting cudng co hiéu qua trong hop tac voi Malaysia va dé dé tai co diéu kién thir
nghiém va hoan thanh tot nhiém vu theo nghi dinh thu, dé tai di lam van ban dé nghi
xin phép duoc diéu chinh gia han thoi gian thuc hién tai dén 6/2008 trong diéu kién
toan bo kinh phi da dugc duyét, khong bo sung thém kinh phi.
- Nhiém vy d tai di duogc phép ciia Bo KHCN, theo c6 cong vin sd 3397/BKHCN-
XHTN, ky ngay 27/12/2007 cho phép gia han thoi gian thyc hién nhiém vu dé tai dén
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6/2008, nhu vay dé tai c6 diéu kién thoi gian day dii 24 thang dé thuc hién nhu du kién
ban dau.

- Dé tai dd hoan thanh cac cong viéc nghién ciru theo diing ké hoach da duoc phép dén 6-
2008. Két qua nghién ciru cua dé tai da duoc trinh bay trong Hoi thao mé rong bao cdo
két qua nghién ctru da dugc t6 chic va théng béo trén mang vao 20-6-2008.

VIL3. Huéng phat trién
- Két qua dé tai da dat cac két qua kha quan trong budc dau phong thi nghiém mé ra mot
trién vong nghién ctru phat trién méi cé y nghia ing dung thyc té

- Két qua cua dé tai nhiém vu nghi thu 1a co s¢ dé duge tiép tuc theo hudng nghién ctru
nay trong giai doan tiép theo trong khuén khé Dé tai KCO111.

- Céc hudng phat trién nghién ciru trong thoi gian t6i trong Dé tai KCO111

o Xay dung hé 15i PKI theo cac cong nghé va chuin cong nghiép dé phu hop véi
cac kha ning sé trién khai hé PKI & Viét Nam

o Nghién ciru phat trién mé hinh BioPKI va xay dung hé tich hop BioPKI trén co
so h¢ 161 PKI thong dung (vi du hé PKI trén co s OpenCA)

o Ung dung cong nghé nhing cho hé sinh tric (Etoken USB)

o Khao sat va xdy dung cac img dung thuc t& dé c6 thé dwa hé thong ra ing dung.
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