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AN NINH CUA HE PIEU HANH LINUX



CHUONG 1. LINUX SECURITY

1- Giéi thiéu

Trong chuong nay chiing to6i dé cap dén nhiing van dé bao mat chung, ma
nguoi quan tri hé thong Linux phai d6i mat vi. N6 bao trum nhiing triét 1y
phuong bao mat chung, dong thdi dua ra mot s6 vi du vé cach thiic bao mat hé
thong clia ban nham chong nhitng ngudi xam pham hé théng ma khong dugc phép.
Ngoai ra cling ¢6 chi dan tG6i mot s6 tai liéu va chuong trinh c6 lién quan dén van
dé bao mat.

1.1- Tai sao can bdo mdt

Trong khung canh thé€ gigi truyén thong di liéu, két noi Internet khong qua
dat, su phat trién ctia cdc phdn mém, thi bdo mat tr& thainh mot van dé rat quan
trong. Hién nay van dé bao mat trd thanh mot yéu cau co ban bdi vi viéc tinh toan
mang 12 hoan toan chua dugc bao mat. Vi du, khi dit liéu ctia ban truyén tir diém A
sang diém B qua Internet trén dudng di né c6 thé phai qua mot s6 diém khac trén
tuyén d6, diéu ndy cho phép céc ngudi sit dung khic c6 co hoi dé chin bit, thay
d6i né. Tham tri nhitng ngudi dung trén hé thong cua ban c6 thé bién doi dit liéu
ctia ban thanh dang khac ma ban khong mong muon. Su truy nhap khong duoc uy
quyén t6i hé thong cta ban c6 thé duoc thu bdi ké xam nhap trdi phép (intruder)
hay 1a “cracker”, nhitng ké nay sir dung céc kién thic tién tién dé gia dang ban,
danh cap nhiing thong tin clia ban hodc tir chéi truy nhap cua ban téi nguén tai
nguyén cua ban.

1.2- Ban dang co gdng bdo vé nhiing gi?

Trudc khi ban ¢6 gang thuc hién bao vé hé thong cua ban, ban phai xdc dinh
mifc de doa ndo ma ban cin bao vé, nhitng rii ro nao ma ban c¢6 thé nhan duogc, va
su nguy hiém nao ma hé thong cta ban phai chiu. Ban nén phan tich hé théng cua
ban dé€ biét nhitng gi ban cdn bao v¢, tai sao ban bao vé no, gia tri cua nd, va ngudi
chiu trach nhiém vé dit liéu cua ban.

e Su rui ro (risk) c6 thé do ngudi truy nhap trai phép thanh cong khi co
gang truy nhap mdy tinh ctia ban. Ho c6 thé doc hoic ghi cdc tép, hoac thuc
thi cdc chuong trinh gay ra thiét hai khong? Ho c6 thé x6a dit liéu khong?
Ho c6 thé céan trd ban hodc cong ty ban 1am mot s6 viéc quan trong khong?
Pung quén: mot ngudi nao d6 truy nhap vao tai khoan ctia ban, hoac hé
thong clia ban, c6 thé gia dang 1a ban.
Hon nita, c6 mot tai khoan khong an toan trén hé théng cuia ban cé thé gay
nén toan bo mang ctia ban bi thoa hiép. Néu ban cho phép mot ngudsi dung
dang nhap st dung tép .rhosts, hoac sit dung mot dinh vu khong an toan nhu
la tftp, nhu vay la ban da tao cho nguoi truy nhap trdi phép budc chan vao
cach clra h¢ thong cua ban. Ngusi truy nhap trdi phép c6 mot tai khoan
nguoi dung trén hé thong cua ban hoac hé thong cua mot nguoi khac, né cé
thé dugc sir dung dé truy nhap t6i hé thong khac hodc tai khoan khéc.



e De doa (threat) 1a mot dién hinh clia mot ai d6 véi dong co dé dat duoc
su truy nhap khong dugc Gy quyén t6i mang hodc mdy tinh cua ban. Ban
phéi xac dinh ai ma ban tin tudng c6 quyén truy nhap téi hé théng cua ban,
va moi de doa ndo ma c6 thé xdy ra. C6 mot vai dang xam nhap trdi phép,
ban nén nhé cic dac tinh khac nhau cua ching khi ban dang bao vé hé
thong cua ban.

e TO mo (curious) - 12 mot kiéu intruder thich tim ra cdc kiéu hé thong va
dir liéu ma ban co.

e Doc ac (malicious) - kiéu intruder ndy x6a trang web clia ban hodc bat
ban phai mat nhiéu thoi gian, tién bac dé khoi phuc lai dir liéu da bi gay
thiét hai boi anh ta.

1.3- Cdc phuong phdap dé bdo vé site ciia ban

Trong chuong nay s€ thao luan cdc phuong phap khdc nhau dé ban c6 thé
bao vé cac dit liéu, tai nguyén ma ban da vat va dé c6: may méc, dit liéu, cdc ngudi
ding, mang.

An toan may chu

C6 1€ ving dugc bao vé ma & d6 nguoi quan tri hé thong tip trung vao nhat
d6 1a bao vé mdy chu. Dién hinh 12 bdo dam chéc chin hé thong cta ban 1a an toan
va hy vong moi nguoi khac trén mang cta ban cling hanh dong nhu vay. Chon mat
khau t6t, bao vé cdc dich vu mang cuc bo clia mdy chu, giit ban ghi tai khoan, nang
cip céac chuong trinh néi chung 1a nhitng cong viéc ma ngudi quan tri phai lam.
Maic du di€u nay la rat can thiét song né sé lam ban nan 1ong mot khi mang cua
ban trd nén 16n hon chi mot vai may.

An toan mang cuc bo

An toan mang thi can thi€t nhu an toan may chi cuc bo. Véi hang tram,
hang nghin hodc tham tri rdt nhiéu m4y tinh trén cing mot mang thi ban khong thé
tin cay vao moi may tinh trong hé théng may tinh d6 1a an toan. Pam bao rang chi
nhitng ngudi st dung dugc uy quyén c6 thé sit dung mang cua ban, xay dung
firewalls, st dung mat ma manh va dam bao rang khong c6 mot may “khong tin
cay” nao co trén hé thong cua ban.

Trong tai liéu nay ching ta s€ thao luan v€ mot vai ky thuat duogc stt dung
dé bao veé site clia ban, hy vong s& chi cho ban mot vai cach dé ngan chin cdc ké
xam nhap trai phép truy nhap téi nhiing gi ma ban dang bao vé.

Bao vé thong qua nhiing cai it duoc chii y dén (obscurity)

Mot vi du cta kiéu bao vé nay la chuyén mot dich vu ma duoc biét 1a dé bi
nguy hiém t6i mot cong khong chuin véi hy vong céc cracker sé khong chu y dén
d6 va do d6 chiing s& khong bi khai thdc. Kiéu bdo vé nay it an toan.

2- Bao vé vat ly



Tang diu tién dé bao vé 1a bao vé vat 1y trén hé thong mdy tinh ctia ban. Khi
d6 thi nhitng ngudi khac khong thé truy nhap truc ti€p vao hé thong mdy moéc cua
ban va ban c6 thé bao vé dugc may ctia minh.

Miic do bao vé vat Iy ma ban can ap dung phu thudc vao tinh trang va ngan
sdch ctia ban. Néu ban 1a ngudi st dung binh thuong (home user), ban c6 thé
khong cin quan tam nhiéu vé vin dé nay. Néu ban dang & trong mot t6 chitc nao
do, thi ban cin phai dé€ tam nhiéu hon, nhung ngudi ding van phai lam viéc duogc
trén may ctia minh. Cac muc dudi day s€ giip ban giai quyét van dé nay, ban c6
thé ¢6 hoidc khong cén thiét bao mat may tinh ciia ban khi ban khong ¢6 mat & d6.

2.1- Khéa may tinh

Mot s6 vo mdy (case) cia PC loai méi c6é dac tinh khéa "locking". Thong
thudong nd la mot socket & mit trudc ctia vo may, né cho phép dé & trang thdi khda
hoidc mé. Viéc khéa mdy tinh c6 thé gitip cho ching ta ngan chian dugc ai d6 an
trom mady tinh ctia ban hoac 1a ma& case va truc ti€p 1y trom phan cting ctia ban.
Doi khi diéu nay ciing han ché dugc ai d6 khdi dong lai mdy tinh clia ban tir mot
dia mém hoic 12 tir mot 6 dia ciing khac.

Céc khoa trén ting mdy tinh thi khac nhau tity theo su ho trg ciia ban mach
chu (motherboard) va cach thiét k& case. Trén mot s6 may tinh thuc hién theo cach
bit ban phai pha case d€ md case. Mot s6 mdy tinh khac, chiing khong cho phép
ban cim ban phim hodc chudt méi. Hay ki€m tra cdc chi d4n ban mach chu hoic
case dé lay thém thong tin. Diéu nay doi khi rét thuan lgi, tham tri v6i cac khéa
chat luong thip va c6 thé dé dang ddnh bai boi nhitng ké tan cong bing cich bé
khoa.

Mot s6 may (hau hét SPARCs va macs) ¢c6 mot dongle & phia dang sau, néu
ban dua mot cdp qua do, ké tan cong phai cit n6 hodc bd case dé tham nhap vao
d6. Hay dua padlock hoac combo lock qua nd, dé sé la yéu t6 lam nan long ké
muon an trom may cua ban.

2.2- Bdo vé BIOS

BIOS 1a miic thdp nhat cha phan mém ma dé cau hinh hodc thao tdc phan
ctiing dua trén x86. LILO va cac phuong phap khaoi dong khac cta Linux truy nhap
t6i BIOS dé xdc dinh cdch khéi dong may ctia ban. Céc phén ciing khdc ma Linux
chay trén né c6 nhitng phan mém tuong tu (OpenFirmware trén may Macs va may
Suns mdi, Sun boot PROM,...). Ban ¢6 thé st dung BIOS dé ngén chan nhiing ké
tan cong khoi dong lai mdy tinh cia ban va thao tac véi hé thong Linux cua ban.

Nhiéu BIOS clia mdy tinh cho phép ban thi€t 1ap mat khau khdi dong. Diéu
nay khong c6 nghia 1a cung cap diy du van dé bao mat (BIOS c¢6 thé thiét lap lai
hoac xda di néu mot nguoi nao dé khi d@ mé dugc may tinh cua ban), nhung né c6
thé 1a mot su ngén can t6t (vi du nhu mat thoi gian va dé lai dau vét cta su luc loi).



Tuong tu, trén hé thong S/Linux (Linux cho cac may c6 bd st ly SPARC(tm)),
EFPROM c6 thé duoc thiét 1ap dé yéu cAu mat khau khdi dong. Diéu nay lam ké
tan cong mat thoi gian.

Mot s6 x86 BIOS ciing cho phép ban xac dinh cac cach thiét 1ap bao mat
khac nhau. Kiém tra BIOS manual hodc nhin méi l1an ban khdi dong hé thong. Vi
du, mot s6 BIOS khong cho phép khdi dong tir 6 dia mém va mot s6 yéu cau mat
khau dé truy nhap céc dic tinh cta BIOS.

Chii y: Néu ban c6 mot may server va ban da thiét 1ap mat khau khéi dong thi may
ctia ban s& khong thé khoi dong duge néu nhu khong ¢6 mat khau khoi dong. Do
vay ban phai nhé mat khau.

2.3- Bdo vé trinh nap khaoi dong (Boot Loader) LILO

C6 nhiéu cach khéi dong Linux khac nhau, céc trinh nap khéi dong cua
Linux cling c6 thé dugc thi€t 1ap mat khau khéi dong. LILO duge stir dung dé khoi
dong Linux, nd quan 1y tién trinh kh&i dong va c6 thé khoi dong cdc anh nhan
Linux tr dia mém, dia cing hodc c6 thé khoi dong cdc hé diéu hanh khac. LILO
thi rat quan trong cho hé thong Linux do dé ta phai bao vé né. File ciu hinh cua
LILO Ia file lilo.conf, file ndy & trong thu muc /etc. Vi file nay ta c6 thé cau hinh
va cai thién van dé an toan cua chuong trinh va hé thong Linux. Ba tlly chon quan
trong sau day s& cai thién van dé bao vé chuong trinh LILO.
e Tuy chon timeout=<time>

Tuy chon nay diéu khién LILO dgi bao lau (tinh bing giay) cho ngudi dung
lua chon hé di€u hanh nao trudc khi n6é khai dong mac dinh. Mot trong cdc yéu cau
an toan cua C2 la thiét 1ap khoang thoi gian nay 1a O trir khi hé thong khoi dong
kép.
e Tuy chon restriced

Tuy chon “restricted” chi duogc sir dung cuing véi tlly chon “password”. Dam
bao chic chan ban sir dung tuy chon nay cho méi image.
e Tuy chon password=<password>

Tuy chon nay yéu ciu nguoi sit dung vao mot mat khau khi ¢6 ging nap hé
thong Linux trong ché& do don (single mode). Mat khau luon luon 12 mot thit nhay
cam, ngoai ra cing can dam bao file /etc/lilo.conf sao cho khong dugc phép ghi dai
tra, néu khong bat ky ngudi ding nao ciing c6 thé doc dugc mat khau dé.

Céc budc dé bao vé LILO véi file cau hinh lilo.conf:
Buidc 1:Sira doi lai file cau hinh lilo.conf va thém vao 3 tuy chon & trén. Vi du
boot=/dev/sda
map=/boot/map
install=/boot/boot.b
prompt
timeout=00
Default=1linux



restricted

password=lucpv
image=/boot/vmlinuz-2.2.12-20
label=1linux
initrd=/boot/initrd-2.2.12-10.1img
root=/dev/sdab

read-only

Buidc 2: Boi vi file cau hinh /etc/lilo con chita mat khau khong duge ma héa, do d6
file nay chi nén doc boi siéu ngudi dung (root). Thay déi quyén truy nhap cua file
nay st dung Iénh sau:

[root@deep /]# chmod 600 /etc/lilo.conf

Budc 3: Cap nhat file cdu hinh nay d€ c6 su anh hudng. Ta st dung lénh sau:
[root@deep /]# /sbin/lilo -v

Budc 4: Thiét 1ap thuoc tinh cua file nay sir dung 1énh sau:
[root@deep /]# chattr +i /etc/lilo.conf

Ban phai nhé tat ca mat khau ma ban thiét 1ap. Ban ciing nén nhé ring cic
mat khdu nay chi don thuin bao vé mot s6 ké tan cong, ching khong ngan chan
dugc khi ¢6 nguoi nao d6 khai dong tir mot dia mém, va két gan phan ving goc
cta ban. Néu ban dang str dung bao mat két hop v6i mot boot loader thi ban c6 thé
khong cho phép khoi dong dia mém trong BIOS, va thiét 1ap mat khau bao vé
BIOS.

2.4- xlock and vlock
Ban c¢6 thé khéa console ctia ban dé ngan chin su luc loi hodc nhin xem ban
dang lam gi. C6 2 chuong trinh lam viéc nayla: xlock va vlock.

xlock

xlock 12 mot chuong trinh khéa hién thi trén X (X display locker). N6 duoc
gop vao trong bat ¢t phan phdi ndo cua Linux. Xem trang man ctia né dé ¢6 thém
thong tin. Thong thudng ban c6 thé chay xlock tlr bat ky xterm trén console clia
ban, n6 s& khéa nhiing gi hién thi va yéu cdu mat khau dé mé khéa.

vlock

La mot chuong trinh nhd cho phép ban khéa mot s6 hoac tit ca cac console
4o trén Linux box. Ban c¢6 thé chi khéa console ma ban dang lam viéc hoac 1a tat
ca. Néu ban khoa mot console, thi nhiing console khic c6é thé vao va st dung
console ndy, ching s& khong thé str dung console cuia ban dén khi ban md khoa né.

TAt nhién khoéa console clia ban s€ ngan chan mot s6 nguoi to mo luc loi
cong viéc cua ban, nhung s€ khong ngan chan duoc viéc ho khai dong lai may cla
ban hodc phd v& cong viéc ctia ban. N6 ciing khong thé ngan chan duogc ho truy



nhap vao mdy clia ban tir mot may khéc trén mang va khi dé s€ nay sinh cédc van dé
khéc.

2.5- Phat hién su thoa hiép an toan vdt ly

Vén dé dau tién luon ludn can chd y d6 1a khi may tinh cua ban khoi dong
lai. Boi vi Linux 12 mot hé diéu hanh manh va én dinh, may cta ban chi nén duogc
khdi dong lai khi ban can nang cap hé diéu hanh, lap dit, thay th€ phan ciing. Néu
mdy cta ban duoc khéi dong lai ma ban khong thuc hién céc van dé d6 thi c6 thé
12 mot dau hiéu ma ké tdn cong da thoa hiép hé thong ciia ban. C6 nhiéu céch dé
hé théng ctia ban c6 thé bi thoa hiép phu thuoc vao mot ké tan cong khdi dong lai
hodc tat mdy tinh cta ban.

Kiém tra cdc ddu hiéu ctia su luc loi trén vd mdy va cdc ving lan can cua
mady tinh. Mic du nhiéu ké tdn cong x6a dau vét d€ lai trong nhat ky hé thong,
song ta nén kiém tra tit ca va chi y dén bat ky su khac thuong nao.

Deamon sys c¢6 thé dugc cau hinh dé tu dong g dit liéu nhat ky t6i mot
server syslog trung tam, nhung di liéu trong qua trinh gui thi khong duoc ma héa
do d6 s& cho phép mot ké tan cong xem dit liéu d6 khi né dugc truyén. Diéu nay
ti€t 10 cédc thong tin vé mang ctia ban ma nhiing thong tin nay ban khong mudn
cong khai. C6 mot vai deamon c6 sdn dé ma hoa dit liéu nay khi né duoc truyén di.

Mot vai cong viéc kiém tra trong cdc nhat ky ctia ban:

Cac nhat ky khong ddy du hoac ngén

Céc nhat ky chtta timestamps la

Nhat ky véi quyén truy nhap va thanh vién sé hitu khong ding
Ban ghi khdi dong hodc bat ddu cac dich vu

Cac nhat ky bi mat

Cic su hoic céc dang nhap tir cac dia diém la

3-Bao vé cuc bo

Diéu chiing ta quan tam ti€p theo 1a van d¢ bao mat trén hé thong ctia ban
chong lai su tan cong cua nhitng ngudi dung cuc bo (local users). Lay quyén truy
nhap mot tai khoan nguoi dung cuc bd 1a mot nhiing viéc dau tién ma nhitng ké tan
cong hé thong thuc hién dé khai thac tai khoan ngudi ding root. Véi su bao mat
long 1&0, ho c6 thé nang cap quyén truy nhap thong thudng cta ho ngang vdi
quyén truy nhap ctia ngudi dung root biang cach sir dung nhiing 16i khac nhau va
céc dich vu cuc b dugc thiét 1ap t6i. Néu ban chic chan rang viéc bao mat cuc bo
ctia ban 1a t6t, thi day s€ 1a mot hang rao ngan can nhitng ké tan cong.

Ngudi dung cuc bo ciing c6 thé giy ra rat nhiéu su tan pha hé thong cla
ban, dic biét ho bi€t ngudi ma ho dang tim hiéu 1a ai. Cung cdp tai khoan cho
ngudi dung ma ban khong biét hoac cho nguoi khong lién lac thong tin véi ban la
mot diéu khong thé chap nhan duoc.



3.1-Tao cdc tai khodn mdi

Ban nén chic chin riang ban cung cap tai khoan ngudi dung chi véi nhiing
yéu cdu t6i thiéu cho nhiing tdc vu ma ho cin dé 1am viéc. Gia su, néu ban cung
cép cho con trai ban (10 tudi) véi mot tai khoan, ban c6 thé chi cho quyén truy
nhap bo st ly word va chuong trinh v€, nhung khong dugc x6a dit liéu néu né
khong phai do con ban tao ra.

Mot s6 quy tac khi cho phép quyén truy nhap nguoi ding trén mdy Linux
cta ban:
Cho ho s6 luong dic quyén t6i thiéu ma ho can thiét.
Phai bi€t ho dang nhap hé théng khi nao va & dau.
Ban phai chic chan x6a nhing tai khoan khong con gia tri.
Nén stir dung cling mot userid (s6 hiéu nguoi s dung) trén cac may tinh va
c4ac mang dé giam cong viéc bao tri tai khoan va cho phép dé dang phan tich di
liéu nhat ky.
e Viéc tao sO hiéu nhom ngudi dung 1a tuyét d6i cam. Bai vi tai khoan nguoi
dung c6 tinh thong ké dugc (accountability), con tai khoan nhém thi khong

3.2- An toan Root

Mot tai khoan ¢6 ddy du diac quyén trén mdy cta ban dé6 1a tai khoan nguoi
dung root (superuser). Tai khoan nay cé cic quyén trén toan bd may, né ciing c6
thé ¢6 quyén trén cdc mdy khdc trén hé thong mang. Luu y ring, ban c6 thé chi sir
dung tai khoan ngudi ding root trong thoi gian rat ngin, véi nhitng tic vu nhat
dinh, va nén chay hau hét véi nguoi ding binh thudng. Tham tri v6i nhitng 16i rat
nho trong khi diang nhap véi ngudi dung root c6 thé gay ra rat nhiéu van dé. D6 1a
1y do tai sao ban nén dung dic quyén root chi trong thoi gian rat ngan, va khi do6 thi
hé thong sé dugc an toan hon.

Nhiing diéu can tranh khi dang nhap véi tu cach siéu nguoi ding:

e Khi thuc hién v6i nhitng cau lénh phuc tap, thir chay tru6c dé khong pha
hiy hé thong. Dac biét nhitng cau 1énh mang tinh chat huy bo. Vi du, néu
ban muon thuc hién cau lénh rm foo*.bak, thi dau tién ban nén thuc hién
lénh 1s foo*.bak va chiac chin rang ban dang x6a nhitng file ndo ma ban
muon.

e Cung cap cho ngudi dung thong bao khi st dung 1énh rm dé hoi truéc
khi thuc hién x6a.

e Ban nén lam viéc v6i mot tai khoan nguoi dung thong thuong, chi lam
viéc véi tu cach siéu nguoi dung véi nhiing tac vu dac biét, va sau d6 phai
trd vé tai khoan nguoi dung binh thudng ngay.

e Duodng dan lénh cho ngudi dung root 1a van dé rat quan trong, (thé hién
qua bién moi truong PATH). N6 chi ra cac thu muc ma trong dé shell tim
kiém cédc chuong trinh dé thuc hién. Co ging han ché dudong dan Iénh cho
ngudi stt dung root nhiéu nhu ¢6 thé. Hon nita, khong dé€ cac thu muc c6 thé



duoc ghi trong dudng dan tim ki€m cua ban, néu di€u nay xay ra thi sé cho
phép céc ké tdn cong thay déi hodc di chuyén céc file nhi phan trong dudng
dan tim ki€m cta ban, cho phép ching chay nhu 1a root & 1an t6i khi ban
chay lénh.

e Khong nén su dung cac dich vu tr xa (cong cu rlogin, rsh, rexec) khi
dang dang nhap véi tu cach root. Bung bao gio tao tép .rhosts cho root.

e File /etc/securetty chita danh sach cac diu cudi (terminals) ma root cé
thé dang nhap tir d6. Red Hat Linux ngdm dinh thiét 1ap cho cac console 4o
cuc bo (vtys). Ban nén than trong khi thém nhiing gi khac trong tép nay.
Ban nén dang nhap tir xa bang mot tai khoan ngudi ding binh thudng va sau
dé6 su (switch user) vao nguoi dung root khi ban muén (hy vong la qua ssh
hoac mot kénh khac da dugc ma héa), do vay khong can thiét ban phai dang
nhap truc ti€p vao nguoi dung root.

e Ban chi nén 1a tu cach root chi trong thdi gian ngin véi nhitng tac vu dic
biét. Bdi moi hoat dong ctia ban ¢ thé gay ra rat nhiéu két qua. Hay nghi
k¥ khi thuc thi mot 1énh.

4-An toan file va hé thong file
Mot vai phiit chuin bi va 1ap k& hoach trudc khi dua hé thong clia ban vao
ché do truc tuyén (online) c6 thé gildp ban bao vé hé thong file va dit liu chita
trong do.
e Khong c6 mot 1y do nao cho phép cac thu muc home ctia nguoi dung
duge phép chay cac chuong trinh SUID/SGID trén d6. St dung tuy chon
‘nosuid’ trong tép /etc/fstab cho cdc phan ving dugc ghi bdi ngusi dung
khac root. Ban ciing c6 thé sir dung céc tily chon ‘nodev’ va ‘noexec’ trén
cac phan vung thu muc home cta ngudi dung, khi dé6 cdm thuc thi cac
chuong trinh, va tao cac thiét bi khoi va thiét bi ki tu.
e Neéu ban dang ‘export’ hé thong file sir dung NFS, phai chac chan khi
céu hinh tép /etc/exports v6i hau hét cdac han ch€ quyén truy nhap c6 thé.
Diéu nay cé nghia 1a khong sur dung ki tu thay thé (wildcards), khong cho
phép root truy nhap ghi, va chi doc.
Vi du: /home/tiendq 192.168.2.220(no_root_squash)
e Ciu hinh hé thong file bing ‘umask’ dé han ch€ cdc quyén c6 thé.
(Trinh bay sau)
e Neéu ban dang két gan két hé thong file sir dung hé thong file mang NFS,
phai chac chin khi céu hinh tép /etc/exports vdi cdc han ché phi hop. Dic
biét, st dung céc tuy chon “nodev', “nosuid’, va “noexec'. (Xem NFS-howto)
e Thiét lap giGi han hé thong file (mic dinh khong c6). Ban c6 thé diéu
khién gidi han tai nguyén cho mdi nguoi dung, sit dung PAM module va
/etc/pam.d/ limits.conf. Vi du, gi6i han cho nhém ngudi dung nhu sau:
@users hard core 0
@users  hard nproc 50
@users hard rss 5000



Gidi thich: Cam khong dugc tao céc file core, giGi han s tién trinh 1a 50, va
giGi han khong gian bo nhé cho méi nguoi ding 1a 5M.
e (Cac file /var/log/wtmp va /var/run/utmp chita cac ban ghi dang nhap cua
tat ca nguoi dung trén hé thong. Phai duy tri tinh toan ven cua ching boi
ching c6 thé dugc sir dung dé x4c dinh khi nao va tir dau mot ngudi ding da
vao hé thong cua ban. Céc file nay c6é quyén 1a 644 (khong anh hudng tGi hé
di€u hanh binh thudng).
e Nhiing bit khong thé bién doi (immutable bit) ¢6 thé duoc s dung dé
ngan chan hiém hoa x6a hodc ghi d& mot file ma file nay can dugc bao ve.
N6 ciing ngin chin mot ngudi nao d6 tao lién két biéu twong (symbolic
link) tGi tép d6 (symbolic link trd thanh ngudn gdéc cta cic cudc tdn cong
thuc hién xo6a tép /etc/passwd hodc /etc/shadow). Xem chattr(1) man page
dé thém thong tin vé céc bit khong bién d6i nay.
e Cic file SUID va SGID trén hé thong 1a mot rai ro an toan tiém an, va
chiing nén duoc gidm sat cin than. Boi cdc chuong trinh nay gan céc dac
quyén cho nguoi ding ma dang thuc thi ching, do vay cén phai bao dam
rang cdc chuong trinh khong an toan nay khong dugc cai dat. Mot cach tan
cong wa dung cua cracker 1a khai thac chuong trinh SUID cua root, sau d6
dé mot chwong trinh SUID nhu 1a mot cira sau (backdoor) dé vao trong 1an
ti€p theo.
Tim tat ca cac chuong trinh SUID/SGID trén hé thong clia ban va giit dau
vét nhitng gi ma ching da lam, bdi vay ban phai biét duoc bat ky cac thay
d6i ma ¢6 thé chi ra ké tan cong tiém an. Su dung cau lénh duéi day dé tim
tat ca cac chuong trinh SUID/SGID trén hé théng cta ban:
root# find / -type f -perm -04000 -o -perm -02000
Ban c6 thé x6a cic quyén SUID hoidc SGID trén céc chuong trinh kha nghi
bang Iénh chmod, sau d6 khoi phuc lai cic thay déi nay n€u ban cam thay
cén thiét.
e Cac file world-writable (file ghi dai tra), dac biét 1a cac file hé thong c6
thé 12 mot 16 héng an ninh néu mot cracker danh dugc quyén truy nhap vao
hé thong clia ban va stta d6i ching. Hon thé nita, ciac thu muc world-
writable 1a rit nguy hiém, boi vi ching cho phép mot cracker thém hoic 1a
x0a cdc tép ma anh ta mudn. D€ chi ra tat ca cdc tép world-writable trén hé
thong cua ban st dung 1énh sau:
root# find / -perm -2 ! -type 1 -1s
va chic chén ring ban biét tai sao cdc tép c6 thé ghi dugc. Thong thudng,
mot sO tép sé 1a world-writable, bao gdm céc tép trong thu muc /dev, céc
lien két twong trung, thy chon ! -type 1 khong hién thi céc file dang nay
trong cau 1énh find trudc.
e Cic file khong dugc s& hitu ciing c6 thé dé ké truy nhap trai phép truy
nhap vao hé thong cua ban. Ban nén chi ra cac file ma khong thudc sa hitu
cla ai trén hé thong cta ban, hoac khong thudc mot nhém nao véi 1énh:
root# find / -nouser -o -nogroup -print
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e Tim céc file .rhosts 1a mot phan ctia nhiém vu quan tri hé thong, nhiing
file nay khong nén duoc cAp quyén trén hé thong cia ban. Nhé rang, mot
cracker chi cAn mot tai khoan khong an toan dé dat dugc su truy nhap t6i
toan bo mang. Ban can chi ra tat ca nhiing file .rhosts trén hé théng bang
lénh sau:

root# find /home -name .rhosts -print

e Cudi cung, trudc khi thay déi cdc quyén trén bat ky file ndo, can dam
bao chéc chén rang ban hiéu nhiing gi ban dang 1am. Ding bao gio thay déi
quyén trén mot file bdi vi d6 1a cdch dé nhat dé ¢6 moi thit. Luon luon xdc
dinh ring tai sao file d6 lai c6 quyén nay truée khi thay déi no.

4.1- Thiét lap Umask

Lénh umask dugc sit dung dé xdc dinh mic dinh ché€ do (quyén) cua file
duoc tao trén hé thong. Ch€ do nay la phan bu co s6 8 clia ch€ do file mong muon.
Néu mot file dugc tao ma khong c6 bt ky su d€ ¥ nao tdi viéc thiét 1ap quyén truy
nhap, thi nguoi dung c6 thé tinh cd cho ai d6 quyén read hodc write ma ngudi nay
khong nén c6 quyén nay. Viéc thiét 1ap umask dién hinh 1a 022, 027 va 077 (viéc
thiét 1ap nay han ché hau hét cdc quyén truy nhap). Binh thudng umask dugc thiét
lap trong /etc/profile, boi vay né ap dung t6i tat ca ngudi dung trén hé thong. mask
cua file dugc tao ¢6 thé duoc tinh toan bang cach 1ay 777 trix di gid tri mong
muon. No6i cach khac, mot umask cua 777 s€ khién cac file duoc tao méi s€ khong
c6 quyén nao (khong read, khong write, khong execute) doi v6i bat ky ai. Mot
umask cua 666 s€ khién cac file dugc tao méi c6 mot mask 1a 111. Vi du:

# Set the user’s default umask

umask 033
Trong vi du nay, cdc thu muc duogc tao méi sé cé quyén truy nhap la 744 (gia tri
nay thu duoc bang cach 14y 777 trix di 033), céc file duoc tao mdéi s€ cé quyén la
644.

4.2- Quyén cua file

Unix va Linux tach biét diéu khién truy nhap trén file va thu muc theo 3 dic
tinh: ngudi s& hitu (owner), nhém (group) va cac nguoi khac (other). Giai thich
nhanh vé quyén cua file va thu muc trén Linux: Quyén truy nhap cua file va thu
muc 12 mot tap hop cac bit ¢6 thé duoc thiét 1ap hodc x6a bd dé cho phép cic kiéu
truy nhap nhét dinh t6i file hoac thu muc do. Quyén d6i véi thu muc ¢ thé ¢
nghia khac v6i quyén cling quyén truy nhap cua file. Trén file va thu muc c6 cic
ki€u cho phép truy nhap khéc nhau dé la:

Read:
e Cho phép xem nodi dung ctia mot file
e Cho phép doc mdt thu muc

Write:
e Cho phép thém hoic thay d6i mot file
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e Cho phép x6a hoic di chuyén céc file trong mot thu muc

Execute:
e Cho phép chay mot chuong trinh nhi phan hoac mot shell script
e Cho phép tim ki€m trong mot thu muc (két hgp véi quyen read)

Ngoai 3 dac tinh trén thi con cé mdt s6 thudc tinh khac doi véi file va thu
muc dé thiét 1ap su cho phép cua file va thu muc dé6 Ia:

Thudc tinh Save Text (doi véi thu muc):

“Bit sticky” c6 mot mot nghia khac khi ap dung t6i thu muc hon 1a khi ap
dung t6i file. Néu bit sticky dugc thiét 1ap trén mot thu muc thi mot ngudi sit dung
chi ¢6 thé x6a cac file ma 12 s& hitu clia anh ta hodc anh ta dugc gan quyén write
trén file d6. Di€u nay dugc dp dung doi v6i thu muc nhu /tmp, thu muc nay thi
duge ghi dai tra (world-writable) nhung & d6 n6 khong mong mudn cho phép bat
ky nguoi dung nao x6a céc file trong do.

Thuoc tinh SUID (doi véi cac file):

Thuoc tinh nay mo ta viéc thiét 1ap quyén theo s hiéu ngudi dung (set-user-
id) trén file d6. Khi ch€ do truy nhap theo s6 hiéu (ID) nguoi dung duoc thiét lap
trong nhom quyén owner va file d6 1a file c6 thé thuc thi thi ti€n trinh ma s& chay
n6 thi duoc gan quyén truy nhap téi cdc nguon tai nguyén hé thong dua trén nguoi
ding ma s& hitu file d6. Viéc thi€t 1ap su cho phép theo kiéu nay 1a nguyén nhan
ctia nhiéu su khai thac tran bo dém (buffer overflow).

Thudc tinh SGID (doi véi file):

Néu thiét lap trong céc quyén ctia nhém (group), thi bit nay diéu khién
“thiét 1ap theo s6 hiéu (id) cia nhém” trang thai cua file. Viéc thiét 14ap nay 1a mot
cach tuong tu nhu SUID, ngoai trir nhom d6 thi dugc anh huéng. File ma duoc thiét
lap theo thuoc tinh nay phai la file c¢6 thé thuc thi dé cé bat ky su &nh hudng nao.

Thudéc tinh SGID (déi v6i cac thu muc):
Néu ban thi€t 1ap bit SGID trén mot thu muc (véi 1énh chmod g+s) thi cac
file duoc tao trong thu muc d6 s€ c6 nhom thuéc nhém cia thu muc nay.

4.3- Kiém tra tinh toan ven cua hé thong file

Cach khac dé tim su tdn cong cuc bo trén hé thong do 1a chay mot chuong
trinh kiém tra tinh toan ven nhu Tripwire, Aide hodc Osiris. Cic chuwong trinh kiém
tra tinh toan ven ndy chay mot s6 cdc téng kiém tra trén tat ca cac file nhi phan va
file cAu hinh va so sdnh ching v6i mot co s& dit lieu. Boi vay bat ky su thay doi
nao trong céc file s€ dugc dat co.

Qua 1a mot y tudng tot dé cai dat mot phan cdc chuong trinh nay vao dia
mém va roi thiét 1ap chot chong ghi clia dia mém nay. Vé6i di€u nay cdc ké xam
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nhap trai phép khong thé luc 10i cdc chuong trinh ki€m tra tinh toan ven nay hoic
thay d6i co s& dit lieu cta no.

Ban c6 thé thém mot muc crontab dé chay cdc chuong trinh ndy tir trong dia
mém cua ban vao moi t6i va ban c6 két qua trong sang hom sau nhu:
#set mailto
mailto=kevin
#run Tripwire
15 05 * * * root /usr/local/adm/tcheck/tripwire
Cac chuong trinh kiém tra tinh toan ven dé xac dinh cdc ké xam nhap trdi phép
truc khi ban d€ y dén chiing. Boi vi rdt nhiéu cdc file thay doi trén hé thong, ban
phai can than vdi nhitng gi ma cracker hanh dong va nhitng gi ma chinh ban dang
lam.

5-An toan mat khau va su ma hoa

Mot trong hau hét cdc dac diém bao mat duge sit dung ngay nay la mat
khau. That 12 quan trong cho ca ban va tat ca cdc ngudi st dung dé c6 céc mat
khau an toan, khong thé du dodn. Pa s6 cdc phan phéi Linux gian day cé cic
chuong trinh passwd dé khong cho phép ban thiét 1ap cdc mat khau dé dang va cé
thé du dodn. Pam béo chic chin cic chuong trinh passwd nay thi duoc cap nhat va
c6 cdc dac diém nay.

Thao luan k§ vé€ su ma hoa thi vuogt qia pham vi cua tai liéu nay, & day chi
nhim muc dinh 12 gidi thiéu. Ngay nay mi hoa thi rat hitu ich va can thiét. Cac
phuong phdp ma héa thi rat da dang méi phuong phap c¢6 dac tinh riéng.

Da s6 cac hé Unix (va ca Linux) st dung giai thuat ma héa mot chiéu goi la
DES (Data Encryption Standard) dé ma héa mat khau cta ban. Nhitng mat khiu
duoc ma héa nay dugc chia trong file /etc/passwd hoac /etc/shadow. Khi ban dang
nhap mat khdu ma ban gb vao thi né duoc ma héa va dugc so sanh véi cdc muc
trong file ma chita mat khau ctia ban. Néu giong nhau thi ban dugc phép truy nhap
vao hé thong. Mic du DES 1a mot giai thuat ma héa hai chiéu (ban c6 thé ma va
gidi ma mot thong bao véi cdc khoéa ding da cho), cdc bién thé ma hau hét céc
Unix sir dung 12 giai thuat ma héa mot chiéu. Diéu nay c¢6 nghia ring khong thé
khoi phuc lai s ma hoa dé c6 lai mat khu tir noi dung cua file /etc/passwd (hoic
/etc/shadow).

Céc tin cong Brute force nhu “Crack” hoac “John the Ripper” thuong du
doan mat khau trir khi mat khau cua ban di ngiu nhién. Modules PAM (xem &
sau) cho phép ban slt dung mot chuong trinh ma héa khac cho mat khiu ctia ban
(MD5). Chay Crack dinh ky trong co s& dit liéu ciia ban dé tim ra cdc mat khau
khong an toan va réi thong bdo v6i ngudi ding ¢6 mat khiau khong an toan nay dé
thay déi né.

5.1- PGP va mdt ma khéa cong khai
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Mat ma khéa cong khai st dung mot khéa dé ma héa va mot khoa dé giai
ma. Tuy nhién mat ma c6 dién sir dung cing mot khoa d€ ma héa va giai ma. Cac
khoéa nay phai bi€t & ca hai noi, b&i vay van dé 1am sao dé truyén cac khéa nay tir
noi nay dén noi khdc duoc an toan. Dé giam cong viéc truyén cdc khéa ma héa nay
an toan, khéa cong khai st dung hai khoa riéng biét: khéa cong khai va khéa bi
mat. Khéa cong khai clia m&i mot ngudi thi bat ky ai ciing ¢c6 dé€ ma héa, trong khi
d6 mdi nguoi gitt mot khéa bi mat rieng cia minh dé giai ma thong bdo dé.

PGP (Pretty Good Privacy) 12 mot hd tro ndi tiéng trén Linux. Phién ban
2.6.2 va 5.0 duogc biét 1a lam viéc tot. Cac sO nguyen to (prlmer) tot cua PGP va
nhu th€ ndo d€ st dung né ban c6 thé xem & PGP FAQ:
http://www.rsa.com/service/export/fag/S5fag.cgi. Hay chic chan phién ban ma
duoc 4p dung vao dit nuée ban. Do luat han ché xuat khau ctia chinh phit My, mat
ma manh thi bi ngdn cAm dua ra ngoai dat nuéc nay. Viéc diéu khién xuat khau
ciia My bay gio duoc quan ly boi EAR, trude d6 chiing dugc quan 1y boi ITAR.

5.2-SSL, S-HTTP, HTTP va SIMIME
Thuong nguoi diung thic mac vé su khac nhau giita an toan va cac giao thic
ma héa, nhu thé€ nao dé sir dung né. Trong muc nay s& giai thich ngan gon vé moi
giao thiic va noi tim thdy thong tin vé no.
e SLL - Secure Sockets Layer 12 mot phuong phap ma hoa duoc phét trién
boi Netscape dé bao vé trén mang Internet. N6 hé tro vai giao thifc ma héa
khac nhau va cung cap xac thuc khach va chu. SSL hoat dong & tang mang,
no tao mot kénh ma héa an toan cho dit liéu va c6 thé ma héa nhiéu kiéu dix
litcu. Ban ¢6 thé tim thdy nhiéu thong tin vé né O
http://www.consensus.com/security/ssl-talk-faq.html.
e S-HTTP - 1a mot giao thic khac cung cép dich vu bao mat thong qua
Internet. N6 dugc thiét k€ dé cung cdp tinh tin can, xéc thuc, tinh toan ven
va su khong tir choi (non-repudiability) trong d6 hé trg nhiéu co ché€ quan ly
khéa va nhiéu giai thuat ma héa thong qua tiy chon gitta cac t6 chiic c6 lién
quan trong moi phién giao dich. S-HTTP han ch€ t6i nhitng phAn mém ma
dang thuc thi né, va né giai ma mdi thong bao.
e S/MIME: - S/MIME (Secure Multipurpose Internet Mail Extension) la
mot chudn ma héa duge sir dung dé ma hoa thu dién tir va cdc dang thong
bao khdc trén Internet. N6 1a mot chudn m& dugc phat trién bdi RSA. Dé c6
thong tin nhiéfu hon vé S/MIME c¢6 thé tm &:
http://home.netscape.com/assist/security/smime/ overview.html.

5.3- Ung dung Linux IPSEC

Cung v6i CIPE va cac dang khac ciia ma hoa dit liéu thi con ¢6 mot vai tng
dung khéc ctia IPSEC cho Linux. IPSEC la mot c6 ging 16n ctua IETF dé tao su
truyén thong ma héa an toan & ting mang IP, n6 ciing cung cap xac thuc, tinh toan
ven, diéu khién truy nhap va su tin can. D€ c6 thong tin vé IPSEC va Internet ban
c6 thé tim & http://www.
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5.4- ssh va stelnet
Ssh va stelnet 1a tap hop cac chuong trinh ma cho phép ban dang nhap téi
cac hé thong tir xa va c¢6 két noi duoc ma hoa.

openssh 1a mot bd cac chuong trinh dugc sit dung nhu 1a mot su thay thé
cho rlogin, rsh va rcp. N6 st dung mat ma khéa cong khai dé€ ma héa truyén thong
gifta hai mdy chu, va ciing dé xéac thuc ngudi ding. N6 c6 thé dugc st dung dé
dang nhap an toan téi mot mdy chu tir xa hoac sao chép dit liéu gitta cac may chu,
trong khi d6 né ngan chan cac cudc tdn cong chung cudc va danh lira DNS.
Openssh s& thuc hién viéc nén dit liéu trén cic két n6i ctia ban va bao vé truyén
thong X11 giita cic may chu.

Hién tai c6 vai ting dung ssh. Cic ung dung thuong mai cii ¢ thé tim &
http://www .datafellows.com.

Ung dung Openssh thi dua trén mot phién ban gin day clia ssh datafellows
va da dugc dugc stra doi lai dé khong thuoc bat ky trong bing séng ché nao.
Openssh thi mién phi va diat dudi bang siang ché BSD. N6 c6 thé tim &
http://www.openssh.com.

SSLeay 1a mot ing dung mién phi cta giao thic Secure Sockets Layer cta
Netscape, n6é dugc phét trién boi Eric Young. N6 bao gébm vai ting dung nhu
Secure telnet, mot mo dudule cho Apache, vai co s& dit liéu va cung véi mot vai
giai thuat bao gom DES, IDEA Va Blowfish.

Sir dung nhiing thu vién nay, mot thay thé secure telnet da dugc tao dé thuc
hién ma hda trén mot két ndi telnet. Khong nhu SSH, stelnet s dung SSL. Ban ¢6
thé tim Secure telnet va Secure FTP & http://www.psy.uq.oz.au/~ftp/Crypto/.

5.5 PAM - Pluggable Authetication Modules.

Cac phién ban méi hon cua phan phdi Red Hat Linux ¢ mot luoc d6 xac
thuc thong nhat dugc goi 1a “PAM”. PAM cho phép ban thay d6i phuong phép xdc
thuc va yéu cau (on the fly), né thau téom tat ca cac phuong phap xac thuc cuc bo
ma khong phai bién dich lai bat ky mot chuong trinh thuc thi nao. Cau hinh PAM
thi vuot qua khuan kho cua tai liéu nay, dé c6 thong tin nhiéu hon vé PAM van c6
thé tim & http://www.kernel.org/pub/linux/libs/pam/index.html.

Mot vai cong viéc ban c6 thé thuc hién v6i PAM la:

e St dung phuong phap ma héa khac DES cho cdc mat khau cua ban. (Tao
kh6 khian hon dé pha mat khau bang phuong phép vét can (brute-force)).

e Thiét 1ap han ch€ tai nguyén trén tit ca cdc nguoi dung bdi vay ho khong
thé thuc hién viéc tan cong tir choi dich vu.

e Cho phép mat khiu shadow (xem dudi).
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e Cho phép cdc nguoi dung cu thé dang nhap chi & thoi gian cu thé tir mot
dia diém xéc dinh.

V6i mot vai gid cai dat va cau hinh hé thong cta ban, ban ¢6 thé ngéan chin
nhi€u cudc tan cong trude khi ching xay ra. Vi du, st dung PAM khong cho phép
st dung rong rai cdc file .rhosts trong thu muc riéng cta ngudi ding bang cach
thém cac dong sau t6i file /etc/pam.d/rlogin:

# Disable rsh//rlogin/rexec for users
login auth required pam rhosts auth.so no rhosts

5.6-Cryptographic IP Encapsulation (CIPE)

Muc dich chinh clia phdn mém nay Ia cung cdp mot tién ich dé bao vé
(chong lai viéc thu trom, bao gom phan tich duong truyén, gia mao thong bao) su
két noi cdc mang con thong qua mot mang géi khong an toan nhu Internet. CIPE
ma hoéa dit liéu 6 ting mang. Viéc truyén cac géi giita cdc mdy chi trén mang dugc
ma héa. Bo ma héa dugc dit ¢ gan trinh diéu khién ma dé€ glri va nhan cdc goi.

Khong giong nhu SSH (SSH ma héa dit liéu & tang socket). Mot su két ndi
logic gilra cac chuong trinh chay trén cdc mdy chu khac nhau dugc ma héa. CIPE
c6 thé duoc su dung trong dudng him, nhim muc dich tao ra mang riéng ao
(Virtual Private Network). Ma héa & ting thip c¢6 uu diém 1a n6 c6 thé lam cac
cong viéc madt cach trong suot gitta hai mang dugc két ndi trong VNP ma khong
véi bat ky mot thay déi nao t6i phadn mém tng dung. D€ c6 thém thong tin vé CIPE
ban ¢6 thé tim & http://www.inka.de/~bigred/devel /cipe.html.

5.7- Kerberos

Kerberos 12 mot hé thong x4c thuc duoc phét trién bdi dé 4n Athena & MIT.
Khi mot nguoi dung dang nhap, Kerberos xac thuc nguoi dung dé (sit dung mot
mat khiu) va cung cép cho ngudi dung d6 mot cach dé chiing minh nhan dang cua
anh ta tGi cdc server va host trong mang.

Tiép theo su x4c thuc ndy duoc st dung boi cac chuong trinh nhu rlogin dé
cho phép ngudi dung diang nhap t6i cdc host khdc ma khong v6i mot mat khau
(trong vi tri cua file .rhosts). Phuong phap xac thuc nay ciing dugc su dung bdi hé
théng thu nhim muc dich dam bao ring cdc thu nay thi dugc chuyén t6i ding
ngudi nhan, né cing dam bao rang ngudi giri 1a ngudi ma ngudi nhan yéu cau.

Kerberos va cac chuong trinh khac di kém v6i né ngén chéan cdc nguoi dung
khoi ddnh lira hé thong khi né tin tudng ring ho khong 1a mot ai khac. Khong may,
cai dat Kerberos thi khd phuc tap, yéu cdu thay doi hodc thay th€ mot s céc
chuong trinh chudn. Ban c6 thé tim nhiéu thong tin hon vé Kerberos &
http://nii.isi.edu/info/kerberos/.

5.8-Shadow Passwords
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Shadow Passwords 12 mot phuong phdp git bi mat thong tin mat khau dugc
ma hoéa clia ban khoéi cac nguoi dung binh thuong. Cac phién ban gan day cta ca
Red Hat va Debian Linux st dung shadow passwords 1a mac dinh. Nhung trén cac
hé thong khac, cac mat khau dugc ma héa thi dugc chia trong file /etc/passwd dé
cho tat ca moi ngudi c6 thé doc. Bat ky ai chay cac chuong trinh du dodn mat khau
trén c4c hé thong nay thi c6 thé xac dinh nhitng gi ma ching cé. Tréi lai, shadow
passwords Iuu cdc mat khdu ma hoa & trong file /etc/shadow, file nay thi chi ngudi
ding c6 dic quyén thi mé6i c6 thé doc dugc. Nhim muc dich st dung shadow
password, ban cidn dam bao chic chin rang tit ca cdc tién ich truy nhap t6i thong
tin mat khau thi duoc bién dich lai d€ hd trg ching. Ngoai ra PAM cho phép ban
chi chay trong mot module shadow; né khong yéu ciu bién dich lai cac chuong
trinh thuc thi. Ban c6 thé xem tai lieu Shadow-Password HOWTO dé c¢6 thém
thong tin néu can thiét, thong tin nay «cing ¢4 san O
http://metalab.unc.edu/LDP/HOWTO/Shadow-Password -HOWTO.html.

5.9- “Crack’ va “John the Ripper”

Néu c6 mot vai 1y do ma chuong trinh passwd khong bit buoc cac mat khau
khé du dodn thi ban ¢ thé chay mot chuwong trinh phd mat khau va dam bao ring
mat khau cta nguoi dung thi an toan.

Céc chuong trinh pha mat khdu 1am viéc trén mot y tudng don gidn: ching
thir moi tr trong mot tir dién, va r6i thay déi trén cdc tir ndy, ma héa méi tir va
kiém tra tir dugc ma héa nay so sanh v6i mat khau da duoc ma héa cua ban. Néu
ching giong nhau thi mat khau ctia ban da bi pha.

C6 mot s6 chuong trinh pha mat khau, nhung hai chuong trinh néi tiéng
trong s6 nay d6 la  “Crack” va  “John the  Ripper”
(http://www.false.com/security/john/index.html). Cic chuong trinh nay thi chi€ém
nhiéu thoi gian cua cpu.

5.10 -CFS - Cryptograpic File System va TCFS - Transparent Cryptographic
File System

CFS 1a mot cdch ma héa toan bd cay thu muc va cho phép nguoi dung luu
nhiing file dugc ma hda nay trén ching. CFS st dung mot NFS server chay trén
mdy cuc bo. CFS thi ¢6 sin & http://www.zedz.net/redhat/. Dé ¢6 thém thong tin
ban c6 thé tim & ftp://ftp.research.att.com/dist/mab/.

TCFS cai tién tir CFS biang cach thém vao nhiéu su tich hop v6i hé thong
file, boi vay né thi trong sudt v6i ngudi dung ma hé thong file d6 duoc ma hoa. Dé
c6 thém thong tin ban c6 thé tim & http://edu-gw.dia.unisa.it/tcfs/.

5.11- X11, SVGA va bdo vé man hinh.
X11
That 1a quan trong cho ban d€ bao vé man hinh dé hoa cuia ban ngin chin
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cac ké tan cong thu trom mat khau ctia ban khi ban gd ching, doc tai liéu hodc
thong tin ma ban dang doc trén man hinh, hoac tham tri st dung mot k€ hd an ninh
dé c6 dugc quyén truy nhap root. Chay cdc tng dung X tir xa trén mot mang ciing
c6 thé dan dén nguy hiém, né cho phép cic bo ling nghe (sniffer) xem tat ca céc
tuong tac véi hé thong tir xa.

X ¢6 mot s6 co ché diéu khién truy nhap. Co ché don gian nhat 1a dua trén
host: ban str dung xhost dé xac dinh cdc host nao duoc cho phép truy nhap t6i man
hinh ctia ban. Co ch€ nay thi khong an toan & tét ca, bdi vi néu mot ai d6 ¢6 quyén
truy nhap t6i mdy ctia ban thi ho c6 thé xhost + mdy ctia ho va c6 su truy nhap mot
cdach dé dang. Ngoai ra néu ban cho phép truy nhap tir mot may khong tin cay thi
bat k¥ ai cling c6 thé thoa hiép man hinh ctia ban.

Khi sir dung xdm (X Display Manager) dé diang nhap thi ban c¢6 mot phuong
phép truy nhap tot hon: MIT-MAGIC-COOKIE-1. Mot “cookie” 128-bit dugc sinh
ra va duoc chita trong file .Xauthority. Néu ban can cho phép mot may tir xa truy
nhap t6i man hinh ctia ban thi ban c6 thé sit dung 1énh xauth va nhitng thong tin
trong file .Xauthority dé cung cdp quyén truy nhap t6i chi két noi d6. Xem
Remote-X-Apps mini-howto o dia chi
http://metalab.unc.edu/LDP/HOWTO/mini/Remote-X-Apps .html.

SVGA

Cac chuong trinh SVGALib 12 SUID-root dién hinh nhim muc dich truy
nhap t6i tat ca phan ciing video cia mdy cua ban. Diéu nay thi rat nguy hiém. Néu
ching hong thi ban cin khdéi dong lai may dé khoi phuc lai console thich hop. Dam
bao chic chan bat ky chuong trinh SVGA ma ban dang chay thi xdc thuc, it nhat
thi tin cay. Tham tri t6t hon la khong chay chiing.

GGI - D¢ in giao dién do hoa chung

Dé 4n Linux GGI (Generic Graphic Interface project) c6 gang gidi quyét vai
van de¢ véi cac giao dién video trén Linux. GGI s€ x6a mot thanh phan nho ctia ma
video trong nhan Linux va réi diéu khién truy nhap t6i hé thong video. Diéu nay c6
nghia 12 GGI sé& c6 thé khoi phuc lai console ctia ban & bat ky thoi gian nao t6i mot
trang thdi tot. Ngoai ra chiing s& cho phép mot khéa an toan, bdi vay ban c6 thé
chic chin rang khong ¢6 chuong trinh diang nhap Trojan horse dang chay trén
console ctia ban. Xem & dia chi http:// synergy.caltech.edu/ ~ggi/ dé c6 thém thong
tin.

6-An toan nhan

Muc nay liét ké cdc tlly chon cau hinh nhan ¢6 lién quan t6i an toan. Dé
hiéu rd vé ching 1am gi va nhu thé nao dé sir dung ching, ban ¢6 thé doc & muc 7
trong tai liéu Linux Security HOWTO.

Khi nhan diéu khién mang mdy tinh, thi rat quan trong dé bao dam né an
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toan va khong bi thoa hiép. D€ ngian chian mot vai su tdn cong trén mang thi ban
nén nhap nhat phién ban nhan hién hanh. Ban tim nhan méi & ftp://ftp.kernel.org.

6.1-Cdc tuy chon cdu hinh nhdn cé lién quan téi an toan
e CONFIG_FIREWALL
CONFIG_IP_FORWARD
CONFIG_SYN_COOKIES
CONFIG_IP_FIREWALL
CONFIG_IP_FIREWALL_VERBOSE
CONFIG_IP_NOSR
CONFIG_IP_MASQUERADE
CONFIG_IP_MASQUERADE_ICMP
CONFIG_IP_TRANSPARENT_PROXY
CONFIG_IP_ALWAYS_DEFRAG
CONFIG_NCPFS_PACKET_SIGNING
CONFIG_IP_FIREWALL_NETLINK

6.2-Cdc thiét bi nhdn

C6 vai thiét bi khoi va thi€t bi ki tu c6 san trén Linux ma gitp ban bao vé
hé thong. Hai thiét bi ma nhan cung cép la /dev/random va /dev/urandom cung cip
dit liéu ngau nhién (random data) & bat ky thoi gian nao.

Ca /dev/random va /dev/urandom nén an toan d€ sir dung trong viéc sinh cac
khéa PGP, thach thitc cta ssh va cac ung dung khac ma & d6 cac s6 ngau nhién bao
vé dugc yéu ciu. Cac ké tan cong khong thé du dodn cac s6 k€ tiép khi cho bat ky
mot day s6 khai dau nao tir cic nguon tai nguyén nay.

Su khic nhau gita hai thi€t bi nay la /dev/random chay sinh ra cic byte
ngau nhién. /dev/random la entropy chat lugng cao, dugc sinh ra theo phuong phép
ngat thoi gian. /dev/urandom thi tuong tu, nhung khi du trit ctia entropy th4p thi n6
s€ trd lai ham hash ma héa manh cta nhiing gi n6 c¢6. Diéu nay thi khong an toan,
nhung né dua cho hau hét cac ing dung.

Ban c6 thé doc cdc thiét bi nay sir dung 1énh nhu vi du sau:

root# head -¢ 6 /dev/urandom | mimecode
lénh nay s& in ra tdm ky tu ngdu nhién trén console, phit hop cho sinh mat khau.
Ban c¢6 thé tim mimencode trong g6i metamail. Xem trong
/usr/src/drivers/char/random.c biét sy mo ta giai thuat.

7- An toan mang

An toan mang ngay cang quan trong hon khi moi ngudi mat nhicu thoi gian
dé két noi. Su thoa hiép an toan mang thi dé dang hon thoa hiép vat 1y hodc thoa
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hiép an toan cuc bo. C6 mot vai cong cu tot dé gitp dd van dé an toan mang, va
nhiéu trong s6 ching cé quan hé véi phan phoi ciia Linux.

7.1- Bo ldng nghe goi (packet sniffer)

Mot trong nhiing cdch chung nhat cac ké xam nhép trai phép cé dugc su
truy nhap t6i nhiéu hé thong trén mang cua ban do 1a boi ding mot bo ling nghe
g6i trén mot may host da bi thoa hiép roi. “Sniffer” chi ling nghe trén cong
Ethernet cdc van dé nhu passwd, login va su trong luoéng g6i va ghi dudong truyén
sau d6. V6i cdch ndy, cdc ké xam nhap trdi phép c6 cac mat khau ctia hé thong ma
khong phai c6 gang phd v& né. Cac mat khau & dang rd thi rdt nguy hiém bdi su tin
cong kiéu nay.

Trong thoi gian gan day, cac ké xadm nhap trai phép tham tri khong can thoa
hiép mot hé thong dé thuc hién su tan cong nay: ching cé thé mang mot may tinh
xach tay (laptop) hoac mot PC va két ndi né vao mang cua ban.

St dung ssh hodc cdc phuong phap ma hoa khac dé€ ngan can su tdn cong
nay. Céac chuong trinh nhu APOP cho POP ciing ngan can duoc su tdn cong kiéu
nay.

7.2-Cdc dich vu hé thong va tcp_wrappers

TruGe khi ban dat hé thong Linux trén bat k§ mot mang nao thi diéu ddu
tién 1a xem nhitng dich vu nao ma ban can dua ra. Cac dich vu ma ban khong can
stt dung thi nén duoc x6a bd dé ban khdi lo lang vé né va cic ké tdn cong cd it co
hoi hon dé tim mot k& hd an toan.

C6 mot so cach dé loai bo cac dich vu duéi Linux. Ban c¢6 thé xem trong file
Jetc/ inetd.conf dé thay nhitng dich vu nao thi dang dugc cung cap bdi inetd. X6a
bo bat ky dich vu ndo ma ban khong cin bang cdch thém dau # & dau dong d6 va
roi gui tién trinh inetd mot SIGHUP.

Ngoai ra ban c6 thé x6a cac dich vu trong file /etc/services (thay vi ghi chd
né & diu dong). Piéu nay c6 nghia ring cdc client cuc bo s& khong thé tim dugc
cdc dich vu nay. Thudong khong c6 phién todi gi khi xéa cdc dich vu khoi
/etc/services, bdi vi né khong cung cap thém su bao vé nao.

Sau day 1a mot vai dich vu ma ban can x6a bd la:
o fip

e telnet (hodc ssh)

e mail, nhu pop-3 hodc imap

e identd

Néu ban biét ban s& khong st dung mot vai géi cu thé, thi ban c6 thé xo6a
n6 toan bo, st dung lénh rpm -e <tén géi> ciia RPM dé x6a toan bo goi.
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Ban nén kiém tra thu muc /etc/rc.d/rc[0-9].d d€ xem liéu c6 bat ky server
nao duoc bat dau trong thu muc nay thi khong can thiét. Nhitng file trong thu muc
nay thi 1a nhitng lién két tugng trung téi nhiing file trong thu muc /etc/rc.d/init.d.
Dat lai tén file trong thu muc init.d dé x6a bo tat ca céc lién két biéu tugng t6i
nhitng file trong rc.d hoic thay déi tén file twong ting véi dich vu ma ban muén x6a
bo.

Pa s6 cac phan phoi Linux c6 tcp_wrappers “choc thung” tit ca cac dich vu
TCP. Mot tcp_wrapper (tcpd) duoc goi tir inetd thay vi server thuc su. tcpd kiém tra
host ma dang yéu cau dich vu nay va chay server thuc su hoac tir chéi truy nhap tr
host d6. tcpd cho phép ban han ché truy nhap téi cac dich vu TCP. Ban nén tao mot
Jetc/hosts.allow va thém trong thu muc nay cdc host ma can c6 truy nhap té6i cac
dich vu clia mdy ban. Néu ban la mot ngudi dung quay s6 binh thuong thi ban nén
tlr choi tat cd. tepd cling ghi lai cdc ¢6 gang truy nhap t6i cac dich vu bi thét bai boi
vay diéu nay canh bdo ban néu ban bi tdn cong. Néu ban thém céc dich vu mdi, thi
ban nén cau hinh chiing dé sir dung tcp_wrappers néu cdc dich vu nay dua trén
TCP. Nh6 ring tcp_wrappers chi bao vé cac dich vu dugc chay tir inetd va mot vai
dich vu lua chon khac.

7.3-Kiém tra thong tin DNS

Nang cép va nhap nhat thong tin DNS vé tit ca cdc host trén mang thi c6 thé
gitp ban ting kha niang an toan. Néu mot host khong dugc uy quyén két néi téi
mang cla ban thi ban c¢6 thé nhan ra né boi thi€u mot muc trong DNS ciia né.
Nhiéu dich vu c6 thé duoc cau hinh dé khong chap nhan céc két néi tir cc host ma
khong c6 cdc muc DNS hop ly.

7.4-identd

identd 1a mot chuong trinh nho ma chay inetd server ctia ban. N6 gitt dau
vét ma nguoi dung nao dang chay dich vu TCP gi, va roi tra 10i nhiing thong tin
nay khi bat ky ai yéu cdu né. Ban nén cho phép chay chuong trinh nay. Nhiéu
nguoi khong hi€u sy hitu ich ctia identd va x6a bo né hodc ngan chan tit ca cdc site
yéu cau no.

7.5- sendmail, gmail

Mot trong hau hét cdc dich vu quan trong ban c6 thé cung cap la mot mail
server. Khong may thay, dich vu nay thi nguy hiém cho su tdn cong bdi vi mot s6
nhiém vu ma né phai thuc hién va dac quyén né can.

Sendmail ¢ mot lich str rat dai vé khai thdc an ninh, bdi vy néu ban st
dung senmail thi ban nén nhap nhat cdc phién ban hién hanh ctia né. Nhé ring
senmail chay khong phai cho muc dich gui thu. Néu ban la nguoi st dung binh
thudng ban nén x6a bd toan bo senmail va sit dung mai client dé gt thu.
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gmail 1a dich vu cé chiic nang hoan toan nhu senmail nhung né dugc thiét
k€ an toan hon, 6n dinh va nhanh hon.

7.6-Tdn cong tir choi dich vu

Mot tin cong tir chdi dich vu (denial of service - DoS) 1a mot noi ma ké tian
cong c6 gang tao nén mot vai ngudn tai nguyén qud ban dé tra 16i cdc yéu cau hop
1¢, hodc dé tir ch6i cac ngudi dung hop phdp truy nhap t6i may cua ban.

Tén cong tir choi dich vu dang duoc tang 1én trong nhitng nam gan day. Mot
vai dang tdn cong thong dung cua ki€u tan cong nay 1a: SYN Flooding, Pentium
“FOOF” Bug, Ping Flooding...Dé biét k§ vé cdc dang tdn cong ndy ban tim O
http://www.rootshell. com.

7.7-An toan NFS (Network File System)

NES la mot giao thic chia sé file dugce st dung rong rdi. N6 cho phép cac
server chay nfsd va mountd dé gin két toan by hé thong file t6i cdc may khdc sir
dung su ho trg hé thong file NFS dugc xay dung trong nhan clia cic may do.
mountd giit ddu vét ctia hé thong file duge gan két trong thu muc /etc/mtab va c6
thé xem ching bang lénh showmount. Néu ban phai st dung NFS thi chic chin
ban gin két tGi chi nhitng mdy ma ban thuc cin. Khong gan két toan bo thu muc
goc. DEé c6 thong tin nhiéu hon vé NFS ban c¢6 thé tim & hitp://
metalab.unc.edu/mdw/HOWTO/NFS-HOWTO.html

7.8- NIS (Network Information Service) - Dich vu théng tin mang

NIS 1a mot phuong phdap phan phdi thong tin téi mot nhom cac may. NIS
chi (master) giit cdc bang thong tin va bién ddi ching thanh céc file 4nh xa NIS.
Nhitng file 4nh xa ndy dugc phan phét trén khap mang, cho phép mdy NIS khéach
(client) c6 thong tin diang nhap, mat khau, thu muc riéng va thong shell (tit ca céc
thong tin nay trong mot file chudn /etc/passwd). Diéu nay cho phép ngudi dung
thay d6i mat khau ctia ho va tao ra anh hudng trén tat ca cac mdy trong ving NIS.

NIS thi khong an toan. Bat ky ai ¢6 thé du doan tén viing NIS ctia ban thi ¢
thé c6 mot ban sao file passwd va stt dung “crack” hodc “John the Ripper” dé phd
cdc mat khdu ctia ngudi dung. Ngoai ra n6 ¢6 thé danh lira NIS va thuc hién cac
manh khée hiém dc. Néu ban sir dung NIS thi ban phai c6 hiéu biét vé méi nguy
hifm d6. Dé c¢6 thong tin thém vé NIS ban c6 thé tim &
http://metalab.unc.edu/mdw/HOWTO/NIS-HOWTO.html.

7.9- Firewalls

Firewalls 12 mot phuong phép diéu khién thong tin nao thi dugc phép vao va
ra tir mang cuc bo. C6 mot so kiéu firewalls va phuong phap thiét 1ap chiing. Cac
mdy Linux tao firewalls kh4 tot. Ma firewalls c6 thé duoc xay dung trong nhan 2.0
hodc cao hon. Cong cu ipfwadm cho nhan 2.0 va ipchains cho nhan 2.2 cho phép
ban thay déi cac dang dudng truyén (traffic) mang.
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Firewall 12 mot k§ thuat rit hitu ich va quan trong dé bao vé mang cua ban.
Tuy nhién khong nén nghi rang vi ban da cé firewalls ma ban khong can bao vé
cdc mdy & sau né. Diéu nay 1a mot 16i tai hoa. D€ c6 thong tin nhiéu hon vé
firewalls va Linux ban co thé tim
http://metalab.unc.edu/mdw/HOWTO/Firewall-HOWTO. html. Dé ¢ thong tin vé
ipfwadm (cong cu dé ban thay déi thiét lap trén firewalls) ban c6 thé tim &
http://www.xos.nl/linux/ipfwadm/

Q>

7.10- IP Chains - Linux Kernel 2.2.x Firewalling

Linux IP Firewalling Chains 1a mot sy nang cép t6i ma Linux firewalling
cho nhan 2.2. N6 ¢6 nhiéu dic diém hon so vdi tng dung truée, bao gom:

e Thao tic v6i g6i mém déo hon
Tai khoan phtc tap hon
Chinh sach don gian thay déi tu dong
Fragments c6 thé dugc ngén chan, tir choi...
Ghi lai cac goi nghi ngo

e (6 thé quan ly cac giao thitc khdc ngoai cdc giao thitc ICMP/TCP/UDP
D€ ¢6 théem thong tin vé IP Chains ban c¢6 thé tim & http://www.rustcorp.com/linux
/ipchais/HOWTO.html.

7.11- VNPs - Virtual Private Networks

VPN la mot cdch dé thiét 1ap mot mang “a0” trén dinh mot vai mang da ton
tai r6i. Mang 4o nay thudng dugc ma héa va chuyén dén dudng truyén chi t6i va tir
mot vai thuc thé duoc biét ma da duoc gin véi mang nay. VNP thudng dugc sir
dung dé két noi v6i mot ai dang 1am viéc ¢ nha trén mang Internet cong cong tGi
mot mang cua cong ty bén trong.

C6 mot vai giai phap Linux VNP ¢6 san o:

vnpd. Xem & http://sunsite.auc.dk/vpnd/.

Free S/Wan, c6 san 6 http://www.xs4all.nl/~freeswan/

ssh ¢6 thé dugc str dung dé xay dung mot VNP. Xem VNP mini-howto
vps (virtual private server) & http://www.strongcrypto.com.

8-Cac cong viéc chuin bi dé bao vé hé thong cua ban (truée khi dat né vao truc
tuyén).

Sau tat ca cac muc trén thi ban c6 thé kiém tra hé thong ctia ban va x4c dinh
no thi c¢6 kha nang an toan. Tuy nhién, c6 mot vai cong viéc ma ban nén thuc hién
bay gid nhim muc dich chuén bi doi ph6 v6i mot su xam nhép trai phép:

e Luu trit day da di liéu may cua ban.

e Chon lich luu trit tot.

e Luu trit file co s& dit liéu cia RPM hoac Debian, cac file co s& dit liéu

ciia RPM dugc chia trong thu muc /var/lib/rpm.

e Giit dau vét cua dit liéu tai khoan hé thong.
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e Ap dung tat ca cdc nhap nhat méi vao clia hé thong.
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CHUONG 2
LOGIN VA XAC THUC NGUOI DUNG

Phan nay ching t6i mo ta chi ti€t vé qua trinh dang nhap (tir khi hién dau
nhéc login cho t6i khi xéc thuc xong - hé thong dua ra ddu nhéac shell), phuong
phap xac thuc nguoi dung, cach quan 1y nguoi dung trén hé thong Linux.

1-Dang nhap - Login

Qua trinh dang nhap hé thong duoc thuc hién bsi ba chuong trinh 12 init,
getty va login. Trinh init khoi tao tap cac tién trinh khac nhau tuy theo muc chay
(runlevel). Sau d6 né goi chuong trinh getty va trao diéu khién cho chuong trinh
nay. C6 thé mo ta tong quat qua trinh dang nhap nhu hinh v& dudi.

1.1- Trinh getty

Getty 12 chuong trinh cho phép ban dang nhap bing thiét bi ndi tiép chang
han nhu “virtual terminal”, text terminal hodc modem. Chuong trinh getty va login
s& thuc hién kiém tra, xdc thuc va cho phép nguoi dung dang nhap (log in) hé
thong.

Trinh getty c6 nhiém vu sau:
e Mo tuyén (line) tty va thi€t 1ap ché do cho ching.
e In ddu nhac login, va lay tén clia nguoi dung.
e Khdéi dong tién trinh login cho nguoi dung.

Cu thé: ddu tién getty md tuyén (line) dé€ doc va viét, va cdm bo dém vao ra
chuén. Sau khi khoi tao, line s& duoc déng lai vd md lai. Tai thoi diém nay, line
dugc moé & ché do khoi. Tiép theo, getty dua ra dong login banner (thuong duoc
doc tu file /etc/issue) va dua ra ddu dang nhap. Cudi cung getty doc tén dang nhap
ctia nguoi dung va goi trinh login véi tham s6 1a tén ngudi dung. Trong khi doc tén,
getty c6 ging tao toc do terminal cho phu hop vé6i hé thong dé sir dung, va ciing
thiét 1ap cac tham s6 cho terminal. Getty quét file gettydefs dé tim dé muc phu
hop. Néu khong ¢6 tdc do duoc dua vao, né sé 1dy dé muc dau tién trong file
Jetc/gettydefs. Trong trudng hop file /etc/gettydefs khong thé truy cap dugc, thi dé
muc ngam dinh da compiled-in duoc s dung.
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v

init

A * A

call(‘/bin/getty’)
call(‘/sbin/mingetty’)

v

getty: Prompt (login:)
getty: Doc tén nguoi dung

getty: goi
(‘login username’)

v

login: Poc mat khau

Ket thic
login

login: Xéc thuc
(username,passwd)

Thiét lap bién PATH, HOME, ...
Goi (/bin/sh)

shell: Poc va thi hanh Iénh

v

l

QUA TRINH PANG NHAP HE THONG

Keét thuc shell

Khi ta vao ch€ do don ngudi dung (muc chay 1, S hoac s) hé thong sé khong
yéu cau ta phai xac thuc - dua luon ddu nhic cho hé vo shell. Day ¢6 I€ ciing 1a
mot k& hd trong van dé bao mat hé thong Linux. Khong nhitng thé & miic chay nay,
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nguoi ding cling cé cac dic quyén nhu nguoi dung root thong thuong. Tat nhién ta
c6 thé han ch€ bang cach bo miic chay 1, duogc thiét l1ap trong file /etc/inittab.

C6 nhiéu chuong trinh getty kha dung trén hé thong Linux: mgetty (smart
modem getty) duoc thiét k& dé khoi tao modem, vboxgetty (isdn voice box getty)
stt dung cho hé thong isdn, agetty (chuong trinh trong ban Debian, c6 thé stt dung
cho console 4o, terminal, va modem), mingetty (trinh getty t6i thiéu duoc thiét k&
dé quén ly cac console 40), ... Trén hé¢ thong Linux thong thudng, st dung trinh
mingetty (vi€t tit cha chit minimal getty). Khong giong nhu trinh agetty, mingetty
khong thé str dung cho cac line ndi ti€p (serial line).

1.2- Trinh login

Login dugc st dung khi dang nhap vao hé thong. N6 ciing ¢6 thé duoc st
dung dé chuyén tir ngudi dung nay sang ngudi ding khac & bat ctt thoi diém nao.
Néu khong c¢6 tham s6 (tén ngudi dung) di kém, login s&€ nhac nhap tén ngudi ding
dé dang nhap vao hé thong.

Login dugc trinh getty goi v6i tham so 1a tén nguoi dung. Qua trinh thuc
hién cuta trinh login dugc mo ta nhu sau: Néu nguoi ding khong 1a root va ton tai
file /etc/nologin, thi noi dung cua file nay sé& dugc in ra man hinh, login bi ngat va
ngudi ding khong duoc dang nhap hé thong. Pay 1a mot cach dé bao vé login khi
chuén bi tit hé¢ thong ctia ngudi quan tri. Néu ngudi dung 1a root, thi tén diang nhap
phai dugc nhap trén console c6 tén trong file /etc/securetty. Cac 16i dang nhap déu
duoc ghi bai syslog trong thu muc /var/log/. Sau khi kiém tra xong céc diéu kién
trén, login s& yéu cdu mat khau va thuc hién ki€ém tra mat khau cho tén ngudi ding.
Qué trinh kiém tra tén tai khoan, mat khiu dugc goi qué trinh xac thuc ngudi dung
trén hé thong. Van dé xdc thuc nguoi diung trén hé théng duoc trinh bay chi tiét &
phén sau.

Gia str ring qud trinh kiém tra, x4c thuc nguoi dung trén hé thong tién hanh
thanh cong - trinh login cho phép nguoi dung dugc dang nhap vao hé thong. Login
s€ ti€p tuc thuc hién cong viéc sau:

e Néu ton tai file .hushlogin, thi login khong thuc hién viéc kiém tra thu
(mail) va in ra thoi gian dang nhap cu6i va thong bao trong ngay.

e N&u khong c6 file .hushlogin, nhung ton tai file /var/log/lastlog thi thoi gian
dang nhép cudi cung sé dugc in ra man hinh va thoi gian dang nhap hién tai
lai duoc ghi vao do.

e Né&u login khong tim thay file .hushlogin, mot thong diép s€ dugc in va tién
hanh kiém tra file trung vdi tén ngudi dung trong thu muc /var/spool/mail/.
Mot thong diép s€ dugc in ra man hinh, néu nhu file nay c¢6 do dai khac 0.
Khi nay, shell cia nguoi dung (thiét lap trong file /etc/passwd) duoc khai
dong. N&u khong c6 shell nao dugc chi ra cho nguoi dung trong file
Jetc/passwd, thi mac dinh /bin/sh s€ duoc goi. Va néu khong c6 thu muc chu
nao xac dinh trong file /etc/passwd, thi thu muc goc (/) dugc su dung.
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o Tiép theo login tién hanh thiét 1ap s6 dinh danh ngudsi dung UID va GID cua
tty hién dang dang nhap, cac bi€n moi truong cho TERM (terminal). Sau do
thiét 1ap cac bién moi truong HOME, PATH, SHELL, TERM, MAIL va
LOGNAME. Bién PATH ngidm dinh dugc thiét lap Ia
/usr/local/bin:/bin:/usr/bin: cho ngudi dung thong thudng, va
/sbin:/bin:/usr/sbin:/usr/bin cho ngudi dung root.

/etc/securetty: file nay chita danh séch tén cac thiét bi tty - console ma ngudi dung
root dugc phép dang nhap. Moéi dong tuong ting v6i mot dé muc 1a tén cta thiét bi
tty, khong c6 /dev/ chi ra & trudc. Néu file nay khong ton tai, ngudi diung root sé
dugc phép dang nhap trén bat ky console (tty) nao.

/etc/login.def: file nay thuoc g6i shadow, cung caAp mot so thiét lap thém vé tudi
tho mat khau, do dai toi thiéu cho mat khau...

2- Tai khoan, quan ly tai khoan va xac thuc nguoi dung trén hé thong.
2.1- Tai khodn nguoi dung

T4t ca moi ngudi mudn s dung hé thong déu phai c6 mot tai khoan. Tai
khoan nay gém hai phan: tén nguoi dung (username) va mat khau (password). Tén
ngudi dung con dugc goi 1a tén tai khoan (account name) hay tén dinh danh - dé he
thong biét duoc ban 1a ai. Mat khau dugc dung dé xéc thuc (authenticator), ching
minh v6i hé diéu hanh la tai khoan ding cta ban.

Hé thong sé duoc chia thanh cdc nhém nguodi dung, moi nhém duoc xéac
dinh mot s6 quyén nhat dinh khac nhau. Trong dé ¢6 mot so tai khoan, nhém dac
biét c¢6 hau hét cic quyén thao tdc trén hé thong, d6 1a nguoi ding root va siéu
nguoi dung. Co s& dit liéu cho céc tai khoan trén hé thong duoc luu trit trén 2 file
dit liéu quan trong; /etc/passwd cho céc tai khoan nguai dung, /etc/group cho nhém
nguoi dung trén hé thong.

a. File /etc/passwd
Linux st dung file /etc/passwd dé chia danh sach tit ca tai khoan ngudi
dung trén hé thong; ID nguoi dung, ID nhom, thu muc chu, shell,v.v... Thong
thudng né cling chita mat khau da ma hod cho méi tai khoan. Thong thudng file
nay chi c6 quyén doc (trir root); nhiéu chuong trinh (chang han Is) sit dung file nay
dé anh xa ID ngudi ding vdi tén ngudi dung. Dit liéu trong tép tin nay dugc ghi
theo dinh dang sau:
account:password:UID:GID:GECOS:directory:shell
Trong doé:
account: Tén ngudi dung trén hé thong, khong duoc chita ky tu hoa.
password: Mat khiu da ho4, hodc ky tu *, !.
UID: S6 dinh danh cho nguoi dung nay.
GID: S6 dinh danh nhém ma ngudi dung nay truc thuoc.
GECOS: Trudng ndy la tuy y, dung dé ghi thong tin thém cho ngudi dung; tén
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day da hoac dong chd thich.
directory: Thu muc chu cho tai khoan.
shell: chuong trinh shell dugc dung sau khi dang nhap. Néu trudong nay dé
trong, login s€ s dung ngam dinh 1a chuong trinh /bin/sh.

Vi du:
root:ml5jVpx5Rdoil:0:0:root:/root:/bin/bash
toanng:.myDtwzWuzKuY:500:500::/home/toanng:/bin/bash
thai:4mxoEQQwVU6¢Q:502:507::/home/thai:/bin/bash

b. File /etc/group
File nay chita co s dit liéu cuta tat ca cac nhém nguoi dung trong hé thong
va tuong tng véi mobi nhém 1a s6 dinh danh nhém GID. Dinh dang cua file nay
cling tuong tu nhu dinh dang duoc st dung trong file /etc/passwd.
<group>:<password>:<gid>:<members>
Trong dé:
<group> la tén nhom.
<password> chita mat khau da ma hoa cho nhém.
<gid> s6 dinh danh cho nhom nguoi dung.
<members> cac thanh vién cia nhém nguoi dung.
Vi du:
root:/AZkxFwZvDXZQ:0:root
toannq: 1 XA/Tq4uqjGnl:500:
thaith:suUZ2ViM6ut5k:507:

Hai file nay dugc st dung boi rat nhiéu chuong trinh hé théng. Khi dang
nhap trinh login s& doc thong tin vé ngudi dung, mat khau, shell, thu muc chd,... tir
hai file nay dé quyét dinh céc budc st Iy véi tiing ngudi dung. Cac tng dung khdc
6 thé str dung hai file ndy d€ anh xa gifta tir uid sang tén ngudi dung. Moi ngudi
trén hé thong déu c6 thé doc duoc hai file ndy va c6 thé 1ay trudng mat khau da ma
hod ctia tat ca moi tai khoan tir 2 t€p nay.

Trén quan di€ém bdo mat hé thong, hai tép tin /etc/passwd va Jetc/group 1a
hai file quan trong bac nhat; Néu ta c6 thé thay ddi noi dung cla file nay, thi ta c6
thé thay doi mat khau cua bat ky ngudi ding nao, hodc cé thé tao mot tai khoan
siéu ngudi véi cac diac quyén siéu ngudi ding.

2.2-Mdt khdu - phuong phdp md hod

Mat khdu cta tit ca ngudi dung trén hé thong phai duge luu trit trén mot file
CSDL (cu thé 1a /etc/passwd va /etc/group). D€ tranh cdc truy cap bat hop phap
hodc tan cong vao hé thong, file CSDL luu trit cdc mat khau ngudi dang trén hé
thong phai duoc bdo vé mot cach rét cin than; ca vé mat vat ly ciing nhu do phiic
tap doi voi ké tan cong. Trén hé thong Unix ciing nhu Linux hién nay, viéc nay
duogc thuc hién bing cach dung ham dugc coi 1a mot chiéu, ma hoa cdc mat khau
ngudi dung truée khi luu gitt né 1én file. Ngoai ra, khi doc mat khau ngudi ding,
hé thong khong hién thi so6 ky tu trén man hinh. Diéu nay phan nao ciing 1am ting
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do bi mat cia mat khau doi v6i mot ké td0 mo nao d6. Thu vién glibe (véi Linux) da
cung cap ham ma hod crypt() dugc coi 1a mot chiéu dua trén Thuat todn Chuin ma
dir liéu DES va Thuat todn ham bam MDS.

+ Ham crypt(): ham nay duogc khai bdo nhu sau:
char * crypt (const char * key, const char *salt)

Ham nay ma ho4 mat khau, dua trén thuat toan Chuidn ma dit lieu DES - 8
vong. N6 lay mat khiu ctia ngudi dung lam khoa, d€ ma vdi khoi 1o (64 bits)
khong (zero). Két qua 1a 64 bit ban ma lai dugc ma lai v6i mat khau ctia nguoi
dung; tién trinh nay dugc 1ap lai 25 1an. 64 bit ma cudi cung duoc két hop véi gid
tri salt (dé tao ra 4096 kha nang c6 thé khéc), sau d6 né dugc “chuyén” thanh 11
ky tu dang ma ASCII (chi can 6 bit cho mot ky tu trong tap [a-zA-Z0-9. /]).

0000000000000000
Password > A\
Salt S DES
Password DES
Salt — >

> Lap25 ldn

Il

Password — > DES
Salt — » j

1!

Salt | + | 8bytes->11ky tu ASCII

So d6 ma hoa ctia ham crypt()

Tham s6 salt thuc hién 2 viéc: thit nhat, né duoc dung dé chon thuat toan st
dung dé ma ho4: dua trén MD5 hay DES. Thit hai: n6 lam ké tan cong vt va hon
trong viéc do tim mat khau.

Phuong phdp ma hod mat khau nay dugc tém tit trong so dé6 ma hoa cua
ham crypt & trén.
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Thuat todn ma hod st dung thuat toan DES (8 vong) c6 stta d6i mot chuit
nhu sau: salt 12 mot s6 12 bits (tir 0 t6i 4095) ding d€ thay d6i két qua ddu ra cua
ham DES - tranh truing nhau trong 25 vong lap, ban rd vao la 8 bytes khong (zero).
Khi thiét 1ap mat khdu gid tri salt dugc 14y 12 ngdu nhién duoc két hgp véi khod 8
bytes ddu vao (mat kh4u), chuong trinh s& tao thanh mot ddy gom 4096 khoé con
khac. Két qua cu6i cung la 8 bytes di ma hod duoc chuyén thanh xau 11 ky tu
ghép vé6i 2 ky tu bi€u dién gi4 tri clia salt va duoc luu vao trudng mat khau da ma
hoa cua file /etc/passwd. RO rang, cdch ma hoa theo thuat toan nay c6 su han ché
1 chi 8 ky tu dau (cia mat khiu) ¢ y nghia trong viéc xdc thuc.

+ Thuat toan ma hoa MDS5:
Pay 12 mot thuat toan duoc bé sung cho ham crypt, nham khic phuc diém
y€u clia thuat todn ma hod truyén thong cua Unix.

Vi thuat todn ma hod dua trén MDS5, salt 1a 1 xau c6 do dai 8 ky tu. Gid tri
salt ghi trong file /etc/passwd, la cac ky tu trong tap [./0-9a-zA-Z], dugc danh dau
bat dau bang xau ‘$1%°, két thiic bing mot ky tu ‘$” khac. Nhu vay, khi sir dung
ma hod béng thuat todn MD3, trudng mat khiu trong file /etc/passwd s& c6 do dai
tong cong 1a 34 ky tu (bao gém 3 ky tu $1$, 8 ky tu cho gia tri cta salt, ky tu $ -
két thic salt, 22 ky tw mat khau da ma hoa).

Ma hod dua trén thuat toan MD5 c¢6 san trong thu vién glibc. Vi thuat toan
ma hod nay khong gidi han vé do dai mat khau, do d6 tinh bao mat cao hon rat
nhi€u so v6i ma hod dua trén DES. Do d6, né dugc ding nhiéu hon so véi thuat
todn DES.

Khi thiét 1ap mat khau ngudi ding, gid tri cho salt dugc khoi tao mot cach
ngau nhién. Source code ctia ham crypt() va md5 1la mot phan trong géi glibc. Ta
c6 thé thay thé chuong trinh ma hoa mat khidu ndy bing mot chuong trinh, thuat
todn khdc. Van dé nay con dugc ti€p tuc nghién ctiu va phét trién trong mot vai
nam toi.

Vi du: mot dé muc trong file /etc/passwd, mat khau dugc ma hoa bang MD5
root:$1SMyg352LpSX01HLaWEykdzTfw63YcQy/:0:0:root:/root:/bin/bash

+ Cach xac thuc nguoi dung:

Khi ngudi ding chon mot mat khau, mat khau nay sé dugc ma hod bing
mot gia tri dugc tao mot cach ngau nhién (goi 1a ‘salt’). Gia tri ‘salt’ s€ duoc ghi
cung v6i mat khau da dugec ma hoa (hai ky tu ddu tién trong 13 ky tu doi voi ma
hod theo DES va l1a 8 ky tu ddu - bat dau tir xau ‘$1$° t6i ky tu ‘$> khac trong
trudng mat khau khi str dung thuat toin MD5).

Vi du: mot dé muc trong file /etc/passwd, mat khau dugc ma hoa bang DES.
username:Npge08pfz4wuk:503:100:Full Name:/home/username:/bin/sh
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Khi ngudi ding dang nhap vao hé thong va gd mat khau, gia tri salt s& dugc
14y ra tir trudng mat khau twong ing v6i ngudi dung d6 trong file /etc/passwd. Ham
crypt() s& ti€n hanh kiém tra xem 3 ky tu ddu tién c6 1a '$1$' khong, néu c6 thi 8 ky
tu ti€p theo la gid tri salt caa MD5 va goi ham ma hoda MDS5, né€u khong thi 2 ky tu
dau 1a gia tri salt duoc st dung cho ma hoa DES. Hé thong sé€ thuc hién ma hoa véi
mat khau ngudi ding nhap vao véi gia tri salt d6 va so sanh hai mat khau da ma
hod nay véi nhau. Néu trung khép, nguoi dung da dugc xac thuc va dugc phép
dang nhap vao hé thong.

2.3- Mt khdu shadow
+ Tai sao phai dung mat khau shadow?

File CSDL mat khau (/etc/passwd va /etc/group) dugc thiét 1ap quyén chi
doc boi cac nguoi dung khac trén hé thong. Do d6 tat ca moi ngudi dung (khong
phai root) trén hé thong déu c6 thé doc dugc toan bo dit liéu trong file nay. Mac du
rat kho tinh todn dé khoi phuc lai mot mat khau da ma hod vé dang géc, song
khong phéi 1a khong thé véi ké tan cong. Ké tan cong c6 thé st dung phuong phap
tdn cong tir dién rat c6 hiéu qua; ma cac tir thong dung st dung 4096 gi4 tri salt c6
thé véi méi tir d6. Khi do, ké tan cong di c6 mot bang théng ké cdc ban rd, mat
khau twong ing véi timg gia tri salt cu thé. Ching so sdnh cdc mat khdu da ma hoa
trong file /etc/passwd véi cac bang CSDL cua chiing. Néu ¢6 mot su tring hop nao
do, thi ching da c6 mot tai khoan dé dang nhap hé thong, tham tri 1a mot tai khoan
c6 céc dac quyén cua siéu nguoi ding.

Mot phuong phép khac khong can dén khong gian dia dé thuc hién tan cong
tir dién, hién nay c6 nhiéu chuong trinh crack c6 thé pha dugc it nhat mot vai mat
khdu trén hé thong véi s6 ngudi dung di 16n nao dé. Chiing toi da chay thir nghiém
chuong trinh crack mat khdu john véi mot file passwd c6 8 user va mot file tir dién
khoang 44000 tir. V&i cac mat khau dé va thong dung, chuong trinh s& tim ra ngay
sau mot thoi gian ngan. Ta c6 thé tim duoc rat nhiéu céc file tir dién céc tir thong
dung dugc cung cap sin véi nhiéu thit ti€ng va s thich, gidi tinh, ... Ta cling c6 thé
chay thir mot s6 chuong trinh crack cé thé tim thdy trong mot s6 dia CDROM
“Hacker”.

Mot gidi phdp khdc: tai sao ching ta khong thiét 1ap quyén, khong cho
phép ai (trir nguoi dung root), duoc phép doc-ghi file CSDL nay. Chiing ta hay tré
lai v6i qud trinh dang nhap hé thong. File ndy ngoai trudng mat khiu - chi dugc sir
dung badi chuong trinh login, né con chia cic thong tin vé tén ngudi dung, thu muc
cht, uid, shell... Mdi khi dang nhap trinh login s€ quét cdc d¢ muc trong file
Jetc/passwd dé kiém tra va xdc thuc ngudi dung. Néu qud trinh xac thuc thanh cong
(nguoi dung dugc phép dang nhap hé thong). Trinh login dua vao file /etc/passwd
thi€t 1ap s6 dinh danh cho nguoi dung hé thong, cac bi€n moi truong, thu muc chu,
va cdc quyén tuong tng cho nguodi dung nay. Cac chuong trinh sau do sé truy cap
hé thong chi thong qua s6 dinh danh (uid) nay. Khi cac chuong trinh can st dung
tén ngudi dung trén hé thong né sé doc tir file /etc/passwd nay dé anh xa lai tir sO
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uid sang tén nguoi dung (hodc tir gid sang tén nhém véi file /etc/group). Chang
han, néu ta thiét 1ap quyén khong thé doc-ghi cho moi ngudi trén hé thong. Méi
khi dang nhap hé thong véi user thudng, dau nhac bash s& c¢6 dang nhu sau:

[T have no name@root]#
va rit nhiéu cac chuong trinh khéc sé khong thé hién thi dugc tén ngudi diing hién
dang dang nhap trén hé thong nhu chwong trinh ps, Is -1, ... Do d6 khong thé thiét
lap quyén khong thé doc cho file /etc/passwd.

Shadow 12 mot giai phdp giai quyét van dé nay bang cach “gidu” cdc mat
khau ra mot file khac (thong thuong 1a /etc/shadow) - va thiét 1ap quyén khong ai
(trir root) ¢6 thé truy cap file ndy. Mdi khi dang nhap trinh login s& quét file
Jetc/passwd, xac dinh ngudi dung va kiém tra mat khau cta ngudi dung (qua file
Jetc/shadow), xdc dinh thu muc chu, shell s& st dung. Bang cédch nay sé ngén chan
c6 hiéu qua véi tdn cong tir mat khau dd ma hoa bang phuong phap tan cong tir
dién. Thém vao d6, shadow con thém mot s6 chitc nang khac:

- Mot tép cau hinh cho cac thiét 1ap dang nhap ngam dinh (/etc/login.defs)

- C4c tién ich cho phép thém, slra d6i, va xoa tdi khoan ngudi ding va

nhom.

- “Tu6i mat khau’ va han st dung.

- Han tai khoan va khoa.

- Cac mat khau shadow nhém (tuy chon).

+ File /etc/shadow
Go6i shadow 1a mot trong cdc goi dé xay dung mot hé thong bao mat hon
trén hé thong Linux. Khi st dung mat khau shadow, trudng mat khau trong file
Jetc/passwd dugc thay biang dau x. Dinh dang cia mdi dé muc trong file
/etc/shadow nhu sau:
username:passwd:last:may:must:warn:expire:disable:researved
y nghia c4c truong:

username  : tén nguoi dung.
passwd : mat khau da ma hoa.
last : ngay thay d6i mat khau cu6i cung tinh tir 01/01/1970.
may : ngdy trudc khi mat khau c6 thé bi thay doi.
must : ngay sau khi mat khau phai thay déi.
warn : ngdy trudc khi mat khan hét han dé canh bao ngudi dung.
expire : ngay sau khi mat khdu hét han va tai khoan bi cam.
disable : S6 ngay tinh tir 01/01/1970 cho dén khi tai khoan bi cam .
reserved : Truong du phong.

Vi du:

username:Npge08pfz4wuk:9479:0:10000: : : :
2.4- Cracklib va cracklib_dict

Pay 1a mot cong cu, duge st dung két hop véi module pam_cracklib (trong
PAM) dé kiém tra do manh mat khau va nhac nhd ban. Cracklib va Cracklib_dict
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1a 2 g6i luon di kem v6i nhau. Goi cracklib chita céc file thu vién sau:

/usr/include/cracklib.h

Jusr/lib/libcrack.so (link téi /usr/lib/libcrack.so.2.7)

/usr/lib/libcrack.so.2.7

File thu vién nay phuc vu cho céc chuong trinh trong géi cracklib_dict. G6i
nay bao gom céc file sau:

/usr/lib/cracklib_dict.hwm (1024 bytes)

[ust/lib/{ cracklib_dict.pwd, cracklib_dict.pwi}

/usr/sbin/{create-cracklib-dict, mkdict, packer}.

Hai file thu vién cracklib_dict.pwd, cracklib_dict.pwi chira dit liéu 1a céc tu
thong dung (tir dién), va c6 kich thudc phu thuoc vao file “tir di€n” d€ tao ra no.
Shell script chinh create-cracklib-dict st dung script mkdict va chuong trinh packer
dé tao lai cdc file thu vién cracklib_dict.*.

Cracklib 1a mat thu vién chia cac ham, s€ dugc st dung boi chuong trinh
passwd. N6 duoc tao ra v6i y tudng: gidp ngudi dung tranh chon cac mat khau dé
dodn bdi cdc chuong trinh crack, sit dung phuong phap tan cong tir dién. Cracklib
tién hanh nhiéu budc kiém tra dé c6 thé x4dc dinh xem ban c6 chon mot mat khiu
t6i hay khong?

+ N6 xét xem ban ¢6 tao céc mat khau tir tén ngudi dung khong?

+ Kiém tra cdc méau don gian.

+ N6 kiém tra xem mat khau ban chon ¢6 nam trong tir dién khong.

Néu céc budc kiém tra nay dugc thuc hién t6t dep, thi c6 thé mat khau ban
chon 12 mot mat khau tot. Tuy nhién ciing can luu ¥ ring, né duoc sit dung thong
qua module pam_cracklib duogc thiét 1ap trong cac file cau hinh & thu muc
/etc/pam.d/.

3- PAM
3.1- PAM la gi?

Ching ta c6 thé thay ring, c6 mot s6 cdch khdc nhau trong viéc xdc thuc
thong tin ngudi dung trén hé thong (mat khau shadow khong c6 MD5, ma hod
MD5 khong shadow...). Thé 1am thé ndo dé cic chuong trinh, chang han chuong
trinh su, login biét dé kiém tra mat khau, x4c thuc ngudi dung. PAM (Pluggable
Authentication Modules) s€ giai quyét van de nay.

Vé6i hé thong Linux khong stt dung shadow & MDS5, néu mot chuong trinh
ching han su, passwd, login hay xlock cin xdc thuc mot ngudi dung, né don gin
doc thong tin nguoi dung trong tép tin /etc/passwd. Khi st dung ma hoa MD5 va
shadow, moéi chuong trinh yéu ciu xéc thuc sé€ dugc PAM chi ra chuong trinh nao
dang dugc st dung, thong tin nguoi dung dugc luu trir & dau mot cach trong suot.

V6i PAM, khi mot chuong trinh yéu cau xac thuc mot nguoi dung, né cung

cép mot thu vién chita cdc ham cho lugc do xac thuc. Vi cdc thu vién nay la cac thu
vién dong, nén ta c6 thé thay déi lugc d6 xdc thuc chi don gian bing viéc soan thao
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cac file cau hinh. Tinh phtc tap chinh la mot trong nhitng sttc manh 16n nhét ctia
PAM.

Linux-PAM (Pluggable Modules for Linux) la cac thu vién chia sé (shared
libraries), cho phép quan tri hé thong lua chon cach xac thuc nguoi dung. No6i cach
khdc, ta khong phai bién dich lai cac ting dung st dung PAM (PAM-aware), va van
c6 thé chuyén déi cach xac thuc khac nhau. Thay vao dé, chiing ta chi viéc nang
cip toan bo hé thong xac thuc cuc bdo ma khong phai dung vao bat ky tng dung
nao.

Muc dich cta du 4n Linux-PAM 1a phét trién nhdnh phdn mém bao mat va
cac luge d6 xac thuc (authentication scheme) mot cach doc 1ap. Nghia 1a n6 sé
cung cap thu vién cac ham dé cdc tng dung sir dung cho yéu ciu xdc thuc ngudi
dung. Thu vién PAM dugc st dung thong qua cic tép cau hinh trén mdy cuc bo
/etc/pam.conf (hoac mot céc file trong thu muc /etc/pam.d/). Cac tép doi tugng kha
nap dong (dynamically loadable objects files), dugc goi la cdc modules, thuong
dugc dat trong /lib/security (v6i cac phién ban Red Hat).

Tom lai:

PAM la mot phuong phip ding module dé x4c thuc ngudi diung va diéu
khién cdc truy cap t6i cac dich vu trén hé théng. Dé xdc dinh xem hé thong c6 st
dung PAM hay khong, ta c6 thé sir dung 1énh sau:

1dd /sbin/login
Néu chuong trinh dang nhap nay c¢6 st dung thu vién libpam.so, thi hé thdng c6 sl
dung PAM. Céc phién ban Red Hat tix 5.0 trd 1én, déu stt dung PAM.

3.2- Tong quan

Linux PAM c¢6 4 kiéu tic vu (quan ly) doc lap la: quan ly xdc thuc
(authentication), quan ly tai khoan (account), quan ly phién (session), va quan ly
mat khau (password). T hop cac luge dé quan 1y va cdch d6i xir véi mot ing dung
duoc thiét 1ap badi cdc dé€ muc trong file c&u hinh ctia Linux PAM. Ci phép cua céc
file c&u hinh nay s€ dugc mo ta & phan dudi.

Ta c6 thé mo ta cach t6 chic tdng quat ctia Linux PAM.
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ung dung X Céc tép cau hinh:
Xicthge [T I e Y
[Conversation()] A
Dich vu <—|<
nguoi dung v ‘
auth ... --[a]--[b]--[c]
acct ... --[b]--[d]
password ... [-[b]--[c]
session ... L-[e]--[c]

Bén trdi cua hinh bi€u dién tng dung X, giao dién ting dung nay sit dung
thu vién Linux PAM, va n6 khong can biét phuong phap xac thuc dugc thiét lap
cho né. Thu vién Linux-PAM s€ 14y ndi dung file cAu hinh PAM va nap céc
modules phut hop cho tng dung X. Cac module nay dugc dat theo 4 nhém quan 1y
va quén ly theo ki€u ngan xép theo thi tu dugc dat trong file cu hinh. Cdc module
nay khi duoc goi, cho phép cac cach xac thuc khac nhau cho tng dung. Thong tin
nguyén thuy can thiét ciia ngudi dung s& duoc chuyén bang ham conversation().

Ta c6 thé st dung PAM dé xdc thuc cho bat ctt chuwong trinh nao néu ta c6
quyén truy cap vao ma ngudn, va c6 thé thém cdc ham PAM phu hop. No6i khic di,
néu mot chuong trinh st dung PAM, thi né da cé cac ham & trong chuong trinh.
Néu khong c6 thi khong thé sit dung PAM. Dé xédc dinh dugec mot chuong trinh ¢6
bao ham PAM hay khong, ta c6 thé xem cdc file trong thu muc /etc/pam.d/. Tén
file cau hinh nay da duoc dat trong ma chuong trinh, va thuong trung véi tén clia
chuong trinh. Néu ¢6 file ndy, thi ta c6 thé xdc dinh dugc chuong trinh prog c6
hiéu PAM. Hoic ta c6 thé st dung trinh 1dd; néu chuong trinh khong sir dung cac
thu vién libpam va libpam_misc, thi chuong trinh khong lam viéc v6i PAM. Tuy
nhién phuong phdp trén ciing khong han chinh x4c.

3.3- Cdu hinh cho Linux PAM.

Cac file cdu hinh cia PAM c6 thé dugc dat trong cic file thu muc
/etc/pam.d/ trong mot file /etc/pam.conf. Chiing ta s€ trinh bay cd phap cau hinh
theo kiéu céc tép trong thu muc /etc/pam.d/ trudc. Can chi y ring Linux PAM xéc
dinh cac thé, cac tham s6 trong file nay phai la cac chit thuong.

Ci phap cua file cau hinh:

PAM duogc cau hinh theo 2 cach khac nhau thong dung: thié€t 1ap ciu hinh
trong file /etc/pam.conf hoac thong qua cac tép tin cau hinh trong thu muc
Jetc/pam.d. Tuy nhién véi 2 cdch nay ciing khong ¢6 su khac nhau 1am. Bén phan
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phoi ctia Red Hat thuong str dung céc file ciu hinh trong /etc/pam.d/, nhu mo ta &
dudi:

Céc file cau hinh PAM c6 cu phdp nhu sau:

type control module-path module-arguments

type bdo cho PAM kié€u xac thuc dugc stt dung cho module nay. Cidc module cua
cuing kiéu c6 thé dugc xép chong 1én nhau. PAM nhan ra 4 ki€u x4c thuc sau:

account
Module nay thuc hién quan ly tai khoan, khong xac thuc. N6 dugc st
dung dé han ché/cho phép truy cap t6i mot dich vu dua trén thoi gian
hién tai. Quyét dinh xem nguoi dung dugc phép truy cap dich vu, hoac
mat khau ctiia ho da hét han chua, v.v.

auth
Quyét dinh xem ngudi dung 12 ai, thong thudng xac thuc bing mat khau.
Kiéu module nay cung cap cdch x4c thuc nguoi ding. Pau tién né x4c
dinh xem ngudi dung 1a ai bang cdch nhic ngudi dung nhap mat khau
hoic cach xac dinh khdc. Sau d6, module c¢6 thé xdc nhan thanh vién
nhém (dua vao file /etc/group) hodc cac dac quyén thong qua cac thuoc
tinh uy quyén cua no.

password
Kiéu module ndy duoc yéu ciu dé cap nhat xac thuc duoc gan cho ngudi
dung. Thong thudng, cé tuong ing mot module cho mbi kiéu module
xac thuc (auth). Cung cdp k¥ thuat cho ngudi dung thay doi x4c thuc cta
ho, thong thudng 1a thay doi cdch xdc thuc bing mat khau cua ho.

session
Céc viéc dugc thuc hién truéc va/ hoac sau khi nguoi dung duoc xac
thuc. Cong viéc bao gom két gan/huy két gan thu muc home, dang nhap
login/logout, han ché/khong han ché€ cac dich vu kha dung cho nguoi
dung.

Trong file c4u hinh login, s& c6 it nhat mot dé€ muc cho mdi kiéu. C6 thé

hiéu ring né cén truy cap tat ca cac kiéu x4c thuc khac nhau.

control
Truong nay bdo cho PAM cach thuc hién néu nhu xac thuc bang module bi
16i hoac thanh cong. Khi cac module duoc nap, cdc co control nay s& quyét
dinh quan hé quan trong gitta m6i module. PAM nhan ra 4 ki€u diéu khién
sau:
requisite
Tir khod nay chi ra su thanh cong cia module nay la can thiét cho su
thanh cong cta kiéu (type) module. Néu xdc thuc bing module nay
bi 161, thi ngay 1ap titc tir choi xéc thuc.
required
Tir khod nay chi ra rang su thanh cong clia module nay 1a can thiét
cho kiéu (type) module dé thanh cong. Néu gap 16i x4c thuc, PAM sé&
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van goi cac modules (cung kiéu) c6 trong danh sdch & duéi cho dich
vu nay trudc khi tir chdi xac thuec.
sufficient
Néu xéc thuc biang module nay thanh cong, PAM s& van cong nhan
xéc thuc, mac du module ‘required’ truGe do bi 16i.
optional
Nhu tén goi clia n6, cd diéu khién nay déanh ddu module nay khong
c6 y nghia quan trong vé6i su thanh cong hoic 16i. Két qua chi c6 thé
la thanh cong hoac 16i méi cé ¥ nghia cho dich vu nay.
Trong file cdu hinh cho login, ching ta thdy module ‘required’ la
pam_unix.so (module xac thuc chinh), module requisite 1a pam_securetty.so
(kiém tra dé dam bao ring ngudi dung dang nhap trén mot console bao
mat), va mdt modules ‘optional’ 1a pam_lastlogin.so (module thu lugm
thong tin dang nhap cudi cling cua nguodi dung gin nhat).

module-path

Chi ra module duoc st dung va dudng dan dé€ PAM tim module d6. Hau hét
cic file cau hinh chi chtta tén cua cdc module, PAM sé tim cic module
trong thu muc module ngam dinh (thong thuong la /lib/security).

module-arguments

Cac module-arguments 1a danh sdch cdc tham s6 dugc truyén téi cho
module khi dugc goi. N6i chung cac tham s6 ding la cac tuy chon va duoc
xdc dinh cho module cu thé nao d6. Vi du: trong file cau hinh login, tham
s6 “nullok” dugc truyén cho module pam_unix.so, chi ra ring mat khau
rong (“null”) cling chdp nhan dugc (“ok”).

Bat ky mot dong nao dé trong file cdu hinh duoc dinh dang khong diing, s€

tao ra cdc 16i tién trinh x4c thuc. Loi tuong ting s& dugc ghi ra file nhat ky hé thong
béang cach goi ham syslog().

Vi du: file /etc/pam.d/login

#%$PAM-1.0

auth required /lib/security/pam securetty.so

auth required /lib/security/pam pwdb.so shadow nullok
auth required /lib/security/pam nologin.so

account required /lib/security/pam pwdb.so

password required /lib/security/pam cracklib.so
password required /lib/security/pam pwdb.so nullok
use authtok md5 shadow

session required /lib/security/pam pwdb.so
session optional /lib/security/pam console.so
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File cau hinh pam.conf:

La su thay thé cho cac file cau hinh trong thu muc /etc/pam.d/ (néu ban
khong thich dé céc file c&u hinh trong thu muc nay). File ndy c6 thé duogc luu trit
trong thu muc /etc/pam.conf tuong tu nhu cac file cAu hinh mo ta & trén. Vi du:
dong sau trong /etc/pam.d/login:

auth required pam unix.so nulok
s€ trd thanh:
login auth required pam unix.so nulok

Ci phap cau hinh chung cua file /etc/pam.conf c6 dang nhu sau:
service-name type control module-path arguments

Trong d6 type, control, module-path va argument hoan toan giong nhu da
mo ta & trén. Service-name 1a tén ctia dich vu can cau hinh véi dé muc nay. Thong
thuong Service-name la tén quy uGc ctia ing dung. Vi du ‘ftpd’, ‘login’, ‘other’...
Ciing tuong tu nhu cdc tén céc file cau hinh theo kiéu c4u hinh mo ta ¢ trén.

Ta c6 thé thdy riang phuong phép cau hinh bang céc file trong thu muc
Jetc/pam.d/ ¢6 nhi€u thuan tién hon so véi cadch cau hinh trén mot tép
/etc/pam.conf:

e it bi 16i khi c&u hinh mot @ing dung, it hon mot truong.

e Dé bdo tri; ung dung c¢6 thé dugc ciu hinh lai doc lap vé6i cdc ing dung
khac.

e Quan 1y g6i don gian hon.

Mot so file cau hinh dac biét:

Mobi mot file trong thu muc /etc/pam.d/ chita thong tin cu hinh cho mot
dich vu riéng nao dé. Thong thudng tén cua file cau hinh chinh Ia tén ctia chuong
trinh st dung né. Vi du: file login 1a file cau hinh cho chuong trinh dang nhap
(/bin/login) hé thong. File cau hinh /etc/pam.d/other la file cau hinh cho cédc dich
vu, chuong trinh khong c6 file cau hinh riéng. Vi du: khi mét dich vu xyz nao dé
c6 ging xdc thuc, PAM s€ tim file cdu hinh /etc/pam.d/xyz, néu khong tim thay
file nay thi viéc xdc thuc cho chuong trinh xyz dugc quyét dinh bang file
/etc/pam.d/other. Cau hinh ngam dinh cta file nay nhu sau:

#$PAM-1.0

auth required /lib/security/pam deny.so
account required /1lib/security/pam deny.so
password required /1lib/security/pam deny.so
session required /lib/security/pam deny.so

Véi file cau hinh nay, PAM tir chdi xdc thuc (bang module pam_deny.so)
véi cdc dich vu khong duge cau hinh. Ta c6 thé st dung file ndy dé cau hinh hé
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thong mot cach bao mat hon; xod bo (hodc déi tén) cdc file cau hinh cho cac dich
vu, chuong trinh ma ta khong st dung dén, ghi nhat ky céc canh béo syslog bang
module module pam_warn.so. Can luu ¥ rang: khi st dung file cdu hinh nay ta
khong nén xo4 bo file cau hinh /etc/pam.d/login, néu vo tinh xod né thi khong ai
dang nhap duoc hé thong.

Ta c6 thé thay ring PAM, shadow 12 hai g6i c6 vai trd khd quan trong trong
mot hé thong bao mat. Tuy nhién, tir cac file cdu hinh co ban cho PAM, ta s€ chi
gitt lai cac module (cac thu vién dong) thong dung, quan trong cho hé théng va bo

cac module du thira, khong can thi€t cho muc dich t6i thiéu hod.

3.4-Cdc module khd dung
Cac module duoc PAM cung cép trén ban Red Hat 6.2 dat trong thu muc
/lib/security/. Bao gom 38 file: pam_access.so, pam_console.so, pam_cracklib.so,
..., pam_wheel.so, pam_warn.so, pam_xauth.so. Mot s6 module dugc st dung vé6i
céc file cau hinh /etc/security/*.conf, ngdm dinh céc file nay khong thiét 1ap gi.

Trudc hét, ching t6i xin diém qua tat ca cdc module:

STT Tén module Nhom quan 1y Chtic nang

1 pam_access.so | account Cung cép kiéu diéu khién truy cap ding
nhap dua theo tén dang nhap, tén may
(hoac mién) dia chi internet, hoac thiét
bi dau cudi (néu khong dang nhap trén
mang).

2 pam_console.so | auth; session

3 pam_cracklib.so | password Cho phép kiém tra do manh ctia mat
khau. Yéu cdu thu vién libcrack trong thu
muc /usr/lib/cracklib_dict.

4 pam_deny.so account, auth, St dung dé tir ch6i truy cap.

password, session

5 pam_env.so auth Cho phép thiét 1ap (hoac khong thiét lap)
cac bién mai truong.

6 pam_filter.so account, auth, Module nay cung cap bo loc don gian

password, session | bing chuyén déi cac ky tu hoa va thudng
trong dong dir liéu vao va ra.

7 pam_ftp.so auth Muc dich cua module nay la cung cép
ché& do truy cap ftp nac danh. Bang cich
chép nhan tén nguoi dung ‘ftp’ hoac

8 pam_group.so auth Module nay cung cap cac thiét 1ap dua
theo tén nguoi dung va thiét bi dau cudi
(n6 khong x4c thuc ngudi dung). N6 yéu
céu file cau hinh
/etc/security/groups.conf.

9 pam_krb4.so auth, password, Module ndy cung cap giao dién cho kiém

session tra mat khiau Kerberos clia ngudi ding.
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Module nay can cac thu vién libkrb,
libdes, libcom_err, libkadm va cac file
tiéu dé Kerberos.

10

pam_issue.so

auth

Module nay cho phép quyét dinh trudc
file issue (ngam dinh /etc/issue) khi nhic
tén nguoi dung.

11

pam_lastlog.so

auth

Module nay cung cip thong diép “Last
login on ...” khi nguoi dung dang nhap
vao hé thong. N6 bao tri file
/var/log/lastlogin. C6 thé dung dé chi ra
nguoi dung c6 thu méi khi dang nhéap.

12

pam_ldap.so

13

pam_limits.so

session

Gi6i han tai nguyén hé thong trong phién
nguoi dung. Can file cdu hinh
/etc/security/limits.conf.

14

pam_listfile.so

auth

Module nay cung cap céch tir chdi hoac
cho phép céc dich vu.

15

pam_mail.so

auth, session

Module nay tim thu muc mail clia ngudi
dung va gtii thong diép “You have mail”
khi nguoi dung c6 thu trong do.

16

pam_mkhomedi
I.SO

session

Module nay hitu ich cho hé thong phan
tan - cac tai khoan ngudi dung dugc quan
1y trong CSDL trung tam (NIS, LDAP) va
dugc truy cap qua nhiéu hé théng. Dung
dé tao céc thu muc chi ngdm dinh trén
moi hé thong.

17

pam_motd.so

session

Module nay dua ndi dung cua file motd
(ngam dinh 1a /etc/motd) ra man hinh
moi khi diang nhap thanh cong.

18

pam_nologin.so

auth

Néu file /etc/nologin ton tai, thi chi nguoi
dung root duoc phép dang nhap, cac
nguoi dung khiac khong dugc phép dang
nhéap v6i mot thong bdo 16i (ndi dung cua
file nologin).

19

pam_permit.so

account; auth;
password; session

Module nay khong phu thuéc nhém quan
1y. Tac vu ctia né la cho phép truy cap,
ma khong thuc hién gi khéc.

20

pam_pwdb.so

account; auth;
password; session

La module CSDL mat khau, c6 thé dugc
thay thé cho cac module pam_unix_..., n6
st dung giao dién chung cta thu vién
CSDL mat khau. Yéu ciu c4u hinh
libpwdb diing.

21

pam_radius.so

session

Module nay dung dé cung cap dich vu
phién cho xdc thuc nguoi dung véi
RADIUS server. Hién tai, chi ho trg st
dung RADIUS server nhu server tai
khoan (accounting server).

22

pam_rhosts_aut

auth

Module nay cho phép xac thuc cac dich
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h.so

vu mang chuén, bé sung cho rlogin va
rsh,... Dua theo noi dung cua céc file
/etc/hosts.equiv

23

pam_rootok.so

auth

Module nay dugc dung tinh huéng ma
siéu nguoi dung khong muon nhap mat
khau khi truy cap dich vu.

24

pam_securetty.s
o

auth

Cung cép viéc kiém tra bao mat ctia Unix
chuén, chi xéc thuc cho ngudi dung root
trén console dugc thiét 1ap trong
/etc/securetty.

25

pam_shells.so

26

pam_stress.so

27

pam_tally.so

28

pam_time.so

account

Module nay cung cap mot s6 diéu khién
thoi gian truy cap téi cac dich vu hé
thong. C6 thé ciu hinh dé tir chdi ngudi
dung truy cap dua theo tén, thoi gian
trong ngay, ngay trong tuan. Yéu cau file
cau hinh /etc/security/time.conf

29

pam_unix.so

account; auth;

password; session

Day 1a module xac thyc Unix chuén. N6
stt dung céac lénh goi tir thu vién hé thong
dé thiét lap thong tin tai khoan ciing nhu
xéc thuc. Thong thuong né chi st dung
cac file cau hinh /etc/passwd va file
/etc/shadow.

30

pam_userdb.so

auth

St dung dé kiém tra cap gid tri
tén_ngudi_ding/mat_khau duoc luu trit
trong CSDL Berkeley DB. CSDL nay
dugc sép xép theo cdc trudng tén ngudi
ding, mat khau (dang khong ma hoa).

31

pam_warn.so

auth; password

Ghi nhat ky thong tin vé céc dich vu,
thiét bi dau cuoi, nguoi dung, nguoi dung
tir xa va mdy tu xa vao syslog.

32

pam_wheel.so

auth

Chi cho phép root truy cap t6i cac thanh
vién cua nhom wheel (gid=0).

33

pam_xauth.so

Du6i day ching toi chi mo ta mot s6 module thu vién co ban - can thiét cho

hé thong thong thudng. Dé biét thém thong tin chi ti€t vé cdc module, tham khao
muc 6 “A reference guide for available modules” - trong [4].

Kiém tra do manh cua mat khau pam cracklib

a. Tém tat
Tén module: pam_cracklib
Nhém quan 1y: password.

Phu thuoc hé thong: Yéu cdu thu vién libcrack va tr dién hé thong
/usr/lib/cracklib_dict. Ta s€ con ndi téi modules nay trong phan cracklib, va
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cracklib_dict & phan dudi.

b. M6 ta module
Module nay c6 thé dugc cay thém vao ngin xé&p password clia tng dung cin
xdc thuc dé cung cap mot s6 plug-in ki€ém tra do manh cho mat khau. Module nay
lam viéc nhu sau: dau tién no goi cracklib dé€ kiém tra do manh cta mat khau, sau
d6 module thuc hién thém mot s6 kiém tra sau:
e Palindrome (xu6i ngugc déu giong nhau): mat khau méi c6 1a dang dao
ngugc ctia mat khau cii?.
e LA mat kh4u cfi, nhung thay déi chit hoa thanh thudng va nguoc lai?.
e Tuong tu: Mat khau méi giong v6i mat khau cii?
e Don gian: Mat khau mdi ¢6 qua ngan khong? Tuy chon nay dugc diéu khién
boi 5 tham s6 minlen, dcredit, urcedit, lcedit va ocredit.
e Mat khiu mdi c6 1a dang hodn vi cia mat khau cii?
e D duge sur dung trong qud khit r6i? Thong tin cdc mat khau da duoc dung
trude do dat /etc/security/opasswd.

c. Thanh phdn mdt khdu

Hoat dong ciia module nay 13 nhic ngudi ding vao mat khau va kiém tra do manh

cuia mat khau béng tir dién va tap céc luat (rules) mo ta trén. Cac tham so: debug;

type=XXX; retry=N; difok=N; minlen=N; dcredit=N; Icredit=N; ocredit=N.

e debug: module viét thong tin ra syslog().

e type=XXX: ngdm dinh module st dung ddu nhic dang “New UNIX
Password:”. Str dung tuy chon nay ban c6 thé thay tir UNIX bang XXX.

e retry=N: s6 lan module yéu cdu mat khau méi (ki€m tra do manh) tir nguoi
dung don, ngam dinh 1a 1.

e difok=N: s6 ky tu trong mat khau méi phai khac véi mat khau cii, ngdm dinh 12
10. Thém vao do, néu 1/2 cic ky tu trong mat khau méi khac vé6i khau cii 1a ¢6
thé chap nhan dugc.

e minlen=N: do dai t6i thiéu chap nhan dugc cong véi 1.

Vi du: Thiét 1ap cdu hinh file /etc/pam.d/passwd nhu sau
#%PAM-1.0
password required pam_cracklib.so difok=3 minlen=15
password required pam_pwdb.so use_authtok nullok md5

Module pam deny

a. Tém tdt

Tén module: pam_deny

Cac nhom quan ly: account; authentication; password; session.

b. M6 td vé module
Module nay duoc dung dé tir chdi truy cap. Module nay phut hop cho céc dé
muc ngam dinh trong /etc/pam.d/other.
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c. Thanh phan tai khodn (Account component):

Thanh phan nay khong thuc hién gi ngoai viéc tra vé 16i. Vi du: Néu ta thém
dong sau vao /etc/pam.d/login, dé khong cho phép tai khoan nao dugc dang nhap
hé thong.

account  required pam_deny.so

d. Thanh phan xdc thuc (authentication component)

Thanh phan nay khong thuc hién gi ngoai viéc tra vé mot 16i. Vi du: Dé tir
chdi truy cap t6i ing dung ngdm dinh bang thanh phan nay ctia module pam_deny,
ban c¢6 thé thém dong sau vao file cdu hinh PAM /etc/pam.d/other:

auth required pam_deny.so

e. Thanh phdn mdt khdu (Password component)

Thanh phan ctia module nay tir choi ngudi ding co hoi thay déi mat khau
ctia ho. N6 luon tra lai PAM_AUTHOK_ERR khi duoc goi.
Vi du: dé tranh login tu dong nhic mat khau méi khi mat khau cii hét han ban
thém dong sau vao file cau hinh /etc/pam.d/login

login password required pam_deny.so

f. Thanh phdn phién (session component)
Khong cho phép khoi dong mot session trén mdy. Tur choi phién ngudi dung
trén hé thong.

Module giéi han tai nguvén hé thong

a. Tém tdt

Tén module: pam_limits

Nhém quan ly: session

Phu thuoc hé théng: Yéu cdu file cau hinh /etc/security/limits.conf va nhan ho trg
gi6i han tai nguyén. N6 ciing sir dung thu vién libpwdb.

b. Mé td vé module
Thong qua mot phién dugc md, module nay thiét 1ap gidi han tai nguyén hé
thong c6 thé tir phién ngudi ding. Cac tham s6: debug; conf=/path/to/file.conf.

Thong qua ndi dung cua file cau hinh /etc/security/limits.conf, cac gidi han
tai nguyén duogc dat cho phién nguoi dung. Su han ché nay khong hiéu luc véi siéu
nguoi dung.

Vi du:

Trudc tién phai tao mot file chi doc bdi nguoi diung root (ngdm dinh la
Jetc/security/limits.conf). File nay mo ta tai nguyén giéi han ma siéu nguoi dung
mudn dp dung cho ngudi ding va nhém. Mbi dong ¢6 dang sau:

<domain> <type> <item> <value>
Cic trudng c6 thé dugc dién nhu sau:
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<domain> c6 thé la:
e tén nguoi dung
e t&n nhoém, véi cu phap @group
e ddu *, cho d¢ muc ngam dinh.

<type> c6 thé la:

e hard: dé bat buodc gidi han tdi nguyén ciing. Nhitng gi6i han nay duoc thiét
lap boi siéu ngudi diing va nhan Linux. Ngudi dung khong thé nang cic
gia tri nay.

e soft: dé bat budc gidi han tai nguyén mém. Vdéi céc gidi han ndy, ngudi
dung c6 thé chuyén lén hodc xudng trong ving cho phép.

<item> c6 thé la:
e core - gidi han kich thudc file goc (KB).
e data - kich thuéc dit liéu 16n nhat (KB).
e fsize - kich thudc file 16n nhat (KB).
e memlock - khong gian dia chi bo nhé-khod 16n nhat (KB).
e cpu - thoi gian CPU 16n nhat (MIN)
e nproc - sO ti€n trinh 16n nhat.
¢ maxlogins - s6 dang nhap I6n nhat cho nguoi dung nay.

Vi du: ta soan file /etc/security/limits.conf nhu sau:

#<domain> <type> <item> <value>
* soft core 0
g hard ISS 10000
@student  hard nproc 20
@student  hard maxlogin 4
Thém vao file /etc/pam.d/login dong sau:

session required pam_limits.so

Module no-login

a) Tém tdt

Tén module: pam_nologin
Nhém quan ly: authentication

b) M6 ta

Cung cdp xdc thuc nologin chuin ctia UNIX. Néu file /etc/nologin ton tai,
chi ngudi dung root méi duge phép diang nhap; cdc ngudi dung khac khong thé
dang nhap véi mot thong bao 16i. Néu khong ton tai file /etc/nologin, module nay
hoan toan im lang.

N6 ¢6 thé dugc st dung vdi céc phuong thic required.

45



Module pam_permit
a. Tém tdt
Tén module: pam_permit
Nhém quan 1y: account; authentication; password; session.
Module nay rit nguy hiém, né thudng dugc dung véi canh bao nguy hiém,
n6 cho phép truy cap, ma chiang 1am gi ca.

b. Thanh phan Account+Authentication+Password+Session
Module nay don gian chi tra vé ma thanh cong PAM_SUCCESS. Khi nguoi
quan tri hé thong mudn tat quan 1y tai khoan trén mot tram lam viéc, va tai thoi
diém hién hanh van cho phép diang nhap, chi can thém vao file /etc/pam.d/login:
account required pam_permit.so

Module co sé dit lieu mat khau.

a. Tém tdt

Tén module: pam_pwdb

Nhém quan ly: account; authentication; password; session
Module nay la su thay thé cho cac module pam_unix_...

b. Thanh phan account

Dua vao cac phan tlr sau: expire; last_change; max_change; defer_change;
warn_change, module nay cho biét trang thai cua tai khoan, mat khau ngudi ding.
Trong trudng hop sau d6, nd c6 thé khuyén nguoi diing thay déi mat khau.

Vi du:

Trong ché do tai khoan, module nay duoc cheén vao file /etc/pam.d/login/ dé
dam bdo ring tai khoan ngudi ding va mat khau vain con hoat dong.

account required pam_pwdb.so

c¢. Thanh phan xdc thuc

C6 thé str dung cdc tham s6 debug dé€ ghi cdc thong tin vé hoat dong ciia n6
bang syslog(). Hoat dong ngdm dinh 1a khong cho phép ngudi dung truy cap vao
dich vu néu néu khau cta ho tréng. Mot file nhi phan, pwdb_chkpwd duoc cung
cap dé kiém tra mat khau clia nguoi ding goi no.

d. Thanh phdn mdt khdu

C6 thé st dung cdc tham s6 sau cho thanh phan nay: debug, nullok,
not_set_pass, use_authtok, try_first_pass, use_first_pass, mdS, bigcrypt, shadow,
radius, unix.

Phan nay ctia module pam_pwdb cung cip tdc vu cap nhat mat khau cua
ngudi ding. Module nay c6 thé chuyén mat khau cta ngudi ding tir CSDL nay
sang CSDL khéac, c6 thé bao mat cdc dé muc CSDL cuia ngudi dung theo nhiing
dang khac nhau, st dung cac tham s6 shadow, radius va unix.
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d. Thanh phan session

Thanh phan nay khong nhan dang tham s6 nao. Céc tac vu ctia n6 chi la ghi
nhat ky tén ngudi dung va kiéu dich vu cho syslog(). Céc thong diép dugc ghi tir
khi bat ddu phién cho t6i cu6i phién.

Module securetty

a. Tém tdt

Tén module: pam_securetty

Nhom quan 1y: authentication

Phu thudc: file ciu hinh /etc/securetty

b. Thanh phan xdc thuc

Cung cap kiém tra tty dugc phép chuin cua Unix, chi nhim kiém tra cho
phép nguoi dung root dang nhap trén cic tty trong file /etc/securetty. Moi nguoi
dung khéc trén hé thong déu duoc phép dang nhap trén tat cdc console.

Két luan

C6 thé thdy ring PAM cung cap kha nhiéu cdc module khdc nhau, gitp
ngudi quan tri ¢6 thé dé dang thay doi cdc phuong phéap xédc thuc khac nhau. Tuy
nhién cdc module nay yéu cdu (require) kha nhi€u cdc gbi chuong trinh, thu vién
khac. Cu thé, PAM require cdc géi va thu vién sau:

cracklib

cracklib-dicts

pwdb >= 0.54-2

initscripts >= 3.94

/sbin/ldconfig

ld-linux.so.2

libc.so.6

libcrypt.so.1l

libnsl.so.1l

libpwdb.so.0

libcrack.so.?2

libdb.so.3

libdl.so.2

libglib-1.2.s50.0

libpam.so.0

libc.so.6(GLIBC 2.0)

libc.so.6(GLIBC 2.1)

libcrypt.so.1(GLIBC 2.0)

libdb.so.3 (GLIBC 2.1)

libdl.so.2 (GLIBC 2.0)

libdl.so.2 (GLIBC 2.1)

libnsl.so.1(GLIBC 2.0)

Tuy nhién khong phai hé thong ctia ching ta st dung moi module kha dung nay.
Ta c6 thé t6i thiéu dugc khd nhiéu cdc modules khong can thi€t trong géi nay phu hop véi
muc dich, yéu cau cua minh.
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PHAN II
AN TOAN CUA HE PIEU HANH SUN SOLARIS
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CHUONG I- GIOI THIEU VA PANH GIA
KHA NANG AN TOAN CUA SOLARIS

Chiing t6i s& cung cap mot tap hop diy du cdc chic nang an toan va mo ta bon mic
bao vé trong Solaris™:

e Mic 1 bao gébm céc tinh ning va cong cu gitp nhitng ngudi quan tri kiém
soat chat ch€ nhitng nguoi dang nhap hé thong.

e Miic 2 mo ta cac cong cu cho phép nhitng nguoi quan tri thiét 1ap giai phap
an toan tong thé cho hé théng.

e Mic 3 gom cac dich vu phan tian an toan (Secure Distributed Services) va
nhitng nén tang phét trién (Developers Platforms), mo ta cach Solaris hé trg
cac co ché xac thuc va ma hoa khac nhau.

e Miic 4 mo ta céc cong cu diéu khién truy nhap t6i mang vat ly.

1.1-An toan: Van dé co ban ddi véi cong ty toan cau

Viéc cdac trung tam dit liéu ding doc 1ap cung véGi cac yéu cau an toan hoan toan tap
trung dang giam di nhanh chéng trong cidc moi trudng tinh todn tap thé hién dai da
duoc néi dén nhiéu. Cac moi truong phan tdn hiéu nang cao va uu th€ hon vé gia ca,
trong d6 cac hé thong khach dugc tach khoi cac server trén mang dang khong ngling
tang lén. Thém vao do, cdc mai lién két gifta cdc t6 chitc thuong mai, cd nhan va
chinh pht trén toan thé gi6i dang mé rong cong dong nguoi dung, ho cé kha nang
truy nhap téi nhitng tai nguyén noi bo cua cong ty.

Dong thoi, nhitng nguoi ding ngay cang thong thao va phic tap hon. Dang ti€c, mot
s6 ngudi da dung hiéu biét clia ho vé6i nhitng muc dich khong chinh dang. Mic du
nhitng hacker néi ti€ng luon dugc diang tai trén thong tin dai chiing, nhung céc
nghién cttu cho thady phan 16n nhitng hanh dong xdm pham may tinh khong bi phat
hién. Nhitng xu huéng nay da lam ndy sinh nhitng thay ddi vé can ban trong cc yéu
cu an toan doi véi lién két toan cau.

Khong ¢6 gi ngac nhién khi ma an toan ndi 1én nhu 1a mot van dé cot 16i doi vai cdc
cong ty mong mudn tan dung nhitng 1gi ich trong viéc thuc thi cac hé thdng phan tan
toan ciu, ma khong 1am nguy hiém t6i tinh bi mat va toan ven clia thong tin nhay
cam. Vi thé, nhitng nguoi quan tri hé thong va mang phai cé kha nang lua chon
nhitng san pham dép tng day du cdc tinh nang nhim vao nhitng nhu ciu an toan hay
thay doi ctia ho.

Giai phap Solaris cua Sun dua ra mot tap cac tinh nang an toan hoan chinh day du
phl hop vdi cdc yéu cau khac nhau ciia cdc moi trudng tinh todn tap thé hién thoi:
e NO dua ra cac cong cu tu dong don gian hoa cdu hinh trang thai an toan cta
hé théng, va thong bao nhitng diém c¢6 thé bi mat an toan.
e NO cung cép céc dich vu file va thu muc dugc phan phdi an toan va co s& cho
viéc phét trién cdc tng dung an toan.
e N0 ddp ting cdc chuin quan trong cia My va quoc t€ ciing nhu céc tinh nang
an toan Internet gn day nhat.
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e Cudi cung, cdc san pham nhém thit ba b6 sung vao céi ma trudc dé Sun da
dua ra cho cic t6 chiic mot loat bao vé chong lai nhitng vi pham an toan cé
thé xay ra.

1.2-Solaris: Giai phap an toan

Solaris ctia Sun bao vé chong lai nhitng xam nhap trai phép bang mot giai phap an

toan hé thong va mang theo nhiéu huéng. So d6 bao vé Solaris bon mitc cho phép

nhiing ngudi gidm quan:

e Diéu khién ngudi c6 thé dang nhap vao hé thong

e Diéu khién kha ning truy nhap tai nguyén hé thong dé tu dong ghi chép cua
nhitng nguoi dung va cac chuong trinh.

e Thuc thi cac dich vu t&€p va thu muc duoc phan phoi an toan va cung cap nhiing
co s cho viéc phét trién céc ting dung va dich vu an toan.

e Diéu khién truy nhap t6i mang vat ly.

Nhiing phan sau day mo ta chi ti€t hon vé bon hudng an toan Solaris.

1.3-Miic 1: Piéu khién dang nhap trén Solaris

Miic thit nhat ctia diéu khién an toan Solaris bao gém cdc tinh ning va cong cu gidp
nhitng ngudi gidm quan kiém sodt chit ché nhitng ngudi c6 thé diang nhap vao hé
thong. Trong tAm clia muc tiéu nay 1a viéc st dung mot mat khau c6 thé ding dé
kiém tra dinh danh ctia ngudi dang c6 gang vio mang. N6i céch khéc, néu ai d6 c6
mat khiu dugc xem 1a cuia riéng anh ta, thi né c6 thé ching minh ring c4 nhan dang
c6 ging diang nhap qua thuc 1a "ddng tin cay" va ngam hiéu 1a da duoc cap "quyén"
dang nhap hé thong.

Puong nhién, hé thong khong thé x4dc dinh néu mat khau dang bi mot ngudi khac
khong phai chli nhan ctia n6 str dung. Diéu nay chi ra ring viéc bao vé cdc mat khau
12 cuc ky quan trong. Solaris ¢6 nhiéu tinh nang diéu khién viéc tao, sut dung va luu
trit an toan cac mat khau. Nhitng tinh nang nay dugc hiéu mot cach chung chung 1a
céc tinh nang quan ly mat khdu, va chiing bao gom:

e Xdc nhdn mdt khdu: Solaris so sanh mat khau ngudi dung cung cap véi mat
khau da dat va luu trit ctia ngudi dung dé trong mot file dic biét (xem "File
mat khau béng"). Néu céc mat khau tuong hop, thi ngudi dung dugec phép vao
mang.

e Dinh thoi gian ¢6 hiéu lyc cua mdt khdu: Solaris cho phép ngudi gidm quan
dat ngay hét han ctia cac mat khau. Solaris s& canh bao ngudi dung mat khiu
sdp hét han va yéu cdu diat mot mat khau méi. Khi mat khau hét han, néu
khong diat mot mat khau mdi, thi moi c6 gidng vao mang sé bi tir chdi. (Luu
rang NIS+ trén Solaris 2.5 hé trg dinh thodi han mat khau pham vi viing).

e Khong cho phép mdt khdu cii: Lau lau, mot mat khau bi 1ap lai, c6 nhiéu kha
nang ai d6 sé tim ra né. Tinh nang nay ngan chan nguoi dung su dung lai mat
khau da dung trudc day.

e Dinh tinh mdt khdu: Solaris giip dam bao rang ban s& tao duoc mot mat khau
kho phong dodn hon. N6 lam diéu nay béng céch ki€ém tra xem mat khau c6
du s6 lugng ky tu va/hoac ky hiéu hay khong.
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o Che file mdt khdu: File "an" (dugc goi la /efc./shadow) luu tat ca nhitng
mat khiu ngudi ding va chi ¢ thé doc tir g6c (root). Trude khi thuc hién che
file mat khau, nhitng ngudi hop phap khéc c6 thé truy nhap file mat khau.

e Dinh thoi han tai khodn: Diéu nay cho phép nguoi gidm quan hé thong dat
ngay hét han mot tai khoan. Sau ngay hét han, tai khoan khong con hiéu luc.

Dong san pham quan Iy an toan cua Sun tao diéu kién cho cdc san pham cua Solaris
c6 nhiéu han ché€ dang nhap hon. Mot s6 vi du nhu sau:

e Han ché s6 gio truy nhdp: Diéu nay nghia la nhitng ngudi ding nao d6 khong
duge phép vao mang trong thoi gian ma nguoi giam quan hé thong da dinh
trude, vi du nira dém khi khong ¢6 ai xung quanh.

e Khong cho phép vao mang sau nhiéu lan vé hiéu: Diéu nay ngan chin nhiing
ngudi ding (va chuong trinh) phong doan mat khau béang viéc thir dang nhap
nhiéu lan.

o Tuw dong khod man hinh va ra khoi mang: Sau mot khoang thoi gian quy dinh
khong lam gi, tram lam viéc tu dong khoa man hinh hoac ra khoi mang.

e Nhitng diéu khién ting cuong doi véi ddc quyén root/su: Yéu ciu ai do cung
cdp nhimg mat khau dic biét dé truy nhap nhing dic quyén root va
superuser.

Bao vé truy nhap tir xa

Vi nhitng truy nhap hé thong trdi phép c¢6 kha ning xay ra ciing c¢6 thé thuc hién
dugc trén dudng dién thoai tir xa, nén Solaris cho phép cdc cong modem cé mat
khau bao vé. Khi da dat mot mat khau cong modem, thi ngudi ding dién thoai tir xa
truGe hét sé duogc hdi vé nd. Néu tra 16i ding, nguoi dung s€ dugc phép tién hanh
qua trinh dang nhap hé thong binh thuong.

Céc san phdm bo sung cung cap bao vé truy nhap tir xa kha dung véi Solaris tir cac
nhom tha ba. Vi du, cong nghé thé s6 c6 tir cac cong ty nhu Enigma Logic va
Security Dynamics. Thé s6 1a mat khau duoc dung "chi mot 1an" dé diéu khién truy
nhap tir xa. Mot tap céc thé so cAm tay dang ky trudc trg gitip cac thiét bi c6 thé phai
mang di xa. Theo lugc d6 ndy, cdc mat khiau khong bao gio bi dung lai, cho nén an
toan hon.

Mot phién ban phan mém ving cong khai vé thé s6 1a S/Key da c6 trén Internet va
c6 thé truy nhap bang cach truyén file tai dia chi sau: thumper.bellcore.com
/pub/nmh.

1.4-Miic 2: Piéu khién truy nhap tai nguyén hé thong

Mot khi ngudi ding vao mang thanh cong, anh ta c6 thé bat ddu thir truy nhap cdc
tai nguyén. Vi th€, Solaris cho phép nhitng ngudi gidm quan kiém sodt kha nang
truy nhap céc tai nguyén chung trén hé théng bang viéc cung cép cdc cong cu co thé
thiét 1ap trang thai an toan téng thé cho hé thong. Solaris ciing hd trg cdc tinh nang
cho phép dit cidc quyén truy nhap file thich hgp. Thém nita, kha niang kiém soat
ciing dugc cung cAp nham theo déi nhitng 1an truy nhap. Céc tinh nang nay dugc mo
ta chi tiét dudi day.
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Thiét 1ap va kiém tra thuc trang an toan ctia Solaris

HAu hét nhitng ngudi gidm quan hé thong déu déng y riang c6 nhiéu 1an mudn dianh
gid thuc trang an toan téng thé cta hé thong va/hoic thiét 1ap né cho phu hop. Dé
thuc hién diéu nay, Solaris tinh dén viéc tu dong danh gia thuc trang ctia hé thong
cling nhu dat n6 & mot trong ba mic an toan xac dinh trude: thap, trung binh, hoac
cao.

Bang viéc chay dinh ky, ASET s& canh bdo ngudi gidm quan vé bat ky su vi pham
an toan nao c6 thé xay ra. Dué6i day 1a mot vi du vé cdi ma ASET ki€m tra:
e Su ton tai cuia mat khiu EEPROM cua hé thong ngan chan cd nhan khong
duoc phép khdi dong hé thong trong ché do chi ¢ 1 nguoi dung.
e Sir dung khong an toan bi€n UMASK diéu khién viéc cai dat nhiing tuy chon
file ban dau khi file duoc tao ra.
e Si dung khong an toan bién PATH dua ra thi tu nhiing thu muc sé duoc tim
ki€m d6i véi mot 1énh hodc chuong trinh thuc hién cu thé.
Nhiing cai dat quyén file hé thong.
Su tOn tai ctia cdc chuong trinh cai dat maéi
Céc quyén thu muc ban dau.
Noi dung cua cac tép:
rhosts, /etc/passwd, /etc/group
e Kich thudc cua cac file trong /usr/bin va /bin

Luu y rang nhitng ngudi gidm quan c6 tuy chon canh bdo vé cic van dé co thé xay
ra bang thu dién tu.

Khi str dung cai dat hé thong theo mo hinh an toan mdc thap, ASET dam bao cac
thuoc tinh file (cidc quyén) duoc dit & cdc gid tri theo chuin ban hanh. Mot vai kiém
tra duoc thuc hién va nhitng ché yéu vé an toan c6 thé c6 déu duoc thong bio.

Cai dat an toan mic trung binh dam bao an toan thich dang véi hau hét cic moi
truong. ASET s€ thay déi nhitng cai dat quyén ctia mot s6 file hé thong (vi du,
ttytab, host.equiv) va cac tham s6 han ché truy nhap hé thong. Nhitng kiém tra
an toan bé sung duoc thuc hién, nhitng ché yéu va nhiing thay déi truy nhap duogc
thong bio.

Cai dat an toan mic cao san sinh mot hé thong cuc ky an toan. Nhiéu file va tham s6
hé théng duoc cai dat chi cho phép truy nhap t6i thiéu. Cai dit an toan mic cao cling
c6 thé huy bo viéc chuyén tiép IP. Tuy nhién, chitc ning niy da nhuong han cho mot
san pham 12 Solstice™FileWall-1™ hoic Solstice™SunScreen™ ctia Sun duoc trinh
bay sau trong tai liéu nay.

V6i ASET, ngudi gidm quan khong can lang phi thoi gian quy bdu va ¢6 gang tim
kiém bing tay nhitng 16 héng an toan trén hé thong. ASET ciing 12 mot tinh niang
duy nhat ctia Solaris va khong cé & cac co s hé thong khac.

Bao vé file cua Solaris
File 1a tai nguyén chinh phai dugc bao vé trén bat ky co s& hé thong nao tit PCs dén
céac mdy tinh 16n. Solaris thuc thi hai bién phap dé bao vé file: cai diat quyén "ki€u
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Unix" truyén thoéng va céc danh sdch diéu khién truy nhap (ACLs). V6i viéc cai dat
quyén "ki€u Unix", ¢6 thé thiét 1ap nhitng chi dan quyén doc, ghi va thuc hién d6i
vGi ngudi sd hitu file, cdc nhém duge lwa chon, hodc "moi ngudi” (cling hiéu 1a
"ngudi khac"). Tuy nhién, mot nhugce diém cua cai dat quyén 1a viéc truy nhap c6
thé chi bi han ché trén co s6 nhém va khong thé tach riéng dic quyén (hodc han ché)
cu thé d6i vdi cac cd nhan.

Solaris hé trg cdc danh sdch diéu khién truy nhap (ACLs). Cac danh sdch diéu khién
truy nhap chinh 12 mot danh sach diéu khién truy nhap t6i cdc file. V6i ACLs, cdc
danh sich md& rong vé thong tin cap phép c6 thé dugc duy tri d6i v6i mdi file cho
phép phan nho hon diéu khién truy nhap file. Vi du, v6i ACLs truy nhap c6 thé duoc
diéu khién trén co s& mot ngudi dung thay vi trén co s& nhém.

ACLs trén Solaris tuan theo dac ta POSIX 1003.6. Ching da duoc thuc thi véi ca Hé
thong File Nguoi dung (UFS) ciing nhu v6i NFS phién ban 2 va 3.

Kiém toan

Kiém todn nim trong phan ndy vi né gitip cho nhitng ngudi gidm quan theo ddi céc
su kién lién quan t6i an toan bao gém nhiéu kiéu thir truy nhap khac nhau. Néu mot
vi pham xay ra, nhat ky kiém tra c6 thé gitp x4c dinh céi gi da xay ra, va c6 thé con
gitip tim ra ai 12 thu pham! Solaris c6 hai phuong phdp kiém tra: Nhat ky hé thong
Unix va kiém tra C2. Ca hai duoc dé cap dén trong phan nay.

Céc nhat ky hé thong Unix (syslogs) luu giit dau vét ctia cic su kién dang nhap, su
dung tai nguyén, cac chi tiéu, va nhiéu hon nita. Nhi€u thiét bi hé thong st dung céac
syslog dé ghi chép hoic thong bao cho ngudi gidm quan hé thong vé nhing su kién
quan trong. Cac kich ban chuong trinh khung, hodc cic géi c6 thé ciing duoc ghi
vao cdc CSDL syslog dé kiém sodt céc tinh huéng dic biét.

Kiém tra C2, con goi 1a Bao vé Truy nhap c6 diéu khién, c6 thé dua ra mot béo cdo
kiém tra chi tiét hon. Vao nhitng nam 1980, Cuc Bao vé dinh nghia ki€ém tra C2 nhu
1a mot phan trong nguyén tac chi dao vé cdc mic an toan mdy tinh khiac nhau. Céc
yéu ciu nay dugc dua ra trong Orange Book hay tiéu chuan dénh gid cac hé thong
mady tinh tin cay (TC-SEC). Cac miic an toan dugc liét ké bat dau véi D cho mic
thap nhat, cho dén Al v6i muic cao nhat. Trung tdm an toan mdy tinh qudc gia
(NCSC) danh gia cdc hé thong dua vao tiéu chuin nay.

C2 c6 thé tao ra céc nhat ky kiém tra tir ngudi dung, su kién va I6p. Hon nita, véi C2
no ¢6 thé ghi lai bat ky su kién ndo ma ngudi gidm quan hé thong cho ring "lién
quan" tGi an toan. Kiém tra C2 Solaris bao gom chiic nang mo hinh an toan co ban
(BSM) cho phép ghi lai nhitng su kién hoan toan ¢ mic goi hé thong.

Trong trudng hop khong chédc xay ra vi pham an toan, thi kha nang kiém tra cla
Solaris cung cap cho nhitng nguoi gidm quan hé thong mot ban ké khai chi tiét vé
hanh vi lién quan. Thong tin nay c6 thé rit quan trong gidp tim ra ngudn géc cha
van de.
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1.5-Miic 3: Cac dich vu phan tan an toan va nhitng nén tang phat trién
Moi truong diéu hanh nhan Solaris két hop chat ché véi ho dich vu phan tan
ONC+™ duoc cdu hinh mot cach tuy y dé chay véi cdc tinh niang an toan bo sung
cho phép. Khi ¢6 diéu kién, ONC+ bao gom dich vu dat tén phan tdn NIS+ an toan,
dich vu file phan tdn NFS ™ an toan va co s& goi thi tuc tir xa an toan doc lap véi co
céu van chuyén (TI-RPC) (con dugc hiéu don gian 12 RPC an toan) dé xay dung céc
ung dung va dich vu phan tin.

Sun ciing cung cap ho dich vu DCE trong mot san pham i goi 12 DCE cho Solaris.
San phdm nay bao géom dich vu file phan tan DFS, dich vu dat tén phan tdn CDS va
co s& phat trién dua vao DCE RPC (va con thém céc chi tiét khac khong thich hop
véi tai liéu nay).

Ca hai dich vu ONC+ va DCE déu dua vao co s6 cong nghé dugc mo ta trong phan
nay.

Co s6 cong nghé cho cac dich vu an toan

Trude khi nguoi dung trén hé thong khach truy nhap téi cac tai nguyén cua server,
server phai chac chan rang ngudi ding dugc cong nhan c6 quyén truy nhap "hop
phap" téi server va cac tai nguyén cua né. Vi thé, trong ngit canh nay, server phai c6
kha niang dé:

1. Kiém tra dinh danh ctia ngudi dung trén mang. Chitc nang nay do dich vu xdc
thuc cung cdp va cling bao ham céc dich vu ké khai ¢ diém 3 bén dudi.

2. bam bao nguoi dung dugc phép truy nhap cic tai nguyén ma anh ta dang co
gang truy nhap mot khi anh ta da dugc xéac thuc mot cach hop 1é. Dich vu céap
phép cung cap dicu nay.

3. Duy tri tinh bi mat va toan ven thong tin duoc trao ddi trén mang. Nhing diéu
nay nho cay vao céc dich vu bi mat va toan ven.

Cac dich vu xac thuc, bi mat va toan ven

Viéc xdc thuc mot ngudi dung trén mang doi hoi thong tin "nhan quyén" nhay cam
phai duoc trao déi giita hé thong khach va chi. Vi khong ¢6 cach gi ddm bdo thong
tin nay s€ khong bi chan lai khi né di t6i dich, nén né phai dugc bao vé khong bi
dich hoic thay déi trén suét tuyén. Vi thé, dich vu phan tédn an toan phai c6 cich bao
vé tinh bi mat va toan ven thong tin.

Céc dich vu bi mat va toan ven vé co ban dugc goi cuing véi dich vu xdc thuc. Dich
vu bi mat cung cap cdch bién d6i thong tin thanh mot dang ma chi ngudi nhan dinh
truGc méi c6 thé dich duogc. Diéu nay ciing dugc xem nhu 12 ma hod dit liéu. Nguoi
nhan c6 trach nhiém gidi ma dit liéu hay noi cach khac bién déi né trd lai dang c6
thé doc dugc. Dich vu toan ven cung cép cach tinh toan tong kiém tra thong tin, céi
ma khi kiém tra s& chi ra dugc thong tin da bi bién ddi noi dung ban ddu hay chua.

Hién c6 nhiéu dich vu x4c thuc dang ton tai va ndi bat. Vi vay, Solaris ddp ung kién
tric mém déo cho phép ti€p can tGi cac co ché xac thuc ca bay gio va trong tuong
lai. Hién thoi trén Solaris, cac co ché xac thuc c6 Kerberos, Diffie-Hellman va Unix-
style duoc dap tng va ti€p can thong qua giao dién TI-RPC an toan. Thuc t€, ca
NIS+ an toan va NFS an toan déu da dugc phat trién trén nén TI-RPC an toan.
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Cac dich vu DCE an toan trén Solaris ti€p can xac thuc Kerberos thong qua giao
dién DCE RPC. Ca DFS va CDS da dugc lap trinh cho giao dién DCE RPC va vi thé
c6 thé tan dung cho dich vu xac thuc Kerberos.

Sun hién dang thuc thi kién tric x4c thuc da stra lai dua vao chudn Internet RFC
1508, con hiéu 1a cic dich vu an toan API chung (GSSAPI- General Security
Services Application Programming Interface). GSSAPI két hgp nhiéu giai phdp xac
thuc dui mot APL N6 ciing dam bao xac thuc "tai thém dugc” tin cay. Dicu nay c6
nghia 12 mot co ché xadc thuc méi c6é thé dugc dua vao ghép noi ma khong anh
huodng t6i cac ing dung va dich vu dang ton tai.

Thuat ngit GSSRPC biéu dién su tich hop TI-RPC véi GSSAPI cuia Sun trén Solaris.
GSSRPC s€ dua ra cac ung dung dua vao RPC ti€p can véi cac tuy chon xac thuc
phtc tap.

Module xac thuc c6 thé tai thém (PAM- Pluggable Authentication Module)
DPugc phat trién ban diu bdi Sun va OSF chip nhan dua vao CDE/Motif. PAM cung
cép mo hinh c6 thé tai thém cho cac co ché€ xac thuc hé thong ciing nhu cdc dich vu
lién quan khéc chang han quéan 1y mat khiu, tai khoan va phién. Céc dich vu nay dac
biét ¢6 loi cho cac tng dung cung cap hoac yéu cau "dau vao hé thong" (hoac dang
nhap) phai xdc minh dinh danh nguoi dung cling nhu thong tin tai khoan. Mot so vi
du pho bién vé cdc tng dung nay 1a login, dflogin, rlogin, rsh, telnet, ftp, ....

Cac co ché an toan c6 thé ti€p can qua PAM duoc thi hanh khi nhitng ngudi gidm
quan c6 thé cai dat cdc module phan mém chia xé, ¢6 kha nang tai dong trong sudt
do6i v6i cac tng dung. PAM cho phép ngudi gidam quan cau hinh co ché€ xac thuc
ngudi dung trén co s& ting Gng dung. Vi du, mot cong yéu ciu xéac thuc mat khau
S/Key dé truy nhap Telnet trong khi dang cho phép cdc phién ding nhap giao tiép
véi chinh xdc thuc mat khau UNIX. V6i PAM ciing c6 thé cau hinh nhiéu co ché
xéc thuc cho méi ing dung. Vi du, nguoi gidm quan muon xac thuc nhiing nguoi
dung bang ca Kerberos va RSA. Cu6i ciing, PAM cho phép nhitng ngudi ding cta
céc ting dung nay cung cap mot mat khau don 1é ma nhiéu dich vu x4c thuc c6 thé
str dung.

GSS-API

GSS-API 1a mot chuén duge dé xuét, nhu dinh nghia trong RFC-1508 va RFC-1509.
N6 dang trd thanh chudn thuc t€, néi chung d6 1a ki€u tong qudt, dé giao dich véi
céc dich vu an toan (chang han x4c thuc, toan ven va mi hod). Cic ting dung c6 thé
chay doc 1ap v6i co ch€ va cac cong nghé an toan bén dudi. N6 ciing cho phép cé
thé di chuyén miic nguon.

PAM API va GSS-API 1a phan b cta nhau, trong khi PAM API hé tro xéac thuc
ngudi ding bing cdc server 16i vao hé thong, thi GSSAPI hd trg xéac thuc
Client/Server dua vao mang. Vi th€, mot khi nhiing ngudi dung trén cac hé thong
khach duoc x4c thuc thong qua PAM, thi ho ¢ thé két n6i mot cach an toan véi céc
hé thong server sir dung GSSAPI dua vao cac dich vu xac thuc.

Cac dich vu cap phép
Dich vu hay co ché cap phép cung cap cach dam bao mot nguoi dung da dugc cap
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phép truy nhap thong tin ma anh ta dang c6 gang truy nhap tir xa. NFS cung cap hai
co ché cap phép: cac dau hiéu vé quyén file va POSIX 1003.6 tuan theo ACLs. Ca
céc quyén va cdc danh sdch diéu khién truy nhap duoc dé cap trong phan c6 tiéu dé
"Bao vé file trén Solaris". NIS+ an toan diung phuong phdp goi 1a cdc quyén truy
nhap bang biéu thi su cho phép truy nhap thong tin luu trong cdc bang NIS+. D€ c6
thém thong tin vé cac quyén truy nhap bang, hdy xem giai trinh vé NIS+.

DCE DFS str dung chuian ACL riéng ctia n6 nhu DCE ACLs. Dich vu dit tén phan
tan DCE CDS khién cho viéc st dung DCE ACLs t6t hon.

Cac tién ich an toan tur xa

Bén canh céc dich vu an toan, Solaris c6 céc tién ich an toan tu xa nhu la telnet, ftp,
rcp, rsh va rlogin. C6 mot s6 lién quan téi cac tién ich "Kerberized" vi ching thuong
dung x4c thuc Kerberos.

Dau hiéu khoi dau riéng

Mot van dé co ban ddi v6i nhiéu nha san xudt, cdc moi trudng phan tan phai ph hgp
vGi thuc t€ 1a trong da s6 cdc truong hop, méi mdy chu hoac server doi hoi nguoi
ding cung cdp mot mat khau rieng dé dugc truy nhap t6i cac dich vu. Mot phuong
phdp goi 1a ddu khoi ddu riéng nay sinh dé giai quyét van dé nay. Véi dau khai dau
riéng, ngudi dung dua vao chi mot mat khau dé dugc truy nhap t6i tat ca cdc hé
thong trong mot moi trudng phan tan.

Maic dau né chi la mot phan cla giai phap, giao dién PAM duoc néi dén trong phan
c6 tieu dé "Céc dich vu xdc thuc, bi mat va toan ven" giip cho phép c6 thé ra diu
khdi dau riéng nhd kha nang tich hgp nhi€u co ché xac thuc cua né. Hién tai, Sun
dang phat trién dau khéi dau rieng dé ddp ting nhiéu moi trudng, ching han ONC+
va DCE. Dong san pham quan 1y an toan cta Sun (k€ ca Solaris) dong nhat Solaris
vGi cdc moi trudng cua nhiéu nha san xuat khic nhau nhu Windows, IBM/MVS,
VMS, ...

1.6-Miic 4: Piéu khién truy nhap t6i mang vat ly

C4c mang may tinh trudc day khong duoc thiét k& dé diéu khién an toan chat ché, vi
né dugc gia thiét ring cdc cong (va nhitng ngudi dung) két noi v6i mang cé kha
nang tin cay I16n. Thoi gian va kinh nghiém cho thdy d6é khong phai 1a mot gia thiét
ding dan. Thém vao d6 cidc moi de doa tlir bén ngoai ¢ thé xay ra, nhitng ngudi
dung noi bo dugc theo ddi can than c6 thé vo tinh dé 10 dit liéu hay céc dich vu clia
t6 chifc tlr trong mang ra bén ngoai. Vi thé, ngudi ta mong muén ngan chin ca hai
loai van dé xay ra ma khong yéu cdu moi nguoi trd thanh cdc chuyén gia an toan.
Sun d4p ung mitc dich vu nay - Solaris véi Solstice Filewall-1 va cdc san pham
Solstice Sunscreen roi cua né.

Solstice Firewall-1

Muc dich ctia mot "firewall", ciing dugc hiéu 1a hé thong an toan mang, 1a dam bao
rang moi két ni gitta mang cuc bo cua t6 chitc vd mot mang mo tuong thich véi céc
chinh séch an toan mang da xdc dinh cta t6 chic. Mot s6 vi du vé cac chinh sdch an
toan mang c6 thé 1a "cho phép truy nhap t6i tit ca cdc dich vu trir khi bi tir ch6i
thang thitng" hodc "tir chdi truy nhap téi tat ca céac dich vu trir khi duoc cho phép rd
rang". Mot khi cdc chinh sdch an toan da duoc thiét lap, Firewall-1 c6 thé trg gidp
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trong viéc thuc thi mot moi truong mang dua vao cac chinh sach da thiét lap.

Solstice Firewall-1 1a mot giai phdap phan cing va phan mém két hop duoc thiét k&
cho phép hoac khong cho phép cic goi di vao mang nodi bo dua vao cic chinh siach
an toan da thiét lap. Mang m& rong thuong 12 mot mang cong cong, chiang han
Internet. Tuy nhién, Firewall-1 ciling c6 thé dugc dung dé diéu khién luu thong giita
cac tru s6 khac nhau trong mdt mang cuc bo.

Solstice Firewall-1 t6 hgp céc tinh nang nhu che géi dic biét "nhan ra" giao thic véi
mifc tng dung va cic cong mang dé dam bao c6 mot mdy loc gbi an toan, tong quat
va hiéu qua. B6 sung vao cong nghé loc, né bao gdm mot hé thong ghi chép va bién
déi di manh dé gidp phong ngira nhitng vi pham ¢6 y. Mot giao dién ngudi ding
truc quan, huéng doi tuong, cai dat va ciu hinh thuan tién cling dugc néi dén.

Solstice SunScreen

Solstice SunScreen két hop chiic nang firewall v6i xac thuc mic mang (hay IP), con
goi l1a SKIP (quan 1y khoa don gian doi véi IP). N6 1a mang, giao thdc va ting dung
doc lap. Kién tric "1y 1én" duy nhét cia SunScreen cho phép céc t6 chiic ¢6 kha
nang cai dit mang bi mat thuc su an toan qua céc két ndi mang cong cong, ching
han Internet. Vi n6 khong c6 router, nén cic géi di qua ma khong bi ghi lai bat ky
dau hiéu nao vé su ton tai cua nd. Vi thé, Solstice SunScreen khong cho nhiing ké
dinh xam nhap thi€u hiéu biét 1gi dung c6 kha nang phat hién .

Cau hinh SunScreen bao géom mot thiét bi phan cing trung tam (goi 1a SunScreen
SPF-100) va mot tram quan tri an toan theo cdc quy tac va tham s6 SunScreen dugc
mo ta. N6 cho phép mot vai mang dugc quan tri nhu 1a mang don 1€ véi cung day
céc dia chi IP. Piéu nay lam gidm nhu cau vé cic dia chi IP va giao dién bé sung
trong khi vAn dam bao vi tri trung tam vé ghi nhat ky va quan tri.

1.7-Céc chuan an toan
Solaris ddp tng tap céc chudn an toan quan trong ma Cuc bdo vé dua ra, POSIX va
két noi Internet. Vi du:

e Solaris thoa man tap diéu kién ma Sdch da cam cua Cuc bao vé dua ra cho
cac hé thong an toan tinh toan muc C2. Solaris 2.4SE c6 chiing nhan E2/F-C2
ctia ITSEC. Cac chiing nhan Solaris dang dugc xtc tién.

e Solaris UFS va NFS phién ban 2 va 3 ddp tng mo ta POSIX 1003.6 vé cac
danh séch diéu khién truy nhap (ACLs).

e Internet RFC 1508, GSSAPI hién tai dang trién khai.

e Tram theo mo hinh chia ngan (CMW-B1) cung cép cai goi la "Solaris tin
cay" hién dang trién khai d6i vé6i Solaris 2.X

Trong tuong lai, Solaris sé& tiép tuc hoan thién cdi méi va dua ra cdc chudn an toan
dap lai cac yéu cau cua khach hang.

1.8-Solaris- giai phap lua chon doi v6i méi truong phan tan an toan

Khong nghi ngo gi vé su can thiét ctia cdc giai phdp an toan phic tap trong moi
trudong mang phan tidn ngay nay. Solaris trang bi cho cdc t6 chitc nhitng cong cu dé
bao vé dit lieu nhay cadm cua t6 chifc tranh nhitng ké xam nhap véi bon miic an toan
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cta né: Diéu khién Truy nhap Hé thong, Diéu khién Truy nhap Tai nguyén, céc
Dich vu phan t4n an toan va Bao vé Mang Vat Iy. N6 ton trong triét dé tap cdc chuén
an toan cao nhét do cac t6 chiic nhu Cuc bao vé va POSIX dua ra ciing nhu cung cip
cong nghé méi nhat dé truy nhap mang cong cong an toan véi cic san pham roi nhu
Solstic Firewall-1 va Solstice SunScreen. Mot s6 luong 16n cac san pham nhém ba
b6 sung ddy du vao nhitng gi da c6 & Sun. Cudi cling, Solaris dam bao tinh mém déo
v6i mot loat lua chon thoa man nhitng nhu cau thdch thic da dang phong phi clia t6
chtrec.
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CHUONG II -QUAN LY HE THONG AN TOAN

Viéc gilt an toan thong tin ciia hé thong 1a mot trach nhiém gidm quan hé thong
quan trong. Chuong ndy cung cap thong tin téng quan vé quan 1y an toan hé théng &
muc file, hé thong va mang.

Sau day 1a danh sach thong tin téng quan trong chuong nay.
"Cap quyeén truy nhap t6i hé théng may tinh" & muc 2.1
"An toan file" & muc 2.2

"An toan hé thong" & muc 2.3

"An toan mang" & muc 2.4

O mic file, h¢ diéu hanh SunOS 5.7 cung cAp mot s6 tinh nang an toan chuén c6 thé
str dung dé bao vé file, thu muc va thiét bi. O cdc muc hé théng va mang, cdc van dé
an toan hau nhu giong nhau. Theo vi tri lam viéc, mot s6 hé thong két noi véi server
c6 thé duoc xem nhu 12 mot hé thong da dién 16n. Nguoi gidm quéan hé thong c6
trach nhiém bao vé hé thong hay mang 16n nay. N6 khong chi quan trong d6i véi
viéc bao vé mang tranh nhitng ké xam nhap co tinh truy nhap mang, ma con dong
vai tro quan trong trong viéc dam bao tinh toan ven cua dit liéu trén cac hé thong
trong mang.

2.1-Cho phép truy nhap t6i hé thong may tinh

Budc dau tién clia viéc bao vé an toan 1a diéu khién truy nhap t6i hé thong ctia ban.
Ban c6 thé diéu khién va theo ddi truy nhap hé thong bing:

Duy tri an toan céng vat Iy

Duy tri diéu khién dang nhap

Han ché truy nhap t6i dit liéu trong cac file

Duy tri diéu khién mang

Kiém sodt viéc sir dung hé thong

Dit bién duong dan mot cach diing dan

An toan céc file

Theo doi viéc dang nhap cta siéu nguoi dung (goc)

Cai dat firewall

Str dung cong cu tang cuong an toan tu dong (ASET-Automated Security
Enhancement Tool)

Duy tri an toan cong vat ly

Dé diéu khién truy nhap t6i hé thong ctia ban, ban phai duy tri an toan vat 1y moi
truong tinh todn clia ban. Chang han, néu mot hé thong dugc ndi mdy va khong bi
gidm s4t, thi bat ky ai ¢6 thé dung hé théng d6 déu c6 thé truy nhap duoc téi he diéu
hanh va mang. Ban cin ¢6 nhan thiic vé moi trudng xung quanh may tinh ctia ban va
bao vé né vé€ mat vat 1y trdnh nhitng truy nhap trai phép.
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Duy tri diéu khién dang nhap va truy nhap

Ban ciing can phai han ché nhitng dang nhap bat hgp phap vao hé thong hay mang,
ban c6 thé 1am diéu do6 thong qua mat khau va diéu khién diang nhap. Tat ca cac tai
khoan trén hé thong nén c6 mot mat khau. Mot tai khoan khong c6 mat khau tao nén
kha nang truy nhap toan bo mang clia ban cho bat ky ai ¢ thé dodn duoc tén ngudi
dung.

Phian mém hé thong Solaris 5.7 han ch€ diéu khién ctia cdc thiét bi hé thong nao dé
do6i v6i nguoi dung dang ky tai khoan. Tién trinh chi chay khi ngudi dung cao cap
(superuser) hay ngudi dung ban diéu khién c6 thé truy nhap chuot, ban phim, viing
dém chinh, hay thi€t bi am thanh trix khi /etc/logindevperm bi ciat xén. Xem
logindevperm(4) dé c6 thém chi tiét.

Han ché truy nhap téi dit liéu trong cac file

Sau khi ban da thiét lap nhitng han ché ding nhap, ban c6 thé diéu khién truy nhap
t6i dit liéu trén hé thong cta ban. Ban c6 thé tuy y cho phép mot s6 ngudi doc mot
so file, va cho nhitng nguoi khac quyén thay déi hay xoa mot s6 file. Ban c6 thé ¢
mot sO dit liéu ma ban khong mudn bat ky ai xem né. Chuong 3 dé cap t6i viéc dat
céc quyén doi vdi file nhu thé nao.

Duy tri diéu khién mang

C4c may tinh thuong la mot phan ciu hinh cta cua cdac hé thong goi 1a mang. Mot
mang cho phép cdc hé thong két ndi trao d6i thong tin va truy nhap dit liéu va céc tai
nguyén khac cé trong cac hé thong duoc két noi v6i mang. NOi mang da tao nén
céch tinh todn manh va phiic tap. Tuy nhién, ndi mang cling gy nguy hiém cho an
toan mdy tinh.

Vi duy, trong mang may tinh, cac hé thong riéng l¢ dugc ma& cho phép chia xé thong
tin. Vi nhiéu ngudi c6 thé truy nhap t6i mang, nén ciing c6 nhiéu co hoi cho phép
truy nhap ngoai y muon, dic biét thong qua 16i ctia nguoi dung (vi du, thong qua
viéc dung mat khau qud don gian).

Giam sat st dung hé thong
Khi gidm quan hé thong, ban can gidm sat hanh vi cia hé thong, nhan biét tat ca cac
khia canh trong hé thong cua ban, gom:

e (Cai gi la tai thong thuong?

e Ai da truy nhap hé thong?

e Khi nao cic cd nhan truy nhap hé thong?

V6i loai thong tin nay, ban c6 thé sit dung céc cong cu sin c6 dé kiém tra viec st
dung hé théng va gidm sat cac hanh dong cua nhitng nguoi dung don 1é. Viéc giam
sat rat c6 lgi khi nghi ngo ¢6 su vi pham an toan.

Pat duong dan ding

Dit bién dudng dan cuia ban mot cdch ding din 1a quan trong; néu khong, ban ¢6
thé tinh cd chay mot chuong trinh theo chi dan cta ai d6 ¢6 hai cho dit liéu hay hé
thong cua ban. Loai chuong trinh tao nén méi nguy hiém cho an toan nay duoc goi
12 "Trojan horse". Vi du, chuong trinh su thay thé c6 thé dugc dat & thu muc cong
cong noi ma ban cé thé chay né véi tu cich ngudi gidm quan hé thong. Chang han,
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mot ban trong giong nhu mot 1énh su thong thuong; vi né tu xoa bo sau khi thuc
hién, nén ban khé biét rang thuc t€ ban da chay Trojan horse.

Bién dudng din dugc dat tu dong tai thoi di€ém dang nhap thong qua céc file starup:
Jogin, .profile, va .cshrc. Viéc thiét 1ap duong dan tim kiém nguoi dung sao cho thu
muc hién thoi (.) trd thanh thu muc cudi cing ngan ban hay nhitng nguoi ding cta
ban khong chay kiéu Trojan horse nay. Bién dudng dan d6i v6i superuser khong nén
c6 thu muc hién thoi. Tién ich ASET kiém tra cic file starup dé dam bdo riang bién
duong dan dugc thiét 1ap ding va khong chita dau vao cham (.).

An toan cac file

Vi hé diéu hanh SunOS 5.7 1a mot hé da ngudi diing, an toan hé thong file 1a nhiing
rii o an toan co ban va quan trong nhat trén mot hé thong. Ban c6 thé ding ca bao
vé file UNIX truyén thong hay cdc danh sich diéu khién truy nhap (ACLs) an toan
hon dé bao vé céc file ctia ban.

Ngoai ra, nhiéu chuong trinh thuc hién phai duoc chay véi quyén root (d6 1a, véi
superuser) dé lam viéc ding dan. Nhiing chuong trinh thuc hién nay chay véi tap ID
ngudi dung bang 0 (setuid=0). Bat ky ai quan ly nhitng chuong trinh nay chay ching
v6i ID goc déu c6 thé gay nén mot van dé an toan néu khong suy nghi vé an toan khi
viét cac chuong trinh.

Ngoai trir cac tép thuc hién duoc dong goi véi setuid duge dat cho root, ban khong
nén cho phép st dung chuong trinh setuid, hoac it nhat la gi6i han va gilt viéc st
dung & miic t6i thiéu.

Cai dat Firewall

Mot cach khdc bao vé mang cia ban 12 sir dung firewall hodc hé thong cong an toan.
Firewall 12 mot hé thong chuyén dung tdch hai mang, mbi mot trong chiing xem mot
cai khac nhu 1a mang khong tin cay. Khi bat buoc, ban s& quan tam dén cai dat nay
& gifta mang noi bo clia ban va cdc mang bén ngoai bat ky, chang han Internet, ma
ban mudn nhitng nguoi dung mang ndi bo két noi.

Firewall ciing c6 thé hitu ich gifta mot s6 mang noi bo. Vi du, firewall hay mdy tinh
cong an toan s& khong guri g6i dit liéu giita hai mang trir phi mdy tinh céng 1a dia chi
khoi dau hay dich cua goi. Firewall ciing sé thiét 1ap gui cac goéi chi theo céac giao
thiic cu thé. Vi du, ban c6 thé cho phép cdc goi truyén thu, nhung khong cho céc géi
nay telnet hoac rlogin. Khi chay & mic an toan cao, tién ich ASET lam mat kha
nang gui cac goi giao thirc Internet (IP).

Thong bio cac van dé an toan

Néu ban ¢6 mot sy vi pham an toan ddng ngd, ban ¢6 thé lién lac v6i Computer
Emergency Response Team/Coordination Center (CERT/CC), noi c6 mot du 4n Nha
nudc cua Defense Advanced Research Projects Agency (DARPA) dat & Vién Ky
thuat Phan mém tai trudng tong hgp Carnegie Mellon. N6 c6 thé gitip ban vé bat ky
vin dé an todn nao ma ban c6. N6 ciing c6 thé gidi thiéu ban véi cdc nhém
Computer Emergency Response c6 kha ning thich hop hon véi cdc nhu ciu cu thé
ctia ban. Ban c6 thé goi CERT/CC theo dudng day néng 24 gid cta né: (412) 268-
7090, hoac lién lac v6i nhém qua email cert@cert.sei.cmu.edu.
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2.2-An toan file

Hé diéu hanh SunOS 5.7 1a hé da ngudi dung, nghia la tit ca nguoi dung dang nhap
vao hé thong c6 thé doc va str dung céc file thudc vé mot ngudi khac, cu thé hon ho
c6 quyén lam nhu vay. Bang 2-1 mo ta ccdc Iénh gidm quan hé thong file. Xem
chuong 3 dé€ c6 nhitng huéng dan tiing budc vé an toan file.

Cac lénh quan ly file
Bang 2-1 liét ké cac lénh quan 1y file ma ban c6 thé sir dung trén cic file hoac thu

muc.

Bang 2-1 Cac lénh quan ly file

Lénh Mo ta
Is(1) Liét ké céc file trong mot thu muc va thong tin vé ching
chown(1) Thay doi quyén s& hitu mot file
chgrp(1) Thay doi quyén s& hitu nhém ctia mot file
chmod(1) Thay d6i céc quyén trén mot file. Ban c6 thé hoic sir dung

kiéu triru tugng (cdc ky tu hodc ky hiéu), hodc ki€u chinh
xdc (cdc s6 hé 8) dé€ thay déi cdc quyén trén mot file.

Ma hoa file

Viéc dat file nhay cam vao thu muc khong thé truy nhap duoc (ki€u 700) va lam cho
nhitng ngudi khdc khong thé doc duoc file (ki€u 600) s& giit cho nd an toan trong
hau hét cac truong hop. Tuy nhién, mot s6 ngudi dodn dugec mat khau ctia ban hay
mat khau goc c6 thé doc va ghi file d6. Ngoai ra, file nhay cam dugc bao quan trén
cac bang sao luu moéi 1an ban sao du phong cac file hé thong vao bang.

May thay, mot ting an toan bd sung sin c6 cho tit ca nhitng ngudi ding phdn mém
hé thong SunOS 5.7 & My - bo cong cu ma hoa file tuy chon. BO cong cu ma hoa
gém lénh crypt(1) xdo tron dit liéu dé khong thé doan duoc van ban.

Cac danh sach diéu khién truy nhap (ACLs)

ACLs c6 thé dam bao diéu khién t6t hon trén cdc quyén file khi su bao vé file UNIX
truyén thong theo hé diéu hanh SunOS khong di. Bao vé file UNIX truyén thong
cung cap cdc quyén doc, ghi, va thuc hién cho ba 16p nguoi ding: ngudi s& hitu,
nhém va con lai. Mot ACL dam béo an toan file t6t hon bang viéc cho phép ban
dinh nghia cdc quyén file d6i v6i nguoi s hitu, nhém s& hitu, nhitng nguoi khéc,
nhiing ngudi ding va nhitng nhém dac biét, va cadc quyén ngam dinh cho mdi loai
nay. Xem "Sir dung cdc danh sach diéu khién truy nhap (ACLs) & chuong III dé c6
céc chi dan timg budc vé viéc ding ACLs.

Bang 2-2 liét ké céc lénh ACL ma ban c¢6 thé dung trén cac file hodc thu muc.

Bang 2-2 Cic lénh ACL

Lénh Mo ta
setfacl(1) Chon, thém, thay déi va xo4 nhitng khoan muc ACL
getfacl(1) Hién thi cac khoian muc ACL
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2.3- An toan hé thong

Phan ndy mo ta cach 1am thé nao d€ bdo vé hé thong cta ban chong lai truy nhap
trai phép, chang han lam thé nao dé ngan chin mot ké dot nhap dang nhap vao hé
thong ctia ban, 1am thé nao dé luu giit cac file mat khau, va 1am thé nao dé ngian
chan superuser trai phép truy nhap t6i céc file va cac chuong trinh hé thong nhay
cam.

Ban c6 thé cai dat hai hang rao an toan trén hé thong. Hang rao an toan thit nhat 1a
chuong trinh dang nhap. D€ vuot qua hang rao nay va truy nhap dugc vao mot hé
thong, ngudi dung phai cung cip tén ngudi dung va mat khiu twong Gng ma hé
thong cuc bd hoac dich vu tén (NIS hoac NIS+) nhan biét dugc.

Hang rao an toan thit hai ddm béo ring chi superuser ¢6 thé thay déi hoic di chuyén
cac file va cac chuong trinh hé thong. Mot superuser muon lam dugc phai cung cap
tén ngudi dung goc va mat khau ding ctia no.

Nhiing han ché dang ky truy nhap

Khi nguoi dung dang nhap vao hé thong, chuong trinh dang nhép tra ctu co s dit
liéu thich hop theo thong tin liét ké trong file /etc/nsswitch.conf. Nhitng dau vao
trong file nay c6 thé gom files (chi nhing file /etc), nis (chi co s& dit lieu NIS) va
nisplus (chi co s& dit liéu NIS+). Xem Solaris Naming Administration Guide hoac
nsswitch.conf(4) vé dac ta cua file nay.

Chuong trinh dang nhap phé chuén tén va mat khau ngudi dung dua vao. Néu tén
ngudi dung khong nam trong file mat khau hoac mat khau khong ding véi tén ngudi
dung, chuong trinh dang nhap tr choi truy nhap hé thong. Khi nguoi dung cung cap
tén c6 trong file mat khau va mat khau ding vdi tén, hé thong cho phép ngudi ding
truy nhap hé théng.

Cac cach dang nhap dac biét

C6 hai cach pho bién dé truy nhap mot hé thong - dung céch diang nhap ngudi ding
quy udc hay dung cach dang nhap goc. Bén canh d6, mot s6 cach dang nhap hé
thong dac biét cho phép nguoi dung thi hanh cac 1énh quan tri ma khong dung tai
khoan goc. Ngudi gidm quan gan mat khau cho cdc tai khoan diang nhap nay.

Bang 2-3 liét ké cac tai khoan dang nhap hé thong va cach su dung ching. Cac cach
dang nhap hé théng thuc hién cic chiic nang cu thé, va méi cich c6 s6 dinh danh
nhém riéng ctia né (GID). M&i mot cach diang nhap nay sé c6 mat khau riéng ciia né
ma s€ dugc phan phdéi trén co s need-to-know.

Bang 2-3 Cic cach dang nhap hé thong

Tai khoan dang nhap GID Cich dung

root 0  Hau nhu khong c6 han ché va khong tinh dén tit ca
cdc cach dang nhap, bao vé va cdc quyén khac. Tai
khoan goc cé quyén truy nhap téi hé thong dau vao.
Mat khau dé diang nhap goc can duoc bao vé rat can

than .
daemon 1 Diéu khién xtr 1y nén
bin 2 S& hitu da so 1énh
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Sys 3 S& hitu nhiéu file hé thong

adm 4 S6 hitu cac file quan tri nao do.

Ip 71  S& hitu cac file d6i tugng va dir liéu tdc vu song
song v4i mdy in.

uucp 5  S& hitu cac file doi tugng va dir liéu tdc vu song
song v61 UUCP, chuong trinh sao chép UNIX-to-
UNIX.

nuucp 9  Dugc dung cho cic h¢ thong tir xa dang nhap hé

thong va bat dau cdc cuoc truyén file.

Ban ciing nén dit an toan cta lénh eeprom doi hoi mat khau. Xem eeprom(1M) dé
biét thém chi tiét.

Quan ly thong tin mat khau

Khi dang nhap vao hé thong, nguoi ding phai dua vao ca tén nguoi ding va mat
khau. Mic du cdc cdch dang nhap duoc biét cong khai, cdc mat khau phai duoc gitt
bi mat va chi ngudi dung biét. Ban nén dé nghi nhitng ngudi ding ctia ban chon mat
khau ctia ho mot céch can than, va thay doi ching thudng xuyeén.

Cac mat khau duoc tao ra tir dau khi ban cai dat tai khoan nguoi dung. Dé duy tri an
toan cho cdc tii khoan ngudi dung, ban c6 thé cai dat thoi han mat khau dé buoc
ngudi dung dinh ky thay d6i mat khau ctia ho, va ban ciing c6 thé lam mat hiéu luc
tai khoan ngudi diung bang viéc chot mat khau. Xem "Quan 1y cdc tai khoan va
nhém nguoi dung (Téng quan)" trong System Adminitration Guide, Volumn I d€ c6
thong tin chi tiét vé cach cai dat va luu gitt cdc mat khau.

File mat khau NIS+

Néu mang ctia ban sir dung NIS+, thong tin vé mat khiu dugc luu giit trong co s& dit
lieu NIS+. Thong tin trong co s& dit liéu NIS+ c6 thé dugc bao vé bang viéc han ché
truy nhap cua nhitng ngudi ding hop phdp. Ban c6 thé sit dung Solstice User
Manager hoic 1énh passwd(1) dé thay d6i mat khau NIS+ cuia ngudi dung.

File mat khau NIS

Néu mang cta ban sir dung NIS, thong tin vé mat khau dugc luu giit trong ban do
mat khiau NIS. NIS khong cung cép thoi han mat khau. Ban c6 thé sit dung
Solstice™ User Manager hoic 1énh passwd(1) dé thay d6i mat khau NIS ctia ngudi
dung.

Céc file Jetc

Néu mang cua ban str dung cdc file /etc, thong tin vé mat khau duoc luu gitt trong
cac file /etc/passwd va /etc/shadow. Tén nguoi dung va thong tin khac duoc luu gitlr
trong file mat khau /etc/passwd, trong khi ban than mat khau duoc ma hod luu gitt
trong file shadow riéng, /etc/shadow. D6 la bién phap an toan ngan chan nguoi dung
truy nhp t6i cdc mat khau da ma hod. Trong khi tit cd moi ngudi ¢6 thé dang nhap
vao mdy déu c6 thé ti€p can vdi file /etc/passwd, thi chi superuser méi c6 thé doc
duoc file /etc/shadow. Ban cé thé st dung Solstice AdminSuite's User Manager,
Admintool, hoic 1énh passwd(1) dé thay do6i mat khau ctia ngudi dung trén hé thong
cuc bo.
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Sut dung Shell han ché

Shell chuén cho phép ngudi dung md céc file, thuc hién cac 1énh va .....Shell han ché
c6 thé duoc dung dé giéi han kha nang thay d6i thu muc va thuc hién cdc Iénh clia
nguoi dung. Shell han ché (rsh) dugc dat trong thu muc /usr/lib. (Luu y rang d6
khong phai 1a Shell diéu khién tir xa, d6 1a /usr/sbin/rsh). Shell han ché& khéc véi
Shell thong thudng & nhitng diém sau:

e Ngudi dung bi han ché€ & thu muc dau (khong thé dung cd dé thay déi thu
muc).

e Ngudi dung chi ¢6 thé sir dung cdc Iénh trong tap PATH clia ngudi gidm
quan hé thong (khong thé thay doi bién PATH).

e Ngudi ding chi c6 thé truy nhap nhiing file trong thu muc dau va cdc thu
muc con cua né (khong thé dat tén cdc 1énh hoic file sit dung tén dudng dan
day du).

e Ngudi dung khong thé giri di mot 1an nita v6i > hodc >>.

Shell han ché cho phép nguoi gidm quan hé thong han ché kha nang nguoi dung lac
vao cdc file hé thong, va chl yéu nhim dung 1én ngudi ding can thuc hién nhiing
cong viéc cu thé. Tuy nhién, rsh khong hoan toan an toan, né chi nhim giit cho
nhitng nguoi diing khong thao khoi 1am vao ric r6i.

Xem sh(1) dé c6 thong tin vé shell han ché.

Theo do6i dang nhap superuser (g6c)

Hé thong cua ban yéu cdu mat khau goc cho ché do superuser. Trong cau hinh ngdm
dinh, ngudi ding khong thé tir xa dang nhap vao hé thong nhu 1a goc. Khi dang nhap
tir xa, ngudi dung phai dang nhap theo ban than anh ta va sau d6 dung 1énh su dé tro
thanh g6c. Diéu nay cho phép ban theo doi ai dang ding cdc quyén superuser trén
hé thong cua ban.

Gidm sét superuser hay nhitng nguoi dung khac

Ban phai dung lénh su dé bién déi thanh mot ngudi ding khéc, vi du khi ban mu6n
tr& thanh superuser. Dé c6 nhing 1y 1€ an toan, ban c6 thé mudn gidm sat ai da dung
lénh su, dic biét ai dang c6 gang c6 duoc quyén truy nhap superuser clia ngudi dung
nay.

Xem "Lam thé nao dé gidm sat ngudi dung lénh su" & chuong IIT dé ¢6 nhiing thong
tin chi tiét.

2.4-An toan mang

Truy nhap c6 gia tri hon khi qua mang, né thuan loi hon do6i véi cac hé thong noi
mang. Tuy nhién, truy nhap tu do va chia xé dit liéu va tai nguyén tao nén cac van
dé vé an toan. An toan mang thudng dua vao viéc han ché hay chin céc thao tac tir
céc hé thong tir xa. Hinh 2-1 mo ta nhitng han ché€ an toan ma ban c6 thé dit trén
céc thao tdc diéu khién tir xa.
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Biic Biic tudng lira han ché cic kiéu

tuong thao tac tir xa ma cac hé thong
hién v6i cac hé thong bén ngoai
btic tuong lra.

Xac Toi c6 thé Phu thuoc vao... Cac hé thong tir xa sir dung xac
thuc dang nhap? ban la ai? thuc dé han ché truy nhap cua
> ting ngudi dung cu thé.
hé thong hé thong
cuc bo tur xa
Ciap Toi ¢6 thé copy file? Céac hé thong tr xa su dung cap
quyén quyén dé han ché nhiing nguoi
/<\< st dung dugc xac thuc khoi viéc
Néu duoc phép, xin moi thuc hién cac thao tac trén cac
hé thong file hé thong file  hé thong file.
cuc bo tor xa

Hinh 2-1 Cac han ch€ an toan d6i vé6i cac thao tac tir xa

Cac hé thong Firewall

Ban c6 thé thiét lap mot hé thong firewall d€ bao vé tdi nguyén trong mang ctia ban
khoi truy nhap bén ngoai. Mot hé thong firewall 1a mot may cht an toan hoat dong
nhu mot hang rao gitta mang noi bo ctia ban va cdc mang bén ngoai.

Firewall ¢6 hai chic nang. N6 hoat dong nhu 12 mot cong cho dit liéu di qua giita
cac mang, va n6 hoat dong nhu 1a mot hang rao chan goéi dit liéu tu do dén va di khoi
mang. Firewall yéu cau nguoi diung trén mang noi bd dang nhap hé thong firewall
dé truy nhap t6i cdc may chi trén cdc mang tir xa. Mot cdch tuong tu, ngudi ding
trén mot mang bén ngoai phai dang nhap hé thong firewall truée khi dugc phép truy
nhap mot may chu trén mang noi bo.

Ngoai ra, tat ca thu dién tir giri tr mang noi bo 12 gii t6i hé thong firewall dé truyén
t6i mdy chu trén mang ma& rong. Hé thong firewall nhan tat ca thu dién to dén va
phan phat t6i cdic mdy chu trén mang noi bo.

Chu y - Firewall ngan chan nhitng nguoi dung trai phép truy nhap cdc may chu trén
mang cua ban. Ban s& duy tri chit ché va doi hdi khat khe vé an toan trén firewall,
nhung an toan trén cdc mdy chu khdc trén mang c6 thé bi xao nhang hon. Tuy nhién,
mot ké dot nhap c6 thé can thiép vao hé thong firewall ctia ban, sau d6 c6 thé truy
nhap tdi tat ca cdc mdy chu khac trén mang noi bo.

Hé thong firewall s€ khong ¢6 bat ky mdy chu tin cdy nao. (Mot mdy chu tin cay la
mdy ma ngudi dung cé thé diang nhap khong doi hoi kiéu mat khau.) N6 s& khong
chia xé bat ky file hé thong nao ctia nd, hay phan 16n céc file hé thong véi cac server
khac.
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ASET c6 thé dung dé 1am cho mot hé théng thanh firewall va tuan theo mifc an toan
cao trén hé thong firewall, nhu mo ta trong chuong 6.

Bit g6i

HAu hét cdc mang cuc bo truyén dit liéu giira cdc mdy tinh theo cdc khoi goi 1a goi.
Thong qua mot thi tuc goi 1a packet smashing, nhitng ngudi dung trai phép c6 thé
lam hong hodc pha hoai dif liéu. Packet smashing bao ham viéc bat cac géi trudc khi
ching t6i dich, cdy dir liéu tuy y vao noi dung, sau d6 gui nhiing goéi nay trd lai
huéng ban d4u ctia ching. Trén mot mang cuc bg, khong thé packet smashing, vi tai
cung thoi diém cdc g6i di dén tat ca cdc hé thong ké ca server. Tuy nhién, trén mot
cong c6 thé packet smashing, nhitng phai chic chin 12 tit cd cdc cong trén mang
duogc bao ve.

Nhitng tdn cong nguy hiém nhit 1a nhitng tdn cong anh hudng tdi tinh toan ven cla
dit liéu. Nhitng tan cong nhu th€ lién quan tdi viéc thay doi noi dung cdc goi hoic
mao nhan nguoi dung. Nhiing tdn cong lién quan dén viéc nghe trom - ghi lai cac
cudc n6i chuyén va nghe lai chiing sau d6 khong can tha vai nguoi dung - khong
lam t6n thuong tinh toan ven. Tuy nhién, nhitng tdn cong nay anh hudng t6i tinh bi
mat. Ban c6 thé bao vé bi mat clia thong tin nhay cam bang cdch ma hod dit liéu luu
thong trén mang.

Xac thuc va cap phép

Xac thuc 12 mot cdch han ché truy nhap d6i véi nhitng nguoi dung cu thé khi truy
nhap mot hé thong tir xa, c6 thé cai dat & ca hai miic hé théng hay mang. Mot khi
ngudi dung truy nhap duoc t6i mot hé thong tir xa, thi cap phép 1a mot cdch dé han
ch€ cdc thao tdic ma ngudi dung c6 thé thuc hién trén hé thong tir xa. Bang 2-4 liét
ké céc kiéu xdc thuc va cip phép c6 thé tro giip bao vé cac hé thong cua ban trén
mang chongs lai viéc su dung trai phép.

Bang 2-4 Cic kiéu X4c thuc va Cap phép.

Kiéu Mo ta Noi tim thong tin
NIS+ Dich vu dat tén NIS+ ¢6 thé cung cap ca  Solaris Naming
xac thuc va cip phép 6 miic mang. Adminitration
Guide.
Cic chuong trinh Céic chuong trinh dang nhap tu xa Solaris System
dang nhap tu xa. (rlogin, rcp, ftp) cho phép nguoi duing Administration

dang nhap vao mot hé thong tir xa trén
mang va st dung tai nguyén cua no.
Né€u ban c6 mot "mdy chu tin cay", xac
thuc 1a tu dong, nguoc lai, ban dugc yéu
ciu xdc thuc ban than ban.

Guide, Chuong 8.

RPC an toan

RPC an toan hoan thién an ninh cua céac
moi truong mang bang viéc xdc thuc
ngudi dung dua ra cic yéu cau trén cac
hé théng tir xa. Ban c6 thé ding hoic
UNIX, DES, hoac hé thong xac thuc
Kerberos cho RPC an toan.

RPC ciing c6 thé duoc dung dé tang

NFS Adminitration
Guide.

“NFS Sevices and
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cuong an toan cho moi truong NFS, goi Secure RPC” ¢
1a NFS an toan. chuong V.

Ma hoa DES Cac ham ma hoa theo chuin ma hoa dit "DES Encryption "
lieu (DES) dung kho4 56-bit dé ma hod & chuong V.
khod bi mat.

Xac thuc Diffie- Phuong phap xac thuc nay dua vao kha "Diffie-Hellman
Hellman nang cua hé thong gtri dung khod cong Authentication”" &
khai dé ma hod thoi hién tai, md hé chuong V.
thong nhan c6 thé gidi ma va kiém tra
dua vao thoi hién tai cua nd.

Kerberos Version 4. Kerberos duing ma DES dé xdc thuc "Kerberos Version
nguoi dung khi dang nhap vao hé thong. 4" & chuong V.

Solstice AdminSuite  San phdm Solstice AdminSuite cung cap Solstice
cac co ch€ xdc thuc va cdp phép dé AdminSuite 2.3
quan ly cac hé thong tir xa vé6i cac cong  Adminitration
cu AdminSuite Guide.

Chia xé cac file

Mot file server mang c6 thé diéu khién nhitng file nao ¢6 thé dung chung. N6 ciing
6 thé diéu khién nhiing client nao da truy nhap téi file va kié€u truy nhap nao 1a hop
phdp d6i v6i cdc client nay. N6i chung, file server c6 thé cdp quyén truy nhap
doc/ghi hoic chi doc hoic cho tat cé client hodc cho mot s6 client cu thé. Diéu khién
truy nhap dugc mo ta khi céc tai nguyén kha dung véi 1énh share.

Mot server c6 thé dung file /etc/dfs/dfstab d€ liét ké cac hé thong file kha dung doi
vdi client trén mang. Xem “NFS Adminitration Guide” dé c6 thém thong tin vé chia
xé file.

Han ché truy nhap superuser (goc)

No6i chung, superuser khong dugc phép truy nhap goc doi v6i cac hé thong file dung
chung qua mang. Trir khi server cép céc quyén cho superuser mot cdch cu thé, con
lai ngudi ding dang nhap vdi vai tro superuser trén client khong thé truy nhap goc
tGi cac file duoc dat tir xa trén client. Hé thong NFS thuc hién diéu nay bing céch
thay doi ID nguoi diing clia ngudi yéu cau thanh ID nguoi st dung tng vé6i tén ngudi
dung nobody; trong truong hop chung 1a 60001. Cac quyén truy nhap cla ngudi
dung nobody ciing twong tu nhu cdc quyén dua ra cho public (hodc ngudi dung
khong dugc uy quyén) doi véi file cu thé. Vi du, néu public chi ¢6 quyén thuc hién
doi v6i mot file, thi ngudi dung nobody chi ¢6 thé thuc hién file do.

Mot server NFS c6 thé cap cdc quyén superuser trén hé thong file dung chung trén
co sO ting may chu dung Iya chon root=hostname véi 1énh share.

Str dung cac cong bi mat

Néu ban khong muon chay RPC an toan, thi cdi ¢6 thé thay thé 1a co ché "cong bi
mat" Solaris. Mot c6ng bi mat do superuser xay dung vdi s6 cong it hon 1024. Sau
khi hé thong client dugc xéc thuc uy quyén cua client, né thiét 1ap két n6i véi server
thong qua céng bi mat. Sau d6 server phé chuin uy quyén client bing viéc kiém tra
s0 cong cla két noi.
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Tuy nhién céc client Non-Solaris khong c6 kha niang két ndi thong qua cong bi mat.
Vi chiing khong thé, nén ban sé& thiy cac thong bdo 18i chang han nhu:

" Weak Authentication
NFS request from unprivileged port"

Su dung cong cu tang cuong an toan tu dong (ASET)

G6i an toan ASET cung cap cdc cong cu quan tri tu dong cho phép ban diéu khién
va gidm sat an toanf h¢ thdng cua ban. Ban mo6 ta mic do an toan - thap, trung binh,
hoic cao - khi ASET chay. O méi miic cao hon, cdc ham diéu khién file ciia ASET
tang cuong giam quyén truy nhap file va siét chit an toan hé thong clia ban.

Xem chuong VI dé biét thém thong tin.
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CHUONG III- CAC TAC VU AN TOAN FILE

Chuong nay mo ta cdc thi tuc vé an toan file. Dudi day 1a mot danh sach nhiing chi
dan ting budc trong chuong nay.

“Céch hién thi thong tin file” ¢ muc 3.2.1

“Thay déi quyén s& hitu file nhu thé nao” & muc 3.3.1

“Thay d6i quyén s& hitu file chia nhém nhu thé nao” & muc 3.3.2

“Céch thay doi cdc quyén theo ki€u truc ti€p” 6 muc 3.4.1

“Céch thay doi cdc quyén dac biét theo ki€u truc ti€p” 6 muc 3.4.2

“Céch thay doi cdc quyén theo kiéu ky hiéu” & muc 3.4.3

“Céch tim céc file ¢6 cac quyén setuid” & muc 3.5.1

“Lam thé€ ndo dé cac chuong trinh khong str dung céc stack kha thi” & muc
3.6.1

“Cach cai dat mot ACL trén mot file” ¢ muc 3.7.3

“Cach kiém tra mot file c6 ACL > & muc 3.7.5

“Cé4ch thay d6i c4c dau vao ACL (ACL entry) trén mot file” & muc 3.7.6
“C4ch hién thi cac ACL entry ciia mot file” & muc 3.7.8

3.1-Cac tinh nang an toan file
Phan nay mo ta cac tinh nang tao nén an toan cua mot file.

3.1.1-Cac lop nguoi dung
Dai v6i mai file, ¢6 ba 16p nguoi dung dinh rd ba miic an toan:

e Nguoi s¢ hitu file hoac thu muc (owner) - thuong 1a nguoi dung tao ra file.
File owner c6 thé quyét dinh ai c6 quyén doc, ghi (thay déi) né, hoac khi nd
1a mot 1énh thi thuc hién n6.

e (Cac thanh vién cua mot nhom (group).

e Téit ca nhitng nguoi dung khac khong phai owner hay group.

Chi file owner hodc root ¢6 thé gan hodc thay déi cic quyén file.

3.1.2-Cdc quyén file

Bang 3-1 liét ké va mo ta cdc quyén ma ban c6 thé dua ra cho mdi 16p ngudi ding
dei véi file.

Bang 3-1 Cic quyén file

Ky hiéu Quyén Cho phép nguoi duoc gan quyén

r Read C6 thé m& va doc noi dung file

W Write C6 thé ghi vao file (thay d6i noi dung ctia né), b6 sung, hay
xo04 file.

X Execute C6 thé thuc hién file (néu né 1a mot chuong trinh hay shell
script), hoac chay file v6i mot trong cac 101 goi exec(1).

- Denied Khong thé doc, ghi hay thi hanh file.

Céc quyén file nay 4p dung cho cic file dic biét chang han c4c thiét bi, sockets va
named pipes (FIFOs) nhu la thuc hién véi céc file thong thuong.
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Doi vdi lien két ky hiéu, ciac quyén dp dung 1a cic quyén cua file ma lién két huéng
t6i.

3.1.3-Cdc quyén thu muc

Bang 3-2 liét ké va mo ta cdc quyén ma ban c6 thé dua ra cho mdi 16p ngudi ding

doi véi mot thu muc.

Bang 3-2 Cic quyén thu muc

Ky hiéu Quyén Cho phép nguoi dugc gan quyén

r Read Hién thi céc file trong thu muc

w Write Thém hoac xo04 cac file hoac cac lién két trong thu muc.

X Execute M hoic thi hanh céc file trong thu muc. Ciing ¢6 thé tao thu

muc va cdc thu muc hién thoi bén trong né.

3.1.4-Cdc quyén file ddac biét (setuid, setgid va Sticky Bit)

Ba loai quyén dic biét nay c6 thé cé d6i véi cdc file kha thi va cdc thu muc public.
Khi cdc quyén nay dugc dat, thi bat ky nguoi dung nao chay file kha thi déu duoc
gan user ID clia nguoi s& hitu (hoac nhom) file kha thi.

Ban phai rat cin than khi dat cdc quyén dic biét nay, vi cac quyén dic biét tao nén
rii ro vé an toan. Vi du, mot ngudi ¢ thé c¢6 duge quyén superuser bing viéc thuc
thi chuong trinh cai dat user ID cho root. Ngoai ra, tat ca ngudi dung c6 thé dit céc
quyén dic biét doi véi file ma ho s hitu tao nén mot moi lo 1lang an toan khéc.

Ban nén gidam sét hé thong ctia ban d6i vé6i viéc tuy tién sit dung cac quyén setuid va
setgid dé c6 duogc cdc quyén superuser. Xem “Cdch tim thdy cac file c6 quyén
setuid” & trong chuong nay dé tim ki€m cac hé thong file va in ra danh sich tat ca
cac chuong trinh st dung cdc quyén nay. Danh siach dang ngo s€ 1a danh sich cap
quyén s& hitu chuong trinh nhu thé cho nguoi dung ma khong phai 1a bin hay sys.

Quyén setuid

Khi quyén dat dinh danh ngudi dung (setuid) dugc thiét 1ap trén mot file kha thi, thi
mot tién trinh chay file nay dugc cap quyén truy nhap dua vao file owner (thuong la
root), ma khong phai 1a nguoi ding dang chay file kha thi. Diéu nay cho phép nguoi
dung truy nhap céc file va thu muc thuong 1a nguoi s hitu sdn ¢6. Vi du, quyén
setuid & 1énh passwd khién n6 c6 thé 1am cho ngudi dung thay doi cdc mat khau
cong nhan cdc quyén cua root ID:

-r-sr-sr-x 1 root sys 10322 May 3 08:23 /usr/bin/passwd

Diéu nay chi ra mot rui ro vé€ an toan, vi mot s6 ngudi dung x4c dinh ¢6 thé tim cach
duy tri cdc quyén da cdp cho ho béing tién trinh setuid ngay ca sau khi tié€n trinh da
két thic thuc hién.

Ghi chi - Viéc dung cdc quyén setuid v6i UIDs (0-99) danh riéng c6 thé khong cai

dat UID c¢6 hiéu qua mot cdch ding dan. Nén dung shell script thay thé€ hodc tranh
dung UIDs danh riéng véi cac quyén setuid.
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Quyén setgid
Quyén dat dinh danh nhém (setgid) twong tu véi setuid, ngoai trir 12 ID nhém c6
hiéu luc cla tién trinh do nhém s& hitu file thay déi, va ngudi ding duoc cap quyén
truy nhap dua vao cac quyén da cdp cho nhém d6. Chuong trinh /usr/bin/mail c6 céc
quyeén setgid:

-1-x—s—x | bin mail 62504 May 3 07:58 /usr/bin/mail

Khi quyén setgid duoc dp dung cho mot thu muc, cdc file duoc tao ra trong thu muc
nay thuoc vé nhém sd hitu thu muc, khong phai nhém tao ra né. Bat ky nguoi ding
ndo c6 céc quyén ghi va thuc hién trong thu muc déu c6 thé tao file & d6 - tuy nhién,
file khong thudc vé nhém ctia ngudi ding, ma thudc vé nhém cua thu muc.

Ban nén giam sat hé thong clia ban tranh viéc tuy tién st dung cdc quyén setuid va
setgid dé c6 duogc cdc quyén superuser. Xem “Cdch tim thdy cac file c6 quyén
setuid” & trong chuong nay dé tim ki€ém céc hé thong file va in ra danh sach tat ca
cac chuong trinh st dung cac quyén nay. Danh siach dang ngo s€ 1a danh sach cap
quyén so hitu chuong trinh nhu thé cho nguoi ding ma khong phai 1a bin hay sys.

Sticky Bit

Sticky bit 1a bit quyén bao vé file trong mot thu muc. Néu thu muc c¢6 sticky bit
dugc dit, thi chi ¢6 file owner, ngudi s hitu thu muc hay root mdéi cé thé xo4 file.
Diéu nay ngan chian viéc mot nguoi ding xod file cia nhitng nguoi ding khac khoi
thu muc public chang han /tmp:

drwxrwxrwt 7 sys sys 517 Mar 6 02:01 tmp

Dé chic chin nén dat sticky bit mot cach thii cong khi ban tao mot thu muc public
trén hé thong file TMPFES.

3.1.5-Umask mdc dinh

Khi ban tao mot file hay thu muc, né ¢6 mot tap quyén mac dinh. Cic quyén mic
dinh nay duoc xac dinh bdi gid tri cia umask(1) trong file hé thong /etc/profile,
hoac trong file .cshrc hay .login cua ban. Theo mic dinh, hé thong dat cdc quyén
trén mot file text 1a 666, cap quyén doc va ghi cho nguoi dung, nhém va nhitng 16p
khac, va l1a 777 trén mot thu muc hay file kha thi.

Gia tri do umask gén khong duoc mac dinh. Diéu nay c6 tic dung tir chdi cdc quyén
cung kiéu ma chmod cdp cho ching. Vi du, trong khi Iénh chmod 022 c4p quyén ghi
cho nhém va nhiing 16p khéc, thi umask 022 tir ch6i quyen ghi d6i v6i nhém va
nhiing 16p khéac.

Bang 3-3 dwa ra mot s6 cai diat umask dién hinh va c6 hiéu luc trén file kha thi.

Bang 3-3 Cac cai dat umask cho cac mic an toan khac nhau

Miic an toan umask Tu choi

Permissive (744) 022 w doi v6i nhém va nhiing 16p khac

73



Moderate (740) 027 w doi v6i nhém, rwx doi véi cac 16p khac
Moderate (741) 026 w doi v6i nhém, rw doi véi cac 16p khac
Severe (700) 077 rw doi v6i nhém va nhitng 16p khac

3.2-Hién thi thong tin file

3.2.1- Cach hién thi thong tin file
Hién thi thong tin vé tat ca céc file trong mot thu muc bang cach dung Iénh ls.

$1Is -la
-1 Hién thi dang chi tiét
-a Hién thi tat ca cac file ké ca file 4n bat dau bang dau cham (.).

Mobi dong ¢6 thong tin sau veé file:
e Kiéu file
Mot file c6 thé c6 mot trong sdu kiéu. Bang 3-4 liét ké cdc kiéu file c6 thé cé.

Bang 3-4 Cic kiéu file

Ky hiéu Kiéu
- Text hodc chuong trinh
d Thu muc
b File block dac biét
c File ky tu dac biét
p Named pipe (FIFO)
1 Symblic link

e Cic quyén; xem mo ta & bang 3-1 va bang 3-2

e S0 lién két cung

e File owner

e Nhom cua file

e Kich thudc file tinh bang byte

e Ngay tao file hay ngay cap nhat file cudi cung

e Tén file

Vi du - Hién thi thong tin vé file
Vi du sau day hién thi danh sach céc file cu thé trong thu muc /sbin

$ cd /sbin

$1s -la

total 11652

drwxrwxr-x 2 root sys 512 Jun 2 11:47 ./

drwxr-xr-x 30 root root 512 Jun 3 14:13 ../

-I-XTI-XI-X 1 bin bin 199224 May 6 21:23 autopush*
Irwxrwxrwx 1 root root 21 Jun 2 11:47 bpgetfile -> ...
-I-XT-XT-X I bin bin 467856 May 6 21:23 dhcpagent*
-I-XT-XT-X I bin bin 430172 May 6 21:23 dhcpinfo*
-I-XT-XI-X 1 bin bin 251500 May 6 21:23 fdisk*
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-I-XTI-XI-X 1 bin bin 762136 May 6 21:29 hostconfig*
-I-XI-XTI-X 1 bin bin 533272 May 6 21:30 ifconfig*
-I-XI-XTI-X 1 root sys 515296 May 6 21:25 init*
-T-XT-XT-X 2 bin root 256272 May 6 21:27 jsh*
-I-XT-XI-X 1 bin bin 223448 May 7 20:06 mount*
-I-XT-XI-X 1 root sys 6935 Jan 1 1970 mountall*

3.3-Thay doi quyén sé hiru file
3.3.1-Cdch thay doi file owner

1. Tré thanh superuser

Theo mic dinh, ngudi s& hitu khong thé sir dung 1énh chown dé thay déi file owner
hay thu muc. Tuy nhién, ban ¢ thé cho phép ngudi s& hitu ding chown béng cach
b6 sung dong sau day vao file /etc/system cua hé thong va khai dong lai hé thong.

set rstchown =0

Xem chown(1) d€ biét thém chi tiét. Ngoai ra, nhan thdy ring c6 thé c6 nhiing han
ch€ khdc trong viéc thay d6i quyén s& hitu trén cdc hé thong file NFS.

2. Thay d6i file owner bang cach dung lénh chown.

‘ # chown newowner filename

newowner  dac ta tén nguoi dung hoac UID cua file owner hay thu muc mdi.
filename dac ta file hay thu muc.

3. Xdc nhan file owner bi thay doi

‘ # Is -1 filename

Vi du - Thay déi file owner
Vi du sau day dat quyén s& hitu trén myfile cho ngudi dung rimmer.

# chown rimmer myfile
# Is -1 myfile
-TW-T--T-- I rimmer scifi 112640 May 24 10:49 myfile

3.3.2-Cdch thay doi quyén so hitu nhém ciua mét file

1. Tr6 thanh superuser

Theo mic dinh, ngudi s& hitu chi c6 thé dung 1énh chgrp dé thay d6i nhém cua file
thanh nhém trong d6 ¢6 nguai s& hitu. Vi du, néu file owner chi thudc vao cac nhom
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staff va sysadm, thi ngudi s& hitu chi c6 thé thay d6i nhém cua file thanh nhém staff
hay sysadm ma thoi.

Tuy nhién, ban c6 thé cho phép ngudi s& hitu thay déi nhém cua file thanh nhém
trong d6 khong c6 ngudi s hitu bing cdch bd sung dong sau day vao file
/etc/system cua hé thong va khoi dong lai hé thong.

‘ set rstchown =0

Xem chgrp(1) dé c6 thém chi tiét. Ngoai ra, nhan thdy ring c6 thé c6 nhiing han ché
khac trong viéc thay d6i cdc nhém trén cdc hé thong file NFS.

2. Thay dé6i nhom s& hitu file bang cach dung 1énh chgrp.

‘ $ chgrp group filename

group DPac ta tén nhém hay GID ctia nhém mdi cua file hay thu muc.
filename Pac ta file hay thu muc

Xem chuong 13 dé€ c6 thong tin vé cach soan thdo cdc tai khoan nhém.

3. X4c nhan nhém s& hitu file bi thay déi

‘ $ Is -1 filename

Vi du - Thay d6i quyén s& hitu nhém clia file
Vi du sau day dat quyén s& hitu nhém trén myfile thanh nhém scifi.

$ chgrp scifi myfile
$ 1s -1 myfile
-rwxrw-- 1 rimmer scifi 12985 Nov 12 16:28 myfile

3.4-Thay doi cac quyén file
Lénh chmod cho phép ban thay déi cdc quyén trén file. Ban phai 12 superuser hoic
file owner hay thu muc khi thay déi cac quyén ctia né.

Ban c6 thé sir dung lénh chmod dé dit cdc quyén theo mot trong hai kiéu:

e Kiéu truc tiép - Dung cic s6 biéu dién cic quyén file (phuong phip nay duoc
dung dé dat cdc quyén phd bién nhat). Khi ban thay ddi ciac quyén bing cach
dung kiéu truc tiép, ban bi€u dién cdc quyén d6i véi mdi bo ba bang mot so ki€u

octal.
e Kiéu ky hiéu - Dung cédc diy cédc ky tu va ky hiéu dé bd sung hay loai bo céc
quyén.

Bang 3-5 liét ké céc gia tri octal dé dat cac quyén file theo mo hinh tuyét doi. Ban s
dung nhiing s6 nay trong cac tap ba s6 dé dit cdc quyén cho nguoi so hitu, nhém va
nhiing nguoi khac (theo thi tu). Vi du, gia tri 644 dat cic quyén doc/ghi cho nguoi
s6 hitu, va cdc quyén chi doc cho nhém va nhitng nguoi khéc.
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Bang 3-5 Dit cdc quyén file theo ki€u truc tiép

Gia tri octal

Tap cac quyen file Mo ta ciac quyén

0 -- Khong c6 quyén gi

1 --X Chi ¢6 quyén thuc thi

2 -W- Chi c6 quyén ghi

3 -WX Quyén ghi va thuc thi

4 r-- Chi c6 quyén doc

5 r-X Quyén doc va thuc thi

6 rw- Quyén doc va ghi

7 r'wx Quyén doc, ghi va thuc thi

Ban c6 thé dat cdc quyén dac biét trén mot file theo kiéu truc ti€p va ky hiéu. Theo
kiéu truc ti€p, ban dit cac quyén dic biét bang cdch bd sung gid tri octal mdi vao
bén trdi bo ba quyén. Bang 3-6 liét ké céc gia tri octal dé dat cac quyén dac biét trén

file.

Bang 3-6 Dit cdc quyén dac biét theo ki€u truc tiép.

Gia trioctal  Tap cac quyén dac biét

1
2
4

Sticky bit
setguid
setuid

Bang 3-7 liét ké cdc ky hiéu dé dat cac quyén file theo kiéu ky hiéu. Cdc ky hiéu c6
thé dic ta cac quyén duoc dat hay thay déi, thao tdc dugc thuc hién, hoic céc quyén

dugc gén hay thay doi.

Bang 3-7 Dit cdc quyén file theo kiéu ky hiéu

Ky hiéu Chitc nang Mo ta

u Who Nguoi dung (nguoi sé hitu)

g Who Nhoém

0 Who Others

a Who Tat ca

= Operation  Gén

+ Operation  Thém

- Operation  Xoa

r Permission Doc

w Permission  Ghi

X Permission  Thuc thi

1 Permission  Khoa bét budc, setuid bit 1a on, group execution bit 1a off.
S Permission  setuid hoac setgid bit 1a on

S Permission  suid bit 1a on, user execution bit la off

t Permission  Sticky bit 1a on, execution bit ctia others 1a on
T Permission  Sticky bit la on, execution bit ctia others 1a off

Cic chi dinh Who Operator Permission & cot chifc nang mo ta cac ky hiéu thay déi
quyén trén file hodc thu muc.

Who

Dic ta cdc quyén clia ai dugc thay doi
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Operation Dic ta thao tac thuc hién
Permissions Dic ta cdc quyén nao duoc thay doi.

3.4.1-Thay doi quyén theo kiéu truc tiép nhu thé nao

1. Néu ban khong phai la file owner hay thu muc, thi tré thanh superuser

Chi nguoi s& hitu hién thoi hay superuser méi c6 thé dung 1énh chmod thay déi céc
quyén file trén file hay thu muc.

2. Dung 1énh chmod thay déi quyén theo kiéu truc ti€p

|$ chmod nnn filename

nnn Dic ta cdc gid tri octal biéu dién cac quyén cua file owner, file group, va
others theo thit tu. Xem bang 3-5 dé ¢ danh sach céc gia tri octal ¢6 hiéu
luc.

filename Dac ta file hay thu muc

Ghi chii - Néu ban ding lénh chmod thay déi cdc quyén ctia nhém s& hitu file trén
mot file boi cdc ACL entry, thi ca cdc quyén clia nhém s hitu file va an trong ACL
déu duoc bién doi thanh cac quyén mdi. Suy ra ring cic quyén 4n trong ACL méi c6
thé thay déi cac quyén c6 hiéu luc doi v6i nhitng ngudi ding va nhém bé sung cé
cac ACL entry trén file. Dung lénh getfacl dé chic chin cdc quyén thich hop duoc
dat cho tat ca ACL entry.

3. Xac nhan céic quyén cua file da thay dé6i

|$ Is -1 filename

Vi du - Thay déi quyén theo kiéu truc tiép

Vi du sau day chi ra cdch thay déi cdc quyén ctia mot thu muc public tir 744 (doc
/ghi /thuc thi, chi doc va chi doc) thanh 755 (doc /ghi /thuc thi, doc /thuc thi, va
doc/thuc thi).

$ Is -1d public_dir

drwxr--r-- 1 ignatz staff 6023 Aug 5 12:06 public_dir
$ chmod 755 public_dir

$ Is -1d public_dir

drwxr-xr-x 1 ignatz staff 6023 Aug 5 12:06 public_dir

Vi du sau day chi ra cich thay déi cdc quyén cta shell script thuc thi tir doc/ghi
thanh doc/ghi/thuc thi.

$ 1s -1 my_script

IW------- 1 ignatz staff 6023 Aug 5 12:06 my_script
$ chmod 700 my_script

$ 1s -1 my_script

-TWX------ 1 ignatz staff 6023 Aug 5 12:06 my_script
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3.4.2-Thay doi cdc quyén ddc biét theo kiéu tuyét doi nhu thé nao

1. Néu ban khong phai 1a nguoi sé hitu file hay thu muc, thi trd thanh superuser

Chi nguoi s& hitu hién thoi hay superuser méi c6 thé dung 1énh chmod thay déi céc
quyéndic biét trén file hay thu muc.

2. Dung 1énh chmod thay déi cac quyén dic biét theo kiéu truc tiép

$ chmod nnnn filename

nnnn Dic ta cac gid tri octal thay d6i cdc quyén trén file hay thu muc. Gi4 tri
octal thit nhat vé bén trai dat cac quyén dic biét trén file Xem bang 3-6 dé
c6 danh sach céc gia tri octal c6 hiéu luc d6i véi cac quyén dac biét.
filename La file hay thu muc

Ghi chii - Néu ban ding lénh chmod thay déi cdc quyén ctia nhém s& hitu file trén
mot file boi cdc ACL entry, thi ca cdc quyén clia nhém s hitu file va an trong ACL
déu duoc bién déi thanh cdc quyén méi. Suy ra rang cac quyén 4n trong ACL mdi ¢
thé thay déi cic quyén c6 hiéu luc doi v6i nhitng ngudi diing va nhém bé sung cé
cac ACL entry trén file. Dung lénh getfacl(1) dé chic chin cdc quyén thich hop
dugc dat cho tat ca ACL entry.

3. X4c nhan céic quyén cua file da thay déi

‘ $ 1Is -1 filename

Vi du - Pat cac quyén dac biét theo kiéu truc tiép
Vi du sau day dat quyén setuid trén file dbprog

$ chmod 4555 dbprog
$ 1s -1 dbprog
-r-sr-xr-x 1 db staff 12095 May 6 09:29 dbprog

Vi du sau day dat quyén setgid trén file dbprog?2

$ chmod 2551 dbprog2
$ 1s -1 dbprog2
-1-xr-s--x 1 db staff 24576 May 6 09:30 dbprog2

Vi du sau day dat quyén sticky bit trén thu muc pubdir

|'$ chmod 1777 pubdir

3.4.3-Thay doi quyén theo kiéu ky hiéu nhu thé nao

1. Néu ban khong phai l1a nguoi s& hitu file hay thu muc, thi tré thanh superuser

Chi ngudi s& hitu hién thoi hay superuser méi c6 thé dung lénh chmod thay déi céc
quyen file trén file hay thu muc.
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2. Dung 1énh chmod thay déi quyén theo kiéu ky hiéu

‘ $ chmod who operation permission filename

who operation permission who dic ta cdc quyén cua ai bi thay doi, operator dic
ta thao tac thi hanh, va permission dic ta nhiing quyén
ndo bi thay doi.
Xem bang 3-7 vé danh sach cac ky hiéu ¢6 hiéu luc.
filename La file hay thu muc

3. Xac nhan céac quyén cua file da thay dé6i

‘ $ Is -1 filename

Vi du - Thay déi cac quyén theo kiéu ky hiéu
Vi du sau day loai bé quyén doc cua others

| $ chmod o-r filea

Vi du sau day thém cic quyén doc va thuc thi cho user, group va others

‘ $ chmod a+rx fileb

Vi du sau day gan cdc quyén doc, ghi va thuc thi cho group.

‘ $ chmod g=rwx filec

3.5-Kiém soat cac quyén dac biét

Ban nén gidm sat hé thong cua ban do6i véi bat ky viéc st dung trai phép cdc quyén
setuid va setgid nao dé c6 dugc cic quyén superuser. Mot danh sdch ddng ngd 1a
danh sdch cap quyén s6 hitu chuong trinh nao d6 cho user ma khong phai 1a bin hay
Sys.

3.5.1-Tim nhiing file c6 quyén setuid nhu thé nao
1. Tr& thanh superuser
2. Dung lénh find tim nhitng file c¢6 dat quyén setuid

# find directory -user root -perm -4000 -exec Is -1db { }\ ; >/tmp/filename

find directory Kiém tra tat ca cac dudng dan da thiét lap bat dau tir thu muc
dac biét, c6 thé 1a root (/), sys, bin hay mail.

- user root Chi hién thi nhiing file ctia root

-perm -4000 Chi hién thi nhiing file c6 quyén dat 1a 4000

-exec Is -1db Hién thi ddu ra cta lénh find duéi dang Is -1db

>/tmp/filename Ghi két qua vao file nay

3. Hién thi cdc két qua trong /tmp/filename
Néu ban cén thong tin co ban vé quyén setuid, hdy xem muc "Quyén setuid".
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Vi du - Tim nhiing file ¢6 quyén setuid

# find / -user root -perm -4000 -exec Is -1db { }\ ; >/tmp/ckperm
# cat /tmp/ckperm

-r-sr-xr-x 1 root bin 38836 Aug 10 16:16 /usr/bin/at
-r-sr-xr-x 1 root bin 19812 Aug 10 16:16 /usr/bin/crontab
---s--x--X 1 root sys 46040 Aug 10 15:18 /usr/bin/ct
-r-sr-xr-X 1 root sys 12092 Aug 11 01:29 /usr/lib/mv_dir
-r-sr-xr-X 1 root bin 33208 Aug 10 15:55 /usr/lib/lpadmin
-r-sr-xr-X 1 root bin 38696 Aug 10 15:55 /usr/lib/lpsched
---s--Xx--- 1 root rar 45376 Aug 18 15:11 /usr/rar/bin/sh
-r-sr-xr-X 1 root bin 12524 Aug 11 01:27 /usr/bin/df
-rwsr-xr-x 1 root sys 21780 Aug 11 01:27 /usr/bin/newgrp
-r-sr-sr-x 1 root sys 23000 Aug 11 01:27 /usr/bin/passwd
-r-sr-xr-X 1 root sys 23824 Aug 11 01:27 /usr/bin/su

#

Mot nguoi dung trai phép (rar) da tao mot ban sao /usr/bin/sh riéng, va da dat cac
quyén nhu setuid cho root. Piéu nay c6 nghia 1a rar ¢6 thé thuc hién /usr/rar/bin/sh
va tré thanh ngudi ding hop phdp. Néu ban muén ghi dau ra ndy dé tham khao vé
sau, hay chuyén file ra khoi thu muc /tmp.

3.6-Cac stack kha thi va an toan

Mot s6 16i ky thuat vé an toan lién quan téi cac stack kha thi mac dinh khi céac
quyén cua ching dugce dat 1a doc, ghi va thuc thi. Trong khi cdc stack c6 tap céac
quyén thuc thi chiu rang buoc cia SPARC ABI va Intel ABI, thi hau hét ciac chuong
trinh c6 thé van hanh mot cdch ding dian ma khong dung cac stack kha thi.

Bién noexec_user_stack dang bat dau kha dung trong Solaris 2.6 loai bo cai cho
phép ban dic ta su sap xép stack c6 kha thi hay khong. Theo ngdm dinh, bién 1a 0
dam bao tuan theo ABI. Néu bién nay duoc dat khac 0, thi hé thong s€ danh diu
stack clia moi tién trinh trong hé thong 1a ¢6 thé doc va ghi, nhung khong kha thi.

Mot khi bién nay dugc dat, thi cdc chuong trinh ¢6 géng thuc hién ma trén stack clia
chiing s€ dugc gui tin hiéu SIGSEGV thuong xuat hién khi két thic chuong trinh véi
viéc x6 161 nhé (core dump). Nhitng chuong trinh nhu thé ciing dua ra 161 canh bdo
gom tén cua chuong trinh vi pham, process ID, va UID thuc cta user chay chuong
trinh. Vi du:

a.out[347] attempt to execute code on stack by uid 555

Thong bio nay duoc ghi lai nho trinh syslogd(1M) khi tién ich syslog kern duogc dat
& mic notice. Theo ngam dinh, ban ghi nay dugc dat trong file syslog.conf(4), nghia
la thong bao dugc g t6i ca console va file /var/adm/messages.

Thong bao nay thuan Igi cho viéc theo ddi cdc van dé an toan c6 thé xay ra, ciing
nhu xac dinh cac chuong trinh hgp 1é€ dua vao nhitng stack kha thi da bi hoat dong
sai lac do dat bién nay. Néu nguoi gidm quan khong mudn cé bat ky thong bao nao
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duoc ghi lai, thi ¢ thé dat bién noexec_user_stack_log bang 0 dé 1am mat hiéu luc
cua né trong file /etc/system, mic du tin hiéu SIGSEGV ¢6 thé ti€p tuc din chuong
trinh dang thuc thi t6i core dump.

Ban c6 thé dung mprotect(2) néu ban muén céc chuong trinh danh d4u ching mot
cach r6 rang khi stack kha thi.

Vi nhitng han ch€ vé€ phan cting, nén kha nang bat va thong bdo cac van dé vé stack
kha thi chi kha dung trén nén sun4m, sun4d, va sun4u.

3.6.1-Lam thé nao dé cdc chuong trinh khong dung stack khd thi
1. Tré thanh superuser

2. Soan théo file /etc/system va bo sung dong sau.

‘ set noexec_user_stack=1

3. Khai dong lai hé thong

| #1nit 6

3.6.2-Lam thé nao dé khong ghi lai thong bdo vé stack khd thi
1. Tro thanh superuser
2. Soan théo file /etc/system va bé sung dong sau.

‘ set noexec_user_stack_log=0

3. Khoi dong lai hé thong

| #init 6

3.7-Stt dung cac danh sach diéu khién truy nhap (ACLs)

Bao veé file UNIX truyén thong dam bao cdc quyén doc, ghi va thuc thi cho ba 16p
nguoi dung: nguoi so hitu file (file owner), nhém file (file group) va nhitng nguoi
dung khédc (others). ACL bao dam an toan file t6t hon bang viéc cho phép ban dinh
nghia cic quyén file cho file owner, file group, other, nhitng ngudi ding va nhém
nguoi ding dic biét, va cidc quyén mic dinh cho méi 16p nay.

Vi du, néu ban muén moi ngudi trong mot nhém cé thé doc file, don gian 1a ban s&
dat cho nhém quyén doc file d6. Bay gio, gia st ban chi muén mot nguoi trong
nhém c6 thé ghi file d6. UNIX chudn khong cung cidp muc an toan file d6. Tuy
nhién, tinh th€ nay dugc hoan thién do6i véi ACLs.

Céac ACL entry la cich dinh nghia ACL trén mot file, va chiing dugc dat thong qua

lénh setfacl(1). Pau vao ACL gém céc truong sau dugc viét cach nhau dau hai
cham:
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‘ entry_type:[uid\gid]:perms

entry type  Kiéu ACL entry trén céi dat céc quyén file. Vi du, entry_type c6 thé 1a
user (file owner) hay mat na (ACL mask).

uid Tén hay s6 dinh danh ngudi dung
gid Tén hay s6 dinh danh nhém
perms Biéu dién c4c quyén duoc dat trén entry_type. perms c6 thé dugc dinh

ro bang cédc ky tu ky hiéu rwx hay mot so (cac so tuong ting vGi cac
quyén st dung véi 1énh chmod).

Vi du sau day cho thady ACL entry dat cac quyén doc/ghi cho user nathan

user : nathan : rw-

Chi y- Cic thuoc tinh clia hé thong file UFS, chang han ACLs, duoc ddp ting chi
trong cac hé thong UFS. Diéu d6 c6 nghia 1a n€u ban phuc hoéi hay sao chép céc file
v6i cac ACL entry vao thu muc /tmp thudng gan vé6i hé thong file TMPFES, thi cac
ACL entry s& bi mat. Dung thu muc /var/tmp d€ luu trit tam thoi céc file UFS.

3.7.1-Cdc ACL entry cua doi vdi cdc file
Bang 3-8 liét ké cac ACL entry c6 hiéu luc. Ba ACL entry dau tién dam bao su bao
vé file UNIX co ban.

Bang 3-8 Cic ACL entry cta cac file
Pau vao ACL Mo ta

u[ser]::perms Céc quyén s& hitu file

g[roup]::perms Céc quyén cua file group

o[ther]::perms Céic quyén do6i véi nhitng nguoi dung khong phai file
owner hay thanh vién cua file group

m[ask]::perms ACL mask. Dau vao mit na dinh rd cdc quyén toi da cho

phép nhitng nguoi dung ( other hon la owner) va cic
nhém. Mit na 1a cach thay d6i nhanh cdc quyén cua tit ca
nhitng ngudi dung va nhém.
u[ser]:uid:perms  C4c quyén ctia ngudi dung cu thé. Déi véi uid, ban c6 thé
dac ta hodc tén ngudi dung hodc UID kiéu so.
g[roup]:gid:perms Cac quyén cua mot nhém cu thé. D6i véi gid, ban c6 thé
déc ta tén nhém hay GID ki€u so.

3.7.2-Cdc ACL entry cua cdc thu muc

DPé c6 cac ACL entry mo ta trong bang 3-8, ban c6 thé dat cdc ACL entry mic dinh
trén thu muc. Cic file hay thu muc tao ra trong mot thu muc c6 cic ACL entry mac
dinh s€ c6 cung cac dau vao ACL nhu cac ACL entry mac dinh. Bang 3-9 liét ké cac
dau vao mac dinh cho cac thu muc.

Khi lan dau tién ban dat cac ACL entry mac dinh cho nhiing ngudi dung va nhom cu
thé, ban ciing phai dit cdic ACL entry mac dinh cho file user, file group, others, va
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ACL mask (nhitng di€u nay duoc quy dinh va 1a bon ACL entry mic dinh diu tién

trong bang 3-9).

Pau vao ACL mac dinh Mo ta

d[efault]:u[ser]::perms Céc quyén mac dinh cua file owner.
d[efault]:g[roup]::perms Céc quyén mac dinh cua file group.
d[efault]:o[ther]::perms Céc quyén mac dinh d6i v6i nhitng nguoi ding

khong phai la file owner hay cac thanh vién cta
file group.

d[efault]:m[ask]:perms ACL mask mac dinh.
d[efault]:u[ser]:uid:perms  Cic quyén mac dinh cua ngudi dung cu thé. Daoi

v6i uid, ban c6 thé dic ta hodc tén ngudi dung,
hodc UID bang s6.

d[efault]:g[roup]:gid:perms Cic quyén mic dinh clia nhém cu thé. Dé6i véi

gid, ban c6 thé dic ta hoidc tén nhém hoiac GID
bing so.

3.7.3-Cai dat ACL trén mét file nhu thé nao
1. Dung lénh setfacl dé cai dat ACL trén mot file

$ setfacl -s user::perms, group::perms, mask:perms,acl_entry_list

filename ...

) bat ACL trén file. Néu file san c6 mot ACL, thi n6 bi thay thé.
Lua chon nay doi hoi it nhat cac dau vao file owner, file group
va other.

user::perms Dic ta cdc quyén file owner.

group::perms
other:perms

mask:perms

acl_entry list

filename

Dac ta cac quyén file group.

Dac ta cac quyén d6i v6i nhitng nguoi dung khong phai file
owner, hay thanh vién cua file group.

bic ta cac quyén doi v6i ACL mask. Mat na chi 16 cac quyen
toi da cho phép do6i véi nhitng nguoi dung (other hon 1a owner)
va nhom.

La danh sdch mot hay nhicu ACL entry cai dat doi v6i nhiing
ngudi ding va nhém cu thé trén file hay thu muc. Ban ciing ¢
thé dat cdac ACL entry mic dinh trén thu muc. Bang 3-8 va
bang 3-9 trinh bay cdc ACL entry hop 1é.

File hay thu muc ma trén dé cai dat ACL.

2. Xdac nhan ACL da cai dat trén file, xem "Cach kiém tra mot file c6 ACL" & phan
sau. Dling lénh getfacl dé tham tra cac ACL entry da cai dat trén file.

| $ getfacl filename

Ghi chi - Néu ACL da ton tai trén file, tuy chon -s s€ thay thé€ toan bo ACL béang

ACL méi.

84




Cac vi du - Cai dat ACL trén file

Vi du sau day dat cdc quyén file owner 1a doc/ghi, cdac quyén file group 1a chi doc,
va cac quyen other 1a none trén file chl.doc. Ngoai ra, nguoi dung george dugc gan
cho cdc quyén doc/ghi trén file, va cdc quyén ACL mask duoc dat 1a doc/ghi, nghia
14 khong c6 nguoi dung hay nhém nao c6 cac quyén thuc thi.

$ setfacl -s user::rw-, group::r--, other:---, mask:rw-, user:george:rw- chl.doc
$Is -1

-rw-r-----+ 1 nathan sysadmin 34816 Nov 11 14:16 chl.doc

-rw-r--r-- 1 nathan sysadmin 20167 Nov 11 14:16 ch2.doc

-rw-r--r-- 1 nathan sysadmin 8192 Nov 11 14:16 notes

$ getfacl chl.doc

# file: chl.doc

# owner: nathan

# group:sysadmin

user:: rw-
user:george:rw- #effective: rw-
group:: r-- #effective: r--
mask: rw-

other: ---

Vi du sau day cai dat ciac quyén file owner 1a doc/ghi/thuc thi, cac quyén file group
la chi doc, cdac quyén other 1a none, va cic quyén ACL mask Ia chi doc trén file
ch2.doc. Ngoai ra, nguoi ding george dugc gan cho cic quyén doc/ghi; tuy nhién,
theo ACL mask, cac quyén c6 hiéu luc déi véi george 1a chi doc.

$ setfacl -s u::7, group::4, 0:0, m:4, user:george:7 ch2.doc
$ getfacl ch2.doc

# file: ch2.doc

# owner: nathan

# group:sysadmin

user:: rwx
user:george:rwx #effective: r--
group:: r-- #effective: r--
mask: r--
other: ---

3.7.4-Cach sao chép ACL
Sao chép ACL ctia mot file cho mot file khdc bang cach d6i huéng ddu ra ctua
getfacl

| $ getfacl filenamel | setfacl --f - filename2

filel Dac ta file, noi sao chép ACL
file2 Dac ta file, noi dat ban sao ACL.

Vidu - Sao chép ACL
Vi du sau day sao chép ACL trén chl.doc sang ch3.doc.
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‘ $ getfacl ch2.doc | setfacl --f - ch3.doc

3.7.5-Cdch kiém tra mot file c6 ACL
Dung 1énh Is kiém tra mot file c6 ACL

$ Is -1 filename

file name Dac ta file hay thu muc
Dau '+' bén phai truong ki€u chi file ¢6 ACL.

Ghi chi - File duoc xem 1a ¢6 ACL "tdm thuong" va dau '+ s& khong hién thi, trir
khi ban da thém cdc ACL entry cho nhitng ngudi ding hay nhém b6 sung trén mot
file.

Vi du - Kiém tra mot file c6 ACL
Vi du sau day chi ra rang chl.doc ¢c6 mot ACL, vi danh sich c6 dau '+' bén phai
truong kiéu.

$ Is -1 chl.doc
-rwxr-----+ 1 nathan sysadmin 167 Nov 11 11:13 chl.doc

3.7.6-Cdch thay doi cdc ACL entry trén mét file
1. Dung Iénh setfacl dé thay déi cac ACL entry

‘ $ setfacl -m acl_entry_list filenamel [filename?2 ...]

-m Thay doi ACL entry dang ton tai

acl_entry list Dac ta danh sich mot hay nhiéu ACL entry dé thay doi trén file
hay thu muc. Ban cung c6 thé thay déi cac ACL entry mic dinh
trén mot thu muc. Bang 3-8 va bang 3-9 chi ra cic ACL entry
hop 1é.

filename ... Pac ta file hoac thu muc.

2. Dung lénh getfacl d€ xdc nhan cac ACL entry da bi thay déi trén file

| $ getfacl filename

Cac vi du - Thay doi cac ACL entry trén file
Vi du sau day thay déi cac quyén d6i véi ngudi ding george thanh doc/ghi.

$ setfacl -m user:george:6 ch3.doc
$ getfacl ch3.doc

# file: ch3.doc

# owner: nathan

# group: staff

user:: rw-
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user::george:rw-  #effective: r--
group:: 1- #effective: r--
mask: r--

other: r-

Vi du sau day thay déi cdc quyén mic dinh d6i voi nhom staff thanh doc va céc
quyén ACL mask mac dinh thanh doc/ghi trén thu muc book.

‘ $ setfacl -m default:group:staff:4, default:mask:6 book

3.7.7-Cdch xod cdc ACL entry khoi file
1. Dung lénh setfacl dé xo4 cdc ACL entry khoi file

‘ $ setfacl -d acl_entry_list filename ...

d Xo4 cac ACL entry cu thé.

acl_entry list Dic ta danh sich cac ACL entry (khong mo ta cidc quyén) can
x04 khoi file hay thu muc. Bancé thé chi xoa cac ACL entry va
ACL entry mic dinh d6i v6i nhitng ngudi ding va nhém cu thé.
Bang 3-8 va bang 3-9 cho thidy cic ACL entry hop 1€.

filename ... Pac ta file hoac thu muc.

Bén canh d6, ban c6 thé dung lénh setfacl -s dé xo4 tat ca cac ACL entry trén mot
file va thay ching boi cic ACL entry méi dugc mo ta.

2. Dung lénh getfacl d€ xdc nhan cac ACL entry da bi xo4 khoi file

| $ getfacl filename

Vi du - Xoa cac ACL entry trén mot file
Vi du sau day xoa nguoi dung george khoi file ch4.doc

‘ $ setfacl -d user:george ch4.doc

3.7.8-Lam thé nao dé hién thi cdc ACL entry ciia mot file
Dung lénh getfacl dé hién thi cic ACL entry cia mot file

‘ $ getfacl [-a] [-d] filename ...

-a Hién thi tén file, file owner, file group, va cdc ACL entry cta file
hoic thu muc cu thé.

-d Hién thi tén file, file owner, file group, va cic ACL entry mic dinh
cta thu muc cu thé.

filename ... Dac ta file hoac thu muc

Néu ban dic ta nhiéu tén file trén dong 1énh, thi cic ACL entry dugc tdch nhau boi
mot dong trong.
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Cac vi du - Hién thi cac ACL entry cua file
Vi du sau day cho thdy cac ACL entry cta file chl.doc. Ghi chid #effective: bén
canh ddu vao user va group chi 6 cdc quyén sau khi bi thay ddi bdi ACL mask 12 gi.

$ getfacl chl.doc
# file: chl.doc

# owner: nathan

# group: sysadmin

user:: rw-
user::george:r-- #effective: r--
group:: rw- #effective: rw-
mask: rw-

other: ---

Vi du sau day cho thay cac ACL entry cua thu muc book.

$ getfacl -d book

# file: book
# owner: nathan
# group: sysadmin

user:: rwx
user:george:r-x #effective: r-x
group:: rwx #effective: rwx
mask: rwx

other: ---

default:user:: rw-
default:user:george:r--
default:group:: rw-
default:mask: rw-
default:other: ---
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CHUONG IV-CAC TAC VU AN TOAN CAC HE THONG

Chuong nay mo ta cac tha tuc an toan hé thong. Sau day 1a danh sach nhitng chi dan
ting budc trong chuong nay.
e "C4ch hién thi trang thai dang nhap cta ngudi dung" & muc 4.1

An

" C4ch hién thi nhitng ngudi dung thi€u mat khau" & muc 4.2

" Céch vo hiéu hoa tam thoi dang nhap cua nguoi dung” & muc 4.3

"Cach luu lai nhitng cudc dang nhap that bai" 6 muc 4.4

"Cach tao mot mat khau quay s6" & muc 4.5

"Céch vo hiéu hod tam thoi cdc cudc dang nhap bing quay s6" 6 muc 4.6
"Cach han ché Superuser (root) dang nhap t6i thiét bi diéu khién" & muc 4.7
"Céach gidm sat nhitng nguoi st dung lénh su" & muc 4.8

"Cach hién thi nhitng 14n thir truy nhap t6i thiét bi diéu khién clia Superuser
(root)” & muc 4.9

4.1-Cach hién thi trang thai dang nhap cua nguoi dung

1. Tr6 thanh superuser
2. Dung 1énh logins dé hién thi trang thdi dang nhap ctia ngudi dung.

# logins -x -l username

-X Hién thi tap thong tin trang thdi dang nhap md rong.
-1 username Hién thi trang thdi dang nhap clia ngudi dung cu thé. uername

la tén dang nhap ctia ngudi dung. Nhi€u tén dang nhap phai
duoc mo ta bang danh sach viét cdch nhau diu phay.

Lénh logins(1M) dung file /etc/passwd cuc bo va cdc co s& dit lieu mat khau NIS
hodc NIS+ dé ¢6 dugc trang thai dang nhap cta ngudi dung.

Vi du - Hién thi trang thai dang nhap cta nguoi ding
Vi du sau day hién trang thdi dang nhap ctia ngudi dung rimmer

# logins -x -l rimmer

rimer 500 staff 10 Arnold J. Rimmer
/export/home/rimmer
/bin/sh

PS 010170 10 7 -1

Trong vi du nay,

rimmer Tén dang nhap ctia nguoi dung.
500 UID (ID ngudi diing).

staff Nhoém ban dau ciia nguoi dung.
10 GID (ID nhom).

Arnold J. Rimmer Loi chi giai
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/export/home/rimmer  Thu muc gdc ctia nguoi dung.
/bin/sh Cau triuc dang nhap
PS 010170 10 7 -1  Thong tin thoi han mat khau:
e Ngay cudi cing mat khau bi thay déi
e SO ngay yéu cau gifta c4c 1an thay déi
e S6 ngay cho phép trude khi c6 doi hoi thay déi
e Khoang thoi gian canh bao

4.2-Cach hién thi nhitng nguoi dung khong c6 mat khau
Ban nén chic chin ring tit ca ngudi dung c6 mot mat khau hop 1é.

1. Tré thanh superuser.
2. Dung 1énh logins dé hién thi nhitng ngudi dung khong ¢6 mat khau.

‘ # logins -p

p Hién thi danh sdch nhitng ngudi dung khong c6 mat khau
Lénh logins dung file /etc/passwd cuc bo va cdc co s& dit liéu mat khau NIS hoic
NIS+ dé ¢6 dugce trang thai dang nhap ctia ngudi dung.

Vi du - Hién thi nhiing nguoi dung khong c6 mat khau
Vi du sau day hién thi pmorph ngudi dung khong c6 mat khau.

# logins -p
pmorph 501  other 1 Polly Morph

4.3-Vo6 hiéu hoa tam thoi cac cudc dang nhap cia nguoi dung

Ban c¢6 thé vo hiéu hod tam thoi cdc cudc diang nhap cua ngudi dung bing céch:

e Tao file /etc/nologin.

e Lam cho hé thong chay mic O (mtc nguoi dung don 1¢). Xem "Déng hé thong

(cdc tac vu)" trong System Adminitration Guide, Volume I dé c6 thong tin vé cach

lam cho hé théng vé mo hinh nguoi diing don 1é.

Tao file /etc/nologin

Tao file nay dé khong cho phép ngudi dung dang nhap va thong bdo cho ngudi ding

vé viéc hé thong sé khong kha dung trong khoang thoi gian qud han dé déng he
thong hoac bao dudng dinh ky.

Néu nguoi dung dang nhap t6i hé thong ma & d6 c6 file nay ton tai, thi ndi dung cta

file nologins(4) dugc hién thi, va cudc diang nhap cuia ngudi dung bi ngat. Nhitng
cudc dang nhap cta superuser khong bi anh hudng.

Cach vo hiéu hoa tam thoi cac cuoc dang nhap cua nguoi dung
1. Tré thanh superuser.
2. Dung trinh soan thao tao file /efc/nologin.

‘ # vi [etc/nologin
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3. Kém theo thong bédo vé tinh kha dung cua hé thong.
4. Bong va ghi file.

Vi du - V6 hiéu hoa cac cuoc dang nhap cua nguoi ding
Vi du sau day trinh bay cdch lam thé ndo d€ thong bao cho ngudi dung vé viéc hé
thong khong kha dung.

# vi /etc/nologin
(Thém thong bdo vé hé thong & day)

# cat /etc/nologin
***No logins permitted.***

*#*The system will be unavailable until 12 noon.**%*

4.4-Luu lai cac cudc dang nhap khong thanh cong

Ban c6 thé luu lai cdc cudc diang nhap thét bai biang céch tao file /var/adm/loginlog
ma chi root méi ¢6 quyén doc va ghi. Sau khi ban tao file loginlog, tat ca cac hanh
dong dang nhap 16i déu duoc tu dong ghi vao file nay sau nim cuoc that bai. Xem
"Cach luu lai céc cuoc diang nhap khong thanh cong'" ngay sau day dé c6 nhitng chi
dan chi tiét.

File loginlog chita mot dau vao cho moi 1an 16i. M6i dau vao chita tén dang nhap
clia ngudi dung, thiét bi hién thi kiéu dién bao (tty), va thdi gian clia cudc dang nhap
16i. Néu mot nguoi tién hanh it hon nam cudc khong thanh cong, thi khong ¢6 cudc
nao dugc ghi lai.

File loginlog c6 thé tang mot cach nhanh chéng. DE sir dung thong tin trong file
ndy va ngan chan file tr& nén qué 16n, thinh thoang ban phai kiém tra va xo4 noi
dung ctia né. Khi file nay luu nhiéu hanh dong, n6 c6 thé cho thdy mot cudc dot pha
vao hé thong may tinh. D€ biét thém thong tin vé file ndy, xem loginlog(4).

Cach luu lai cac cuoc dang nhap khong thanh cong

1. Tré thanh superuser
2. Tao file loginlog trong thu muc /var/adm

‘ # touch /var/adm/loginlog

3. Dat cac quyén doc va ghi cho root trén file loginlog

‘ # chmod 600 /var/adm/loginlog

4. Thay d6i thanh vién nhém doi vdi sys trén file loginlog

‘ # chgrp sys /var/adm/loginlog

5. Thir dang nhap vao hé thong nam lan v6i mat khau sai dé€ chic chan rang log 1am
viéc sau khi file loginlog da duoc tao. Sau d6 hién thi file /var/adm/loginlog.

91



# more /var/adm/loginlog
pmorph: /dev/pts/4:Mon Jun 8 11:08:27 1998
pmorph: /dev/pts/4:Mon Jun 8 11:08:49 1998
pmorph: /dev/pts/4:Mon Jun 8 11:09: 03 1998
8 11: 0
8 11: 0

pmorph: /dev/pts/4:Mon Jun 9:22 1998
pmorph: /dev/pts/4:Mon Jun 9:36 1998
it

4.5-Bao vé mat khau bang cach diung cac mat khau quay so

Ban c¢6 thé thém mot tang an toan vao co ché mat khiu ctia ban bing viéc yéu cau
mat khau quay s6 (dial-up password) ctia ngudi dung truy nhap hé thong thong qua
modem hay cong quay s6. Mot mat khau dial-up 12 mot mat khau bé sung ma nguoi
dung phai dua vao trudc khi duoc phép truy nhap téi hé thong.

Chi superuser mdi ¢6 thé tao hay thay déi mat khau dial-up. Dé dam bao toan ven hé
thong, mat khau nén dugc thay d6i méi thang mot Ian. Viéc st dung co ché nay hiéu
qua nhat la doi hoi mat khau dial-up dé c6 duoc quyén truy nhap t6i hé thong
gateway.

Lién quan t6i viéc tao mat khau dial-up 12 hai file: /etc/dialups va
/etc/d_passwd. File thit nhat chita danh sach cdc cong yéu cau mat khau dial-up,
va file thit hai chita danh sdch céc chuong trinh khung yéu cdu mat khau ma ho4 véi
tu cdch mat khau dial-up b6 sung.

File dialups(4) 1a mot danh sach cac thiét bi cuoi, vi du:

/dev/term/a
dev/term/b

File d_passwd(4) c6 hai truong. Truong thir nhat 1a cdu tric (shell) dang nhap s€ doi
hoi mat khau, va truong thit hai 1a mat khau ma hod. Céc file /etc/dialups va
/etc/d_passwd lam viéc nhu sau:

Khi nguoi dung thir dang nhap bat ky cng nao duge liét ké trong /etc/dialups,
chuong trinh dang nhap xem xét muc dang nhap cta nguoi dung luu trong
/etc/passwd, va so sanh shell dang nhap véi cac muc trong /etc/d_passwd.
Céc muc nay s& x4c dinh xem ngudi dung c6 phai dua vio mat khau dial-up hay
khong.

/ust/lib/uucp/uucico:encrypted_password:
/usr/bin/csh:encrypted_password:
/usr/bin/ksh:encrypted_password:
/usr/bin/sh:encrypted_password:

Day cdc mat khau dial-up co ban dugc trinh bay & hinh 4-1
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User mrdh Jetc/dialups
logs in on
/dev/term/b /dev/term/a
/dev/term/b
/dev/term/c

The login port is in /

[etc/dialups [etc/passwd
mrdh:x:205:1000:mark:/usr/mrdh:/usr/bin/ksh

Check login shell
field of /etc/paswd
and look for match in
fetc/d_passwd

!

Matching entry for
Jusr/bin/ksh found;
prompt for password
found in
[etc/d_passwd

Jetc/d_passwd

/fusr/bin/csh:<encrypted_password>
fusr/bin/ksh:<encrypted_password>
fusr/bin/sh:<encrypted_password>

Hinh 4-1 Day mat khau co ban cua dial-up

File /etc/d_passwd
Vi hau hét nguoi dung s€ quan 1y mot shell khi ho dang nhap, nén tat ca cac chuong

trinh khung nén dua vao /etc/d_passwd. Nhitng chuong trinh nhu thé bao gom
uucico, sh, ksh va csh. Néu mot s6 nguoi dung thuc hién mot céi gi d6 khong phai
shell dang nhap cua ho, thi ciing c6 nghia la khong phai shell dang nhap trong file.

Néu chuong trinh ding nhap clia ngudi dung (cu thé trong /etc/passwd) khong

tim thdy trong /etc/d_passwd, hay néu truong shell dang nhap trong
/etc/passwd 1a null, thi mat khau cua /usr/bin/sh dugc st dung.

Néu shell dang nhap cua nguoi dung trong /etc/passwd tuong tng véi mot
muc trong /etc/passwd, thi ngudi dung phai dua vao mot mat khau dial-up.
Néu shell dang nhap cuia nguoi dung khong tim thay trong /etc/d_passwd, thi
ngudi dung phai dua vao mat khau mic dinh. Mat khau mic dinh 12 mot muc ctia
/usr/bin/sh.

Néu truong shell dang nhap trong /etc/passwd la rong, thi nguoi ding phai
dua vao mat khau mic dinh (mot muc cta /usr/bin/sh).

Néu /etc/d_passwd khong c¢6 muc nao cta /usr/bin/sh, thi nhitng nguoi
dung ma trudng shell dang nhap cta ho trong /etc/passwd la robng hay khong
twong ng véi muc nao trong /etc/d_paswd sé khong dugc nhac dua vao mat
khau dial-up.

Nhitng dang nhap bang dial-up bi vo hiéu hod néu /etc/d_paswd chi c6 muc
sau: /usr/bin/sh:*:
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Cach tao mat khau dial-up

Chu y - Lan ddu tién khi ban thiét 1ap mat khau dial-up, ban chic chéan van duy tri
viéc ghi lai trén it nhat mot thiét bi cu6i trong khi kiém tra mat khau trén mot thiét
bi cu6i khac. Néu ban gay 16i khi cai dat mat khau phu va két thic kiém tra mat
khau méi, thi ban c6 thé khong c6 kha nang khoi hoat trd lai. Néu ban van ghi lai
trén mot thiét bi cudi khéc, ban c6 thé quay lai va stra chita 16i ctiia ban.

1. Tré thanh superuser.

2. Tao mot file /etc/dialups luu danh sach cac thiét bi cudi, bao gom tat ca cac
cong s& doi hoi bao vé bang mat khau dial-up.
File /etc/dialups nén duogc thay nhu sau:

/dev/term/a
/dev/term/b
/dev/term/c

3. Tao file /etc/d_passwd luu cdc chuong trinh dang nhap sé doi hoi mat khau
dial-up va mat khau dial-up ma hoa.
Bao gém cdc chuong trinh dang nhap ma ngudi ding c6 thé chay khi dang nhap,
vi du uucico, sh, ksh va csh. File /etc/d_passwd nén dugc thiy nhu sau:

/usr/lib/uucp/uucico:encrypted_password:
/usr/bin/csh:encrypted_password:
/usr/bin/ksh:encrypted_password:
/usr/bin/sh:encrypted_password:

4. Dat quyén sé hitu cho root trén hai file nay.

‘ # chown root /etc/dialups /etc/d_passwd

5. Pat quyén sd hitu nhém cho root trén hai file nay.

‘ # chogrp root /etc/dialups /etc/d_passwd

6. Dit cic quyén doc va ghi cho root trén hai file nay
# chmod 600 /etc/dialups /etc/d_passwd

7. Tao cdc mat khau ma hod
a. Tao nguoi dung tam thoi.

‘ # useradd user-name

b. Tao mat khau cho ngudi dung tam thoi.

‘ # passwd user-name

c. Gan mat khau ma hod.

‘ # grep user-name /etc/shadow > user-name.temp

d. Soan thao file user-name.tmp.
Xo04 tét ca cdc trudng, ngoai trir mat khau ma hoa (trudng thit hai).
Vi du, trong dong sau mat khau ma hod 12 U9gp9SyA/JISk

temp:U9gp9SyA/JISk:7967:::::7988
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e. Xod nguodi dung tam thoi

# userdel user-name

8. Sao chép mat khdu ma hoa tir file user-name.tmp vao file /etc/d_passwd
Ban c6 thé tao mot mat khau khac cho mdi shell dang nhap, hay st dung cling mot
mat khau.

4.6-Cach vo hiéu hoa tam thoi cac cuoc dang nhap dial-up
1. Tré thanh superuser
2. Dat chinh muc sau vao file /etc/d_passwd:

‘ /usr/bin/sh:*:

4.7-Han ché truy nhap Superuser (root) trén thiét bi diéu khién

Hé diéu hanh dung tai khoan ctia superuser dé€ thu hién céc chiic nang co ban va cé
diéu khién pham vi rong trén toan bo hé diéu hanh. N6 truy nhap va c6 thé thuc hién
cac chuong trinh hé thong thiét yéu. Vi vay, hau nhu khong c6 nhitng han ché doi
v6i bat ky chuong trinh nao ma superuser thuc hién.

Ban c6 thé bao vé tai khoan ctia superuser bang cach han ché truy nhap t6i thiét bi
cu thé thong qua file /etc/default/login. Vi du, néu truy nhap cta superuser bi
han ch€ & thiét bi diéu khién, thi ban c6 thé dang nhap hé théng véi tu cach
superuser (superuser login) chi tir thiét bi diéu khién. Khi bat ky ai dang nhap hé
thong tir xa nham thuc hién chitc nang gidm quan, thi trudc hét ho phai dang nhap
Vi tu cadch ngudi dung ctia ho va sau d6 dung 1énh su(1M) dé€ trd thanh superuser.
Xem "Cach han ch€ Superuser (root) Login t6i thiét bi diéu khién" dé c6 nhiing chi
dan chi tiét.

Ghi chi - Han ché superuser login t6i thiét bi diéu khién dugc thié€t 1ap mic dinh
khi ban cai dat hé thong.

Cach han ché Superuser (root) login téi thiét bi diéu khién
1. Tré thanh superuser.
2. Soan thao file /etc/default/login

3. Khong dua ra dong sau

CONSOLE=/dev/console

Bat ky nguoi dung nao thu dang nhap hé thong nay tir xa trudc hét phai dang nhap
vdi tu cdch ngudi ding, va sau d6 dung 1énh su dé trd thanh superuser.

4. Thir dang nhap tir xa t6i hé thong nay véi tu cach superuser, va tham tra thao téc
16i.

4.8-Giam sat nguoi dung lénh su
Ban c6 thé bat dau kiém sodt céc ¢ giang su thong qua file /etc/default/su. Qua file
ndy, ban ¢6 thé 1am cho file /var/adm/sulog c6 kha niang kiém sodt méi 1an dung
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lénh su dé thay déi thanh ngudi dung khdc. Xem "Cé4ch gidm sat ngudi dung 1énh
su" dé c6 nhitng chi dan timg budc.

File sulog liét ké tat ca ngudi dung 1énh su, khong chi nhitng nguoi st dung dé
chuyén tir ngudi dung thanh superuser. Cic muc dua ra ngay va thoi gian ma lénh
duoc thuc hién, né thanh cong hay khong (+ hoic -), cong ma tir d6 1énh phdt ra, va
cudi cling la tén ngudi dung va dinh danh da chuyén déi.

Thong qua file /etc/default/su, ban ciing c6 thé thiét 1ap hé thong hién thi trén
thiét bi diéu khién méi 1an ding 1énh su dé c6 dugc quyén truy nhap clia superuser
tr hé thong tir xa. DPay 12 cch tot dé phat hién kip thoi ai d6 ¢6 gang c6 dugc quyén
truy nhap cta superuser trén hé thong ma hién tai ban dang lam viéc. Xem "Cach
hién thi céc cudc truy nhap cta superuser tdi thiét bi diéu khién" dé c6 nhitng chi
dan chi tiét.

Cach kiém soat nguoi dung lénh su
1. Tré thanh superuser.

2. Soan thao file /etc/default/su.

3. Bo chi giai & dong sau

‘ SULOG=/var/adm/sulog

4. Sau khi bién déi file /etc/default/su, dung Iénh su vai 1an va hién thi file
/var/adm/sulog. Ban nén xem danh sach mdi 14n ban dung 1énh su.

# more /var/adm/sulog

SU 12/20 16:26 + pts/0 nathan-root
SU 12/21 10:59 + pts/0 nathan-root
SU 01/12 11:11 + pts/O root-joebob

SU 01/12 14:56 + pts/0 pmorph-root
SU 01/12 14:57 + pts/O pmorph-root

4.9-Cach hién thi nhirng lan truy nhap cua superuser (root) téi thiét bi
diéu khién

1. Tré thanh superuser.
2. Soan thao file /etc/default/su.
3. Khong dua ra dong sau

CONSOLE=/dev/console

4. Dung lénh su dé trd thanh root, va kiém lai thong bdo dugc in ra trén thiét bi diéu
khién hé thong.
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CHUONG V-SUDUNG CAC DICH VU XAC THUC

Phan dau tién clia chuong nay cung cap thong tin vé cic co ché xéc thuc ma RPC an
toan c6 thé st dung. Ca hai kiéu x4c thuc Diffie-Hellman va Kerberos version 4 déu
duoc hé trg. Phan thit hai gom kién thic vé module xac thuc tai thém dugc (PAM).
PAM cung cép cdch thitc dé "tai vao" cac dich vu xac thuc va dam bao trg gidp
nhi€u dich vu x4c thuc.

Day 1a danh sach nhitng chi dan tirg budc trong chuong nay.
e "Cich thiét 1ap cdc nhan quyén NIS+ doi v6i xac thuc Diffie-Hellman" & muc
5.2.2.
e "Céch thiét 1ap cdc nhan quyén NIS d6i véi xac thuc Diffie-Hellman" & muc
5.2.3.
"Cach chia x¢ va gan file boi xac thuc Diffie-Hellman" & muc 5.2.4
"Cach chia x¢ va gan file boi xac thuc Kerberos" & muc 5.3.1
"Cach tiép nhan nhan Kerberos ctia Superuser trén Client" & muc 5.3.2
"Cach dang nhap dich vu Kerberos" ¢ muc 5.3.3
"Cach truy nhap mot thu muc véi xac thuc Kerberos" 6 muc 5.3.5
"Cach b6 sung module PAM" & muc 5.6.2
"Céch ngan chan truy nhap trai phép tir cac hé thong tir xa bang PAM" & muc
5.6.3
e "Cich khoi hoat trinh bdo 161 PAM" 6 muc 5.6.4

5.1-Tong quan vé RPC an toan

RPC an toan la cach thic xdc thuc xdac nhan ca may cht va nguoi dung dua ra yéu
cau. RPC an toan dung xac thuc hoac Diffie-Hellman hoic Kerberos. Ca hai co ché
xac thuc nay dung ma DES. Cac tng dung dung RPC an toan gom NFS va dich vu
tén NIS+.

5.1.1-Cac dich vu NFS va RPC an toan

Phan mém NFS cho phép mot vai mdy chu chia xé file trén mang. Theo hé thong
NES, mot server chita dit liéu va cac tai nguyén ctia mot vai client. Cac client truy
nhap t6i hé thong file ma server dua ra cho client. Nhitng nguoi dung dang nhap vao
mady client c6 thé truy nhap céc hé thong file biang cdch kéo tir server ra. D6i véi
ngudi dung trén may client, né xuat hién nhu la cic file dugc dat tai client. Mot
trong nhitng cdch ding moi trudng NFS pho bién nhat 1a cho cai dat cadc hé thong
trong cdc cong s, trong khi luu git nhiing file ngudi dung ¢ dia diém trung tam.
Mot s6 tinh nang ctia hé thong NFS, chang han mount -nosuidoption, c6 thé dugc
ding dé ngin chin nhitng ngudi dung trdi phép md cdc thiét bi cling nhu céc file he
thong.

Moi truong NFS diung RPC an toan dé xdc thuc ngudi ding dua ra yéu ciu trén
mang. Diéu nay dugc hiéu nhu 1a NFS an toan. Co ché xac thuc, AUTH_DH, dung
ma DES véi xéac thuc Diffie-Hellman dé bao dam truy nhap hop phdp. Co ché
AUTH_DH con duoc goi la AUTH_DES. Co ch¢ AUTH_KERB4 dung ma DES véi
xac thuc Kerberos. Co ché nay con duoc goi la AUTH_KERB.
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NFS Adminitration Guide mo ta cach thiét lap va quan tri NFS an toan. Cach thiét
lap cdc bang NIS+ va dua cdc tén vao bang cred duoc dé cap trong Solaris Naming
Adminitration Guide. Xem "Thuc thi xdc thuc Diffie-Hellman" dé c6 nét phac thao
vé cac budc lién quan téi xac thuc RPC.

5.1.2-Mda DES

Céc ham ma theo chuian ma hod dit lieu (DES) dung khod 56-bit dé ma hod kho4d bi
mat. Néu hai nguoi dung cé tac quyén (hay cac nguyén 1y) biét ciing mot khoa DES,
ho ¢6 thé két n6i vdi tu cach cd nhan ding khod dé ma hod va giai ma van ban. DES
la mot co ché ma hod tuong d6i nhanh. Mot DES chip ma hoa con nhanh hon, nhung
khi khong c6 chip, thi thuc thi phan mém thay thé.

Rui ro cua viéc chi dung khoa DES 1a v6i du thoi gian ké xam nhap ¢6 thé thu thap
ddy du cac thong diép van ban ma dugc ma hoé bdi cing mot khod, do d6 c6 thé
phat hién ra khod va gai ma cic thong diép. Vi 1y do nay, cdc hé thong an toan nhu
NFS an toan thudng xuyén thay déi khod.

5.1.3-Xac thuc Diffie-Hellman

Phuong phdp xac thuc nguoi dung Diffie-Hellman la rit quan trong do6i véi mot ké
xam nhap dé€ bé khoa. Madi client va server c6 khoa s& hitu riéng ctia n6 (doi khi goi
1a khod bi mat) duoc dung cling véi khoa cong khai dé tao ra mot khod cong cong.
Ho ding khod cong cong dé két noi véi nhitng ngudi khac ding ham ma hoa/giai
ma da thoa thuan (vi du DES). Phuong phéap nay duoc goi la xac thuc DES trong céac
4n pham Solaris truéc day.

Xac thuc dua vao kha nang hé théng gui sit dung khoa cong cong ma hoa phién hién
hanh ma hé thong nhan c¢6 thé giai ma va kiém tra nguoc lai phién hién hanh cta
né. Ban phai dam bao dong bo thoi gian trén client va server.

Cac khoa cong khai va bi mat dugc luu trong co s& dit liéu NIS hoac NIS+. NIS luu

cac khod theo so d6 publickey, va NIS+ luu cic khod trong bang cred. Cac file
nay chita khoa cong khai va khoa bi méat cho tat ca nguoi dung trong tuong lai.

Nguoi gidm quan hé thong cé trach nhiém thiét 14p cac bang NIS hoac NIS+ va sinh
mot khod cong khai va mot khod bi mat cho méi ngudi dung. Khod bi mat duoc luu
da ma hod ca mat khau ctia ngudi dung. Diéu nay 1am cho khoa bi mat chi ¢6 ngudi
dung biét.

Sau day chiing t6i mo ta mot loat giao dich trong mot phién client-server dung trinh
cap phép DH (AUTH_DH).

Sinh cac khoa cong khai va bi mat

Doi khi truéc mot giao dich, ngudi gidm quan thuc hién hoac 1énh newkey hoac
lénh nisaddcred sinh khod cong khai va khod bi mat. (Méi ngudi dung c6 mot
khod cong khai va mot khoa bi mat duy nhét). Khoa cong khai duoc luu trong co s&
dit liéu cong khai; khoa bi mat dugc luu dudi dang ma trong cung co s& dit lidu.
Dung lénh chkey dé thay d6i cap khod nay.
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Thue hién lénh keylogin

Thong thudng, mat khau dang nhap giong hét mat khau RPC an toan. Trong trudng
hop nay, khong doi hoi keylogin. Néu cdac mat khdu khéac nhau, thi nhitng ngudi
dung phai dang nhap, va sau d6 thuc hién keylogin mot cach ro rang.

Trinh keylogin nhic ngudi ding vé mat khau RPC an toan va dung mat khau nay
dé giai ma khod bi mat. Sau d6 trinh keylogin chuyén khod bi mat da giai ma t6i
trinh goi la keyserver. (Keyserver 1a mot dich vu RPC an toan véi bo dit liéu cuc bo
trén moi may tinh). Keyserver Iuu lai khod bi mat da giai ma va chd ngudi dung
khai hoat mot giao dich RPC an toan véi server.

Néu céc mat khau giong nhau, trinh dang nhap chuyén khoa bi mat t6i keyserver.
Néu cdc mat khau dugc yéu cau khdc nhau va ngudi dang luon phai chay keylogin,
thi trinh keylogin c6 thé dugc bao ham trong file cdu hinh moi trudng cta ngudi
ding, chang han ~/.login, ~/.cshrc, hoic ~/.profile, sao cho né tu dong chay
moi khi ngudi dung dang nhap.

Sinh khoa giao tiép

Khi nguoi dung khéi hoat mot giao dich véi server:

1. Keyserver ngau nhién sinh mét khoa giao tiép.

2. Kernel dung khoa giao ti€p ma hoa tem thoi gian cua client (gitta nhitng thi
khac).

3. Keyserver tim khod cong khai cua server trong CSDL khod cong khai (xem trang
chi dan publickey(4)).

4. Keyserver dung khod bi mat cua client va khoa cong khai cua server tao khod
cong cong.

5. Keyserver ma ho4 khoa giao ti€p bang khoa cong cong.

Lién lac thit nhat véi server
Cuoc truyén bao gom tem thoi gian dd ma va khod giao ti€p da ma khi d6 dugc gii
tGi server. Cudc truyén nay chia mot nhan quyén va mot nhan xdc minh. Nhan
quyén gom ba thanh phan:

e Tén mang cua client

e Khoa giao tiép ma hod boi khoa cong cong

e Mot "clra s6" ("window") ma hod bdi khoa giao tiép

Window la d6 vi sai ma client cho 1a hop 1é gitta dong ho ctia server va tem thoi gian
ctia client. Néu do vi sai gitta dong ho cta server va tem thoi gian cta client 16n hon
window, thi server s€ loai bo yéu cau cua client. Theo nhiing tinh hu6éng thong
thudng di€u nay sé khong xay ra vi client trudc hét phai dong bo véi server trudc khi
bat dau phién RPC.

Nhén x4c minh cua client gom:

e Tem thoi gian da ma
e Mot nhan xdc minh window da ma giam dan t6i 1
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Nhéan xdc minh window can thiét trong truong hop ai d6 muén mao nhan nguoi
dung va ghi mot chuong trinh chi bo sung céc bit ngau nhién, thay cho viéc dién cac
truong nhan quyén va xac minh da ma. Server sé giai ma khod giao ti€p thanh mot
kho4 ngiu nhién nao d6 va dung né dé thir giai ma window va tem thoi gian. Két
qua s& dugc cac s6 ngau nhién. Tuy nhién, sau vai nghin tht nghiém, c¢6 kha nang
cap window/tem thoi gian ngéu nhién s€ vuot qua hé thong xac thuc. Nhan xac minh
window lam cho viéc phong doan nhan quyén diing khé khan hon nhicu.

Giai ma khoa giao tiép

Khi server ti€p nhan cudc truyén tur client:

1. Keyserver yéu cau server tim khoa cong khai cua client trong CSDL khoa cong
khai.

2. Keyserver dung khoa cong khai cua client va khoa bi mat cua server suy ra khoa
cong cong - giong khoa cong cong do client tinh. (Chi c6 client va server c6 thé
tinh khod cong cong vi viéc lam nay doi hoi bi€t mot khoa bi mat hoac mot khoa
khac).

3. Kernel dung khoa cong cong giai ma khoa giao tiép.

4. Kernel goi keyserver dé giai ma tem thoi gian cua client bang khoa giao tiép da
gial ma.

Luu thong tin trén server
Sau khi server giai ma tem thoi gian cua client, n6 luu bon muc thong tin vao bang
nhan quyén:

e Tén mdy tinh cta client

e Khoa giao tié€p

e Do vi sai (window)

e Tem thoi gian cua client

Server luu ba muc dau tién cho lan ding sau. N6 luu tem thoi gian dé€ bao vé chong
lap lai. Server chi chap nhan nhitng tem thoi gian theo thi tu thoi gian 16n hon tem
cudi cuing nhin thay, nén céc giao dich lap lai chiac chan bi loai bo.

Ghi chii - An trong cic thi tuc nay 1a tén chia ngudi goi cAn duoc xdc thuc theo cich
nao d6. Keyserver khong thé diing xac thuc DES d€ 1am diéu nay vi n6 s& tao ra tic
nghén. Dé giai quyét van dé nay, keyserver luu cdc khod bi mat biang UID va chi
thira nhan cac yéu cau doi véi céc tién trinh root cuc bo.

Gui tra nhan xac minh cho client
Server tra lai nhan xac minh cho client, gobm:
e Index ID ma server ghi trong cache nhan quyén ctia né
e Tem thoi gian cua client trir 1 ma hoa bang khoda giao ti€p

Ly do trir 1 & tem thoi gian 1a dé chic chin ring tem thoi gian bi sai va khong thé
dung lai lam nhan x4c minh client.

Client xac thuc server
Client nhan nhan xac minh va xéc thuc server. Client biét rang chi c6 server mdi c6
thé glri nhan x4c minh vi chi ¢6 server méi biét client glii tem thoi gian nao.
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Cac giao dich phu

Véi mdi giao dich sau giao dich dau tién, client tra lai index ID cho server trong
giao dich tht hai ctia né va glri mot tem thoi gian da ma khac. Serser gui trd lai tem
thoi gian cua client trir 1 ma hod bang khod giao ti€p.

5.1.4-Kerberos version 4

Kerberos 1a hé thong xé4c thuc da duoc phat trién tai Vién Cong nghé Massachusetts.
Kerberos dung ma DES dé x4c thuc ngudi dung khi dang nhap hé thong. Xac thuc
dua vao kha ning hé théng glri dung khod cong cong dé ma phién hién hanh ma hé
thong nhan c6 thé giai ma va kiém tra ngugc lai phién hién hanh cta né. Kerberos
version 4 dugc tro gidp ban dau phién ban Solaris 2.6.

Kerberos ti€n hanh xdc thuc mat khau diang nhap cta ngudi dung. Ngudi dung dua
vao lénh Kinit dé thu duoc thé da phé chuén thoi gian clia phién (hoic 8 gio, 1 thoi
gian phién mic dinh) tir server xé4c thuc Kerberos. Khi ngudi dung logout, thé c6 thé
bi huy (dung Iénh kdestroy).

Phanmém Kerberos c¢6 tir du dan Athena ctua MIT, va khong phai 1a mot phan cua
phan mém SunOS 5.7. Phan mém SunOS 5.7 cung cap:

e Cic lénh va APIs ma client dung dé€ tao, yéu cau va phé chuin cic thé

e Tuy chon x4c thuc cho RPC an toan

e Trinh hoat dong doc lap bén canh client, kerbd(1M)

Sau day ching t6i mo ta cac budc ctia cach "Cai dat xac thuc Kerberos véi NFS"
nhim dua ra mot cdi nhin téng quan vé cach 1am viéc cua tha tuc x4c thuc Kerberos.

Ghi chu - Solaris cung cap kha nang két noi véi tién ich Kerberos. N6 khong cung
cap tron go6i Kerberos. Tuy nhién, ban c6 thé ffp ngudn Kerberos 4 tir athena-
dist.mit.edu dung anonymous lam tén ngudi dung va dia chi email cua ban lam mat
khau. Nguén duge dat trong thu muc pub/kerberos.

Qua trinh sau gia thiét rang trung tam phan phoi khod (KDC) da duoc cai dat san

trén mang ding nguon san c6 cong khai tir du 4n Athena ctia MIT.

1. Tién ich /usr/sbin/kerbd phai dang chay trén client va server NFS.
Tién ich nay thong thuong duoc bat ddu khi can thi€t bang inetd. Co thé dung
lénh rpcinfo dé chic chéan ring dich vu kerbbd da dugc dang ky. kerlod 1a tién
ich ki€u ngudi ding. N6 ghép n6i véi kernel RPC va KDC. N6 sinh va phé chuén
cac thé xac thuc. mount

2. Nguoi gidm quan hé thong gan cho NFS server dung xac thuc Kerberos.
Phan mém Kerberos cua MIT thuong dang ky cdc tén chinh yéu & trung tam phan
phoi khoa (KDC) trén Kerberos server. Cac muc sau dugc yéu cau:
e root.hostname (ddi hoi doi véi moi client)
e Nfs.hostname (doi hoi d6i véi modi NFS server)

3. Nguoi dung thi€t 1ap hé thong file dung chung.
Ngudi dung trén client phai c6 mot thé cua root trén client dé thiét 1ap hé thong
file dung chung.

4. Nguoi ding dung Iénh kinit dé dang nhap dich vu Kerberos.
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Server xac thuc Kerberos xac nhan yéu cau va cap mot thé cho dich vu cép thé.

5. Nguoi dung truy nhap thu muc da thiét 1ap.
Tién ich kerbbd tu dong bao vé thé dai dién cho client d6i vGi NFS server xuét hé
thong file. Tai diém nay, c6 hai thé c6 hiéu luc, thé cap thé (ticket-granting ticket)
ban dau va thé cua server.

6. Nguoi dung huy céc thé & cudi phién dé ngin lam t6n thuong chiing.
Lénh kdestroy huy cdc thé xdc thuc Kerberos c6 hiéu luc ctia nguoi ding bang
cach ghi cac s6 0 vao file chita thé. Ban c6 thé dat lénh kdestroy trong file
Jogout cua ban, sao cho tat ca cac thé Kerberos dugc huy tu dong khi ban thoat
khoi hé thong.

7. Néu céc thé bi huy truée khi phién lam viéc két thiic, ngudi dung phai yéu cau
mot thé méi bang 1énh Kinit.

5.2-Phan phoi xac thuc Diffie-Hellman

Ngudi gidm quan hé thong c6 thé thuc thi cic chinh sich trg gidp an toan mang.
Miic an toan yéu cau doi véi mdi vi tri (site) khac nhau. Phan nay cung cdp nhiing
chi dan vé mot s6 tac vu két hop véi an toan mang.

5.2.1-Cdch khoi dong Keyserver
1. Tr& thanh superuser
2. X4c nhan tién ich keyserv (keyserver) hién khong chay

# ps -ef | grep keyserv
root 100 1 16 Apr 117? 0:00 /usr/sbin/keyserv
root 2215 2211 5 09:57:28 pts/0 0:00 grep keyserv

3. Khoi dong keyserver néu né hién khong chay

‘ # [usr/sbin/keyserv

5.2.2-Cdch thiét ldp nhan quyén NIS+ doi vdi xdc thuc Diffie-Hellman
Pé c6 mo ta chi tiét vé an toan NIS+, xem Solaris Naming Administration Guide.

bat mot khoa méi cho root trén NIS+ client
1. Tré thanh superuser.
2. Soan thao file /etc/nsswitch.conf va bo sung dong sau:

publickey: nisplus

3. Khoi hoat NIS+ client.

# nisinit -cH hostname

hostname la tén ctia NIS+ server tin cdy chita dau vao ctia may client trong cic bang
cua né.

4. B6 sung client vao bang cred bing cich gb cdc 1énh sau.

# nisaddcred local
# nisaddcred des

5. Xéc nhan cai dat bang 1énh keylogin.
Néu ban dugc nhic mat khau, thi thi tuc da thanh cong.
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Vi du vé cach dat mot khoa méi cho root trén NIS+ client

Vi du sau day ding mdy cha plufo dé dat earth 1a mot NIS+ client. Ban ¢6 thé bo
qua nhitng 10i canh bdo. Viéc chap nhan Iénh keyloQin xéac nhan rang da dat earth
ding nhu 1a mot NIS+ client an toan.

# nisinit -cH pluto

NIS Server/Client setup utility

This machine is in the North.Abc.COM. directory.

Setting up NIS+ client ...

All done

# nisaddcred local

# nisaddcred des

DES principal name : unix.earth@North.Abc.COM

Adding new key for unix.earth@North.Abc.Com (earth.North.Abc.COM.)

Network password: xxx <Press Return>
Warning, password differs from login password.
Retype password: xxx <Press Return>

# keylogin
Password:
#

Pat mot khoa méi cho NIS+ user:

1. B6 sung ngudi dung vao bang cred trén root master server biang cdch gd lénh
sau:

# nisaddcred -p unix. UID@domainname -p username.domainname. des

Luu y rang trong trudng hop nay username.domainname phai két thic bang ddu
cham (.)

2. X4c nhan cai dat bang cdch diang nhap nhu client va gd 1énh keylogin

Vi du vé dat mét khoa méi cho NIS+ user
Vi du sau dua ra x4c thuc an toan DES cho nguoi dung george.

# nisaddcred -p unix.1234@North.Abc.com -p george.North.Abc.COM. des
DES principal name : unix.1234@North.Abc.COM
Adding new key for unix.1234@North. Abc.COM (george.North.Abc.COM.)

Password:
Retype password:

# rlogin rootmaster -1 george
# keylogin

Password:

#
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5.2.3-Cach dat nhdan quyén NIS cho xdc thuc Diffie-Hellman

Tao mot khoa méi cho superuser trén client
1. Tr6 thanh superuser trén client.
2. Soan thao file /etc/nsswitch.conf va bé sung dong sau:

publickey: nis

3. Tao mot cdp khod bang 1énh newkey

# newkey -h hostname

hostname 1a tén cua client

Vi du vé viéc cai dat NIS+ client dé dung an toan Diffie-Hellman
Vi du sau day cai dat earth 1a mot NIS+ client

# newkey -h earth
Adding new key for unix.earth@North. Abc. COM

New password:

Retype password:

Please wait for the database to get updated...
Your new key has been successfully stored away.
#

Tao mot khoa méi cho user

1. Bang nhap t6i server véi tu cdch superuser.

Chi nguoi gidm quan hé thong dang nhap t6i NIS+ server méi c6 thé sinh mot khoa
m&i cho user.

2. Tao khod méi cho user

# newkey -u username

username 12 tén cta ngudi ding. Hé thong nhic dua vao mat khau. Ngudi gidm
quan hé thong ¢ thé goc mat khau chung. Khod bi mat dugc luu da ma hod v6i mat
khau chung.

# newkey -u george
Adding new key for unix.earth@North. Abc. COM

New password:

Retype password:

Please wait for the database to get updated...
Your new key has been successfully stored away.
#

3. Lénh cho nguoi dung dang nhap va gé 1énh chkey -p.
Diéu nay cho phép ngudi dung ma lai khoa bi mat ctia ho v6i mat khau chi ¢6 nguoi
dung biét.

earth% chkey -p
Updating nis publickey database.
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Reencrypting key for unix.1234@ Abc.North. Acme.COM
Please enter the Secure-RPC password for george:

Please enter the login password for george:
Sending key change request to pluto...
#

Ghi chu - Lénh chkey c6 thé dugc dung dé tao mot ciap khod méi cho user

5.2.4-Cdch chia xé va gan cdc file véi xdc thuc Diffie-Hellman

Dicu kién dau

Cho phép xéc thuc publickey Diffie-Hellman trén mang. Xem muc "Céch dat nhan
quyén NIS+ cho xdc thuc Diffie-Hellman" va "Cach dat nhian quyén NIS cho xéc
thuc Diffie-Hellman".

Dung chung hé thong file voi xac thuc Diffie-Hellman
1. Tré thanh superuser.
2. Dung chung hé thong file véi xac thuc Diffie-Hellman.

# share -F nfs -0 sec=dh /[filesystem

Gan hé thong file véi xac thuc Diffie-Hellman
1. Tré thanh superuser.

2. Gian hé thong file véi xdc thuc Difie-Hellman.

# mount -F nfs -o sec=dh server.resource mountpoint

Tuy chon -0 sec=dh gan hé thong véi xéac thue AUTH_DH

5.3-Quan tri xac thuc Kerberos version 4

Ngudi gidm quan hé thong c6 thé thuc thi cac chinh sich trg gidp an toan mang.
Mic an toan yéu cau doi v6i mdi vi tri (site) khdc nhau. Phan nay cung cap nhiing
chi dan vé mot s6 tac vu két hop véi an toan mang.

5.3.1-Cdch chia xé va gan cdc file véi xdc thuc Kerberos
Picu kién dau

Phai cho phép xac thuc Kerberos trén mang.

Dung chung hé thong file v6i xac thuc Kerberos

1. Tré thanh superuser.
2. Dung chung hé thong file véi xac thuc Kerberos.

# share -F nfs -o sec=krb4 /[filesystem

Gan hé thong file véi xac thuc Diffie-Hellman
1. Tro thanh superuser.
2. Gan hé thong file v6i xac thuc Kerberos.

# mount -F nfs -o sec=krb4 server.resource mountpoint

Tuy chon -0 sec=krb4 gan hé thong file v6i xac thuc AUTH_KRB
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5.3.2-Cach ldy thé Kerberos cho superuser trén client
Néu khong gan duogc hé thong file NFS ma ban can truy nhap, ban can ¢ mot thé
ctia superuser trén client trude khi vao né.

LAy thé cho hé thong file chua sian sang (not-yet-mounted)
1. Tr6 thanh superuser
2. Lay thé Kerberos trén client

# kinit root.hostname

hostname 1a tén ctia hé thong client

# kinit root.earth
Pasword:
#

Lay thé ctua hé thong file da san sang

Néu muc root.hostname cua client da duoc dua vao file cau hinh /etc/srvtab, ban
c6 thé dung lénh ksrvtgt dé 14y thé cho superuser. Trong trudng hop ndy, ban khong
bi yéu cdu dua ra mat khau superuser. Tham khao tai liéu cia MIT dé c6 thong tin
vé cach khdi hoat file /etc/srviab.

1. Tr6 thanh superuser
2. Ly thé cta hé thong file gan duoc.

# ksrvtgt root.hostname

Vi du - Lay thé Kerberos cho superuser trén client

# ksrvtgt root.earth
#

5.3.3-Cach dang nhdp toi dich vu Kerberos
Dung lénh kinit -1 username dé diang nhap t6i dich vu Kerberos

earth% kinit -1 username

Lénh kinit nhic ban vé thoi gian ¢6 hiéu luc cta thé (tuy chon -1), va mat khau clia
ban. N6 in ra thong tin vé thé theo kiéu sao y (tuy chon -v).

Vi du vé dang nhap dich vu Kerberos

earth% kinit -1 jjones

SunOS (earth)

Kerberos Initialization for "jjones"
Kerberos ticket lifetime (minutes): 480
Password:

earth%
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5.3.4-Cach liét ké cdc thé Kerberos

earth% klist

Vi du vé liét ké cac thé Kerberos

earth% Kklist
Ticket file: /tmp/tkt8516
Principal: jjones@North.Abc.COM
Issued Expires Principle
Jan 14 20:40:54 Jan
15:04:40:54 krbtgt.North. Abc. COM@ North.Abc.COM

5.3.5-Cach truy nhdp thu muc voi xdc thuc Kerberos

Go cd /mountpoint

Truy nhap thu muc da gan duoc, chi nhu 1a ban s€ ¢6 mot thu muc gan duge khac
nao d6. Ban c6 thé liét ké cac file trong thu muc bing 1énh Is, hodc liét ké céc thé
Kerberos véi 1énh Klist. mount

Vi du vé cach truy nhap thu muc véi xac thuc Kerberos
Trong vi du sau, ngudi ding jjones cé thé bien déi thu muc mMntkro gén dugce va
liét ké cac file trong thu muc nay.

Tién ich kerbd tu dong bao vé thé dai dién cho nguoi dung doi v6i NFS server xuat
hé thong file. Tai diém ndy c6 hai thé ¢6 hiéu luc - thé cho viéc cap thé va thé cla
server. Hai thé nay duoc liét ké bang klist.

earth% cd /mntkrb

earth% Is -1 /mntkrb

-TW-T--T-- 1 marks staff 29 Jul 14 12:22 sports
drwxr-xr-x 3 jjones staff 512 Sep 13 13:44 market

earth% Kklist
Ticket file: /tmp/tkt8516
Principal: jjones@North.Abc.COM
Issued Expires Principle
Jan 14 20:40:54 Jan
15:04:40:54 krbtgt.North.Abc. COM@ North.Abc.COM
Jan 14 20:43:21 Jan 15:04:43:21  nfs.pluto@North.Abc.COM

5.3.6-Cdch huy thé Kerberos

Go vao kdestroy

Huy cac thé Kerberos khi phién lam viéc két thic, sao cho ngudi dung trai phép
khong thé c6 duoc quyén truy nhap né. Néu ban muén khdi hoat lai xdc thuc
Kerberos, thi dung 1énh kinif.
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Vi du vé viéc huy thé Kerberos
Vi du sau trinh bay c4ch huy thé Kerberos. Sau d6 néu ngudi dung thir thay doi hay
hién thi thu muc c6 bao vé Kerberos, ticket server tir chdi truy nhap.

earth% kdestroy

Tickets destroyed

earth% 1s /mntkrb

Can't get Kerberos key: No ticket file (tf_util)

NFS getattr failed for server pluto: RPC: Authentication error
can not access directory /mntkrb.

5.4-Giéi thiéu vée PAM

Khung module xac thuc kha cim (PAM) cho phép ban "cam thém" cong nghé xéc
thuc m6i ma khong céan thay déi cdc dich vu hé thong ti€p nhan nhu login, fip,
telnet va ..... Ban ciing ¢6 thé duing PAM dé tich hop UNIX login véi cac co ché an
toan khdc nhu DCE hoic Kerberos. Ciing ¢6 thé "cam" khung nay vao cdc co ché dé
quan ly tai khoan, phién va mat khau.

5.4.1-Nhiing loi ich cua viéc dung PAM

PAM cho phép ngudi gidm quan hé thong lua chon bat ky t6 hop cdc dich vu nao hé
thong ti€p nhan (ftp, login, telnet, hodc rsh 1am vi du) dé x4c thuc ngudi dung. Mot
s0 lgi ich ma PAM cung cép la:

» Chinh sach cau hinh linh hoat

e Chinh sich x4c thyc ting tng dung.

e Kha nang Iya chon co ché xac thuc mac dinh

e Nhiéu mat khau trén céc hé thong an toan cao.

» Dé dung d6i v6i nguoi dung cudi

e Khong phai g lai cic mat khau néu chiing giéng nhau d6i véi cic co
ché khac nhau.

e Kha niang dung mat khau riéng cho nhiéu phuong thic xac thuc bang
tinh nang 4nh xa mat khau, ngay ca khi cdc mat khdu gan v6i moéi
phuong thic xac thuc khac nhau.

e Kha niang nhic ngudi ding cdc mat khau doi véi nhiéu phuong thiic
xdc thuc ma khong bat ngudi ding dua vao nhiéu lénh.

» Kha nang bo qua cac tham so6 tlty chon doi véi cac dich vu xac thuc nguoi dung.

PAM dung cdc module kha cdm thoi gian thuc dé bao dam x4c thuc cho cac dich vu
hé thong ti€p nhan. Cadc module nay dugc chia thanh bon ki€u khic nhau dua vao
chiic nang cua chiing: xac thuc, quan ly tai khoan, quan ly phién va quan ly mat
khdu. Tinh niang xé&p chéng (stacking) dugc cung cap cho phép ban xéc thuc nhitng
ngudi dung nhiéu dich vu, ciing nhu tinh ning 4nh xa mat khau khong doi hoi nguoi
ding nh6 nhiéu mat khau.

5.4.2-Cdc kiéu PAM module

C6 hiéu biét vé cac kiéu PAM module 12 rit quan trongvi ki€u module x4c dinh cach
ghép ndi v6i module. C6 bon kiéu PAM module thoi gian thuc:
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»  Cac module xdc thuc dam bao xac thuc nhitng nguoi dung va cho phép dat,
lam tuoi va huy cdc nhian quyén. Ching cung cép cong cu giam quan cé gia
tri doi véi viéc dinh danh nguoi dung.

» Cac module tai khodn ki€m tra thoi han mat khau, 1am mat hiéu luc tai khoan
va cdc han ché€ vé thoi gian truy nhap. Sau khi ngudi dung dugc dinh danh
thong qua cac module xac thuc, cic module tai khoan xac dinh khi nao nguoi
dung s€ dugc truy nhap.

» Cac module phién quan ly viéc md va déng mot phién xac thuc. Ching c6 thé
ghi lai hanh dong hay dam bao don dep sau khi phién két thic.

»  Cac module mdt khdu cho phép thay d6i mat khau hién tai.

5.4.3-Tinh nang stacking

PAM cung cdp mot phuong phép xac thuc ngudi dung nhiéu dich vu bang stacking.
Phu thudc vao cau hinh, ngudi ding cé thé dugc nhic vé cidc mat khdu v6i moi
phuong thuc xéc thuc. Trat tu ma theo do cac dich vu xac thuc duge dung duoc xac
dinh thong qua file cdu hinh PAM.

5.4.4-Tinh nang dnh xa mdt khdu

Phuong phédp stacking c6 thé doi hodi mot ngudi dung nhé mot vai mat khau. Véi
tinh nang dnh xa mdt khdu, mat khau chinh dugc dung dé giai ma cac mat khau
khdc, nén ngudi ding khong cin nhd hay dua vao nhiéu mat khau. Su lua chon khac
nay la dong bo cdc mat khau chéo qua méi co ché xac thuc. Luu ¥ rang, diéu ndy c6
thé lam ting rui ro vé an toan, vi an toan ctia mdi co ché bi han ché do dung mat
khau it an toan nhat trong stack.

5.5-Chiuc nang tién ich PAM

Phan mém PAM gém mot thu vién, mot vai module va mot file cau hinh. Cac phién
ban méi ctia mot vai 1énh hay tién ich hé théng ti€p nhan mang dén uu diém cua céc
ghép n6i PAM ciing dugc bao ham trong dé.

Hinh 5-1 minh hoa m&i quan hé gitra cac tng dung, thu vién PAM, file pam.conf
va caic PAM module.
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ft telnet .
P ene login

1

Applications

pam.con

ffile PAM Library
PAM Module

pam_unix.so.1 pam_dial_auth.so.1 pam_doe.so.1

Hinh 5-1 PAM lam viéc nhu th€ nao

Cic tng dung (ftp, telnet, va login) dung thu vién PAM dé truy nhap module
thich hop. File pam.conf x4ac dinh dung cac module nao, va stt dung theo trat tu nao
v6i mbi tng dung. Nhitng cau tra 10i tir cdc module dugc truyén lai téi ting dung
thong qua thu vién.

Phan sau mo6 ta moi quan hé nay.

5.5.1-Thu viéen PAM
Thu vién PAM, /usr/lib/liopam cung cap khung tai cdc module thich hgp va quan
ly tién trinh stacking. N6 dam bao céu tric chung cho tét ca cic module cam vao.

5.5.2-Cac PAM module

M6i PAM module thuc thi mot co ché cu thé. Khi cai dit xdc thuc PAM, ban can
dac ta ca module va kiéu module xdc dinh module s& lam gi. C6 thé ¢6 nhiéu ki€u
module (x4c thuc, tai khoan, phién, hay mat khau) dugc két hop v6i méi module.

Danh sach sau mo ta ting PAM module

» Module pam_unix, /usr/lib/security/pam_unix.so.1, dam bao trg gitup xac
thuc, quan 1y tai khoan, quan 1y phién va quan ly mat khau. C6 thé dung bat ky
mot trong bon dinh nghia kiéu module v6i module nay. N6 ding cdc mat khiu
UNIX dé xac thuc. Trong moi truong Solaris, diéu khién su lua chon céc dich vu
tén thich hop dé 14y cdc ban ghi mat khau thong qua file /etc/nsswitch.conf.
Xem pam_unix(5) dé c6 thém thong tin.

110



* Module dial_auth, /usr/lio/security/pam_auth.so.1, cé thé chi dung dé
xac thuc. N6 dung dit liéu luu trong céc file /etc/dialups va /etc/d_passwd
dé xdc thuc. Modle nay chi yéu 1a login ding. Xem pam_dial_auth(5) dé c6
thém thong tin.

» Module rhosts_auth, /usr/lib/security/pam_rhosts_auth.so.1, ¢6 thé ciing
chi ding dé x4c thuc. N6 dung dit liéu luu trong cic file ~/.rhosts va
/etc/host.equip thong qua ruserok(). Module nay chu yéu la céc 1énh rlogin
va rsh ding. Xem pam_rhosts_auth(5) dé c6 thém thong tin.

Vi cdc 1y do an toan, c4c file module nay phai do root s& hitu va khong thé ghi thong
qua cac quyén group va other. Néu file khong do root s& hitu, thi PAM s€ khong tai
module.

5.5.3-File cdu hinh PAM

File cdu hinh PAM, /etc/pam.conf, xac dinh céc dich vu xac thuc dugc str dung,
va thit tu st dung chiing. C6 thé soan thao file nay dé chon cdc co ché xac thuc cho
moi tng dung hé thong ti€p nhan.

Ci phap file cau hinh
File cAu hinh PAM gém cdc muc véi ci phdp nhu sau:

service_name module type control _flag module path module options

service _name Tén cua dich vu (vi du, ftp, login, tfelnet).

module_type Kiéu module cho dich vu.

control flag Xéc dinh ti€p tuc hay giai nghia 16i ciia module.

module path Puong dan téi doi tuong thu vién thuc thi chic nang dich vu.
module options Cac tuy chon dac biét dugc truyén t6i cdc module dich vu.

Ban c6 thé b6 sung 16i dan gidi vao file pam.conf bing cdch go dau # (ddu pao) &
ddu dong. Dung d4u khoang céch dé phan biét cdc trudng.

Ghi chi - Mot muc trong file cau hinh bi bd qua néu tén tai mot trong nhitng diéu
kién sau day: dong cé it hon bon trudng, dua ra mot gia tri sai cho module type hay
control_flag, hoac module tén khong tim thay.

Cac tén dich vu hop 1é
Bang 5-1 liét ké mot s6 tén dich vu hop 1¢ , cac kiéu module c¢6 thé ding duoc véi
dich vu d6, va tién ich hay lénh két hop véi ten dich vu.

C6 mot vai kiéu module khong tuong thich véi ting dich vu. Vi du, kiéu module
password chi dugc dic ta dé di véi lénh passwd. Khong cé kiéu module auth
ké&t hop véi 1énh nay vi n6 khong lién quan t6i xac thuc.

Bang 5-1 Cac tén dich vu hop 1é d6i véi /etc/pam.conf

Tén dich vu  Tién ich hay Lénh Kiéu module

dtlogin /usr/dt/bin/dtlogin auth, account, session
ftp /usr/sbin/in.ftpd auth, account, session
init /usr/sbin/init session
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login /usr/bin/login auth, account, session

passwd /usr/bin/passwd passwd

rexd /usr/sbin/rpc.rexd auth

rlogin /usr/sbin/in.rlogind auth, account, session
rsh Jusr/sbin/in.rshd auth, account, session
sac Jusr/lib/saf/sac session

su /usr/bin/su auth, account, session
telnet /usr/sbin/in.telnetd auth, account, session
ttymon /usr/lib/saf/ttymon session

uucp /usr/sbin/in.uucpd auth, account, session

Cac co diéu khién

Dé x4c dinh ti€p tuc hay hay xir Iy 16i tir mot module trong tién trinh xdc thuc, ban
phai chon mot trong bon cd diéu khién cho méi muc. Cac cd diéu khién chi rd cdch
cuoc thir thanh cong hay that bai thong qua méi module dugc thuc hién. Mac du céac
cO nay 4p dung cho tat ca céc kiéu module, 10i gidi nghia sau day gia thiét ring céc
co nay dé dung cho cac module x4c thuc. Cac cd diéu khién nhu sau:

required - Module nay phai tra lai két qua dé c6 duogc két qua tong thé.
Néu tét ca cac module ¢6 nhan required, thi tat ca cic module phai c6 két qua
cho nguoi dung dugc xac thuc.

Néu mot s6 module 16i , thi thong bdo gid tri 16 tir module bi 16i dau tién.

Néu 16i xay ra & mot module dugc gén cd required, tat ca cdc module trong
stack van tiép tuc nhung tra lai 16i.

Néu khong c6 module nao dugc gan co required, thi it nhat mot trong cac dau
vao cua dich vu d6 phai cé két qua cho ngudi dung dugc xac thuc.

requisite - Module nay phai tra lai két qua dé tién hanh xdc thuc bd sung.

Néu hong héc xay ra véi mot module duoc gan co requisite, thi mot 16i dugc
tra lai tc thi cho tng dung va khong cé x4c thuc b sung ndo dugc thuc hién.
Néu stack khong c6 cadc module uu tién dugc gén ¢ required bi hong, thi 16i
tr module nay bi tra lai. Néu mot module ban dau duoc gan nhan required bi
hong, thi tra lai thong béo 16i tir module required.

optional - Néu module nay hong, cé thé c6 két qua tong thé néu mot module
khdac trong stack nay tra lai két qua.

Co optional sé dugc dung khi mot két qua trong stack cling di xac thuc nguoi
dung. Co nay sé chi duoc stt dung néu né khong quan trong d6i vé6i su thanh
cong cua co ché cu thé nay.

Néu nhitng ngudi dung ctia ban can ¢6 quyén két hop v6i mot co ché dic biét dé
bat d4u tién hanh cong viéc cua ho, thi ban khong nén dan nhan optional.
sufficient - Néu module nay thanh cong, bé qua cadc module con lai trong stack,
ké ca néu ching dugc gdn nhan required.

Co sufficient chi rd ring mot xéc thuc thanh cong ciing di dé nguoi ding dugc
cép quyeén truy nhap.

Muc "Cau hinh PAM" s& cung cap hong tin thém vé cdc cd nay, mo ta file
/etc/pam.conf mac dinh
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File pam.conf téng quat
Sau day 1a mot vi du vé file pam.conf tong quat

# PAM configuration

# Authentication management

#

login auth required /usr/lib/security/pam_unix.so. 1

login auth required /usr/lib/security/pam_dial.so.1

rlogin auth sufficient /usr/lib/security/pam_rhost_auth.so.1
rlogin auth required /usr/lib/security/pam_unix.so.1
dtlogin auth required /usr/lib/security/pam_unix.so.1
telnet auth required /usr/lib/security/pam_unix.so.1

su auth required /usr/lib/security/pam_unix.so. 1

ftp auth required /usr/lib/security/pam_unix.so.1

uucp auth required /usr/lib/security/pam_unix.so.1

rsh auth required /usr/lib/security/pam_rhost_auth.so.1
OTHER auth required /usr/lib/security/pam_unix.so.1

#

# Account management

#

login account required /usr/lib/security/pam_dial.so.1
rlogin account required /usr/lib/security/pam_unix.so.1
dtlogin account required /usr/lib/security/pam_unix.so.1
telnet account required /usr/lib/security/pam_unix.so.1
ftp account required /usr/lib/security/pam_unix.so.1
OTHER account required /usr/lib/security/pam_unix.so. 1
#

# Session management

#

login session required /usr/lib/security/pam_dial.so.1
rlogin session required /usr/lib/security/pam_unix.so.1
dtlogin session required /usr/lib/security/pam_unix.so.1
telnet session required /usr/lib/security/pam_unix.so.1
uucp session required /usr/lib/security/pam_unix.so.1
OTHER session required /usr/lib/security/pam_unix.so.1
#

# Password management

#

passwd password required /usr/lib/security/pam_unix.so.1
OTHER password required /usr/lib/security/pam_unix.so. 1

File pam.conf téng quat nay dinh 16:

1. Khi chay login, xac thuc phai c6 két qua cho ca hai module pam_unix va
pam_dial_auth.

2. Ba6i v6i rlogin, xac thuc qua module pam_unix phai cé két qua, néu xac thuc qua
pam_rhost_auth hong.
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3. Co diéu khién sufficient chi rd rang d6i véi rlogin xac thuc do module
pam_rhost_auth cung cap thanh cong la du va dau vao tié€p theo s€ dugc bo qua.
4. Hau hét cac 1énh khac doi hoi xac thuc yéu cau xac thuc qua module pam_unix
thanh cong.

5. Xac thuc do6i v6i rsh phai c6 két qua qua module pam_rhost_auth.

Tén dich vu OTHER cho phép mot mac dinh dugc dat cho bat ky 1énh nao khac doi
hoi xdc thuc ma khong ¢6 trong file nay. Tuy chon OTHER lam cho né dé dang hon
doi v6i ngudi quan tri file, vi nhiéu 1énh dang diang cing mot module ¢6 thé ding
chi mot dau vao la di. Ngoai ra, tén dich vu OTHER, khi dung nhu 1a mot "catch-
all", c6 thé dam bao méi truy nhap dugc kiém sodt bang mot module. Theo quy udc,
dau vao OTHER duogc dé cap & cudi phan nay cho mdi kiéu module.

Céc muc con lai trong file diéu khién viéc quan ly tai khoan, phién va mat khau.

Bang viéc dung tén dich vu mic dinh, OTHER, file cdu hinh PAM tdng quét duoc
don gian hoa thanh:

# PAM configuration

#

# Authentication management

#

login auth required /usr/lib/security/pam_unix.so.1

login auth required /usr/lib/security/pam_dial.so.1

rlogin auth sufficient /usr/lib/security/pam_rhost_auth.so.1
rlogin auth required /usr/lib/security/pam_unix.so.1

rsh auth required /usr/lib/security/pam_rhost_auth.so.1
OTHER auth required /usr/lib/security/pam_unix.so.1

#

# Account management

#

OTHER account required /usr/lib/security/pam_unix.so. 1
#

# Session management

#

OTHER session required /usr/lib/security/pam_unix.so.1
#

# Password management

#

OTHER password required /usr/lib/security/pam_unix.so. 1

Thong thuong, dau vao cho module_path 1a "root-relative”. Néu tén file ban dua vao
cho module_path khong dugc bat dau bang dau /, thi duong dan /usr/lib/security/
duge dat trude tén file. Cac module & cac thu muc khac phai duing mot tén duong
dan day du.

Cdc gia tri cho module options c6 thé dugc tim thdy & cdc trang trg gilp clua
module. (Vi du, pam_unix(5)).
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Cac tuy chon use_first_pass va fry_first_pass do module pam_unix cung cap
cho phép nguoi diing dung lai mat khau xéc thuc ma khong phai go lai né.

Néu login dac ta xac thuc qua ca pam_|local va pam_unix, thi nguoi dung dugc
nhic dua vao mat khau cho mdi module. Trong trudng hgp cac mat khau giong
nhau, tuy chon module use_first_pass chi yéu cdu mot mat khau va diing mat
khau dé dé xac thuc ngudi dung cho ca hai module. Néu cac mat khiau khéc nhau,
x4c thuc 16i. N6i chung, tuy chon ndy nén dung véi cd diéu khién optional, nhu
trinh bay dudi day, dé chic chan rang ngudi ding van c6 thé dang nhap.

# Authentication management

#

login auth required /usr/lib/security/pam_unix.so.1

login auth optional /usr/lib/security/pam_local.so.1 use_first_pass

Néu tuy chon module fry_first_pass dugc dung thay thé, thi local module yéu cau
mat khau thit hai khi cdc mat khau khong tuong thich hodc gay 16i. Néu ca hai
phuong phédp xac thuc déu can cho ngudi dung dé cé duoc quyén truy nhap tdi tat ca
céc cong cu ho can, thi viéc dung tuy chon nay c6 thé dan dén mot s6 x4o tron doi
v6i ngudi dung vi ngudi dung ¢6 thé ¢6 duge quyén truy nhap chi véi mot kiéu xac
thuc.

5.6-Cau hinh PAM

Phan bén duéi dé cap t6i mot s6 tdc vu c6 thé dugc yéu cau dé lam cho PAM diy du
chic niang. Cu thé, ban nén biét mot s6 van dé an toan két hop véi file cau hinh
PAM.

5.6.1-Ldp so do cho PAM

Khi quyét dinh cach ding PAM t6t nhét trong moi trudng cta ban, thi ban nén bat
dau bang viéc xem xét cac van dé sau:

» Xadc dinh cdc nhu cdu cua ban 1a gi, dac biét ban nén chon nhitng module nao.

» Xdc dinh céc dich vu can chid y dac biét; duing OTHER néu thich hop.

Quyét dinh tht tu chay cac module

Chon cd diéu khién cho module dé.

» Chon cac tuy chon can cho module

9

O day c6 mot s6 goi y ddng quan tam trudc khi thay déi file cdu hinh PAM:

. Dung ddu vao OTHER cho méi ki€éu module sao cho méi tng dung khong
phai n6i dén.

. Chéc chin da xem xét cdc hiéu tng an toan kéo theo cua cic c& diéu khién
sufficient va optional.

. Xem lai céc trang trg gidp di cung v6i cdc moduledé hiéu cach hoat dong cia

cac module, cac tuy chon nao kha dung va su tuong tac gitta cic module x&p

chong.

Chii y - Néu file cau hinh PAM bi cau hinh thi€u hay c6 sai lac, thi ¢6 thé ngay ca
superuser ciing khong thé diang nhap. Vi sulogin khong dung PAM, nén khi dé6
superuser s& duoc yéu cdu khoi dong mdy theo kiéu ngudi dung don 1€ va sira chita
16i.
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Sau khi thay ddi file /etc/pam.conf, xem lai n6 k§ cang trong khi vin diang nhap
véi tu céch superuser. Kiém tra tit ca cac lénh c6 thé bi anh hudng do cdc thay déi
cua ban. Vi du, néu ban b6 sung module méi vao dich vu telnet, dung 1énh telnet va
x4c nhan rang nhing thay déi ma ban tao ra hoat dong nhu mong doi.

5.6.2-Cdch bé sung PAM module

1. Tré thanh superuser

2. Xdc dinh cdc cd diéu khién va céc tuy chon khac sé sit dung

Tham khao muc "PAM modules" thong tin vé module.

3. Sao chép module méi vao /usr/lib/security.

4. Dit cac quyén sao cho root s hitu file module va cdc quyén la 555.

5. Soan thdo file cau hinh PAM, /etc/pam_conf, va b6 sung module nay vao cic dich
vu thich hop.

Kiém tra

Mot s6 viéc ki€ém tra 1a rit quan trong truéc khi hé thong duoc khoi dong lai trong
truong hop file cdu hinh bi sai. Chay rlogin, su, va telnet trudc khi khéi dong lai hé
thong. Néu dich vu 12 mot tién ich ddi chi khi hé thong khéi dong, thi cé thé can
khdi dong lai hé thong trude khi ban c6 thé kiém tra module da dugc bo sung.

5.6.3-Cdch ngdn chdn truy nhdp trdi phép tir cac hé thong tir xa bang PAM

Loai bé muc rlogin auth rhosts_auth.so.1 khoi file cau hinh PAM. Diéu nay
ngan viéc doc cac file ~/.rhosts trong sudt phién rlogin va vi th€ ngin chan truy
nhap trai phép t6i hé thong cuc bo tir cac hé thong tir xa. Tat ca truy nhap rlogin yéu
cdu mot mat khdu, bd qua su hién dién hay noi dung cta bat ky file ~/.rhosts hay
/etc/hosts.equip nao.

Ghi chi - Dé ngin chan truy nhap trdi phép khdc t6i céc file ~/.rhosts, hiay nhg
lam mat hiéu luc file rsh. Cich t6t nhat 1a loai bd ddu vao dich vu khoi
/etc/inetd.conf. Thay déi file cau hinh PAM khong ngin dugc dich vu bi khoi
dong.

5.6.4-Cdch kich hoat thong bdo loi ciia PAM

1. Soan thao /etc/syslog.conf dé bé sung bat ky muc nao trong cdc muc thong
bédo 16i PAM sau day:

e auth.alert - cic thong bdo vé cdc di€u kién s& dugc stra tic thi

e auth.crit - c4c thong bdo khan

e auth.err - cic thong bao 16i

e Auth.info - cac thong bdo vé thong tin

e auth.debug - cdc thong bdo ga roi

2. Khéi dong tién ich syslog hay gti tin hiéu SIGHUP t6i né dé kich hoat thong bdo
161 PAM.

Vi du - Kich hoat thong bo 10i PAM
Vi du sau hién thi tat ca cac thong bdo bao dong trén thiét bi diéu khién. Cac thong

bao khan dugc glri cho root. Céc thong bao vé thong tin va g r6i duoc b sung vao
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file /var/log/pamlog.

auth.alert /dev/console
auth.crit 'root'
auth.info;auth.debug /var/log/pamlog

Mbi dong trén ban ghi gébm mot nhén thoi gian, tén hé thong sinh ra thong bdo, va
ban than thong bao. File pamlog c6 kha nang ghi lai mot s6 lugng 16n thong tin.
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CHUONG VI-SUDUNG CONG CU
TANG CUONG AN TOAN TU PONG

Chuong nay mo ta cach dung cong cu tang cuong an toan tu dong (ASET-
Automated Security Enhancement Tool) dé€ gidm sat hodc han ch€ truy nhap t6i cdc
file h¢ thong va cac thu muc.

Sau day 1a danh sich cac chi dan tiing budc trong chuong nay.
» "Cach chay ASET truc tuyén" & muc 6.2.1
= "Cach chay ASET dinh ky" & muc 6.2.2
= "Cach ngung chay ASET dinh ky" & muc 6.2.3
= "Cach tap hop cac bdo cdo trén server" & muc 6.2.4
6.1-Cong cu tang cuong an toan tu dong (ASET)
Phan mém hé théng SunOS 5.7 bao ham cong cu tang cudng an toan tu dong
(ASET). ASET gitip ban gidm sét va diéu khién an toan hé thong bang cach tu dong
thuc hién cac tic vu ma I€ ra ban sé lam theo cach thu cong.

G6i an toan ASET cung cap cdc cong cu quan tri tw dong cho phép ban diéu khién
va giam sat an toan hé thong clia ban. Ban dac ta mot muc an toan - thap, trung binh,
hoic cao - & noi ma ASET s& chay. O méi miuc cao hon, cic chiic nang diéu khién
file cia ASET tang lén nham giam truy nhap file va siét chat an toan hé théng cua
ban.

C6 bay tdc vu lién quan t6i ASET, mdi tdc vu thuc hién kiém tra va hiéu chinh céc
file hé thong. C4c tdc vu ASET siét chat cdc quyén file, ki€ém tra noi dung céc file hé
thong quan trong doi véi nhitng cho thi€u an toan, va giam sat cac viung quyét dinh.
ASET c6 thé bdo vé mot mang bing cdch chid tAm vao cdc yéu ciu co ban ctia hé
thong firewall doi v6i hé thong ma server giong nhu hé thong gateway.

ASET dung cc file co ban dé cau hinh. Céc file co ban, b4o c4o va nhimng file

ASET khéc nidm trong thu muc /usr/aset. Nhiing file nay c6 thé thay déi cho phu
hop vdi céc yéu cau cu thé d6i véi site clia ban.

Mbi téc vu sinh ra mot bdo cdo ghi lai nhitng diém thi€u an toan duoc phat hién va
thay déi tdc vu da tao ra cdc file hé¢ thong. Khi chay & miic an toan cao nhat, ASET
s€ cO gang bién d6i tit ca nhitng diém thi€u an toan ctia hé thong. Néu n6 khong thé
hiéu chinh su ¢6 an toan c6 thé xay ra, thi ASET thong bdo su ton tai ctia su ¢6 nay.

Ban c6 thé khoi hoat phién ASET bing cach dung 1énh /usr/aset truc tuyén, hodc
ban ciing c6 thé cai diat ASET dé chay dinh ky béing céch diat mot dau vao trong file
crontab.

Céc tac vu ASET can nhiéu dia va c6 thé can thiép vao cac hoat dong thudng xuyén.
Dé giam t6i da anh hudng t6i su thuc thi hé thong, lich trinh ASET nén chay khi
muc hoat dong cua hé thong la thap nhat, vi du, ctt 24 hoac 48 gio moét 1an vao nira
dém.
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6.1.1-Cac mirc an toan ASET

ASET c6 thé dugc cai dat dé hoat dong & mot trong ba miic an toan: thap, trung binh
va cao. O méi miic cao hon, céc chiic nang diéu khién file cia ASET tang lén nhim
giam truy nhap file va nang cao an toan hé thong. Cac chiic nang nay di tr giam sat
an toan hé théng ma khong han ché truy nhap file ctia nguoi dung tGi viéc siét chat
hon cédc quyén truy nhap cho dén khi hé thong thuc su an toan.

Ba muc dugc phac thao dudi day:

" An toan thdp - Mic nay dam bao cac thudc tinh cla céc file hé thong duoc dat
bing cac gia tri khong chuan. ASET thuc hién mot vai kiém tra va bdo cdo vé
nhiing diém thiéu an toan c6 thé xay ra. O mic ndy, ASET khong hanh dong va
khong lam anh hudng t6i cac dich vu cua hé thong.

*  An toan trung binh - Mtic ndy cung c4p diéu khién an toan thich ddng cho hau
hét cdc moi trudng. ASET thay déi mot s6 cai dat céc file va cac tham s6 hé
thong, han ch€ truy nhap hé thong lam giam nhitng rui ro tr nhitng cudc xam
pham an toan. ASET thong b4o nhiing diém thi€u an toan va bat ké nhiing thay
ddi no ma nd tao ra dé han ché truy nhap. G muc nay, ASET khong anh hudng
tGi cac dich vu hé thong.

* An toan cao - Mic nay mang lai hé thong an toan cao. ASET chinh 1y nhiéu file
hé théng va cdc cai dat tham s6 nham giam t6i da cdc quyén truy nhap. Hau hét
cac tng dung va céc 1énh ctia hé thong ti€p tuc hoat dong binh thuong, nhung &
miic nay, nhitng méi quan tam vé an toan trudc hét dat & cach xu 1y hé thong
khac.

Ghi chi - ASET khong thay déi cdc quyén ctia mot file 1am cho né thi€u an toan,
trir phi ha thdp mdc an toan hay c6 tinh trd lai hé thong véi nhiing cai dat ton tai chu
ky chay ASET.

6.1.2-Cac tac vu ASET

Phan nay dé cap t6i van dé ASET lam cdi gi. Ban nén hiéu méi tdc vu ASET - cac
muc tiéu cua nd la gi, né thuc hién nhitng thao tac gi, né anh hudng t6i nhitng thanh
phan nao cta hé thong - dé hi€u va sir dung céc bdo cdo mot cach hiéu qua.

Cic file bao cdo chita nhitng thong bdo mo ta ti mi dé€n miic c6 thé bat ky su ¢6 ndo
do timg tac vu ASET phat hién. Nhitng thong béo nay c6 thé gitip ban chin dodn va
stra chita nhitng su c6 nay. Tuy nhién, st dung ASET thanh cong chi c¢6 trén co s&
ban ¢6 hiéu biét chung vé quan tri hé thong va cdc thanh phan cuia hé thong. Néu
ban 12 mot ngudi gidm quan méi, ban c6 thé tham khao tai liéu quan tri hé théng
SunOS 5.7 khdc va céc trang tap sit dung c6 lién quan dé trang bi cho minh vé quan
tri ASET.

Tién ich taskstat nhan dién cac tiac vu da hoan thanh va nhiing tdc vu van dang
thuc hién. Mdi tdc vu da hoan thanh san sinh mot file bao cdo. Dé c6 mo ta ddy du
vé tién ich taskstat, tham khao taskstat(1M).

Kiém chiing cac quyén véi cac file hé thong
Tac vu nay thiét 1ap cic quyén trén nhiing file hé thong & mic an toan ma ban thiét
ké&. N6 chay khi hé thong dugc cai dat. Néu sau d6 ban quyét dinh thay doi cac mic
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da thiét 1ap trude day, thi thuc hién lai tic vu nay. O miic an toan thap, cic quyén
dugc dat bing cdc gid tri thich hop v6i moi trudng chia xé thong tin mg. O mic an
toan trung binh, cdc quyén duoc siét chit dé dua ra miic an toan thich dang cho da
s6 cdc moi trudng. O miic an toan cao, ching dugc siét chit nhdm han ché khét khe
truy nhéap.

Moi bién d6i ma tdc vu nay tao ra trén céc quyén véi cic file hé thong hay nhitng cai

dat tham s6 duoc ghi lai trong file fune.rpt. Muc "Tune Files" & trong 6.1.11 trinh
bay mot vi du vé céc file ma ASET tra citu khi dat cac quyén.

Kiém soat cac file hé thong

Tac vu nay kiém tra cic file hé thong va so sanh timg file v6i mo ta vé file d6 dugc
ké khai trong file co ban. File co ban dugc tao ra 1an dau tién khi ASET thuc hién
tdc vu ndy. File co ban chita nhitng cai dat file hé thong ma checklist bat budc doi
v6i miic an toan cu thé.

Mot danh séch cdc thu muc ma cdc file ctia ching céan ki€ém tra duoc xac dinh d6i
v6i méi miic an toan. Ban c¢6 thé diing danh sdch mic dinh, hodc ban ¢6 thé bién doi
no, dac ta cac thu muc khac nhau doi véi moi mic.

D6i v6i méi file, tieu chuin sau duoc kiém tra:
=  Nguoi s& hitu va nhém
= C4c bit quyén
» Kich thuéc va tong ki€m tra (checksum)
= S0 cac lién két
» Thoi gian thay déi 1an cudi

Moi su khong nhat quan tim thdy déu ghi trong file Cklist.rpt. File nay chia cac két
qua so sanh kich thudc file hé théng, quyén va céc gia tri tong kiém tra véi file co
ban.

Kiém soat nguoi dung/nhém
T4c vu nay kiém tra tinh nhat quan va tinh toan ven cla cdc tai khoan nguoi ding va
cac nhém da dinh nghia trong cac file passwd va group. N6 kiém tra cac file mat
khau cuc bo va NIS hay NIS+. Nhitng su ¢6 file mat khau NIS+ duoc thong bao
nhung khong dugc hiéu chinh. Tac vu nay kiém tra nhitng vi pham sau day:

= (Cac tén hoac ID dup

» Nhiing dau vao c6 dinh dang sai

» Cic tai khoan khong c6 mat khau

= (Céc thu muc dang nhap vo hiéu

» Tai khoan nobody

» Mat khau nhém null

* Tin hiéu cong (+) trong file /etc/passwd trén NIS (hoac NIS+) server

Nhiing diéu khong nhit quan duoc ghi trong file usrgrp.rpt
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Kiém soat cac file cau hinh hé thong
Trong sudt tdc vu nay, ASET kiém tra cic bang hé thong kh4c nhau, hdu hét ching
6 thu muc /etc. Cac file nay la:

= /etc/default/login

= /etc/hosts.equip

» /etc/inetd.conf

= /etc/aliases

= /var/adm/utmp

= /var/adm/utmpx

= /.rhosts

= /etc/vfstab

» /etc/dfs/dfstab

= /etc/ftpusers

ASET thyc hién nhitng kiém tra va bién doi khdc nhau trén céc file nay, va ghi lai tat
ca cdc van de trong file sysconf.rpt.

Kiém tra moi truong
T4c vu nay kiém tra cic bién moi truong PATH va UMASK duoc dat nhu thé nao
d6i vai root va nhitng nguoi dung khac trong cac file /.profile, /.login va /.cshrc.

Nhiing két qua kiém tra moi trudng vé an toan dugc ghi trong file env.rpt.

Kiém tra eeprom

T4c vu nay kiém tra gid tri tham s¢ an toan eeprom nhim bao dam ring né duoc
dat & muc an toan thich hop. Ban c6 thé dit tham s& an toan eeprom biang none,
command, hoac full.

ASET khong thay d6i cai dat ndy, nhung dua ra nhitng khuyén cdo ctia n6 trong file
eeprom.rpft.

Thiét lap firewall

Tac vu nay dam bao hé théng c6 thé str dung an toan nhu role mang. N6 bao vé
mang ndi bo tach khoi cdc mang cong cong bén ngoai bang cach thiét 1ap hé thong
danh riéng lam firewall, xem mo ta trong "Firewall Systems" & chuong I1. Hé thong
firewall tdch hai mang, méi mang xem mang kia 1a khong tin cay. Firewall cai dat
tdc vu 1am mat hiéu luc chuyén ti€p céc géi giao thic Internet (IP) va che thong tin
dan duong tir mang bén ngoai.

Téc vu firewall chay & tit ca cac mic an toan, nhung dua ra hanh dong chi & mic an
toan cao nhat. Néu ban muén chay ASET & mic an toan cao, nhung nhan thay rang
hé thong clia ban khong yéu cau bdo vé bang firewall, ban c6 thé loai trix tic vu
firewall bang cédch soan thao file asethev.

Moi thay déi tao ra duoc ghi trong file firewall.rpt.
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6.1.3-Ghi nhdt ky thuc hién ASET

ASET sinh nhat ky thuc hién khi n6 chay truc tuyén hoic theo nén. Theo mic dinh,
ASET sinh file nhat ky & dau ra chudn. Nhat ky thuc hién khing dinh ASET da chay
trong thoi gian thiét k&, va ngoai ra chita cac thong béo 16i xtr Iy. Lénh aset -n gui
nhat ky dugc phan phéi bang thu dién tir thang t6i nguoi thiét ké. Dé c6 mot danh
sach cdc tuy chon ASET day du, tham khao aset(1M).

Vi du vé file nhat ky thuc hién

ASET running at security level low
Machine=example; Current time = 0325 _08:00
aset: Using /usr/aset as working directory

Excuting task list...
firewall
env
sysconfig
usrgrp
tune
cklist
eeprom
All tasks excuted. Some background tasks may still be running.

Run /usr/aset/util/taskstat to check their status:
$/usr/aset/util/taskstat aset_dir
Where aset_dir is ASET's operating directory, currently=/usr/aset

When the tasks complete, the reports can be found in:
/usr/aset/reports/latest/*.rpt

You can view them by:

more /ust/aset/reports/latest/*.rpt

Pau tién nhat ky trinh bay hé thong va thoi gian ASET da chay. Sau d6 né liét ké
tung tac vu khi n6 khai hoat.

ASET goi trinh nén cho méi tdc vu nay, nhitng tic vu dugc mo ta trong "ASET
tasks" & muc 6.1.2. Tac vu dugc hién thi trong nhat ky thuc hién khi né khoi hoat;
diéu nay khong c6 nghia né da hoan thanh. Dé kiém tra cdc tac vu nén, dung tién ich
taskstaf.

6.1.4-Cac bdao cdao ASET

Tat ca file bdo céo sinh ra tir cac tdc vu ASET nam trong céc thu muc con cua thu
muc /usr/aset/reports. Phan nay mo ta cau tric cua thu muc /usr/aset/reports,
va cung cap nhiing chi dan vé viéc quan 1y céc file bdo céo.

ASET dat cac file bao cdo trong cac thu muc con dugc dat tén phan anh thoi gian va
ngay sinh ra bdo cdo. Di€u nay cho phép ban luu giit ddu vét ctia cdc ban ghi trang
thdi hé¢ thong bién déi gitta cac xtr Iy ASET mot cdch c6 thit tu. Ban ¢6 thé theo doi
va so sanh cdc bdo céo nay dé xdc dinh su an toan ddy da cta hé thong ctia ban.
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Hinh 6-1 dua ra mot vi du vé céu tric thu muc reports.

Jusr/aset

masters reports

0124_01:00

firewall.rpt sysconf.rpt usrgrp.rpt env.rpt

tune.rpt eeprom.rpt cklist.rpt

Hinh 6-1 Cau trdc thu muc reports

Hai thu muc bdo cdo dugc trinh bay trong vi du nay:

= 0124_01:00

= (0125_01:00
Tén cdc thu muc con chi rd ngay va gio cac bdo cdo duoc sinh ra. Moéi tén thu muc
bdo cdo c6 dinh dang nhu sau:

monthdate hour:minute

trong d6 month, date, hour, va minute déu 1a cac s6 c¢6 hai chit s6. Vi du,
0125_01:00 biéu dién January 25, lic 1 gid sdng.

Mabi cip thu muc bdo cdo gom mot tap cac bao cdo sinh ra tir mot 1an thuc hién
ASET.

Thu muc latest 1a mot lién két ky hiéu luon chi thu muc con chita cac bdo cdo gan
nhat. Vi thé, nhin vao cic bao cdo gan nhat ma ASET da sinh ra, ban c6 thé di t6i
thu muc /usr/aset/reports/latest. C6 mot file bao cdo trong thu muc nay cho
moi tdic vu ma ASET thuc hién trong 14n thuc hién gan day nhét cta né.

Dinh dang cac file bao cao

Mai file bdo cdo dugc dit tén sau khi tic vu sinh ra né. Xem bang 6-1 dé c6 danh
sach cac tac vu va cac bdo cdo ctia ching.

123



Bang 6-1 Cac tac vu ASET va cédc bdo cdo két qua

Cac tac vu Bao cao
biéu chinh cac quyén cua file hé thong (fune) fune.rpt
Danh sdch kiém tra cdc file hé thong (cKlist) cklist.rpt
Kiém tra ngudi dung/nhém (USrgrp) usrgrp.rpt
Kiém tra céc file cau hinh hé thong (sysconf) sysconf.rpt
Kiém tra moi trudng (env) env.rpt
Kiém tra eeprom (eeprom) eeprom.rpt
Cai dat firewall (firewall) firewall.rpt

Trong moi file bdo cdo, cdc thong bdo duoc dat gitta dong tiéu dé bat dau va két
thuc. Doi khi mot tac vu két thic sém; vi du, khi mot thanh phan ciia ASET ngau
nhién bi loai b hodc t6n thuong. Trong hau hét cac trudng hop, file bdo céo sé& chia
mot thong bao gan thong bao cudi chi rd nguyén nhan két thic sém.

Sau day 1a mot file bdo cdo mau, usrgrp.rpt

*%% Begin User and Group Checking ***

Checking /etc/passwd ...

Warning! Password file, line 10, no passwd
:sync::1:1::/:/bin/sync

..end user check; starting group check ...
Checking /etc/group ...

4% End User and Group Checking **%*

Kiém tra cac file bio cao

Sau 1an chay hay cau hinh lai ASET d4u tién, ban nén kiém tra sit sao cac file bdo
cdo. (Cau hinh lai bao gém viéc bién déi file asetenv hay céc file co ban trong thu
muc con Masters, hoic thay déi mitc an toan ma ASET hoat dong). C4c bdo cdo
ghi lai moi 16i dugc dua vao khi ban cau hinh lai. Bang cédch theo doi chat ché cac
bao cdo, ban c6 thé d6i pho va gidi quyét cac su ¢6 khi ching ndy sinh.

Doi chiéu cac file bao cao

Sau mot chu ky theo ddi cdc file bdo cdo ma khong c6 nhitng thay déi ciu hinh hay
cap nhat hé thong, ban ¢6 thé thay noi dung ctia cic bdo cdo m& dau on dinh va né
chita it thong tin khong momg doi néu c6. Ban c6 thé dung tién ich diff dé d6i chiéu
cac bdo cdo.

6.1.5-Cdc file co ban ASET

Cac file co ban cua ASET, tune.high, tune.low, tune.med, va uid_aliases
dugc dat trong thu muc /usr/aset/masters. ASET dung céc file co ban dé dinh
nghia cdc muc an toan.

Tune Files

Céc tép co ban tune.low, tune.med va tune.high dinh ra cdc mtic an toan c6 thé clia
ASET. Chiing chi ra cac thuoc tinh ctia cac tép hé thong tai moi mic va dinh ra cac
muc an toan.
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File uid_aliases

File uid_aliases chita mot danh sach nhiéu tai khoan nguoi dung dung chung ID.
Thong thuong, ASET céanh bdo vé nhi€u tai khoan ngudi dung nhu thé vi thuc t€ nay
lam giam khd nang giai trinh. Ban c6 thé cho phép loai trir quy téc nay bang cach
liét ké nhitng loai trir trong file uid_aliases. ASET khong dua ra nhiing muc vao
vGi cdc user ID didp néu cac muc nay dugc mo ta trong file uid_aliases.

Can trdnh c6 nhiéu tai khoan ngudi dung (cdc muc vao mat khiu) dung chung user
ID. Ban nén xem xét cac phuong phap khac thuc hién muc tiéu ctia ban. Vi du, néu
ban dinh cho mot vai ngudi diing dung chung mot tap quyén, thi ban c6 thé tao mot
tai khoan nhém. Dung chung céc user ID la phuong sach cudi cung cta ban, chi
dung khi that can thiét va khi cdc phuong phap khac khong dat t6i cdc muc tiéu cua
ban.

Ban c¢6 thé dung bién moi truong UID_ALIASES dé dic ta file cdc bi danh 14n luot
k& ti€p nhau. Mac dinh la /usr/aset/masters/uid_aliases.

Cac file Checklist

Cic file co ban dung phit hop véi céc hé thong sidp xép danh sdch kiém tra dugc sinh
ra khi ban thucj hién ASET lan dau, hay khi ban chay ASET sau khi ban thay déi
muc an toan.

Nhiing file kiém tra bang tac vu nay dugc dinh nghia phit hop véi cdc bién moi
truong sau:

= CKLISTPATH_LOW

= CKLISTPATH_MED

= CKLISTPATH_HIGH

6.1.6- File moi truong ASET (asetenv)
File moi truong, asefenv, chita mot danh sach céc bién tac dong tdi cac tac vu
ASET. Cdc bién ¢6 thé bi thay d6i lam giam nhe hiéu qua ASET.

6.1.7-Cdu hinh ASET
Phan nay dé cap téi cach cau hinh ASET va moi trudng ma nd hoat dong.

ASET doi hoi quan tri v cau hinh t6i thi€u, va trong da s6 trudng hop, ban ¢6 thé
chay né véi cdc gid tri mac dinh. Tuy nhién, ban c6 thé diéu chinh chinh xdc mot s6
tham s6 anh hudng téi hoat dong va cach xtr 1y cua ASET lam tang toi da loi ich ctua
né. Trude khi thay déi cdc gid tri mac dinh, ban nén hiéu ASET lam viéc nhu the
nao, va no tac dong ra sao tGi cac thanh phan trong hé thong cua ban.

ASET dua vao bon file cdu hinh dé diéu khién céach xir 1y clia céc tdc vu chia né:
= /usr/aset/asetenv
= /usr/aset/masters/tune.low
= /usr/aset/masters/tune.med
= /usr/aset/masters/tune.high
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Thay doi file moi truong (asetenv)

File /usr/aset/asetenv c6 hai phan chinh:
* Phan cdc tham s6 c6 thé cau hinh nguoi ding
* Phan cac bién moi truong bén trong

Ban c6 thé bién d6i phan céc tham s6 c6 thé cau hinh ngudi dung. Tuy nhién, céc cai
dat trong phan céc bién moi trudng bén trong chi dé dung noi bo va khong nén thay
doi.

Ban c6 thé soan thao cidc muc vao trong phan cdc tham s6 cau hinh ngudi dung dé:
Chon céc tdc vu dé chay

Pac ta cac thu muc cho tac vu checklist

Lap ké hoach thuc hién ASET

Pac ta file cac bi danh

M6 rong kiém tra t6i cac bang NIS+

Chon nhiing tac vu nao dé chay: TASKS

Mbéi tac vu ASET thuc hién gidm sat mot ving an toan hé théng cu thé. Trong hau
hét cdc moi trudng hé thong, tit ca cac tdc vu déu can thiét dé€ bao dam su gidm sat
an toan tuong xdng. Tuy nhién, ban c6 thé quyét dinh loai trir mot hoic nhiéu tdc vu.

Vi du, tac vu firewall chay & tat ca cac mic an toan, nhung chi dua ra hanh dong &
mifc an toan cao. Ban c6 thé muon chay ASET & miic an toan cao, nhung khong yéu
cau bao vé bang firewall.

Co6 thé cai dat ASET chay & mic cao ma khong c6 tinh nang firewall biang cdch soan
thao danh sach cac bién moi truong TASKS trong file asetenv. Theo mac dinh,
danh siach TASKS chita tat ca céac tdc vu ASET. (Vi du trinh bay bén du6i). Dé xo4
mot tac vu, loai bo cai dat tac vu khoi file. Trong truong hop nay, ban s€ xo4 bién
moi truong firewall khoi danh sach. Lan ti€p theo chay ASET, tac vu bi loai trir sé
khong dugc thuc hién.

TASKS="env sysconfig usrgrp tune cklist eeprom firewall"

Pac ta cac thu muc cho tac vu Checklist: CKLISTPATH
Cic file hé thong kiém tra thudc tinh céc file & cdc thu muc hé théng duoc chon
trong nhiing 14n kiém tra. Ban xdc dinh nhitng thu muc dé kiém tra bing cach dung
cac bi€n moi truong checklist path sau:

= CKLISTPATH_LOW

= CKLISTPATH_MED

= CKLISTPATH_HIGH

Bién CKLISTPATH_LOW x4c dinh cac thu muc dugc kiém tra & muc an toan thap.
Cac bién moi truong CKLISTPATH_MED va CKLISTPATH_HIGH c6 chiic nang
tuong tu doi v4i cac muc an toan trung binh va cao.

Danh sach thu muc xac dinh qua mot bi€n & muc an toan thap s€ la tap con cua danh
sach thu muc xac dinh & muc cao hon ti€p theo. Vi du, tit ca cac thu muc trong

126



CKLISTPATH_LOW s€ bao ham trong CKLISTPATH_MED, va tat ca cac thu muc
trong CKLISTPATH_MED sé bao ham trong CKLISTPATH_HIGH.

Nhiing 14n kiém tra thuc hién trén cdc thu muc nay khong dé quy; ASET chi kiém
tra nhitng thu duoc liét ké rd rang trong bién. N6 khong kiém ki€m tra cdc thu muc
con cua ching.

Ban c6 thé soan thdo c4c dinh nghia bién nay dé bo sung hoiic xo04d céc thu muc ma
ban muon ASET kiém tra. Luu y ring nhitng checklist nay chi ¢6 1¢i doi véi céc file
hé théng ma thong thuong khong thay déi hang ngay. Vi du, thu muc goc clia nguoi
dung néi chung 1a qua dong dé 1am mot tng cir vién cho checklist.

Lap ké hoach thuc hién ASET: PERIODIC_SCHEDULE

Khi ban khéi dong ASET, ban c6 thé truc ti€p khdi dong né , hodc dung tuy chon -p
dé yéu cau chay cac tdc vu ASET tai mot thoi diém va chu ky da dat. Ban c6 thé
chay ASET dinh ky, tai thoi diém d6 hé thong yéu ciu c6 dén bao. Vi du, ASET tra
cttu PERIODIC_SCHEDULE dé xdc dinh cdc tac vu ASET thudng xuyén thuc hién
nhu thé ndo, va vao thdi diém nao thi chay chiing. D€ ¢6 nhitng chi din chi tiét vé
cach cai dat ASET chay dinh ky, xem muc "How to Run ASET Periodically" 6.2.2.

Dbinh dang cia PERIODIC_SCHEDULE theo sau dinh dang nhitng muc vao
crontab. Xem crontab(1) dé c6 thong tin day du.

Pac ta file bi danh: UID ALIASES
Bién UID_ALIASES mo ta file cac bi danh liét ké cac userID dung chung. Mac dinh
1a /usr/aset/masters/uid_aliases.

Kiém tra mé rong doi véi cac bang NIS+: YPCHECK

Bién moi truong YPCHECK dic td ASET c6 kiém tra cdc bang cla file cau hinh hé
thong hay khong. YPCHECK 12 mot bién logic; ban c6 thé gdn true hoac false cho
né. Gi4 tri mic dinh 12 false, khong kiém tra bang NIS+.

Pé hiéu bién nay lam viéc nhu thé nao, hiy xét anh hudng clia n6 trén file passwd.
Khi bién nay duoc dat 1a false, ASET ki€m tra file passwd cuc bo. Khi né duoc dit
1a true, tdc vu con kiém tra file passwd NIS+ clia domain hé théng.

Chu y - Mac dau ASET tu dong sua chita cac bang cuc b, nhung né chi thong bao
nhitng su cd ¢ thé xay ra trong cac bang NIS+; n6 khong thay déi chiing.

Bién déi cac file diéu chinh (tune)

ASET dung ba file diéu chinh co ban, tune.low, fune.med, va tune.high.
ASET dung ching dé 1am gidm hodc siét chit quyén truy nhap t6i cac file hé thong
quan trong. Cac file co ban nay dugc dat trong thu muc /usr/aset/masters, va c6
thé bién doi chiing cho phit hop v6i moi trudng ctia ban. D€ c6 thém thong tin, xem
"Tune Files" thuoc muc 6.1.11.
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File tune.low dit cic quyén bang cac gid tri thich hgp vdi nhiing cai dat hé thong
mic dinh. File fune.med han ché€ hon nita cdc quyén nay va gdm nhitng muc vao
khong ¢6 trong tune.low. File tfune.high han ché cic quyén con nhiéu hon nita.

Chi y - Bién d6i nhitng cai dat trong file diéu chinh bang cich b6 sung hoic xo4 di
nhitng dau vao file. Dat mot quyén bang gid tri it han ché€ hon cai dat hién tai khong
c6 tac dung; cédc tdc vu ASET khong buong 1ong céc quyén trir phi ban ha miic an
toan hé thong clia ban xuéng muc thap hon.

6.1.8-Khoi phuc cdc file hé thong do ASET bién doi

Khi ASET duoc thuc hién lan dau tién, né ghi va luu trit cac file hé thong ban dau.
Tién ich aset.restore sap dit lai cac file nay. N6 ciing dua vao lich trinh  ASET,
néu hién tai n6 duoc lén lich dé thuc hién dinh ky. Tién ich aset.restore duoc dat
trong thu muc /usr/aseft, thu muc diéu hanh ASET.

Nhiing thay d6i tao ra véi céc file hé thong bi mat khi ban chay aset.restore.

Ban nén dung aset.restore:

» Khi ban mu6n loai b6 nhitng thay d6i ASET va khoi phuc hé thong ban d4u. Khi
ban mu6n dinh hoat ASET lau dai, ban c6 thé loai bo n6 khai lich trinh cron néu
lénh aset da dugc bo sung vao crontab cla root trudc d6. D6i véi cdc thu muc
dung cron dé loai trir thuc hién tw dong, xem muc "How to Stop Running ASET
Perodically" 6.2.3.

»  Sau mot thoi gian ngan thir nghiém ASET, khoi phuc lai trang thai hé thong ban
dau.

» Khi mot s6 chiic nang tién ich cta hé thong lam viéc khong hoan hao va ban ngo
rang ASET 1a nguyén nhan ctia van dé.

6.1.9-Diéu hanh mang diung hé thong NFS

Noi chung, ASET dugc ding theo kiéu tram doc 1ap, ngay ca trén hé thong 1a mot
phan ciia mang. Véi tu cach nguoi gidm quan hé thong déi véi hé thong doc lap cua
ban, ban ¢6 trach nhiém vé an toan hé thong cuia ban, chay va quan ly ASET dé bao
vé hé thong ctia ban.

Ban ciing c6 thé dung ASET trong moi trudng phan tan NFS. Véi tu cach nguoi
giam quan mang, ban cé trach nhiém cai dat, chay va quan ly cac tac vu quan tri doi
Vi tat ca client ciia ban. Dé tién quan 1y ASET di qua mot vai hé thong client, ban
c6 thé dua ra nhitng thay d6i c4u hinh dugc 4p dung téng thé cho tat ca client, loai
trlr nhu cdu cta ban dang nhap t6i timg hé thong dé 1ap lai ti€n trinh.

Khi quyét dinh cach cai dat ASET trén cac hé thong mang cta ban, ban nén xem xé&t
vén dé ban mu6n nhitng ngudi dung diéu khién an toan trén cdc hé thong riéng cla
ho dén dau, va ban mu6n tap trung trach nhiém diéu khién an toan dén dau.

Cung cap cau hinh téng thé cho moéi mirc an toan

Mot truong hop nay sinh khi ban muén cai dat nhiéu cau hinh mang. Vi du, ban cé
thé muon thiét 1ap mot cau hinh cho céc client dugc thiét k& véi mic an toan thap,
mot cau hinh khac v6i mic trung binh, va mdt cau hinh khéac nita véi muc cao.
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Néu ban cin tao mot cdu hinh mang ASET riéng ré cho mdi mifc an toan, ban c6 thé
tao ba cau hinh ASET trén server - moi cu hinh cho mot mic. Ban s dua ra ting
céu hinh cho céc client v6i muc an toan thich hgp. Mot s6 thanh phan ASET la
chung cho tit ca ba c&u hinh c6 thé duoc dung chung béng céc lién két.

Thu thap cac bao cao ASET

Ban khong chi c¢6 thé tap trung céc thanh phan ASET trén server ma cac client c6
hoic khong ¢6 diac quyén superuser duoc truy nhap, ma ban con c6 thé thiét 1ap mot
thu muc trung tam trén server dé thu thap tat ca cdc bdo céo do céc tic vu chay trén
céc client khac sinh ra. D€ c6 nhitng chi din vé cai dit co ché thu thap, xem muc
"How to Collect Reports on a Server" 6.2.4.

Thiét 1ap tap hop cac bao cdo trén server cho phép ban xem lai cac bdo cdo cua tat
ca client tir mot vi tri. Ban ¢6 thé dung cdch nay dé bi€t mot client c6 dic quyén
superuser hay khong. Nhu mot su lua chon, ban c6 thé cho phép ¢6 thu muc céc bao
cdo trén hé thong cuc bo khi ban mudn nhitng nguoi dung theo doi cac bao cao
ASET riéng cta ho.

6.1.10-Cdc bién moi truong
Béang 6-2 liét ké cac bién moi truong ASET va cac gia tri ma ching mo ta.

Bang 6-2 Cac bién moi trudng va y nghia ctia ching

Bién moi truong Mo ta

ASETDIR (Xem bén dudi) Thu muc lam viéc cua ASET

ASETSECLEVEL (Xem bén duéi) | Mic an toan

PERIOD_SCHEDULE Lich trinh chu ky

TASKS Céc tac vu chay

UID_ALIASES File cac bi danh

YPCHECK M6 rong kiém tra NIS va NIS+

CKLISTPATH_LOW Danh sach thu muc véi muc an
toan thap

CKLISTPATH_MED Danh sach thu muc v6i mic an
toan trung binh

CKLISTPATH_HIGH Danh sach thu muc v6i muc an
toan cao

Cac bién moi truong liét ké bén dudi duge tim thay trong file /usr/aset/asetenv. Cac
bién ASETDIR va ASETSECLEVEL la tuy chon va c6 thé dit chi qua mot shell
bing cach dung Iénh aset. C6 thé dit cac bién moi trudng khac bang cach soan thio
file. Cac bién dugc mo ta dudi day.

Bién ASETDIR
ASETDIR dac ta thu muc lam viéc cua ASET.

Tu C Shell, go:

% setenv ASETDIR pathname

Tu Bourne Shell hoac Korn Shell, go:
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$ ASETDIR=pathname
$ export ASETDIR

Dat pathname 1a tén duong dan day da cta thu muc lam viéc cia ASET

Bién ASETSECLEVEL
Bién ASETSECLEVEL mo ta mtc an toan ma cac tic vu ASET duoc thuc hién.

Tu C Shell, go:

% setenv ASETSECLEVEL level

Tt Bourne Shell hoac Korn Shell, go:

$ ASETDIR=level
$ export ASETDIR

Trong cac cau lénh & trén, level c6 thé dugc diat mot trong céc gid tri sau:

low Miic an toan thap
med Mic an toan trung binh
high Miic an toan cao

Bién PERIODIC_SCHEDULE

Gia tri cia PERIODIC_SCHEDULE theo cung dinh dang nhu file crontab. M6 ta
gid tri bién biang mot xau ky tu gdm nam trudng dit trong cap dau nhdy, moi trudng
phan cich nhau boi mot dau cach.

"minutes hours day-of-month month day-of-week"

Bang 6-3 Céc gi4 tri bién PERIODIC_SCHEDULE

Bién Gia tri
minutes hours Dic ta thoi gian bat dau bang s6 phut theo gio (0-59) va gio
(0-23)

day-of-month bPac ta ngay trong thang khi ASET s€ chay, dung cac gia tri
tir 1 dén 31

month Dac ta thang trong nam khi ASET s€ chay, dung céc gia tri
tir 1 dén 12
day-of-week Dac ta ngay trong tuan khi ASET s€ chay, dung cac gia tri tir

0 dén 6; Chu nhat 1a ngay 0 theo lugc do nay

Cac quy tac dp dung nhu sau:

. Ban co6 thé dac ta danh sach cac gid tri cho bat ky trudng ndo, méi gid tri
phan cach bing dau phay.
. Ban c6 thé dic ta gid tri bing mot s6, hodc ban c6 thé dic ta bang mot

khoang; nghia 1a, mot cdp s6 ndi v6i nhau bang ddu ndi. Mot khoang chi ra rang
céc tac vu ASET s€ dugc thuc hién trong tai mdi thoi diém trong khoang.

. Ban c6 thé dic ta gi4 tri clia mot trudng bat ky bang dau *. Dau * mo ta tat ca
céc gia tri c6 thé clia trudng, bao goém tat ca.
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Dau vao mac dinh cua bién PERIODIC_SCHEDULE dan dén ASET thuc hién vao
12 gi6 dém hang ngay:

PERIODIC_SCHEDULE="0 0 * * *"

Bién TASKS
Bién TASKS ké khai cac tic vu ma ASET thuc hién. Mac dinh la danh sach tat ca
bay tac vu:

TASKS="env sysconfig usrgrp tune cklist eeprom firewall"

Bién UID_ALIASES

Bién UID_ALIASES dic ta file cac bi danh. Néu c6, ASET tra ctu file ndy dé c6
danh sich céc bi danh phuc tap cho phép. Dinh dang 1a UID_ALIASES=pathname.
pathname 1a tén duong dan day du cua file cac bi danh.

Mic dinh la:

UID_ALIASES=${ASETDIR }/masters/uid_aliases

Bién YPCHECK
Bién YPCHECK m¢ rong tac vu kiém tra cdc bang hé thong bao gém cdc bang NIS
hoic NIS+. N6 1a bién logic, c6 thé dit bang hoic true hoic false.

Mic dinh 1a false, han ch€ viéc kiém tra & cac bang hé théng cuc bo:

YPCHECK=false

Bién CKLISTPATH level

Ba bién dudng dan checklist ké khai cdc thu muc dugc kiém tra bing tic vu
checklist. Cac dinh nghia sau cua cac bién duoc dat mac dinh; chiing minh hoa maoi
quan hé gitra cac bién ¢ cac muc khac nhau:

CKLISTPATH_LOW=${ ASETDIR }/tasks:${ ASETDIR }/util:${ ASETDIR }/masters
.Jetc

CKLISTPATH_MED=${CKLISTPATH_LOW:/usr/bin:/usr/ucb
CKLISTPATH_HIGH=${CKLISTPATH_MED}:/usr/lib:/sbin:/usr/sbin:/usr/ucblib

C4c gia tri cua cac bién moi truong duong dan checklist tuong tu véi cac gia tri nay
clia cac bién duong dan khung, trong d6 ching 1a cac danh sach tén thu muc ngan
cach bang dau hai chdm (:). Ban ding d4u bing (=) dé két noi tén bi€n vdi gia tri
ctia no.

6.1.11-Cdc vi du file ASET
Phan nay c6 céc vi du vé mot so file ASET bao gom cdc file di€u chinh va file céc bi
danh.

Cac file diéu chinh

ASET duy tri ba file diéu chinh. Dinh dang d4u vao trong tat ca ba file di€u chinh
dugc mo ta trong bang 6-4
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Bang 6-4 Dinh dang diu vao file diéu chinh

Pau vao Mo ta

pathname Tén duong dan day du cua file

mode S6 nam chit s6 biéu dién cai dit quyén
owner Nguoi s6 hitu file

group Nhém sé hitu file

type Kiéu file

Céc quy tac 4p dung nhu sau:

Ban c6 thé dung c4c ky tu thay thé khung hop 1é trong tén dudng dan cla cic
tham chiéu phiic tap, chang han ddu * va dau ?. Xem sh(1) dé c6 thém thong tin.

mode biéu dién gid tri han ché t6i thi€u. Néu cai dat hién tai ¢6 sdn nhiéu han
ch& hon gia tri duoc mo ta, thi ASET khong ndéi 1ong nhiing cai dit quyén. Vi du,
néu gid tri mo ta 12 00777, thi quyén sé& gilt nguyén khong thay d6i, vi 00777 luon
it han ch€ hon bat ky cai gi hién dugc cai dat.

bay la cach ASET thuc hién cai dat mode, trir phi muc an toan s€ bi ha xuong
hodc ban s€ loai bd ASET. Khi ban giam muc an toan tir mic ma né cé trong lan
thuc hién trude do, hodc khi ban muén khoi phuc céc file hé thong vé trang théi
ma chiing c6 trude khi ASET dugc thuc hién 1an dau tién, ASET nhan biét ban
dang lam gi va giam muc bao vé.

Ban phai diing céc tén ctia owner va group thay cho cac ID bang sd.

Ban c¢6 thé dung dau cham hoi (?) & vi tri cia owner, group va type dé ngan
chan ASET khoi viéc thay doi cac gi4 tri dang ton tai clia cdc tham s6 nay.

type ¢6 thé 1a symlink (lién két ky hiéu), thu muc, hay file (moi thit con lai).

Céc file diéu chinh muc an toan cao dit lai cac quyén file c6 it han ché nhat
so v6i chiing ¢6 & cac mic an toan thip hon. Ngoai ra, & cdc muc cao hon, cac
file b6 sung dugc thém vao danh sdch.

Mot file c6 thé tuong thich véi nhiéu diu vao file diéu chinh. Vi du,
etc/passwd tuong thich véi cac dau vao etc/pass™ va /etc/”.

O dau hai du vao c6 cdc quyén khéc nhau, thi quyén file duoc dat bing gid
tri han ché nhat. Trong vi du sau, quyén ctia /etc/passwd sé duoc dat bang 00755
¢6 nhiéu han ch€ hon 00755 va 00770.

[etc/pass* 00755 ? 7 file

fetc/* 00770 7 7 file

Néu hai dau vao c6 cac dinh danh owner hoac group khac nhau, thi dau vao
cudi dua ra quyén uu tién. Vi du sau trinh bay mot vai dong dau tién cua file
tune.low.

/ 02755 root root directory

/bin 00777 root bin symlink
/sbin 02775 root sys directory
/usr/sbin 02775 root bin directory
/etc 02755 root sys directory
/etc/chroot 00777 bin bin symlink
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File cac bi danh
File cac bi danh chita mot danh sach céac bi danh dung cuing userID.

Moi diu vao & dang nay:

uid=aliasl=alias2=alias3=...

uid userID dung chung

aliasn Tai khoan nguoi dung dung chung userID.

Vi du, dau vao sau ké khai userID 0 duoc sysadm va root dung chung:
O=root=sysadm

6.2-Chay ASET
Phan nay mo ta cach chay ASET truc tuyén hoac dinh ky.

6.2.1-Cdch chay ASET truc tuyén
1. Tré thanh superuser
2. Chay ASET truc tuyén bang cdch dung Iénh aset

# /usr/aset/aset -1 level -d pathname

level Pac ta mic an toan. Cac gia tri hop 1¢ 1a low, medium, hoac high. Pat
maic dinh 12 low. Xem muc "ASET Security Levels" dé c6 thong tin
chi tiét vé cdc mic an toan.

pathname  Dac ta thu muc lam viéc cia ASET. Mac dinh 1a /usr/aset.

3. Kiém chitng ASET dang chay bing cdch xem nhat ky thuc hién ASET duoc hién
thi trén man hinh.
Thong bao nhat ky thuc hién cho thdy nhiing tdc vu nao dugc chay.

Vi du - Cach chay ASET truc tuyén
Vi du sau chay ASET & mic an toan thap véi thu muc lam viéc mac dinh.

# /usr/aset/aset -1 low
====== ASET Excution Log ======

ASET running at security level low
Machine = jupiter; Current time = 0111_09:26
aset: Using /usr/aset as working directory

Excuting task list ...
firewall

env

sysconf

usrgrp

tune

cklist

eeprom
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All tasks executed. Some background tasks may still be running.

Run /usr/aset/util/taskstat to check their status:
Jusr/aset/util/taskstat [aset_dir]

where aset_dir is ASET's operating
directory, currently=/usr/aset.

When the tasks complete, the reports can be found in:
/usr/aset/reports/latest/*.rpt

You can view them by:
more /usr/aset/reports/latest/*.rpt

6.2.2-Cdch chay ASET dinh ky

1. Tré thanh superuser

2. Néu can, thiét 1ap thoi gian ma ban muén ASET chay dinh ky.

Ban nén cho ASET chay khi hé thong yéu cau c6 deén bdo. Bi€n moi truong
PERIODIC_SCHEDULE trong file /usr/aset/asetenv dugc dung dé cai dat thoi
gian cho ASET chay dinh ky. Theo mac dinh, thoi gian dugc dat vao nia dém 24 gio
hang ngay.

Néu ban muon dat thoi gian khac, soan thao bién PERIODIC_SCHEDULE trong

file /usr/aset/asetenv. Xem muc "PERIODIC_SCHEDULE Variable" dé c6
thong tin chi tiét vé cach dat bién PERIODIC_SCHEDULE .

3. B6 sung mot muc vao file crontalb, dung Iénh aset

‘ # [usr/aset/aset -p

-p Chén mot dong vao file crontab ma ASET bit dau chay tai thoi diém
duoc xdc dinh bang bién moi truong PERIODIC_SCHEDULE trong
file /usr/aset/asetenv.

4. Hién thi dau vao crontab dé kiém ching khi ASET sé chay.

‘ # crontab -l root

6.2.3-Cach ngung chay ASET dinh ky
1. Tré thanh superuser
2. Soan thao file crontab

# crontab -e root

. Xoa dau vao ASET
. Ghi lai nhitng thay d6i va thoat.
. Hién thi ddu vao crontab dé kiém chiing dau vao ASET bi x04.

H | bW

crontab -1 root

6.2.4-Cach tap hop cac bao cdo trén server
1. Tré thanh superuser
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2. Thiét 1ap mot thu muc trén server:
a. Chuyén t6i thu muc /usr/aset

‘ mars# cd /usr/aset

b. Tao thu muc rptdir

‘ mars# mkdir rptdir

c. Chuyén t6i thu muc rptdir va tao thu muc client_rpf.

mars# cd rptdir
mars# mkdir client rpt

d. Budc nay tao thu muc con (client rpt) cho client. Lap lai budc nay d6i véi moi
client ma ban can thu thap bao cdo.

Vi du sau tao thu muc Qll_reports, va cac thu muc con pluto_rpt va
neptune_rpt.

mars# cd /fusr/aset
mars# mkdir all_reports
mars# cd all_reports
mars# mkdir pluto_rpt
mars# mkdir neptune_rpt

3. B6 sung cdc thu muc client_rpt vao file /etc/dfs/dfstab
Céc thu muc s€ c6 tuy chon doc/ghi.

Vi du, cdc muc sau trong dfstab dugc chia xé véi ciac quyén doc/ghi

share -F nfs -o rw=pluto /usr/aset/all_reports/pluto_rpt
share -F nfs -o rw=neptune /usr/aset/all_reports/neptune_rpt

4. Lam cho tai nguyén trong file dfstab kha dung véi cac client

‘ # shareall

5. Trén mdi client, gan thu muc con client tir server & tai diém gan,
/usr/aset/masters/reports

# mount server:/usr/aset/client rpt [usr/aset/masters/reports

6. Soan théo file /etc/vfstab dé tu dong thiét 1ap thu muc khi khoi dong.

Muc mau sau trong /etc/vfstab trén neptune cho thiy thu muc duoc gan tr
mars, /usr/aset/all_reports/neptune_rpt, va diém géan trén neptune,
/usr/aset/reports. Tai thoi diém khdi dong, céc thu muc ké khai trong vfstab
dugc tu dong gan.

mars:/usr/aset/all_reports/neptune_rpt /usr/aset/reports nfs - yes
hard
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6.3-Sua chira cac su co ASET

Phan nay dua ra cac thong bao 16i do ASET sinh ra.

‘ ASET failed: no mail program found.

Nguyén nhan 16i xay ra

ASET duoc 1énh glri nhat ky thuc hién
t6i ngudi dung, nhung khong tim thay
chuong trinh mail.

Cach khac phuc
Cai dat chuong trinh mail

Usage: aset [-n user[@host]] in /bin/mail or /usr/ucb/mail.
Cannot decide current and previous security levels.

Nguyén nhan 16i xay ra

ASET khong thé xac dinh céc mic an
toan la gi nhitng 14n goi hién tai va
trudc day

Cach khac phuc

Pam bao miic an toan hién tai duoc
dat hoac thong qua tuy chon dong 1énh
hoac bién moi truong
ASETDIR/archives/asetseclevel.arch

phan anh ding mic an toan trudc do.

Néu cac gia tri nay khong duoc dat
hoac khong ding, thi mo ta ching

ASET working directory undefined.

option -d
ASET startup unsuccessful.

To specity, set ASETDIR environment variable or use command line

Nguyén nhan 16i xay ra

Thu muc 1am viéc (diéu hanh) ASET
khong dugc dinh nghia, hodc dinh
nghia sai.

Cach khic phuc

Dung bién moi truong ASETDIR
hoic tuy chon dong 1énh -d d€ mo ta
n6 mot cach ding déin, va khoi dong
lai ASET.

ASET startup unsuccessful.

ASET working directory SASETDIR missing.

Nguyén nhan 16i xay ra

Thu muc 1am viéc (diéu hanh) ASET
khong dugc dinh nghia, hodc dinh
nghia sai. Diéu nay c6 thé 1a do bién
ASETDIR hay tuy chon dong Iénh -d
tham chi€u téi mot thu muc khong ton
tai.

Cach khic phuc

Pam bao thu muc ding - nghia 1a,
thu muc chita hé thong phan cap thu
muc ASET - duoc tham chi€u téi mot
cach ding dan.

Cannot expand $ASETDIR to full pathname

Nguyén nhan 16i xay ra

ASET khong thé md rong tén thu muc
do bién ASETDIR hoac tuy chon dong
lénh -d dua ra thanh tén duong dan
day du.

Cach khac phuc

Dam bao rang tén thu muc duoc dua
ra ding din, va n6 tham chiéu téi
mot thu muc dang ton tai ma nguoi
dung da truy nhap.
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aset: invalid/undefined security level

To specify, set ASETSECLEVEL environment variable or use command
line option -1, with argument= low/med/high.

Nguyén nhan 16i xay ra

Mic an toan khong dugc dinh nghia
hodc n6 dugc dinh nghia khong ding.
Chi céc gia tri low, med, hoac high
duoc chap nhan.

Cach khic phuc

Dung bién ASETSECLEVEL hoac
tuy chon dong 1énh -1 dac ta mot
trong ba gia tri.

ASET environment file asetenv not found in $SASETDIR.

ASET startup unsuccessful.

Nguyén nhan 16i xay ra
ASET khong thé dinh vi file asetenv
trong thu muc lam viéc ctia né.

Cach khac phuc

Dam bao c6 mot file asetenv trong
thu muc lam viéc cia ASET. Xem
asetenv(4) dé c6 chi tiét vé file ndy.

filename doesn't exist or is not readable

Nguyén nhan 16i xay ra

File tham chiéu t6i bang filename
khong ton tai hoic khong thé doc.
Diéu nay c6 thé xay ra ro rang khi
dung tuy chon -U ma ban ¢6 thé dic ta
file chita danh sach nhitng nguoi dung
ban muon kiém tra

Cach khac phuc
bam bao doi s6 doi véi tuy chon -U
ton tai va ¢ thé doc duoc.

ASET task list TASKLIST undefined.

Nguyén nhan 16i xay ra

Danh sach tac vu ASET 1€ ra dugc
dinh nghia trong file asetenv, lai
khong dugc dinh nghia. Diéu nay c6
nghia 1a file asetenv bi 16i.

Cach khic phuc

Kiém tra file asetenv ctia ban. Dam
bao danh sach tac vu duoc dinh nghia
trong phan User Configurable.
Ngoai ra kiém tra cdc bo phan khdc
cua file dé dam bao file con nguyén
ven. Xem asetenv(4) dé c6 noi dung
file asetenv tot.

ASET task list STASKLIST missing.
ASET startup unsuccessful.

Nguyén nhan 16i xay ra

Danh sach tac vu ASET 1€ ra duoc
dinh nghia trong file asetenv, lai
khong dugc dinh nghia. Diéu nay c6
thé c6 nghia la file asetenv bi 16i.

Cach khac phuc

Kiém tra file asetenv cta ban. Dam
bao danh sach tac vu duoc dinh nghia
trong phan User Configurable.
Ngoai ra kiém tra céc bo phan khac
cua file d€ dam bdo file con nguyén
ven. Xem asetenv(4) dé c6 noi dung
file asetenv tat.

Schedule undefined for periodic invocation.
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‘ No tasks excuted or scheduled. Check asetenv file

Nguyén nhan loi xay ra

Lap lich ASET doi hoi dung tuy chon -
, nhung bién PERIODIC_
SCHEDULE khong dugc dinh nghia
trong file asetenv.

Cach khac phuc

Kiém tra phan User Configurable
cua file asetenv dé chic chan bién
duoc dinh nghia va c6 dinh dang
hoan chinh.

Check crontab file.

Warning! Duplicate ASET excution scheduled.

Nguyén nhan 16i xay ra

ASET duoc 1ap lich nhiéu hon mot 1an.
No6i cach khac, 1ap lich dugc yéu cau
trong khi mot lich trinh dang c6 tac
dong. Diéu nay khong can mot 16i néu
qua thuc nhiéu lich trinh dugc yéu cau,
chi can mot 16i canh bdao ma thong
thuong diéu nay 1a khong can thiét vi
ban nén dung dinh dang lap lich
crontab(1) néu ban mu6n nhiéu hon
mot lich trinh.

Cach khac phuc

Kiém chitng thong qua giao dién lénh
crontab(1) ma lich trinh ding dang
tac dong. Bam bao khong can dat cac
muc cronfab cho ASET

Tai liéu st dung

1. Solaris System Administration Guide, Chapter 12 -> Chapter 16
2. Software White Paper: Solaris Security, Tai liéu tir Internet
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PHAN III
AN NINH CUA CAC HE PIEU HANH HO
MICROSOFT WINDOWS

139



Cac tu tiéng Anh duoc st dung trong tai liéu

Access Control List (ACL)
Active Dierectory (AD)
CD-ROM File System (CDFS)

Discretionary Access Controls (DAC)

Data Encryption Standard (DES)
Exteded DES (DESX)

Domain model

Encrypting File System (EFS)
File Allocation Table (FAT)
File Encryption Key (FEK)
Local Security Authority (LSA).
New Technology File System (NTFS)
One-way function (OWF)

OS (Operating System)
Password

Permission

Remote Access Service (RAS)
Security Account Manager (SAM)
Security Reference Monitor (SRM)
Unique security identifier (SID)
Windows NT LAN Manager (NTLM)
Workgroup model

Danh sach diéu khién truy cap

Pugc str dung dé doc dit liéu tir cdc 6
CD-ROM

Kiém soat truy cap phan tdch cu thé
(nhiém )

Chuén mat ma dit lieu

DES m& rong

Mo hinh mién

Ma hoa hé thong tép

Bang xac dinh vi tri tép

Khod ma tép

Tham quyén bao mat cuc bo

Hé thong tép cong nghé méi

ham mot chiéu

Hé diéu hanh (HDH)

Mat khau

Pugc dung dé giao hoac khudc tix
quyén truy cap vao mot doi tugng (vi
du tép hay thu muc).

Dich vu truy cap tur xa

Trinh quan ly tai khoan bao mat
Trinh giam sat tham chiéu bao mat
ma dinh danh bao mat duy nhat
Quan tri mang LAN ctia Windows NT
M6 hinh nhém lam viéc
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CHUONG 1. TONG QUAN

Tir khi ra doi v6i hé diéu hanh (HDH) MS - DOS, cho dén nhiing phién ban dau tién
ctia Windows dugc tung ra nhu 12 mot chuong trinh bé sung cho HDH nay, va dén nay
da c6 nhitng phién ban m&i nhat ma su hién dién ciia MS - DOS bi che dau di hoac bi
loai bd han. Ching ta c6 thé thay duoc su phat trién ctia dong HDH ctia Microsoft trén
Hinh 1. Hang Microsoft van giit duoc vi tri doc quyén nhu ngay nay ciing vi mot phan
Hang da chu trong phat trién cdc phién ban HDH ngay cang tién dung, ddm bdo an
toan thong tin khong nhiing trén mdy tinh cd nhan ma con khi 1am viéc trén mang. Dé
xem xét van d€ an ninh, an toan mang cua ho cic HDH Microsoft, ching ta cAn nhac
lai & day cac mo hinh mang Windows.

12/1997
11/1987 9/1994 Windows NT 4.0
Windows 2.0 —Windows NT 3.5 Option Pack
6/1995 6/1998
Wil g6 Windows NT 3.51 _ Windows 98
8/1995 5/1999 Windows 98
5/1990 Windows Second Edition
Windows 3.0 8/1996 _ 9/2000
Windows NT 4.( Windows ME

2/1994 Windows 2/2001 Windows
11/1985 L__for Workgroup XP
Windows 1.0
8/1993
—Windows NT 3.1 L 8/2000 Windows
2000 Datacenter
| -4/1992 Windows 3.1 L 2/2000
Windows 2000
—10/1991
Windows 3.0

Hinh 1. Qu4 trinh phat trién ctia ho cdc hé diéu hanh ctia Microsoft

1. Mo hinh l1ap mang trong moi truong Windows:
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Mang duoc hinh thanh gém ¢6 hai phan chinh: chu (server) di€u hanh va cung cip céc
dich vu, khich (client) nhan dich vu va chiu su diéu hanh. Vé co ban cé hai mo hinh
lap mang trong moi truong Windows: mo hinh nhom lam viéc (workgroup model) va
mo hinh mién (domain model).

1.1 M6 hinh nhom lam viéc:

La mot mo hinh mang don gian & d6 nguoi s dung tai tram lam viéc ctia minh tham
gia vao mot nhém nguoi ding khéc dé chia sé tai nguyén. Ngudi st dung cuc bo c6 thé
chiu trach nhiém vé viéc giao quyén truy cap cdc tai nguyén trén may tinh ctia minh
cho nhitng nguoi st dung khac trong nhém lam viéc. Moi phién ban cua cédc hé diéu
hanh ctia Microsoft (Windows 9x/NT/2000) hién hanh déu hé tro tinh nang 1ap mang
nhém lam viéc. Trong mo hinh nay, tén cic may tinh déng mot vai tro quan trong. Co
hai phuong phdp diéu khién truy cap trén cdc tram lam viec Windows: di€u khién truy
cap cap dung chung va diéu khién truy cap cap ngudi stt dung. Phuong phdp dau sin
dung trén moi mang Windows, trong khi phuong phép sau doi hoi phai gan v6i mang
mot mdy tinh Windows NT dé diéu quan cdc tai nguyén ngudi sit dung. Trong mo hinh
cap dung chung, mot ngudi sit dung quyét dinh chia sé cac tai nguyén trén mdy tinh
ctia minh véi nhitng nguoi sit dung khac trén mang. Cac thu muc duoc chia sé trén co
s& Read-Only (chi doc), Full (toan quyén) va ¢6 Depend on Password (tuy thuoc vao
mat khiu) hay khong. Day 1a mot luoc do tuy co dong, song khong bao mat vi cac mat
khau thudng dugc trao déi tuy y. Trong mo hinh cap ngudi st dung, viéc truy cap cic
tai nguyén dugc giao cho tiing ngudi sit dung riéng 1¢ thay vi cho moi nguoi. Tén nguoi
stt dung c6 trong cac co s& dit liéu tai khoan nguoi sit dung duge luu trit trén mot may
tinh Windows NT. Ta chon trong danh sach ngudi st dung d6, ho s& dugc thdm dinh
quyén bdi mdy tinh Windows NT dang quan 1y tai khoan nguoi st dung roi giao quyén
truy cap. Ngudi st dung khong can gd mat khau vi ho da lam viéc nay khi dang nhap
vao cdc hé phuc vu. Theo cdch nay mat khiu duoc gitt bi mat. Céc diéu khién truy cap
trong mo hinh nhém s& han ché nguoi sit dung trén mang tu do truy cap cac tép trén
mot may tinh mang khac. Tinh nang bao mat trén cac may chay cic HDH Windows
9x, Windows 3.1, va MS-DOS khong t6n tai boi moi ngudi déu ¢ thé bat mdy tinh va
chép cac tép tin ra dia mém. Khong c6 tién trinh dang nhap hoac hé cap phép dé ngin
can ngudi st dung truy cap cédc tép. Cac mdy tinh Windows NT déu mang tinh bao mat
hiéu theo nghia nay.

1.2 M6 hinh mién:

Mién 1a tap hop cdc mdy tinh va ngudi sit dung may tinh duoc quan 1y theo mot thim
quyén tap trung. Trong mo hinh ndy viéc truy cap céc tai nguyén dugc diéu khién chat
ch& bdi mot diéu hanh vién trung tam quan 1y mot mdy tinh Windows NT Server dang
chay mot dich vu quan 1y mién. Mo hinh nay thuc thi cdc tai khoan nguoi st dung hop
lé bat budc phai c6 dé cap quyén sir dung cdc tai nguyén diung chung. Mo hinh mién
thuc t€ 1a mot dang cao cap cia mo hinh nhém lam viéc. Tap hop cdc mdy tinh nhém
lam viéc don gian trd thanh mot mién & d6 tinh nang bao mat tai khoan ngudi st dung
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dugc diéu quan boi mot hé diéu khién mién. Tuy nhién, ngay ca khi dung mo hinh
mién, moi hé khach déu van c6 thé chon chia sé mot tai nguyén trén mdy tinh ciia minh
véi mot mdy tinh khéc trén mang khi dung diéu khién truy cap cap nguoi st dung.

2. Khai quat vé an toan, an ninh mang lam viéc trong moi truong Windows

2.1 Trong méi truong Windows 9x

Nhu phén trén da xem xét khi thiét 1ap mang theo m6 hinh nhém lam viéc va mo hinh
mién, ta thdy ring mac du cic HDH Windows 9x/NT/2000 déu hod tro tinh nang lam
viéc trén mang, nhung van dé quan trong nhat ma ching ta cAn nhan thic 16 1a
Windows 9x khong duoc thiét ké nhu mot HDH an ninh nhu Windows NT. Thuc t&, c6
vé nhu trong nhiéu trudng hop Microsoft @ muon hi sinh tinh nang bao mat dé doi 1dy
kha niang dé dung khi hoach dinh kién tric Windows 9x. Vi du nhu hop thoai kiém tra
dang nhap vao Windows 9x c¢6 thé dé dang bo qua hay tén ngudi ding/mat hiéu dugc
luu trit cuc bo theo ngam dinh ciia Windows 9x.

Tuy nhién, mitc don gian cia Windows 9x ciing c6 diéu hay vé an ninh. Do n6é khong
duoc thiét k& dé trd thanh mot HDH da nguoi dung thuc su, nén né ¢6 tinh nang diéu
hanh tir xa rat han ché. Ta khong thé thi hanh cdc lénh tir xa trén cdc hé thong
Windows 9x thong qua cac cong cu cai san, va viéc truy cap tir xa vao Windows 9x
Registry chi ¢6 thé néu cdc yéu cau truy cap dugc chuyén diu tién thong qua mot he
thong cung cap bao mat nhu hé phuc vu Windows NT. Windows 9x khong thé tic dong
nhu mot hé phuc vu thdim dinh quyén c4dp ngudi sur dung.

Dé xay dung mot mang thuc su an toan thi chi ¢6 thé dua tréen HDH Windows NT.
Diéu quan trong hon ca trong mo hinh an toan nay la kiém sodt truy nhap. N6 bao gém
viéc ki€ém soat ai c6 thé truy cap vao céc tép, cdc dich vu va cac thu muc. N6 quan tam
dén ca thoi gian ma truy cap nay xay ra. Phan ti€p theo s& xem xét HDH mang
Windows NT

2.2 Gidi thiéu vé hé bdo mdt Windows NT

Hé bao mat NT 1a mot cach dé diéu khién viéc truy cap cuia ngudi sit dung vao hé thong
ma ta c6 thé so sanh vé6i cdc gidy ching nhan thdo khoan an ninh cho mot doanh
nghiép hoic tham chi mot dic khu quan su. Windows NT dung céc diéu khién nhiém y
(Discretionary Access Controls - DAC) cho phép diéu khién chinh xdc ngudi st dung
nao duoc quyén truy cap céi gi. Cip truy cap ciing c6 thé thay ddi tuy theo céc khu vuc
khéic nhau.

Hé bao mat Windows NT tuong tu nhu hé thong bao vé-va khoa thé: mot chot bao vé

tai clra Windows NT s€ hgp 1¢ hod nguoi sit dung va cho phép ho vao, sau dé giao cho
ho mot khoa thé dé ho c6 thé truy nhapcdc tai nguyén bdo mat trén hé thong.
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Windows NT sir dung tinh niang thim dinh quyén “hai chiéu”. Trudc tién, ngudi sit
dung phai ¢6 quyén truy cap mot tai nguyén nao do6 trén hé thong, sau d6 tai nguyén
phai cho phép no.

Phia “quyén” cuia boi canh trén dugc diéu khién boi cac tai khoan ngudi st dung. Trong
moi truong Windows NT, mot tai khoan ngudi st dung ¢6 thé duoc vi nhu hé so ca
nhan cia mot nhan vién. N6 chia thong tin vé ngudi st dung va cac quyén ma ho cé
trén hé thong. Tai khoan dugc gan cho mot ma dinh danh bao mat duy nhat (unique
security identifier - SID ).

Néu ngudi sir dung c6 mot tai khoan, mat khau hop 1¢, va ho c6 gidy phép truy cap hé
thong, mot thé bai truy cap bao mat (security access token) s& dugc phat sinh khi nguoi
sit dung dang nhap mot may tinh Windows NT. Thé bai truy cap chira SID cua ngudi st
dung ngoai cac ID danh cho nhém ngudi ma nguoi sit dung d6 thuoc vé. Khi nguoi st
dung truy cap cac tai nguyén trén hé thong, thong tin trong thé bai truy cap dugc doi
chiéu véi thong tin ma tai nguyén luu gilt duoc chinh xdc vé€ ngudi ¢o thé truy cap. Day
12 Iic tinh nang thim dinh hai chiéu ra tay. Moi tai nguyén déu luu gitt mot danh séch
ngudi sit dung c6 thé truy cap né; cac muc trong danh séch nay dugc doi chi€u véi cac
muc trong theé bai truy cip cua nguoi su dung. S6 di Windows NT c6 dugc tinh nang an
toan cao mot phin la nho cac dic diém vé cdu tric hé thong va thiét k&

2.2.1 Cdu triic hé thong
Cac thanh phan cung cap tinh nang bao mat trong Windows NT da hinh thanh hé con
bao mat. Trén H.2 gidi thiéu cach két hop hé thong nay trong kién tric Windows NT.

Ciing nhu hiu hét cic mo hinh khéc, né dugc x€p tdng véi phan ciing mdy tinh nam &
duéi cing va céc ting dung cip cao nim O trén cliing. Nguoi st dung tuong tic véi cac
thanh phan cip cao nhat. Tat ca cic tang & gilta s€ cung cdp cac dich vu cho céc ting
phia trén va tuong tac véi cac tang thap hon.
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Tién trinh Quan ly CSDL
dang nhap tai khoan bao mat < P tai khoan NSD
A
CSDL chinh [/fng dung
sdch bao mat Win32
Nhat ky i
kiém to4 . -
fem toan <«4—» Tham quyén Hé con Cac hé con moi
bao mat cuc bo P> Win32 +—> truong khac
X x x
: Ché do NSD
: Ché do Kenel
A 4 A 4 A 4
Céc dich vu diéu hoat
Trinh quanly  Trinh quanly  Trinh gidm sit Trinh quanly  DPac cu goi Trinh quan ly
vao ra dai tuong tham chiéu tién trinh th tuc cuc b0 bd nhé ao

bao mat
Vi hat nhan

Tang triru twong hod phan ciing

: I I

Phan cing

Hinh 2. C4u tric bao mat Windows NT

Nhu trén hinh v€, két cdu dugc chia l1am hai ché€ do (mode): mode kernel, noi ma dac
quyén cao yéu cau truy cap truc ti€p dén bod nhG va cac thao tdc phan cing; va mode
nguoi st dung, noi dat ciac ting dung va cac hé con Windows.

Trong mode nguoi su dung, hé diéu hanh dat cdc khong gian nhd, va cic tng dung va
cac hé con duoc bao vé 1an nhau va tir ma cua hé diéu hanh dac quyén. Trong khi nhiéu
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hé con an toan dugc dit & mode ngudi st dung thi hai thanh phan ki€ém soat khong han
ch€ truy cap t6i toan bo tai nguyén hé théng 1a trinh Kiém sodt tham chi€u bao mat
(Security Reference Monitor) va trinh Quan ly doéi tugng (Object Manager) dugc dat &
mode kernel.

2.2.2 Thiét ké huong doi tuong

Windows NT duogc thiét k€ dudi dang mot tap hop doéi tuong c6 quan hé qua lai véi
nhau, cung cip dich vu cia HDH. Nho vao thiét k& huéng d6i tugng ma né cé thé cung
cap do tin cay trong bao mat. Cac doi tuong la chia khoa cung cdp mot cdp bao mat cao
trong hé diéu hanh Windows NT. D6i tugng nhu mot chi€c hop chita thong tin va céc
chiic nang dé diéu tdc thong tin d6. Viéc bao mat dugc thuc hién nhu sau. Trudc tién,
cac doi tugng che gidu dit liéu clia ching vé6i bén ngoai va chi cung cap thong tin theo
mot s6 cdch nhat dinh. Diéu nay ngan cdm céc tién trinh bén ngoai truc ti€p truy cap
cac dit liéu bén trong. S& di Windows NT dat dugc ciac cidp bao mat cao d6 la nho
khong bao gio né cho phép cac chuong trinh truc ti€p truy cip cac doi tuong. Moi hanh
dong trén mot doi tuong déu duge cép quyén va dugc thuc hién bdi hé dieu hanh.

2.2.3 Hé con bdao mdt Windows NT

Hé con bao mat cung cdp mdt hé thong don 1€ thong qua d6 moi truy cap dén cac doi
tuong, ké ca céc tap tin trén dia, cdc tién trinh trong b nhd, hodc cdc cong ra céc thiét
bi bén ngoai déu dugc kiém tra dé khong c6 ing dung hay ngudi sit dung nao c6 thé
truy cap ma khong c6 quyén han ding dan. Cac thanh phin hé con bdo mat bao gém:

Tham quyén bao mat cuc bo (Local Security Authority - LSA). Pay 13 thanh phan
trung tam cua hé con bao mat. LSA c6 trach nhiém xac nhan tinh hgp 1€ cua toan bo
cdc dang nhap cta nguoi su dung tai chd cling nhu tir xa, phat ra cdc thé bai truy cap,
va quan 1y chinh sich an toan cuc bg, bao gom ca viéc kiém soét chinh sach kiém todn.
LSA ciing c¢6 trach nhiém ghi lai cdc ban ghi su kién bat ky mot thong bao kiém toan
nao do trinh tham chi€u bao mat tao ra.

Tién trinh dang nhap (Logon Process). Tién trinh dang nhap nay dang nhap cho ca
ngudi su dung cuc bo 1an tir xa.

Trinh quan ly tai khoan bao mat (Security Account Manager - SAM). Hé thong
ndy ¢6 trach nhiém ki€ém sodt va duy tri co s& dit lieu vé céc tai khoan ngudi sir dung da
dugc cap quyén truy cap va xac minh ngudi st dung trong tién trinh dang nhap (phé
chudn ngudi st dung cho LSA). Co s dit lieu SAM chia cdc thong tin tai khoan cua tat
ca nhitng (nhém) ngudi stt dung va cung cap cédc thong tin nay hé trg ngudi st dung
hop 1¢ trong quéa trinh diang nhap. N6 so sdnh ham hash mat ma ctia mat khau khi dang
nhap v6i mat khau theo gid tri hAm hash duogc luu giit trong co s& dit liéu SAM. Sau d6,

146



n6 cip SID cta (nhém) nguoi sit dung vé lai LSA. Sau d6 céc SID duoc sir dung dé tao
ra mot the bai truy cap bao méat cho phién hién thoi cua ngudi sit dung do.

Mobi hé Windows NT c6 co sd dit liéu SAM tai ché. Mbi mdy tram hay may chu ¢6 mot
co s& dit liéu SAM cho ngudi sir dung cuc bo va céac nhém cu thé véi may tinh d6. Moi
trinh kiém soét viing ¢6 mot co s& dit lieu SAM dé nhan dang (nhém) ngudi st dung c6
thé sir dung toan bo mdy tinh trong viing d6. Co s dit lieu SAM duoc cap nhat va nhan
ban cho phép bat ky mot hé diéu khién viing nao ciing c6 thé ddp tng yéu ciu xéc thuc.
Chi c6 may phuc vu va tram lam viéc Windows NT méi c6 SAM, va day 1a 1y do vi sao
mdy tinh Windows 95 va nhiéu may tinh khac thuc su khong thé gia nhap ving.

Trinh giam sat tham chiéu bao mat (Security Reference Monitor - SRM). Day la
mot thanh phan ctia ch€ do Kernel; né ngan cdm moi tién trinh hay nguoi st dung truc
ti€p truy cap cic doi tugng. N6 hop 1¢ hod moi tién trinh truy cap cac doi tugng. N6
cling phét sinh cdc thong bdo kiém todn thich hgp.

SRM c6 trach nhiém budc tat ca cdc truy cap hop 1é va chinh sich kiém todn lam viéc
ding din bén trong nodi quy bao mat cuc bo. Nhu vay, né han ché viéc truy cap truc tiép
vao doi tugng boi bat ky nguoi sit dung hay tién trinh nao, vi vay bao dam rang viéc
bao vé la nhu nhau dugc cung cap cho cac doi tuong bén trong hé thong. SRM lam viéc
két hop véi trinh quéan 1y doi tuong nham hop 1€ hod céc truy cap doi tugng va phat ra
céc thong diép kiém todn ndo d6 theo yéu cau. Khi truy luc mot doi tuong duogc yéu
ciu, SRM so sanh noi dung cua ACL ctia d6i tuong véi ndi dung clia phi€u truy cap cla
ngudi stt dung. Néu truy cap duoc cap cho d6i tuong, SRM b6 tri mot diéu khién cho
qud trinh nay va diéu khién nay duoc sit dung d6i véi tat ca cdc yéu ciu truy capkhac
tuong tu ma khong can phai kiém tra truy cap thém nita.

Co s6 dir liéu thu muc (Directory database). Trong moi truong mang, co s dit liu
nay c6 thé ton tai trén mot s6 may. Khi mot ngudi sit dung dang nhap mot mdy cuc bo,
SAM trén mdy d6 sé€ truy luc cac ID nguoi sut dung tir co s& dit lieu nay. Trong moi
trudng mang ving Windows NT, thong tin tai khoan nguoi st dung c6 thé dugc luu trit
trong mot co s& dit liéu thu muc trén mot hay nhiéu hé phuc vu ¢6 tén hé diéu khién
vung (domain controllers), ching chia sé va cip nhat thong tin tai khoan. Co s& dit liéu
dung chung nay cho phép ngudi sit dung diang nhap mot l1an dé truy cap céc tai nguyén
trén toan mang

Kiém soat truy cap nhiém y (Discretionary Access Controls - DAC). N6 cho phép
kiém sodt day du cdc tép va tdi nguyén nao c6 thé duoc truy cap bdi nguoi sir dung tai

thoi diém da cho.

Miic do ma hé thong DAC c6 thé kiém sodt tép va thu muc duoc truy cap goi Ia
Gnanularity. D6 1a chi s6 do xem kiém sodt truy cap c6 thé cu thé dén mitc nao. Vi du,
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ta c6 thé han ché truy cap dén nam tép trong mot thu muc cho mot nhém nguoi st dung
nao d6 trong khi ta lai cho phép tat ca cac nguoi st dung truy cap dén céac tép con lai
trong thu muc nay.

Trong co ché DAC néu ké bé khod khong c6 quyén truy cap dén cac tép thi ho khong
thé bé khod dugc mdy tinh. Do d6 dat quyén truy cap tép ding dan 13 budc dau tién lam
an toan mdy tinh Windows NT. Muén vay mdy tinh phai st dung hé thong tép cong
nghé méi (New Technology File System - NTES).

NTFS tuy vay van chua dugc hoan thién. Da6i véi phién ban 3.51 ngudi st dung khong
c6 quyén uu tién gi ciing c6 thé xod dugc tép. Mot vi du khdc 1a khi chay File Manager
cling cua phién ban nay thi cdc quyén truy cap tép c6 thé bi bd qua. Tuy nhién
Windows NT DAC la hoan toan t6t. D6 1a nguyén ly ai tao ra tép thi nguoi d6 l1a chu.
V6i mot tép c6 thé doc bdi ngudi nay, viet boi ngudi kia va chay lai boi nhitng ngudi
khac nita. C6 thé noi rang DAC 12 phic tap.

Tém lai, trén cac HDH nhu MS-DOS, Windows thuc t€ khong thé dat dugc mot hé bao
mat cao cap. Cdc HDH nay duoc thiét k€ dé ngudi sit dung c6 thé truy cap cdc tai
nguyén hé thong véi rat it han ch€, néu c¢6. HDH qud yéu dé cho phép bo sung hé bao
mat manh. Windows NT la mot HDH huéng d6i tuong, va hé bao mat cua né duoc xay
dung ngay trong cac cap thap nhat cta cau tric d6i tuong. Di€u nay khién Windows
NT dé bao vé an toan hon so v6i hau hét cic HDH khac.

3. Nhiing noi dung chinh can nghién ciru

Viéc dam bao an toan mang ngoai viéc thiét k& theo cdc mo hinh mang da dé cap 6 trén
né con phu thudc vao cac tinh nang an toan cua cic HDH dugc sir dung, ma & day la
cac HDH Microsoft. C6 thé thdy réing chi tir khi ¢6 su ra doi cia HDH Windows 95 cac
tinh ning mang mdéi dugc chd y. Tuy nhién lic nay Microsoft lai chd y nhi€u hon dén
cac tinh nang tién dung hon la céc tinh nang bao mat. Chi véi cac HDH Windows NT
va sau nay, cac tinh nang bao mat méi dugc quan tam thich dang hon va ro rang, tinh
ning an toan mang ting lén ding ké. Theo mot ban bdo céo ctia ITSEC (phat hanh
20/6/2000) néu WIDOWS/DOS va Windows 9x ¢6 tinh niang bao mat t6i thiéu thi tinh
nang bao mat cia Windows NT c6 thé néi 1a rét t6t v6i cdc phién ban mdi nhat.

An ninh an toan mang 1a mot van dé 16n va lién quan dén nhi€u yéu t6. Trong phan
nay ta s€ xem xét an ninh an toan mang doéi v6i cac HDH ctia Microsoft, ma chu yéu la
HDH Windows NT thong qua cdc ndi dung sau:

e Dang nhap, su dung dich vu
e Phan quyén d6i véi thu muc, tép
e NTFS
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CHUONG IL. PANG NHAP, SU DUNG DICH VU

Mac du cac tai nguyén mang da dugc bao vé ¢ cac muic khac nhau, nhung ngay viéc
ching ta muén truy cap vao viing hay mot mdy cu thé nao do ciing van phai qua mot
clra 1a co ch€ bao mat dang nhap. Giong nhu khi chia ho chi€u vao san bay hay xuét
trinh thé vao co quan, ching ta phai khai b4o tén, mat kh4u, tén ving hay may ma minh
muon vao dé tién trinh dang nhap (logon) xdc nhan ching ta ding 1a ngudi cta viing
vGi cdc quyén han nhat dinh vé tai nguyén, hé thong va cho phép nhap ving.

Hién nay, truy cap t6i mot hé thong duge thuc hién nho dang nhap bat budc. Day 1a
moOt yéu cdu an toan co ban tuan thi nguyén tac bao mat cdp C2. Su nhan dién va xéac
thuc nay 1a nén tang cua hé an toan. Khong c¢6 nhan dién va xac thuc ngudi st dung
dang nhap vao hé thong, viéc truy cap dén doi twong khong dugc kiém sodt, cic quyén
va thdm quyén clia ngudi sit dung khong ¢ hiéu Iuc, va trach nhiém giai trinh khong
thé duoc duy tri nhd kiém todn. Yéu ciu an toan théng nhat trong toan HDH va 1a thé
hién dau tién cho nguoi st dung trong qua trinh dang nhap. Qua trinh dang nhap sai
khac nho phu thudc vao viéc ngudi st dung dang nhap t6i hé cuc bo hay tGi mot vung.
C6 hai céach c6 thé diang nhap: cuc bo hoic tir xa. Pang nhap cuc bd ngu y viéc dang
nhap truc ti€p vao mdy tinh dang duoc dé cap. Dang nhap tir xa 4m chi mot cudc diang
nhap “ngang qua mang” d€ truy cap tai nguyén diung chung. Viéc diang nhap doi hoi
phai c6 tén dang nhap va mat khau hop 1é.

Vi sao Windows 9x khong c6 thé duogc coi 1a hé diéu hanh an toan? Mic du cac HDH
Windows 9x dugc thiét ké€ khong phai cho da nguoi st dung thuc sy va han ché dugc
céc tan cong tr xa song néu mot ai d6 c6 thé ti€p can mot may Windows 9x, anh ta ¢6
thé dé dang 14y cap dugc thong tin dang nhap (tén ngudi st dung, mat khiu, tén viing
va sir dung né dé diang nhap. Ngoai ra con mot s6 diém yéu khac nita vé mat khau, mat
ma...cia Windows 9x, ma ta s€ ban dén sau, lam cho n6 bi coi la HPDH khong an toan.

No6i chung, cac budc trong tién trinh dang nhap la xin gidy uy nhiém (credentials) va
thadm dinh quyén. Dau tién, ngudi sit dung xin gidy uy nhiém béng cach nhap thong tin
ngudi sur dung (tén ngudi st dung, mat khau, tén viing). Thong tin nay duoc so sdnh véi
thong tin v€ ngudi st dung ma hé thong da luu giit. Néu chinh xac thi ngudi st dung
duoc thaim dinh quyén va c6 quyén truy cap hé thong. Néu sai ngudi sit dung d6 bi tir
ch6i truy cap. Nhu vay mic do an toan ciia thong tin ngudi st dung va céch thic thim
dinh quyén sé quyét dinh miic do an toan khi dang nhap.

1. An toan mat khau

Mat khau thudng dugc luu giit trong co s& dit lieu. Trong Windows 9x mat khiu dugc
mat ma yéu, mat khdu LAN Manager, va dit trong tép .pwl. Cc dich vu tép LAN
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Manager da dugc st dung cho cac dich vu tép PC trong nhitng nam 1980 va dau nhiing
nam 1990 va van c6 trong cac HDH khac. Windows 9x chi thuc hién xac thuc quan ly.
N6 dua trén bo ki tu OEM chuén, khong phan biét chit hoa chit thudng va c6 thé dai t6i
14 ki tu. Mat khau LAN Manager dugc mat ma khi sir dung thuat toan Chuidn mat ma
dit liéu (DES). Mat khau nay rat dé bi tan cong do khong phan biét chit hoa chit thudng.
Mat khau nay ciing dé bi giai ma khi sir dung ki tu thong thudng va s6 lugng ki tu khdc
7 hay 14.

Windows NT c¢6 st dung thém mat khau Windows NT. Mat khau nay dua trén bo ki tu
Unicode va né 1a mat kh4u c6 phan biét chit hoa chit thudng va c6 thé dai t6i 128 ki tu.
Mat khau NT duoc mat ma bang viéc sit dung thuat toin Message Digest 4 (MD4).
Trong Windows NT mdi mat khau dugc ma hod kép trong co s& dit lieu SAM. Lan ma
hoa dau tién 1a mot phién ban ham mot chiéu (one-way function - OWF) ctia mat khau
0. Sau d6, mat khiu nay dugc ma hoa lai dé khién né tré nén khé hiéu hon. Cdc mat
khau ma hod mot chiéu thudng duoc xem 1a khong thé giai ma. Thuc t&, co s& dit liéu
khong hé duoc giai ma. Tham chi, chinh SAM ciing khong thé gidi ma cdc mat khau
trong co s& dit lieu. Diu nay ngan cdm ai d6 viét mot chuong trinh ding cac SAM API
dé doc cdc mat khau da ma hoa ra khoi co s& dit liéu. Mot chuong trinh nhu vay c6 thé
duoc dung dé tién hanh mot cuoc tién cong tir dién trén co so dit lieu SAM.

Trong Windows 2000 thong tin nguoi sir dung dugc ma hoa va cét giau trong SAM cua
hé thong cuc bo hay AD (Active Dierectory) ctia hé thong. AD thay thé cho ving co s&
dit liéu SAM cua registry trén diéu khién viing va 1a mot thanh phén tin cay ctia LSA.
Khic vé6i co s& dit lieu SAM c¢6 céu triic phang thi AD lai ¢6 cau triic phan cép cho
phép han ché céc truy cap trai phép.

Ngoai ra cic HDH Windows NT va Windows 2000 cho phép nhan CTRL-ALT-DEL
dé khoi phat mot tién trinh dang nhap méi. Nhu vy s& tranh duoc méi nguy hiém cta
cac chuong trinh Trojan Horse.

2. Tham dinh quyén

HDH Windows NT quan 1y truy cap mang thong qua co ché€ xac thuc nguoi su dung
gdm tén ngudi st dung va mat khiu twong ting. Mat ma duoc dua tir tram diang nhap
mang vé€ trung tim theo cach ma hod dac biét theo mot trong hai cach sau day:

Mot 1a, Windows NT ding DES lam ham mot chiéu dé ma hod mat khau cta ngudi st
dung. Mat khau nay ding DES lam ham mot chiéu dé ma hod mot hing s6 qui udc roi
chuyén gid tri ma khod nay dén co s& dif liéu ngudi st dung. O day gid tri nay dugc
dem so sanh véi gia tri da luu trong co so dit liéu. Néu trung khép thi duge dang nhap
mang néu khong s& bi tir ch6i. Mat khdu khong bi 10 vi n6 khong thé tinh nguoc do tinh
chat mot chiéu cua DES.

150



Hai 13, st dung giao thiic thdm dinh quyén ma hod Windows NT LAN Manager
(NTLM). Khi dang nhap thi SERVER s€ giti mot gia tri nonce dai 16 byte cho tram
CLIENT. Mat khdu ctia nguoi stir dung dugc dung dé 1ap ma nonce va gtri vé SERVER.
Mat khau dau tién duge dung 1am khod dé€ ma mot hing s6 qui udc trudc, sau dé gia tri
mot chiéu nay dugc dung 1am khod dé ma hod nonce va két qua tra vé SERVER. Mot
mat SERVER nhan gid tri nay, mat khac né 14y gia tri mot chiéu & co s& dit liéu cua
nguoi st dung lam khod va 1ap ma nonce ma né con luu gitt, két qua dugc so sanh véi
két qua vira nhan duogc tt CLIENT, néu hai két qua 1a trung nhau SERVER cho phép
dang nhap mang. Nguoc lai, n6 tir chéi dang nhap mang. N6 ma hod bang mot khod s6
nhi phan 56 bit v6i 72 nghin triéu triéu t6 hop kha di. Khod dugc phat sinh ngau nhién
cho mdi phién lam viéc dé tao mot khuon miu ma hod thudng duoc xem 1a khong thé
bé khoa néu khong c6 khoa giai ma.

Pé thadm dinh quyén ngudi sit dung trong Windows 2000 ngdm dinh sir dung giao thiic
thdm dinh quyén Kerberos Version 5. Giao thic tham dinh quyén Kerberos Version 5
12 mot giao thic thaim dinh quyén an toan phan tan dua trén an toan chuan Internet. N6
thay th¢ NTLM, dugc dung trong Windows NT Server 4.0, nhu mdt giao thic an toan
chinh khi truy cap cdc tai nguyén trong hoac ngang qua mang vung Windows 2000
Server. HO trg Kerberos bao dam dang nhap an toan, mot lan va nhanh dén céc tai
nguyén dua trén Windows 2000 Server ciing nhu cdc moi trudng khac ¢6 ho tro giao
thuc nay.

Véi Windows NT va cac HDH sau nay, khi tai khoan nguoi sit dung can duoc hop thic
hod, nhung mdy tinh cuc bo khong thé tu hop thic duge thi mat khau luon duogc mat ma
hod va truyén trén mot kénh mat duoc thiét 1ap trude.

Thdm dinh quyén nguoi sit dung hai yéu to.

C6 thé dung cdc thiét bi bao mat bén thit ba dé cai thién hé bao mat cho ngudi sir dung
quay sO vugt trén mitc bao mat san c6 cta cac dich vu Windows NT RAS (Remote
Access Service - Dich vu truy cép tir xa). Cac thié€t bi bao mat thuong la cac thé khoa
[keycards]: do 1a cac thiét bi bao mat ¢6 kich ¢& bang thé tin dung hién thi mot ma s6
khac nhau theo ting phut. Thé khoa dugc dong bo hod véi mot thiét bi tuong tu tai hé
phat sinh cung ma s6. Khi nguoi sit dung dang nhap, ma so trén thé khoa cua ngudi su
dung duoc glri dén hé phuc vu quay s6 du6i dang mot bién phap bé trg cho thii tuc diang
nhap binh thudng. K§ thuat ndy bao ddm chi ngudi sit dung hop phép c6 cdc mat khau
va cac ma s thé khod hop 1é méi c6 thé diang nhap hé théng. Hai yéu t6 trong luge do
nay 1a mat khau ma nguoi sir dung biét va gid tri thé khod ma ho c6 vao lic dang nhap.
C4c thiét bi bado mat ton tai theo ca dang phan cting va phan mém. Céc thiét bi phan
cung thudng c6 kich ¢d nhu cac thé tin dung va ¢c6 mot man hinh LCD nho dé néu ma
s truy cap. Cac thiét bi phan mém la cdc chuong trinh chay trén mdy tinh nguoi su
dung va thuc hién cuing chitc nang nhu céc thiét bi phan cing. N6i chung, cac thiét bi
phan mém tién dung hon bdi vi ching tu dong hod tién trinh va khong yéu cau khod
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ctia ngudi st dung trong ma s6 truy cap. Tuy nhién, cdc thiét bi phAn mém thuong it an
ninh hon, bdi cic hic co ¢6 co hoi dé bé khod thong tin ¢6 thé ndm trong bo nhé hoic
trén dia. Viéc bo tro diang nhap tir xa theo cdch nay sé& cho ta mot cap bao mat cao.
Cung v6i su ra doi Windows 2000 1a ting dung thé thong minh trén n6.Thé thong minh
bao dam luu giit chong luc 1oi nhdm bao vé cac khod riéng tu, cdc s6 tai khoan, mat
khau va cdc thong tin cd nhan khdc. Cac thé thong minh nang cao cac giai phdp phan
mém bao gém cé& thaim dinh quyén hé khach. Thé thong minh 12 mot thanh phéan cht
chot clia co s& ha tang khod an toan ma Microsoft tich hgp trong HDH Windows 2000.
Trong twong lai, mat khau c6 thé duoc bao mat thém nhd cac phuong phdp nhan dang
sinh hoc sir dung céc dic tinh c4 thé nhu van tay, miu vong mac, mo6 hoi, DNA, su thay
doi giong néi va nhip diéu danh mdy trén ban phim.
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CHUGONG III. PHAN QUYEN POI VOI THU MUC, TEP

Phéin trén da dé cap dén giai doan dau, giai doan “quyén” cua tinh nang thim dinh
quyén “hai chiéu” trong hé thong mang an toan. Phan nay s& trinh bay giai doan hai ,
giai doan cho phép “permission” cia mot doi tugng cu thé.

Nhu da trinh bay & trén, cac do6i tuong trong cac HDH ctia Microsoft bao gdom moi tha
tlr cdc tép, cdc cong truyén thong, dén cdc xau thi hanh. Méi d6i tuong déu c6 thé duoc
phan quyén riéng 1& hoac dudi dang mot nhém tuy thudc vao HDH. Céc d6i tuong c6
céc ki€u permission khdc nhau dugc dung dé giao hoac khudc tir quyén truy cap chinh
ching. Trong chuong nay dé cap dén doi tuong can phan quyén 1a thu muc va tép. Doi
véi doi tuong nay c6 thé cé permission Read, Write, va Execute. Cdc thu muc 12 cdc
doi tuong “thung chita” luu gitt céc tép, do dé permission gan cho “thuing chita” déu
duoc thira k€ boi cac doi tugng tép chita trong né. D€ xem xét tinh nang phan quyén thu
muc v tép, chiing ta can tim hié€u cdc hé thong tép duoc cac hé diéu hanh Microsoft hd
trg, va sau do la cac permission cua chiing.

Nén luu y ring, céc diéu khién truy cap va cic quyén tai khoan nguoi sir dung 12 hai
khia canh khac nhau cua hé bao mat Windows NT. Hé bao mat tai khoan nguoi su
dung dinh danh va hop 1¢ hoé ngudi sit dung, trong khi céc diéu khién truy cap lai han
ché& nhitng ngudi sit dung nao mdi c6 thé lam viéc vé6i cac doi tuong.

Ciling nhu moi doi tugng khac, doi tuong thu muc va tép c6 mot dau mo ta bao mat

(security descriptor) dé mo ta cdc thudc tinh bao mat. Dau mo ta bao mat bao gom:

e ID bao mat ctia nguoi st dung s& hitu doi tuong, thuong l1a nhitng nguoi tao ra doi
tuong va dugc goi 1a chii nhan (owner)

e ACL (Access Control List - danh sach diéu khién truy cap), luu giit thong tin vé
nhitng ngudi st dung va nhém nao c¢6 thé truy cap doi tuong

e ACL hé théng, c6 lién quan dén hé kiém todn

e ID bao mat nhém, dugc dung bdi hé con POSIX

Cac ACL Ia diém then chot clia phan thdo luan ndy. Vé co ban, ACL la mot danh séch
nguoi st dung va nhom c6 permission truy cip vao doi tuong. Doi tuong thu muc va tép
c6 ACL riéng ctia né. Cic chli nhan c6 thé tao cdc muc trong ACL thong qua cdc cong
cu nhu File Manager hodc bang cach an dinh cdc tinh chat cho cédc tép va thu muc
(trong Windows NT 4.0). Network va Services trong Control panel ciling la nhitng trinh
tién ich khac ding dé an dinh permission.

Ngudi st dung ¢6 thé ¢6 nhiéu muc trong ACL ctia mot doi tugng, cung cap cdc mifc

truy cap khdc nhau cho chiing. Vi du, mot ngudi sir dung c6 thé c6 gidy phép Read doi
v6i mot tép dua trén tai khoan nguoi sir dung cua ho va gidy phép Read/Write dua trén
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tu cach 1a thanh vién cia mot nhém. Méi gidy phép nay dugc néu trong mot muc riéng
biét trong ACL.

Khi nguoi st dung truy cap mot doi tugng, ho thudng c6 mot quyén truy cap thoa dang
nhat dinh, nhu Read hay Read/Write. D€ giao (hay khudc tir) truy cap, SRM sé& doi
chiéu thong tin trong thé bai truy cap clia ngudi st dung véi cac muc trong ACL. Thé
bai truy cap chita cac ID bao mat va danh sach cac nhém ma nguoi su dung dé thudc
ve. SRM s€ d6i chi€u thong tin nay v6i mot hay nhiéu muc trong ACL cho dén khi tim
thay du gidy phép dé trao quyén truy cap thoa dang. Néu khong thay du gidy phép, viéc
truy cap bi khudce tir.

Néu SRM tim thdy vai muc danh cho ngudi sit dung, né s& xem xét tiing muc dé xem
(t6 hop cdc) muc d6 c6 thé giao cho ngudi st dung gidy phép thoa ding dé dung doi
tugng do6 hay khong.

1. Cac hé thong tép duoc cac hé diéu hanh Microsoft ho tro:

Mot trong nhitng yéu cdu ctia HDH 1a cong tic quan ly di liéu: c6 thé dung loai dia
nao véi HDH d6, cach thic HDH chia dia thanh nhiéu phan nhd, dit liéu va tép duoc
luu giir theo céch thitc ndo, va nhiéu vin dé khdc. Muc nay s€ cung cép tong quan vé
kha nang hoé tro cic hé thong tép cta ho cic HDH cua Microsoft (duoc liét ké trong
Bang 1). Cac hé thong tép nay c6 nhitng tinh nang khac nhau nhu do dai tén tép, tinh
nang bao mat, dung luong t6i da cua tép va phan hoach

Bang 1
Cac hé dieu hanh Ho trg cac hé thong tép
Windows NT, Microsoft Windows File Allocation Table (FAT)
95/98, MS-DOS, IBM 0S/2
Windows NT/2000 Windows NT File System (NTFS), New
Technology File System
Windows NT, Microsoft Windows CD-ROM File System (CDFS)
0S/2, Windows NT High Perfomance File System (HPFS)

e CDFS duoc sir dung dé doc dir lieu tir cic 6 CD-ROM. Vi CDFS Ia h¢ thong tép
dac biét chi doc (read-only) nén pham vi ting dung ctia nd bi han ché.

e FAT ma ching ta quen goi la bang xac dinh vi tri tép da dugc st dung nhi€u nam
trén cidc mdy chay MS - DOS, chay cic HDH Microsoft Windows 9x, IBM OS/2,
Windows NT. FAT ho tr¢g qui udc tén tép 8.3 (s6 ky tu phan bén trai ddu cham khong
qua 8 va s0 ky tu phan bén phai ddu cham khong qua 3) cho cac phién ban cta céac
HDH nay. Ngoai ra FAT con ho trg thém qui uGe dat tén dai cho tép/thu muc, von duoc
ap dung 6 Windows 95/98/NT.
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Trong hé théng tép nay, moéi tép va thu muc ton tai & cdp goc (root) trong phan chia
FAT chi dén mot muc nhap FAT nhan dién con s6 bat dau cho tép/thu muc dé. Néu tép
16n hon mot cum (cluster) sector don 1€ (cé kich hude phu thudc vao kich thudc phan
chia), cum sector nay chi dén cum k€ ti€p. FAT khong hé c6 gang t6i wu hod tép : cum
sector k& ti€p cuia tép s€ la cum ké tiép kha dung trén dia, bat chap vi tri cua cum trude
d6. Cum sector cudi cing ma tép chi€ém dung c6 diu hiéu End of File.

Thu muc goc ctia FAT bi gi6i han & 512 muc nhap (c6 thé 1a tép hodc thu muc con).
Thu muc con (subdirectory) la tép liét ké cac tép va thu muc con khicchira trong no,
v6i mot dau hiéu cho biét day 12 thu muc con. Thu muc con ¢6 thé chita thu muc con va
tép truc thudc véi so luong bat ky.

Heé thong tép FAT bi giGi han & s6 luong nhap nhat dinh: méc du ban dau MS-DOS hd
tro t6i da 4096 muc nhap, nhung Windows 95/98/NT lai hd trg dén 65536 muc nhap
trong FAT. Vi FAT bi giGi han & s6 luong cluster ¢6 dinh, nén mot cluster s€ khong c6
kich thuGc nhu nhau trén hai volume khong cung kich thudc. Chi duy nhat mot tép
duoc chi dinh cho moi cluster, va bat ky khong gian thira nao & cluster cudi cung duoc
gan cho tép déu bi bo phi.

Khong thé bao vé duoc cdc phan hoach FAT bing tinh ning bao mat thu muc hoic tép
cuc bo (local file) trén cac HPH nay. Duy nhat ¢6 mot ché do bao mat cho cac phan
hoach FAT trén mang: ché€ do nay dugc cung cap thong qua cdc nguyén tic chia sé cua
cac HDH. Diéu d6 c6 nghia rang trén mot phan hoach FAT, cac HDH khong hd tro cac
tinh nang bao mat dén muc tép; néu muodn thiet dat dé khong thé truy cap duge mot tép
nao do, ta phai khoi tao thu muc, thiét dat trang thai khong chia sé (khong ding chung)
cho thu muc d6 va dat tép néi trén trong thu muc d6. Mot trong nhitng nhugce di€ém cua
viéc chia sé 1a rat khé quan 1y vi néu gia st c¢é hang tram ngudi st dung trén mot may
cht va m6i ngudi lai ¢6 mot thu muc riéng, chiing ta phai thiét 1ap hang tram chia sé,
va doi khi nhiing chia sé nay lai chong chéo nhau nén gay thém nhiing phién todi.

e He thong tép cong nghé méi (New Technology File System - NTES) dugc ho trg
trong Windows NT/2000 la hé thong tép thich hgp nhat cho Windows NT/2000 do mot
so i do, dac biét 1a 1y do bao mat. Khac véi FAT, NTFS khong bi giéi han & mot s6
luong sector nhét dinh trong moi cluster. & hé thong tép nay, cluster 1a don vi co so.
Thira sO cluster dugc dinh nghia la mot so lugng byte, va viéc dinh dang mot volume
theo NTFS s& bao dam ring thira s6 cluster 12 boi s6 cua kich thuée sector trén 6 dia. Vi
NTFS nhan dién moi thit theo s6 hiéu cluster, nén hé théng tép khong tinh dén kich
thudc sector. Do vay, s6 lugng sector trong moi cluster 12 mot gid tri ¢6 tinh dé nghi
thay vi gid tri ¢6 dinh. NTFS cho phép diéu chinh s6 luong sector mic dinh trong moi
cluster sao cho thich hgp nhat v6i mic do st dung thuc t&€ ciia volume. NTFS con tim
kiém khong gian dia lién nhau truéc khi ghi hoic sao chép tép vao dia.
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Ching ta nén dung phan hoach NTFS khi c6 yéu ciau bao mat cho cdc may chl hoac
cac may ca nhan. NTFS hé trg diéu khién truy capva cdc dic quyén riéng rat quan
trong dé dam bdo tinh thong nhat cta dit liéu. Mic du cdc thu muc trén cac mdy chay
Windows NT/2000 c6 thé dugc gan thém permission chia sé khong phu thudc vao hé
thong tép dang diing, véi cdc tép va cac thu muc NTFS, ta vin ¢6 thé gén permission dé
ching duogc dung chung hay khong. NTFS la hé thong tép duy nhat trén Windows
NT/2000 cho phép ta kha nang thiét dat permission t&i cac tép va cic thu muc riéng.

2. Phan quyén do6i v6i thu muc va tép thuc chit 1a bao mat cdc tai nguyén mang
thong qua permission chia s¢

Cac thu muc duoc chia sé (hay dugc dung chung - shared folders) cho phép nguoi su
dung truy cap vao céc tép trén cic 6 dia mang.

2.1. Gioi thiéu chung

Khai niém chia sé tai nguyén la mot khai niém quan trong doi véi moi truong lam viéc
trén mang. Néu lam viéc trén mot mdy tinh cuc bo, ching ta hoan toan c6 thé truy cap
va khai thac cdc tai nguyén trén may dé. Nhung tinh hinh s€ khac di néu chiing ta
muon truy cip vao mot chuong trinh nao d6 hoac vao mot co s& s dit liéu duge cai trén
mot may khac. Mudn st dung mot tai nguyén cta mang (khong cé & trén may minh),
tai nguyén dé phai duoc chia se.

Viéc chia s¢ cac tai nguyén trén mang mang lai nhitng 1gi ich can ban. Trudc hét,
nhiing nguoi su dung truy cap céc tai nguyen do theo céch thuc tap trung boi véi
nhitng ngudi quan tri, diéu nay c6 nghia rang viéc nim quyén kiém soat cdc tai nguyen
trén mang dugc thuc hién mot cdch dé dang hon. Loi ich thd hai trong viéc chia sé
chinh 1a viéc st dung cédc tai nguyén mot cach cé hiéu qua va kinh t€ hon rét nhiéu.
Cudi cung, v6i nhitng chinh sach thich hop, viéc bao mat cac tai nguyén sé duoc thuc
hién mot cich hitu hiéu hon.

Céac HDH hd tro mang cua Microsoft déu cho phép thiét dat dé c6 thé chia sé cdc tai
nguyén cho nguoi khiac. Tuy nhién mic do cho phép nguoi khiac dung dén dau la do
nguoi chia sé quyét dinh.

a. Cdc thu muc duoc chia sé

Mot thu muc duoc chia sé 1a mot thu muc duoc thiét dat sao cho nhiing ngudi c6 quyén
hop phdp c6 thé két néi t6i thu muc d6 va khai thac céc tdi nguyén luu giit trong dé.
Ngoai ra, v6i Windows NT chiing ta c6 thé thiét dit permission chia sé (shared
permission) cho cac tai khoan ngudi st dung (va cdc tai khoan nhém) dé diéu khién
nhitng ngudi st dung c6 thé thuc hién dugc diéu gi v6i noi dung clia thu muc dugc chia
sé. Nhitng ngudi st dung trén cdc mdy khac c6 thé dung tién ich duyét (Browser) nhu
Explorer cia Windows 9x, Windows NT Explorer dé truy cap duoc tai nguyén trén mot
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thu muc dugc chia sé hay két n6i dé€n thu muc d6 nhu mot phan hoach ao (E, F, hay G)
clia mdy minh; chiing ta goi cdc 6 4o nay la cdc 6 dia mang. TAt ca cdc thu muc trén
moi hé thong tép (FAT, NTFS, CDFS, HPFS) déu c¢6 thé chia sé dugc. Muon chia sé thu
muc can ¢6 cac diéu kién sau:

e Serser Service da duoc khoi dong

e Nguoi thao tdc c6 quyén chia sé 1a nhitng ngudi thuoc cdc nhém: Administrators,
Server Operators, Power Users

Néu mot phan hoach dugc dinh dang theo hé thong tép FAT, viéc thiét dat chia s¢ hay
khong chia sé cac thu muc la cach thiic duy nhat dam bao tinh bao mat cho cac tai
nguyén trén phan hoach dé6. Néu phan hoach duoc dinh dang theo hé thong tép NTFS,
ngoai chia sé thu muc chiing ta c6 thé thét dat thém permission NTFS dé dam bao tinh
bao mat cao hon.

b. Permission trén cdc thu muc duoc chia se

Dé diéu khién nguoi st dung truy cap vao mot thu muc dugc chia sé, ching ta c6 thé
gan permission chia sé (share permision) cho nhitng nguoi st dung, cho cac nhém hoac
cho ca hai. Moi gidy phép doi véi mot thu muc c6 tac dung d6i véi moi tép va thu muc
con dugc chuta trong d6. Bang 2 liét ké permission doi véi cac thu muc dugc chia sé.

Bang 2
Gidy phép Dung dé
No access Dit ¢ ché do nay, ngudi sit dung c6 thé nhin thay thu muc
(khong dugc truy | trong mang nhung khong truy cip vao duoc cting nhu khong
cap) nhin thay va khong khai thac duoc cac tép hay thu muc con
ctia né
Read C6 thé xem tén tép va thu muc con, xem dit liéu va thuoc tinh
(Poc) cta tép, chay cdc tép chuong trinh va truy cap téi cac thu muc
con chura trong thu muc do
Change C6 thé tao céc thu muc con, thém tép, thay déi dit liéu ciing
(Thay déi) nhu thém dit liéu vao tép, thay déi thudc tinh tép, xo04 cic tép
va thu muc con
Full control C6 thé 1am moi viéc ctia ché do Change, thay d6i permission
(Toan quyén) cua tép, 1ay quyén s hitu doi véi cdc tép, thu muc & NTFS.

Nhu ta thdy, bang trén liét ké bon loai gidy phép, mic do gidy phép tang dan theo thi
tu liét ke, tir gidy phép gan quyén han ché nhat tGi gidy phép rong rai nhat.

c. Pham vi tdc dung cua permission trén cdc thu muc duoc chia sé. C6 thé dat
permission trén bat ky mot tai nguyén dugc chia sé nao ma khong phu thudc vao hé
thong tép trén phan hoach d6. Tuy nhién nhiing gidy phép nay chi c¢6 tac dung khi ta
truy cap thong qua mang. Permission chia sé d6i v6i mot thu muc khong cé tic dung
khi mot ngudi nao dé dang nhap mot cach cuc bo thanh cong vao may c6 chira thu muc
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d6. Khi d6 anh ta c6 toan quyén trong viéc truy cap cdc thu muc va céc tép. Hién nhién,
viéc klhai thac tai nguyén tép ctia anh ta c6 thanh cong hay khong ciing con phu thudc
vao cdc tinh nang bao mat cua chuong trinh tng dung tao ra tép dé (nhu tép van ban
Word duoc cai dat mat khau chang han).

Néu nguoi dé khong cé quyén diang nhap cuc bo (Log on locally) trén mdy cha
Windows NT Server thi dicu nay khong gy ra phién todi gi. Mat khéc, d6i v6i cdc may
chay Windows NT Workstation, ngudi stt dung dugc gan quyén d6 mot cach tu dong
thi van dé trén phiic tap hon; ho ¢6 thé bd qua permission chia sé dé truy cap t6i cdc tép
trén may cuc bo.

d. Hiéu luc két hop ciia permission

Chiing ta c6 thé gdn permission chia sé thu muc mot cach truc ti€p cho ngudi st dung
cling nhu gan permission d6 cho mot nhém ma nguoi sit dung d6 la thanh vién. Néu
mot nguoi sit dung 1a thanh vién cua nhi€éu nhém thi can dinh ro gidy phép thuc t€ dp
dung cho ngudi st dung nay dua theo hai nguyén tac sau: thit nhat, mic gidy phép thuc
t€ clia nguoi d6 1a mic gidy phép it bi han ché nhat trong s6 permission do; thi hai, néu
trong sO tit ca cac muc gidy phép cé gidy phép No Access thi mic gidy phép thuc t&
ctia nguoi do 1a No Access.

2.2. Chia sé cdc thu muc

Dé thiét dat mot thu muc ¢6 dugc chia sé hay khong ching ta chi can phai thuc hién
mot vai thao tac don gian. Nhung trude khi thuc hién “mot vai thao tac don gian” do la
ca mot quéa trinh suy ngdm cong phu dé hoach dinh nén chinh sdch chia sé tai nguyén.
Hé thong c6 hoat dong tot, dap tng vita di cac nhu ciu da dang clia nguoi st dung hay
khong la hé qua tat yéu cta qua trinh hoach dinh nay.

a. Hoach dinh cdc thu muc duoc chia sé

Trudc khi chia sé chiing ta phai tra 16i dugc cau hoi: chia sé tai nguyén gi va cho ai. Dé

mot mang mdy tinh hoat dong tron tru, ngudi st dung hop thic phai dé dang truy cap

dugc cac chuong trinh mang, cic dit liéu dung chung cling nhu cic thu muc chira cac

tép tai nguyén khéc. Sau day 1a mot vai goi y:

e Hay xac dinh xem nguoi sit dung sé€ truy cap vao nhiing thu muc nao cia minh. Hay
td chifc lai cic thu muc c¢é cliing mot mic bdo mat vao trong mot thu muc. Chang
han, nén dua nhitng thu muc chita cac tép chi cho phép doc vao trong mot thu muc

e Sir dung céc tén chia sé truc quan dé ngudi sit dung c6 thé dé dang doan nhan va
truy cap t6i do.

e S dung cdc tén chia sé va tén thu muc doc dugc bang cdc HDH cua tit ca cdc may
tram. Doi v6i cdc mdy chay HDH Windows NT va Windows 95 thi tén chia s¢ va
tén tép co thé toi da 1a 255 ky tu, con d6i v6i cac may chay HDH MS — DOS,
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Windows 3.x va Windows for Workgroup thi tén chia sé va tén tép déu phai tuan
theo qui tac 8.3

b. Hoach dinh dé gdan permission trén cdc thu muc dugc chia sé

Ciing nhu viéc chia sé, viéc gan permission trén cac thu muc duoc chia sé dén ting doi
tuong, ting nhém su dung ciling 1a mot cong viéc doi hoéi su hoach dinh va tinh toan k§y
ludng. Sau day la cac goi y:

Xac dinh nhém nao cé nhu cau truy cap t6i cac tai nguyén gi va mic do truy cap
can thiét doi véi ho.

Tao ra cac nhém cuc bo (local group) doi véi cac tai nguyén dugc chia sé. Néu cac
thu muc duoc chia sé nam trén cdc mdy chi thanh vién hay may chay Windows NT
Workstation thi nhém cuc bo d6i vé6i cac tai nguyén dugc chia sé s€ duogc tao trén
chinh cdc mdy dé. Néu tai nguyén nam trén cac may Diéu khién viing thi nhém cuc
bo c6 thé tao ra trén bat ky mdy nad c6 chay User Manager for Domains.

Chi gan permission cho nhitng nhém thuc su ¢6 nhu cdu truy cap t6i tai nguyén.
Gén gidy phép han ché nhat cho nhém cuc b trén cic tai nguyén, song phai dam
bao cho phép dén miic dé ho c6 thé thuc hién duoc cong viéc cia minh. Ching han,
néu nguoi st dung chi c¢é nhu ciu doc cédc tép trén mot thu muc thi chi nén gan gidy
phép Read cho ho.

Pé dam bao tinh bao mat cao, hdy xoa bd gidy phép Full control ciia nhém
Everyone. Néu mu6n moi ngudi stt dung déu c6 thé truy cap dugc tai nguyén, tot
nhat nén st dung nhém Users. Trong mot ving nhém Users chi bao gom céc tai
khoan nguoi st dung ving ma chiing ta tao ra. Trong mot nhom cong tac, Users
chita moi bguoi st dung cuc bo

Ngoai ra, tuy theo tinh chat cta tung loai tai nguyén dugc chia sé (chuong trinh tng
dung hay di liéu), ching ta can c6 chién lugc gan permission mot cach phu hop hon.
D6i v6i cac mang 16n, c6 thé c6 mot hay nhiéu mdy chu giit vai trd luu giit céc chuong
trinh. Khi d6 ching ta can:

Tao mot thu muc dugc chia sé dung dé luu cdc chuong trinh

Gan gidy phép Full control cho nhém Administrators dé ho ¢6 thé truy cap va quan
tri cdc chuong trinh.

Xoa bd gidy phép Full control cua nhom Everyone va gan gidy phép Read cho
nhém Users dé dam béo tinh bao mat cao.

Gan gidy phép Change cho nhém nhiing nguoi chiu trach nhiém nang cap hay giai
quyét cac van dé vé phan mém.

Vé6i cac thu muc chira dit liéu cong cong ciing nhu cac dit liéu nhay cam ching ta
cling can phai c6 nhitng hoach dinh tuong tu. Thiét 1ap chia sé t6i mdc tép chi cé
trong NTFS ma ching ta s€ xem & phan sau.
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CHUONG IV. NTFS

Trong chuong nay chi dé cap dén cdc tinh nang ctua hé thong tép NTFS, cdc uu diém va
nhugc diém cta no.

1. Giéi thiéu chung

Trong phan I1.2 dua ra tong quan vé céac hé thong tép ma cic HDH cua Microsoft hd

trg. Phan nay di sau vao NTFS. NTFS ho tro cdc tinh nang sau:

e HO tro tén tép dai. Cac tén tép va thu muc c6 thé dai t6i 255 ky tu, bao gébm ca phan
ma& rong.

e HOo tro tinh bao mat cuc bo. Chiing ta nén dung phan hoach NTFS khi ¢c6 yéu céau
bao mat cho cidc mdy cht hodc cac mdy c4 nhan. NTFS hd trg diéu khién truy cap
va cdc dic quyén riéng rat quan trong dé dam béo tinh thong nhét cta di liéu. Mic
du céc thu muc trén cdc may chay Windows NT/2000 c¢6 thé duoc gén thém shared
permission khong phu thuoc vao hé théng tép dang dung, véi cac t&€p va cac thu
muc NTFS, ta vin c6 thé gan permission dé ching dugc dung chung hay khong.
NTFS la hé thong tép duy nhat trén Windows NT/2000 cho phép ta kha nang thiét
dat permission t6i cac tép va cac thu muc riéng.

e Kich thudc cua phan hoach va tép NTES: phu thudc vao phan cing ciia mdy, c& cla
tép 16n nhat nam trong khoang 4 GB va 64 GB. Do viéc stt dung khong gian dia lién
quan lién quan dén viéc ding NTFS, ¢& t6i thiéu cia mot phan hoach NTFS nén 16n
hon 50 MB.

e Mot trong nhiing dac tinh co ban cia NTFS la kha nang nén tép. Ti 1& nén, trén thuc
t€, thay déi tuy vao ban chat clia tép duoc nén. Viéc nén cic tép lam giam cd cla
cac tép trong cac ung dung van ban va c& cac tép dit liéu khoang 50% va giam c&
ctia cac tép thuc hién khoang 40%. Chuong trinh tng dung nao truy cap tép duoc
nén trén NTFS sé khong biét rang tép nay duoc giai nén khi yéu cau. Tép duoc nén
khi dugc déng hodc luu lai. Chi ¢6 hé thong tép NTFS mdi ¢6 thé doc duoc noi
dung da nén cta dit lieu. Khi mot trinh ting dung hodc 1énh, Copy chang han, yéu
cu truy cap tép, NTFS s€ giai nén tép trudc khi hoat dong sao chép dién ra. Sao
chép tép tin duoc nén vao mot thu muc ciing dugc nén that ra phai trai qua nhiéu
cong doan, bao gébm giai nén, sao chép, va nén lai tép. C6 thé cho phép nén tép/thu
muc c4 thé, hodc nén toan volume, nhung khong nén nén & moi trudng mdy phuc vu

e Cic tinh nang phu: NTFS c6 cdc tinh nang phu dé né trd thanh mot hé thong tép
manh va nang dong
o Kha nang khoi phuc lai dua trén cac tic vu (transaction). NTFS cé do¢ tin cay

cao. N6 1a mot hé théng tép c¢6 kha nang khoi phuc bang cach st dung viéc cap
nhat nhat ky tac vu cuia tat ca cac thu muc va cac tép mot cach tu dong. Nhat ky
nay dugc Windows NT sir dung dé lap lai hoac khoi phuc cdc thao tdc bi hong
xay ra do su c¢6 hé thong bi hong hoac mat dién.
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o Ho tro viéc tdi 4nh xa cac chum (cluster remapping). Néu mot 16i xay ra boi ¢6
mot cung (sector) bi hong trén dia cing, NTFS s& cap phat mot chum mdéi dé
thay th€ mot chim c6 cung bi hong. Sau d6 NTFS luu cac dia chi cua chum chita
cung bi hong, do vay cung bi hong khong dugc str dung lai

o Hbé trg cic tép Macitosh

o Hb trg cic yéu cau POSIX

2. Dung ché do bao mat cua NTFS

Trén cdc phan hoach NTFS, ching ta c6 thé dat permission NTFS trén cdc thu muc va
tép. Permission NTFS bao mat cdc tai nguyén trén may cuc bo va khi nguoi sir dung noi
té1 cac tai nguyén do trén mang.

2.1. Mot s6 khdi niém:

Permission NTES. Permission NTFS 1a permission chi c¢6 trén mot phan hoach
duge dinh dang qua hé thong tép cua Windows NT/2000. Permission cung cap bao
mat & mitc do cao hon vi chiing c¢6 thé gin t6i cdc thu muc va t6i cdc tép cu thé.
Permission NTFS cho thu muc va tép duoc dp dung ca véi nguoi su dung lam viéc
tai may noi cé thu muc hoac tép luu trit va ca nhiing nguoi truy cap thu muc hoac
tép d6 tir mang thong qua viéc néi téi mot thu muc duoc chia sé

Kiém soat (Audit). Ghi vao nhat ky nhitng van dé lién quan dén bao mat c6 thé xay
ra va sau nay dung chiic niang Event Viewer (xem su kién) dé xem lai

Lap nhat ky cdc su kién (Event log). Khi mot tép hay mot thu muc duoc stra ddi,
Dich vu Tép nhat ky (Log File Service) theo ddi moi thong tin vé céc thao tic redo
hay undo cho viéc stta d6i. Nhing thong tin redo cho phép NTFS tao lai cdc sira d6i
trong trudng hop hé théng c6 su c6. Thong tin vé undo cho phép NTFS bo nhiing
stta d6i néu nhu né khong thé thuc hién duoc hoan toan chinh xac. NTFS luon co
gang redo mot giao dich va chi undo khi khong thé redo

Quyén s& hitu (Ownership). Nguoi tao ra tép hay thu muc hay nha quan tri ¢6 toan
quyén s dung hay cho phép ngudi khédc str dung tai nguyén nay. Chi c¢6 ho mdi c6
thé thay déi cip do truy cap ap dung cho mot doi twong. Ho khong thé chuyén giao
quyén so hitu cho ngudi sit dung khdc ma chi ¢ thé cidp quyén “gianh quyén s&
hitu”. Nguoi st dung phai danh quyén s& hitu thu muc/tép sau khi da dugc céap
quyén lam thé.

2.2. Su dung permission NTFS
Ching ta c6 thé sir dung permission NTFS dé€ bao vé céc ngudn tai nguyén, tranh nhitng
ngudi sir dung c6 thé truy cap mdy theo nhiing con dudng sau:

e Mot cach cuc bo, ng6i lam viéc tai may noi luu trit cac tai nguyén
e Tir xa, bang cach néi t6i mot thu muc dugc chia sé
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Ching ta c6 thé dat permission tép t6i cdc mifc chi tiét. Thi du, chiing ta c6 thé dat
permission khdc nhau cho méi tép trong mot thu muc. Chiing ta ¢6 thé cho phép mot
ngudi st dung doc noi dung ctia mot tép va thay doi né, cho phép ngudi khac chi duge
doc tép va ngan can moi nguoi khac truy cap vao tép. Trén mot phan hoach NTFS,
nguoi tao ra mot thu muc hoac tép la cht nhan cta thu muc hoac tép d6. Néu ngudoi do
la thanh vién quan tri thi nhém quan tri tr& thanh chu nhan cua thu muc hoac tép do.
Chuti nhan luon c6 thé gén va thay déi permission trén cdc thu muc hodc tép ctia ho.

Permission NTFS duoc gan cho cac tai khoan nguoi st dung va cac tai khoan nhém
theo cling mot cdch ma permission chia sé da gan. Mot ngudi sit dung c6 thé duge gan
permission NTFS mot cach truc ti€p hodc nhu 1a thanh vién clia mot hay nhiéu nhom
Permission thu muc NTFS dugc dp dung nhu sau:

e Giong nhu cac phép chia sé, permission NTFS cung cip permission hiéu qua cho
ngudi stt dung bao gém cdc t6 hop permission nhém va permission nguoi sit dung,
trir truong hgp ngoai 1€ No Access. Gidy phép No Access ding trén tit ca
permission khéc.

e Khong giong nhu permission chia sé, permission NTFS bao vé cac tai nguyén cuc
bo va c6 thé duoc gan cho cdc thu muc va céc tép khéc trong cung cay phan cap.

Permission tép NTFS cé quyén cao hon permission dugc gan cho thu muc ma tép dé
thuoc vao. Thi du, néu mot ngudi st dung cé gidy phép Read t6i mot thu muc va gidy
phép Write t6i mot tép trong thu muc d6, thi ngudi dé sé c6 thé ghi vao tép nhung
khong thé tao ra mot tép mdi trong thu muc do.

2.3. Cdc mirc gidy phép truy cdp tép NTFS
Permission truy capthé hién su diéu khién d6i v6i ngudi sir dung tai nguyén tép cling
nhu mitc do st dung. Doi véi tép, cic muc do gidy phép truy captuong ting véi cac
quyén sau:
Gidy phép R X \ D P 0O
No Access
(Khong dugc truy nhap)
Read
(boc)
Change ) Q Q Q
(Thay déi)
Full control Q@ Q Q Q Q Q
(Toan quyén)
Special File Access Co6 thé chon t6 hgp céc ché do trén
(Truy cap t¢p dac biet)
Trong do:
R: Xem duoc dit liéu, thudc tinh, ngudi sé hitu va cac muc gidy phép
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X: Chay duoc tép (thi du doi véi cac tép .exe)

W: Ghi vao tép hay thay déi cac thuoc tinh clia n6
D: Xo4 tép

P: Thay d6i permission d6i vdi tép

O: Ldy quyén s hitu

2.4. Cdc mirc gidy phép truy cdp thu muc NTFS
Permission truy capthu muc thé hién su diéu khién doi v6i nguoi st dung tai nguyén
thu muc cling nhu mic do st dung thu muc dé. Doi véi thu muc, cac mic do gidy phép
truy captuong ding vdi cdc quyen sau:
Gidy phép R X Y D P O
No Access
(Khong dugc truy nhip)
List Q
(Liét ké)
Read Q@
(Boc)
Add
(Thém)
Add & Read S
(Thém & Doc)
Change Q
(Thay déi)
Full control Q
(Toan quyén)
Special File Access C6 thé chon t6 hop cdc ché do trén
(Truy captép dac biét)
Trong doé:
R: Hién dit liéu ctia thu muc, thudc tinh, nguoi s& hitu va cac mic gidy phép
X: Chay duoc tép trong thu muc (thi du doi véi cac tép .exe)
W: Tao cdc tép mdi trong thu muc, stta d6i cdc tép hay thay déi cdc thuoc tinh cua thu
muc
D: Xo4 céc tép trong thu muc
P: Thay d6i cdc mic gidy phép doi véi thu muc
O: Lay quyén sd hitu

v

e e e e e
®e e e e

) ) [0

2.4.1. Su thay doi cac miic gidy phép trong truong hop sao chép hay di chuyén.

Thao tdc sao chép (copy) mot tép khic vé6i di chuyén (move) t€p d6. Mot tép duoc di
chuyén sau khi sao t&p d6 vao vi tri méi va xod & vi tri cii. Trén thuc t€, khi di chuyén
mot tép thi chi c6 con trd trong cau truc tép thay déi, con vé mat vat ly, tép vin &
nguyén ché cii. Ta chi di chuyén dugc céc tép trén cing mot 6 logic. Con sao tép gii

163



hai ban tai hai vi tri khiac nhau. Theo logic thong thuong, ngupi ta dat chinh siach bao
mat khic nhau cho hai thao tac nay.

Trong truong hop sao chép, tép dich dugc coi 1a mot tép mdéi va nhu vay permission
hién ¢6 s& duoc thay th€ bang permission nhu d6i véi cdc tép mdi trong thu muc dich.
Khi mot tép hay thu muc dugc sao chép, né thira hudng nhitng gidy phép cua thu muc
dich cung v6i gidy phép ngam dinh d6i v6i mot tép méi. Nguoi sao chép trd thanh chi
s6 hitu cua ban sao va ¢c6 moi quyén

Trong trudng hop di chuyén, moi muc gidy phép ciling nhu chil s& hitu giit nguyén nhu
cii. Muon di chuyén, nguoi sit dung phai ¢6 quyén dua céc tép ciing nhu thu muc con
vao thu muc dich.

2.4.2. Tuong quan giita gidy phép cd nhdn va gidy phép ctia nhém

Gidy phép truy cap doi véi ca nhan két hgp véi gidy phép nhom ma anh ta la thanh vién
s& cho phép anh ta nhiéu nhat tir d6, ngoai trlr trudng hop No Access, khi d6 tong hop
permission ciling 1a No Access.

Theo ngdm dinh, nguoi tao ra tép hay thu muc chinh la nguoi cht s& hitu tép hay thu
muc d6. Ta khong thé dua truc ti€p quyén s hitu tép hay thu muc cho mot ngudi khac
nhung ta c6 thé cho ngudi d6 dugc phép doat quyén s& hitu. Ngudi quéan tri
(Administrator) luon luon c6 thé doat quyén s& hitu tép hay thu muc, tham chi ngay ca
khi ho bi tir ch6i quyén truy captép hay thu muc d6. Khi mot thanh vién cua nhém
Administrators doat quyén s hitu thi tdt cd moi thanh vién ciia nhém nay ciing cé
quyén so hitu tai do.

Mot chti nhan khong thé thay déi quyén s hitu clia mot tai nguyén ma ho lam chi. Ho
chi c6 thé gin cho ngudi khac hodc nhém khdc gidy phép 1y quyén s& hitu mot tai
nguyén. Tinh bao mat cla tai nguyén dé van dugc dam bao khong bi nhiing nguoi st
dung khdc tao hodc stra cdc tép va sau do tao ra ching nhu 1a thuoc quyén sé hitu cta
mot nguoi khac.

2.5. So sanh permission cuc bo va trén mang

Mot thu muc hay mot tép c6 thé chiu hai ch€ do gidy phép: mot trong ché do chia sé,
mot trong ché do bao mat cuc bo cua phan hoach NTFS. Bao mat cuc bo & hé thong tép
NTFS va ¢ cdc mic gidy phép truy cap khdc nhau. TS hop sé 1y mic gidy phép yéu
hon.

2.6. Két hop permission chia sé va permission NTFS

Permission chia sé trén phan hoach NTFS lam viéc theo cac t6 hop gidy phép tép va thu
muc. Dé cung cip cho ngudi sit dung cic quyén truy capdugc vao céc tai nguyén trén
dia, cac thu muc chita cac tai nguyén d6 phai dugc chia sé. Mot khi cac thu muc da
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duoc chia sé, chiing ta c6 thé bao vé nd bing cdch gén permission chia sé t6i ngudi st

dung va cac nhém cong tiac. Tuy nhién, permission chia s¢ bi han ch€ trong viéc bao

mat vi nhitng 1i do sau day:

e Cho nguoi str dung cing mot muc truy captdi tat ca cac thu muc bén trong thu muc
dugc chia sé

e Khong c6 tac dung khi mot nguoi st dung nao d6 da truy cap duoc vao mot tai
nguyén mot cach cuc bd bang cach ng6i tai mdy c6 dat nguon tai nguyén doé

e Khong thé str dung dé bao mat cac tép c6 tinh s hitu riéng

Néu mot thu muc duge chia sé nim trén mot phan hoach NTFS thi ta c6 thé dung
permission NTFS dé khoa mot cdch c¢6 hiéu qua hodc thay doi mot truy capnao d6 cua
mot nguoi st dung nao d6 t6i cac thu muc duge chia sé. Ta ¢6 dugc tinh bao mat & mic
cao nhat bang cach két hop permission NTFS vdi permission chia sé

3. Ma hoa hé thong tép (Encrypting File System - EFS)

Mot trong nhitng dac trung an toan cuc bo méi cia Windows 2000 1a EFS. EFS cho
phép ngudi st dung cét gilt s6 liéu an toan hon trén mdy tinh cuc bo clia minh bang
cach ma va giai ma so liéu cac tép va thu muc trén NTFS khi can thiét. EFS duogc thiét
k& dé cat giir thong tin dac biét trén may tinh cuc bo va do d6 n6 khong ho tro kha nang
chia sé cdc tép ma hod. EFS tich hgp vao NTFS lam cho viéc quan ly ma hoa dé dang
va trong suot v6i nguoi st dung. EFS tu dong tao cap khoa ma cho nguoi st dung néu
cap khod nay chua ton tai. Cap khod gom khod cong khai va khod mat cho méi nguoi
st dung. Néu cap khoa ma can tao, va nguoi st dung dang nhap vao mang theo mo
hinh mién, thi viéc tao khod xay ra tai bo diéu khién (ki€m sodt) mién; con néu ngudi
sit dung dang nhap vao mang theo mo hinh nhém lam viéc, thi viéc tao khoa xay ra tai
mady tinh cuc bo. Bo diéu khién (ki€m sodt) mién hodc mdy tinh s& thuc hién ma hoa
kép bang hai khod nay. Hé thong may tinh s& yéu ciu EFS tao s0 gia ngiu nhién cho
tép, duogc goi 1a khoa ma tép (File Encryption Key - FEK). FEK sau d6 dugc dung dé
giai ma sO liéu tép. Thuat toan ma hod DES m& rong (Exteded Data Encryption
Standard - DESX) str dung FEK dé ma ho4 tép. Céc tép ma hoa duoc cat giit trén dia
cing. Dén day, thuat todn ma hod bang khod mat da xong. Tuy nhién qua trinh nay con
nhiéu bu6c nita. Dé ddm bao hoan toan an toan cho FEK, né dugc ma hod bing khoa
cong khai clia nguoi st dung; bing cdach d6 dam béao chic chan ring ngudi s dung
khong dung chung khod giai ma. FEK sau khi ma dugc cat gilt cung véi tép da dugec ma
hod. Bén day ca FEK va tép duoc cét gitt an toan. Cac tai khoan ctia hé thdng khac
mac du ¢6 cac permission d6i véi cac tép ma hod, vi du permission “gianh quyén s&
hitu”, cting khong thé m& duoc tép ndy néu khong c6 khod mat ctia ngudi ma hoa hoic
khod mat duoc phuc hoi clia ngudi dai dién. Tuy nhién mot vai permission khac lai
khong bi anh hudng. Vi du nguoi quan tri ¢6 permission xod bo tép ma hoa thi van con
kha niang d6 tham chi khi anh ta khong thé m& va doc tép.
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