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TOM TAT

Hién nay, viéc ddm bao an toan thdng tin, trdnh moi nguy co bj thay ddi, sao chép hodc
mét mat dir liéu trong cac (rng dung trén mang ludn la van dé birc xtc, dwoc nhiéu ngudi quan
tam. Trong bai b4o nay, ching téi&trinh bay nhirtng van dé lién quan vé ma hda théng tin,
thuat toan bam MD5, thuat toan ma héa RSA va chi¥ ky dién t&r. Tt d6, (rng dung thuat toan
MD5 va RSA @& phan tich qua trinh hoat déng cla ch ky dién ti. Trén c& s& do, ching toi dé
ra gidi phap wng dung chiv ky dién t& trén co & két hop gitra thuat toan bam MD5 va thuat
toan ma héa RSA trong qua trinh g&¥i va nhan cac tép van ban.

ABSTRACT

Information security including protection of information and information system against
unauthorized access, use, disclosure, disruption, modification or destruction, is currently an
urgent issue. In this paper, we present decryption using RSA, Message Digest 5 algorithm
(MD5) and electronic signatures. Then comes the application of MD5 and RSA algorithm to
analyzing the operation of electronic signatures. Hence, we propose a solution for applying
electronic signatures to text files sending and receiving process on the basis of the combination
between and decryption using RSA and MD5 algorithm

1. Pt vin dé

Trén thuc té, chir ky dién tir (Digital Signature) d3 duoc tmg dung rong réi trong
cac ung dung trén mang. Mot trong nhirg tng dung quan trong cua chir ky dién tur la
dam bao an toan dir liéu khi truyén trén mang. Tuy nhién, khi xdy dung mét tmg dung,
céc nha phat trén thuong chi tap trung xay dung cac chirc ning cia hé thong, it quan
tam dén van dé an toan trong qua trinh truyén tin.

Nhim giai quyét van dé xu 1y cac giao dich trao ddi vin ban trén mang, dén nay
d4 c6 nhiéu giai phap lién quan dén van dé ma héa vian ban, nhung chung toi chon va dé
XUt giai phap ung dung chir ky dién tir trén co so két hop giira thuat toan baim MD5 va
thuat toan ma hoa RSA trong qua trinh giri va nhén tép vin ban ciia hé thong phan mém
quan ly.

Bao mat thong tin 13 linh vuc rat rong, nén day chi 1 bude khoi dau dé chung toi
tiép tuc nghién ctru va img dung céc thuat toan ma hoa trong viéc xay dung Gmg dung.

Trong bai bdo nay, ching téi trinh bay nhimg ndi dung chinh nhu sau: Pau tién
chdng t6i gigi thiéu mot sé van dé lién quan trong linh vuc ma hoa dir liéu. Tiép theo
chdng t6i trinh by Vin tit thuit toan baim MD5 va thudt to4an ma hoéa RSA. Phan cubi,
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chdng t6i tap trung trinh bay giai phap tng dung chir ky dién tir sit dung MD5, RSA va
d@ ra cach thire van dung, trién khai trong qua trinh giri va nhén tép van ban.

2. Mot s6 van dé vé ma héa dir liéu
2.1. Khai ni¢m ma hoa dir li¢u

Ma hoa dir liéu 1a sir dung mot phuong phap bién doi dif ligu tir dang binh thuong
sang mot dang khac, ma mét ngudi khdng cd thim quyen, khong c6 phuong tién giai
ma thi khéng th§ doc hi€u dugc. Gidi ma dir ligu la qua trinh nguoc lai, 1a su dung mot
phuong phap bién doi dir liéu da dugc ma hoa vé dang thong tin ban dau.

] ] Hé théng .
Khéa ma héa quan 1y khoa Khoa giai ma

v v

N Di liéu ma hoa — .
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Hinh 1. Quy trinh m& hoa dir liéu
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Sau ddy 1a mot s6 khai niém va ki hiéu lién quan vé van d& ma héa dit liéu :
- Ma héa (Encryption): Qué trinh chuyén d6i dir liéu gbc thanh dir liéu duge ma hoa
sao nguoi khac khong thé doc hiéu duoc (ki hiéu E);
- Gidi ma (Decryption): Qué trinh ngroc lai ciia mi héa, bién dbi dir liéu da duoc ma
hoa thanh dang gbc ban dau (ki hiéu D);
- Théng diép (Message), ban goc (Plaintext): Tép dit liéu chua ma hoa (ki hiéu M).
- Ban ma (Ciphertext): Tép dir liéu da dugc ma hoa (ki hiéu C).
Theo quy udce, khi mé hoa thi C = E(M) va khi giai ma thi M = D(C) = D(E(M))
Theo phuong phap trugn thong, ngudi ta thuong dung cing mot khoa dé ma
hoa va ghi ma. Luc d6, khoa phai duoc giit bi mat tuyét d6i. Nguoi ta goi day 1a hé
théng m3 hoa ¢d dién (hay con goi 1a ma hoa ddi xtng, mot khoa, khoa bi mét,...).
Phuong phap khac st dung khoa cong khai (con goi 13 phuong phap mi hoa bat
dbi xtmg, hay hé thdng hai khoa) trong d6 khoa dé ma hoa va khoa dé giai ma 1a khac
nhau. Cac khoa nay tao thanh mét cip chuyén d6i nguoc nhau va khong khéa nao c6 thé
suy ra dugc tir khoa kia. Phan tiép theo ciia bai bao s& dé cap dén ky thuat ma hoa nay.
2.2. Thudt toan MD5
Ham bam (Hash Function) nlin gia tri vao (Input) 1 mbt thong diép M & c6 chiéu
dai bat ky, dé bién (bam) thanh mot gia tri h & dau ra (Output) c6 chiéu dai ¢b dinh, h
duoc goi 1a gia tri bam (Hash Value).

[
Vin ban can bam
(d6 dai bat k)

Bam Van ban da bam
(str dung ham bam) (do dai cé dinh)

Hinh 2. Minh hoa ham bam ————
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Thuit toan MD5 (Message Digest 5), do Ronald Rivest thét k& nam 1991, 1a xay
dung mot ham bam dé mi hoa mot tin hiéu vao co chiéu dai bat ky va dua ra mdt tin
hiéu (Digest) & dau ra c6 chiéu dai c¢b dinh 128 bit (twong tng vai 32 chit sb hé 16). [2]

Dudi day 14 cac vi du mo ta cac két qua sau khi thyc hién ham bam MDS5.

- MD5("xin chao™) = 2201c07¢37755e663c07335cfd2f44c6

Chi can mot thay doi nho (chang han viét hoa chit x thanh X) ciing lam thay d6i
hoan toan két qua tra vé :

- MD5("Xin chao™) = e05¢1d9f05f5b9eb56fe907c36f469d8

Thuat toan ciing cho két qua ddi v6i chudi rong :

- MD5(" ") = d41d8cd98f00b204e9800998ecf8427¢

2.3. Thugt toan RSA

Phuong phap stir dung thuat toan ma hoa khoa cong khai RSA (duoc dat tén tur ba
nha phat minh 12 Ron Rivest, Adi Shamir va Leonard Adleman), duoc st dung nhiéu
nhit, thuat toan st dung biéu thic voi ham mit dé ma hoa ban géc thanh cac khéi, moi
khdi c6 mot gia tri nhi phan nhé hon n.

Gia sir kh6i ban gbc ciia ngudi giri 14 M va khéi ban mé ciia nguoi nhan 1a C, qué
trinh m& héa va giai ma RSA 1a: C = M®mod n va M = C® mod n

Ca ngudi giri va ngudi nhan phai biét gia tri n. Ngudi guri biét gia tri e va chi nguoi
nhan biet gia tri d. Pay 1a mot thuat toan ma hoa khoa cong khai voi khoa cong khai KU
= {e,n} va khéariéng KR = {d,n} [4].

Chon2 s6
nguyén to p va q
Tinh n=pq
0 - (n-1)(. M
Tinh ®(n) = (p-1)(g-1)
Khda cbng khai

KU={en} _ M

Chone<n > C=M°modn
Khéa bi mat

hn KR={dn}y

> M=C'modn

=

d =e* mod ®(n)

Hinh 3. So' d6 biéu dién thudt todn ma héa RSA
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3. Chir ky dién tir

Chir ky dién tir (Digital Signature) dya trén k¥ thuat sir dung ma hoa khoa cong
khai. Trong d6, ca nguoi giri va ngudi nhan, moi ngudi c6 mot cip khoa 1a khoa bi mat,
hay riéng tu (Private Key) va khoa cong khai (Public Key).

Chtt ky dién tir hoat dong khi mdt ngudi giri mot thong diép, nguoi d6 dung
khoa riéng oia minh dé ma hoa thong diép sang mot dang khé nhan dang. Ngudi nhan
dung khoa cong khai cia ngudi giri dé ma hoa thong diép. Tuy nhién, dé an toan that sy
phéi co cac budc bd sung. Do dé, thuat toan baim MDS5 va thuat toan ma hoa RSA co thé
dugc ap dung dé xay dung Gmg dung chit ky dién tir.

4. Giai phap wng dung chir ky dién tir

Phan nay, chiing toi dé xuét giai phap ing dung chir ky dién tir trong hé thng quan
ly. Qué trinh guri va nhan cac tép van ban phuc vu quan ly dua vao thuat toan bam MD35
va thuat todn ma hoa RSA.
4.1. Qua trinh ky va guwi cdc tép van bdn

- Tu file can giri ban dau, chuong trinh s& st dung ham bam MD5 & ma hoa

thanh chudi ky tu dai 128 bit, hash value (goi 1a ban tém luoc).

- Chuong tinh st dung thuat toan RSA dé ma hoa khoa riéng (private key) cia
nguoi gui va ban tom luge hash value thanh mgt dang khéc (gia tri bam ¢ dang
mat ma) goi la chir ky dién tur.

- Két hop file ban dau véi chit ky dién tir thanh mot thong diép da ky va giri di
cho nguodi nhan.
[ ]

Ham bam MD5

A 4
» Mé& héa RSA
Ban tom luoc (M)

Chit ky dién tir
S=M'modn |[&
vy .
"\ _Két hon file va CKDT

Thong diép da ky

Gui di

f—x KR(d.n)

Khoa bi mdt cua
nguoi gui

Hinh 4. So do mé ta qud trinh ky va giki cdc tép van ban

70



TAP CHi KHOA HOC VA CONG NGHE, DAl HOC DA NANG - SO 5(34).2009

4.2. Qué trinh nhédn cdc tép van bdin
Sau khi nguoi nhan dang nhéap vao hé théng va thyc hién viéc nhén céac t¢p van ban.
Hé thdng s& tach thong diép da ky thanh ra file va chit ky dién tr. Dén giai doan nay s&
¢6 2 qué trinh Kiém tra :
1. Kiém tra file cé diing nguwoi givi hay khong?
- S dung thut toan RSA dé giai ma chit ky dién tir bang khoa cong khai
(username) ctua nguoi guri.
- Néu giai ma khong duoc thi file nhan duoc khong ding nguoi giri.
- Néu giai mi thanh cong thi file nhan dugc ding nguoi giri va c6 duge Ban tom
Iuoc 1.
2. Kiém tra file ¢é bi thay d6i hay khong?
- T file duoc tach ra ta s dung ham bam MDS5 ma hoa thanh Ban tém lugc 2.
- Kiém tra Ban tom lugc 1 va Ban tom luge 2 ¢6 gidng nhau hay khong? Néu
giéng nhau thi file nhadn duogc 1a ven toan (khong bi thay ddi hay tac dong),
nguoc lai 1a file d4 bi thay doi.

Thong diép nhan

_CTéch file va CKDT >

v

Ham bam MD5

Ban tom lugc 2 (M)

KU(e,n)a"_l'

Khéa cong khai
Cla nguoi gui

Giai ma RSA

nguodi gui
L 2

Ban tom luoc 1
M =S mod n
A - ) File b thay d6i
Khong dung nguoi gui File la toan ven Hay

Hinh 5. So do mé ta qud trinh nhédn cdc tép van ban

71



TAP CHI KHOA HOC VA CONG NGHE, BAI HOC BA NANG - SO 5(34).2009
4.3. Vin dung vio hé thong

Dé van dung giai phap nay trong hé thong giri va nhan tép vin ban ching ta can tim
hiéu thém trong cac tai liéu tham khao, tir d6 co thé lua chon, su dung cac thuat toan,
ngdn ngir dé xay dung chuong trinh. Trong khudn khd mot bai bao, chung toi gidi thiéu
tong quan mot sd budce dé xdy dung cic ham va thuat toan chinh nhu sau:

- Do sir dung ham bam MD35 dé ma hoa vin ban gdc thanh 32 ki ti nén kich thudc
cua khoa c6 do dai phai du 16n va trong thuat toan RSA c¢6 ca ham mi... nén ta
can xay dung cac ham xir 1y sd co kich thudc 16n véi cac phép toan co ban:
cong, trir, nhan, chia, modulo...

- Xay dung thuat toan phét sinh s6 nguyén td;

- Xay dyng thuat toan chon e, thuat toan chon d;

- St dyng khoa riéng (n, d) dé tinh toan chit ky S = M? mod n;

- Sir dung khoa cong khai ctia nguoi gui (n, e) dé tinh toan lai M = S® mod n;

- Xay dung cac ham gui va nhan file...

5. Két luan

Chir ky dién tir 1a nén tang dé bao dam an ninh trong linh vuc thwong mai dién
ttr, cac phan mém quan 1y c6 kién trac kiéu Client/Server. Chung t6i da néu dugc quy
trinh tng dung chir ky dién tir trén co sé két hop giita thuét toan bam MD5 va thuét toan
ma hda RSA. Tir d6, chung t6i da dé ra giai phap tmg dung chit ky dién tir trong phan
mém quan 1y; cu thé 1a qua trinh gui va nhan céc tép van ban.

Tir giai phap nay, ta co thé xay dung va cai dat cac ham sir dung tinh nang cua
chit ky dién tir trong qua trinh giri va nhan céc tép van ban tng dung cho cac hé théng
quan 1y nham dam bao tinh bao mat cta hé thong.
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